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DEMAND BASED ENCRYPTION AND KEY
GENERATION AND DISTRIBUTION
SYSTEMS AND METHODS

CROSS-REFERENCE TO RELAT
APPLICATIONS

s
w

This 1s a continuation application of U.S. application Ser.
No. 13/667,980, entitled “DEMAND BASED ENCRYP-
TION AND KEY GENERATION AND DISTRIBUTION
SYSTEMS AND METHODS?”, filed Nov. 2, 2012, which 1s
hereby icorporated by reference herein in 1ts entirety for all
purposes and which application claims priority under 35
U.S.C. §119(e) to U.S. Provisional Patent Application Ser.
No. 61/555,124, filed Nov. 3, 2011, enfitled DEMAND
BASED ENCRYPTION AND KEY GENERATION AND
DISTRIBUTION, which are hereby incorporated by refer-

ence herein 1n their entirety for all purposes.

FIELD OF THE DISCLOSUR.

(L]

The disclosure relates generally to systems and methods
providing a key management platform that generates and
distributes demand-based encryption and decryption keys.

BACKGROUND OF THE DISCLOSURE

Current encryption standards are predominantly imple-
mented 1n server-type resources 1 which data 1s sent to a
central server and encrypted as a backend process. A decryp-
tion key 1s then sent to the end user for local use. Such
methods fail to address direct peer-to-peer environments such
as communication between mobile devices, including
CDMA, UMTS, GSM, LTE and other formats as well as
communications over WIFI, WI-MAX, variants of 802.11x,
and emerging standards.

SUMMARY OF THE DISCLOSUR.

(L.

In accordance with the present disclosure, a computer-
implemented method, a system and a computer program
product comprising a computer usable medium having a
computer readable program code embodied therein that is
adapted to be executed to implement a method for providing
on-demand encryption and key generation and distribution
are described.

Certain methods, systems and computer program products
may generate arequest, identification information identifying,
a receiver system, and one or more use parameters associate
with a data file; send the request to a key management system,
wherein the sending of the request 1s configured to cause the
key management system to generate a private encryption key
and a public encryption key; send the identification informa-
tion to the key management system, wherein the sending of
the identification information 1s configured to cause the key
management system to send the public encryption key to the
receiver system; send the use parameters to the key manage-
ment system, wherein the sending of the use parameters 1s
configured to cause the key management system to generate
the public encryption key based on the use parameters; gen-
crate payment information; send the payment information to
the key management system, wherein the sending of the pay-
ment information 1s configured to cause the key management
system to generate the private encryption key and the public
encryption key upon authentication of the payment informa-
tion; recerve the private encryption key from the key manage-
ment system; modily the data file with the use parameters
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2

before the data file 1s encrypted; encrypt the data file using the
private encryption key; send the encrypted data file to the
receiving system; send an access mstruction to the recerving
system, wherein the sending of the access 1nstruction 1s con-
figured to prohibit the receiving system from accessing the
data file after a first number of access attempts by the receiv-
ing system and after an elapsed time period from when the
encrypted data file was sent to the receiving system; receive a
notification relating to an attempt, by the recerving system, at
taking an action in relation to the data file; generate, based on
the notification, an 1nstruction configured to deny the action;
and/or send the instruction to the recerving system, wherein
the sending of the instruction i1s configured to prevent the
receiving system from completing the action. A processing
component may encrypt the data file based on the use param-
cters. Use parameters may specily an expiration date of the
public encryption key.

Other methods, systems and computer program products
may recerve, from a requester system, a request to generate a
private encryption key and a public encryption key; receive,
from the requester system, 1dentification information 1denti-
tying arecerver system; generate a first private encryption key
and a first public encryption key in response to receiving the
request; send the first private encryption key to the requester
system; receive, from the requester system, use parameters;
generate, based on the use parameters, the first public encryp-
tion key; send the first public encryption key to the receiver
system; send an 1nstruction specitying the use parameters to
an application running on the receiving system, wherein the
application controls access to an encrypted data file that was
received from the requester system by the recerver system
based on the 1nstruction speciiying the use parameters; gen-
erate one or more passcodes associated with the first private
encryption key and the first public encryption key; send at
least one of the passcodes to the requester system; and/or send
at least one of the passcodes to the receiver system.

BRIEF DESCRIPTION OF THE DRAWINGS

The present application may be more fully appreciated 1in
connection with the following detailed description taken 1n
conjunction with the accompanying drawings:

FIG. 1 shows a block diagram depicting an on-demand
encryption system for generating and distributing encryption
information in response to user request.

FIG. 2 illustrates a process flow diagram detailing a pro-
cess relating to the on-demand encryption system of FIG. 1.

FIG. 3 illustrates a process flow diagram detailing a pro-
cess relating to the on-demand encryption system of FIG. 1.

DETAILED DESCRIPTION OF TH.
DISCLOSURE

(Ll

Various aspects of the disclosure are described below. It
should be apparent that the teachings herein may be embod-
ied 1n a wide variety of forms and that any specific structure,
function, or both, being disclosed herein 1s merely represen-
tative. Based on the teachings herein one skilled 1n the art
should appreciate that any aspect disclosed may be 1mple-
mented independently of any other aspects and that two or
more of these aspects may be combined 1n various ways. For
example, a system may be implemented or a method may be
practiced using any number of the aspects set forth herein.

This disclosure relates generally to one or more systems,
methods, and computer program products for distributing
encryption information. Generally, the disclosure may be
implemented to provide services to a user to generate encryp-
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tion keys to protect content and to communicate the associ-
ated encryption keys to one or more appropriate users. Fur-

thermore, the disclosed system may be used to incorporate
other security features, such as temporal, geographical, and
usage restrictions into the encrypted file. Each of these ser-
vices may be provided on-demand and in response to user
selected inputs. Encryption of any type of content 1s contem-
plated, including content stored in any format (e.g., PDG,
JPEG, WORD, EXCEL, and others) and containing any type
of information (e.g., video, audio, text, and others).
Additional details are provided in the examples below.

Example Systems

Attention 1s first drawn to FIG. 1, which depicts certain
aspects of the disclosure relating to an on-demand encryption
system 100 for generating and distributing encryption infor-
mation 1n response to user request. The system 100 may be
configured to include a communication platform 110, a
requester platform 120, a receiver platform 130, and a key
management platform 140. The term “platform™ as used
herein may refer to a single component, a grouping of remote
components at multiple locations, or a centralized grouping
of components at a single location. A platform may 1nclude
components that may be hosted by, or services that may be
offered by parties other than those directly associated with
cach platform. A platform may further include hardware,
soltware, or other solutions and other components configured
to exchange and process data and instructions using various
protocols across various network communication pathways.
Certain aspects of each platform are described in more detail
below. It 1s to be understood that the description herein 1s not
intended to be limiting, and alternative embodiments are con-
templated as understood by one of skill 1n the art.
Communication Platform 110

The communication platform 110 may be configured to
provide communication links among the various other plat-
forms. For example, the communication platform 110 may
utilize any one or a combination of known communication
networks and connections to facilitate communication in the
system 100, including the Internet, private networks, local
area networks, cellular or other over-the-air wireless carrier
interfaces (e.g., CDMA, UMTS, GSM, LTE), Bluetooth, Wi-
Fi, and other wired and wireless communication pathways.
Any communication network may be utilized alone or in
combination to provide connectivity for the system 100.
Requester Platform 120

The requester platform 120 may include any suitable com-
puting device that 1s configured to allow a user to interact with
other platforms of the system 100. For example, the user
device may be any of numerous general purpose or special
purpose computing system environments or configurations.
Examples of well-known computing devices, systems, envi-
ronments, and/or configurations thereof that may be suitable
for use 1n accordance with particular embodiments of the
disclosure include, but are not limited to, personal computers,
hand-held or laptop devices, mobile phones, tablet and
e-readers, and programmable consumer electronics. The
requester platform 120 may include various components,
including a processor 121, a display 123, a database 124, a
camera (not shown), an mput/output interface (e.g., a touch
screen, keyboard, mouse) (not shown), and memory 122 from
which software may be executed. The requester platform 120
may also include various software applications, including
those that operate in conjunction with a web browser (e.g.,
through a LAN connection or radio link), and those that
operate without web connectivity.
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Receiver Platform 130

Similar to the requester platiorm 120, the recerver platform
130 may 1nclude any suitable computing device that 1s con-
figured to allow a user to interact with other platforms of the
system 100. For example, the user device may be any of
numerous general purpose or special purpose computing sys-
tem environments or configurations. Examples ol well-
known computing devices, systems, environments, and/or
configurations thereof that may be suitable for use 1n accor-
dance with particular embodiments of the disclosure include,
but are not limited to, personal computers, hand-held or lap-
top devices, mobile phones, tablet and e-readers, and pro-
grammable consumer electronics. Moreover, the recerver
platform 130 may also include the various components (e.g.,
processor, display, database, 1input/output interfaces,
memory, etc.) described in the requester platform 120,
although not shown 1n the receiver platform 130 of FIG. 1.
The recerver platform 130 may also include various software
applications, including those that operate in conjunction with
a web browser (e.g., through a LAN connection or radio link),
and those that operate without web connectivity.

In one embodiment, the requester platform 120 and the
receiver platform 130 may each be implemented on a mobile
phone device. An application, stored in the phone’s memory,
may be utilized by a user to choose encryption and decryption
methods (where additional applications may perform the
actual encryption and decryption), set or monitor expiration
and usage parameters relating to encrypted or decrypted con-
tent, and to interact with the key management platform 140.
The application may be further configured to provide other
teatures of the system 100 as described 1n more detail below.
One skilled 1n the art will appreciate that the requester and
receiver platforms may be configured to operate on other
similar devices such as computers, notebooks, PDAs, web
browsers, and other peer to peer environments.

Key Management Platform 140

In general, the key management platform 140 may be con-
figured to control the generation and distribution of encryp-
tion mnformation for the system. Although not shown, the key
management platform 140 may reside on the requester plat-
form 120 (e.g., 1n a secure location of the requester platiorm
120). Specifically, the key management platform 140 may
generate encryption information, such as private and public
keys, 1n response to user requests (e.g., from the requester
platform 120). Moreover, the key management platform 140
may set parameters relating to use of encrypted content. The
key management platiorm 140 may be further configured to
serve as a central provider of encryption services to both
requester and receiver users, and may control the encryption
and distribution of files.

In accordance with certain aspects of the disclosure, the
management platform 140 may include, one or more mmput/
output interfaces (not shown), processors 141, servers 142,
databases 143, memory 144, or similar components. One of
skill 1n the art will appreciate that some or all of the function-
ality of the management platform 140 described in further
detail below may be performed at one or a combination of the
other platforms.

The database 143 may be referred to herein as a hard disk
drive for convenience, but this 1s not required, and one of
ordinary skill in the art will recognize that other storage media
may be utilized without departing from the scope of the
disclosure. In addition, one of ordinary skill 1n the art will
recognize that the database 143 which 1s depicted as a single
storage device, may be realized by multiple (e.g., distributed)
storage devices. It 1s further contemplated that the database
143 may include one or more types of a databases, including
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hierarchical databases, network databases, relational data-
bases, non-relational databases, object-oriented databases, or
another type of database able to handle various data types
(e.g., structured data that fits nicely to fields, rows, and
columns, or data from various media sources such as graph-
ics, photographs, audio, and video structured data. For
example, the database 143 may store data in a fixed file
format, such as XML, comma separated values, tab separated
values, or fixed length fields. Alternatively, the database 143
may store data imn a non-fixed file format (e.g., a NoSQL
database).

As further shown 1n FIG. 1, the key management platiorm
140 may comprise a software solution 143 with various mod-
ules implemented 1n software, including: (1) a user profile
module 145A; (11) encryption module 145B; (111) communi-
cation module 145C; and (1v) validation module 145D.

The processor 141 may be configured to execute mnstruc-
tions embodied in the software solution 145, which may be
stored 1n memory 144. One of skill 1n the art will appreciate
that the software solution 145 may be configured to operate
on personal computers (e.g., handheld, notebook or desktop,
cell phones, PDA, consumer electronics, etc.), servers (e.g., a
single server configuration or a multiple server configura-
tion), or any device capable of processing instructions
embodied 1n executable code. Moreover, one of ordinary skill
in the art will recognize that alternative embodiments, which
implement one or more components of the disclosure in hard-
ware, are within the scope of the disclosure.

Attention 1s now drawn to modules 145A-D of the software
solution 145. Modules 145A-D may operate in concert with
cach other to perform certain functions of the software solu-
tion 145, as described herein.

User Profile Module 145A

The user profile module 145 A may be configured to collect
and organize mformation on users who interact with the sys-
tem. The user profile module 145A may prompt appropriate
user data at the user devices (e.g., at the requester platform
120 and the receiver platform 130). For example, user data
may include name, address, payment information, and other
related user information. The data may then be organized into
a user profile which a user may utilize to make subsequent
encryption purchases or other interactions with the key man-
agement platform 140. A user may be provided with a user
name and password associated with the user’s profile to
enable the key management platform 140 to authenticate the
user and access any profile data or stored encryption data. The
user profile module 145A may be further configured to asso-
ciate encryption with particular devices or other security
options which may apply to future encryption requests.

Encryption Module 145E

The encryption module 1458 may be configured to gener-
ate encryption miformation 1n accordance with many avail-
able encryption protocols. Specifically, the encryption mod-
ule 145B controls the generation of encryption keys that
incorporate use parameters concerning the encryption. One
skilled 1n the art will appreciate that many encryption algo-
rithms exist and may include, but 1s not limited to, for
example, hash encryption and RSA encryption standards.
The use parameters may form part of the encryption key, may
be embedded into the encrypted content (e.g., as part of
metadata), or may be set forth in a separate file. The use
parameters may be operated on by various means, including,
computer applications that interpret the use parameters,
monitor conditions associated with the use parameters, and
control access to encrypted or decrypted content based on the
use parameters. In accordance with some aspects, content
received by arecerver plattorm 130 may “self-destruct” when

5

10

15

20

25

30

35

40

45

50

55

60

65

6

an application running on the receiver platfiorm 130 1n a
protected determines that certain use parameters have been

met, and then deletes the content. Encryption keys may also
employ digital rights management (DRM) access control
technologies that limit the use of the content after receipt
(e.g., using persistent online authentication, using metadata
in the key or the encrypted content that includes information
relating to use parameters, and other technologies).

In one embodiment, the encryption module 145B may
generate a private and public encryption key pair, and then
send one key of the pair to the requester platform 120, where
that key 1s used to encrypt a file residing at the requester
platform 120, and also send the other key of the pair to the
receiver platform 130. Alternatively, a user may provide the
file to be encrypted to the key management platform 140 and
the encryption module may prepare (e.g., security scan) and
encrypt the file into a format to be sent back to the requester.
The encrypted file may instead be kept at the key management
plattorm 140 so it may be downloaded and decrypted at a later
time. The encryption module may also provide decryption
services to a receiwving user either through upload of an
encrypted file with the correct associated public key or a user
may download the encrypted file from the key management
platiorm 140 after correctly providing the associated public
key.

Communication Module 145C

The communication module 145C may be configured to
provide communication services from the key management
plattorm 140 to the other platforms. The communication
module 145C may be further configured to utilize encrypted
communications to allow secure transmission of information
from the key management platform 140. Private and public
key security may be compromised 1f the communication of
the keys and other associated imformation 1s not protected
during transmission to the user platforms 120-130. The com-
munication module 145C may provide security when trans-
mitting sensitive data over the communications platform 110.
One skilled 1n the art will appreciate the many known meth-
ods for data security and encryption over communication
networks and should not be read in a limiting sense.

Validation Module 145D

The validation module 145D may be configured to validate
keys that have been transmitted to users. The validation mod-
ule 145D may store information about each encryption which
may be utilized by users to verily that the correctkey has been
provided. The validation module 145D may also provide
other known validation techniques to ensure that keys are
transmitted to users error free.

Example Processes

Attention may now be drawn to FIG. 2, which 1llustrates a
high level process tlow diagram detailing the data communi-
cation process tlow for implementing certain features of the
system 100 of FIG. 1. As shown, the process flow may be
executed through data exchange between several compo-
nents, including a requester platform 120, a receiver platform
130, and a key management platiorm 140.

At step 210, a user of the requester platform 120 may
launch a secure content exchange application. At step 220, the
launched application may initiate an encryption service and
communicate with the key management platform 140. Once
communication between the requester platform 120 and the
key management plattorm 140 1s established, a user may be
presented with options for acquiring a particular type of
encryption, for setting use parameters, and for setting an
intended recipient at the recerver platform 130. For example,
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different types of encryption (e.g., hash, RSA, etc.) may be
made available to the user. Each type of standard encryption
algorithm may offer unique benefits to a particular user. Addi-
tionally, a user may choose additional security features such
as a pass phrase to further protect the user’s content.

In addition to security features, a user may be presented
with options regarding any usage parameters the user wishes
to set, where access privileges to encrypted or decrypted
content may become invalid based on various conditions. For

instance, a user may limit decryption by a particular device
identified by, for example, its IP address, MAC address, serial
number, or other unique 1dentifying information associated
with a particular device, which may prevent unauthorized
copying or moving of encrypted or decrypted content to unau-
thorized devices. Particular information about a user may also
be used, including date of birth, social security numbers,
phone number, residence address, email address, driver
license number or other digital fingerprints.

Moreover, a user may limit whether the content may be
copied or altered and may restrict the number of times the
content may be viewed or decrypted. The restrictions may
also be temporal (e.g., content may only be decrypted within
a particular time period accounting for time zones associated
with users), or the restrictions may be geographically (e.g.,
content may only be decrypted by a device within a certain
geographic area of the world as determined by geo-fencing
technologies and other location technologies). The restric-
tions may also require re-encryption of the information, its
subparts, or its subsequent versions, before 1t can be for-
warded to another user or device. The restrictions may further
require action on the part of the receiving user (e.g., the
decrypted information must be moved to a secure file 1dent-
fied by the requesting user). Finally, a user may choose to
request encryption which may be opened by either a single
receiver or multiple receivers, and may wish to set different
use parameters for each receiver, or may wish to set use
parameters that are dependent upon certain actions associated
with use of the encrypted content over time and by some or all
of the recervers.

Status updates and alerts may also be sent to requester
plattorm 120 or key management platform 140. The plat-
forms 120 and 140 may, 1n response to the updates and alerts,
initiate control over use of the originally encrypted content.

Once a user has selected the type of encryption desired and
the appropriate options, the application may communicate a
request to the key management plattorm 140. All of the infor-
mation communicated concerning the user’s encryption
request may be included in the communication.

At step 230, the key management platform 140 receives a
request for encryption and determines whether the user 1s a
known user or new user. If the user 1s unknown, the key
management platform 140 may commumicate with the
requester platform 120 to facilitate an exchange of new user
information. For example, a new user may iput their name,
address, billing information, and other user related informa-
tion as well as agree to appropriate documentation before the
key management platform 140 will distribute any encryption
information to the requester 120 or receiver devices 130.
Once the user information 1s gathered, the key management
plattorm 140 generates a user profile for the new user which
may be used 1n the future to 1dentily the particular user. As
previously discussed the user profile may be stored in the
database 143.

At step 240, the key management platform 140 may
authenticate a user, utilizing the user’s profile generated at
step 230. Once authenticated, the key management platform
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140 may also communicate with the requester platiorm 120 to
gather any additional data or configuration options as needed.

Payment options may also be presented to the user to pay
for the encryption service. A user may choose to pay on
monthly installments for limited or unlimited use, or may
choose to purchase individual, upon-use encryption services
as needed. Alternative subscription services known 1n the art
are also contemplated. Depending on the subscription ser-
vice, the price may vary with the type of encryption requested
and the additional security and usage parameters selected by
the user. Using the requester platform 120, the user may input
appropriate payment information (e.g., credit card, checking
account, etc.) and the key management platform 140 may
process the payment.

At step 250, the key management platform generates the
encryption information according to the user’s request. One
skilled 1n the art will appreciate that different types of encryp-
tion require different types of data to be generated. For
example, RSA encryption involves the generation of a public
and private key. Encrypted content may only be decrypted by
matching the appropriate public key with the private key.

Due to the differences 1 encryption methods and the
required data associated with each, the key management plat-
form 140 may utilize a number of different methods for
providing encryption services depending on the particular
demands. In one embodiment, the generated private and pub-
lic keys may be distributed to the requester platform 120 as
well as to the recerver platform 130, where the actual encryp-
tion and decryption of content occurs at those platiorms.
However, 1n another embodiment the requesting user may
communicate or “upload” the content to be encrypted to the
key management platform 140 for encryption using the
requester platform 120. Since the uploaded content (e.g., file)
1s available to the key management platform 140, the file may
be scanned for security 1ssues and the selected encryption
method may be embedded into the content’s file 1tself. This
method may increase security because, 1n the case of RSA
encryption, the private key may be encapsulated into the file
at the key management platform 140 eliminating the need to
transmit the private key to the requester platform 120 and
reducing the risk of security compromise. Moreover, by lim-
iting the availability of the private key to the users of the
system, the encryption key generation method may be better
protected from unscrupulous imndividuals gathering, or “min-
ing,” public and private keys 1n an attempt to break the key
generation algorithm. This method may also help protect
against a user that misplaces the private key or, for some
reason, does not encrypt the user’s file using the correct
private key (e.g., input mistakes, copy errors, etc.). Generally,
the key management platiorm 140 may act as a central hub
which may control the encryption and distribution of user
files.

At step 260, the generated keys are communicated to the
appropriate users at associated platforms. A private key may
be distributed to the requesting user at the requester platform
120. Similarly, the associated public key may be distributed to
the recerving user at the receiver platform 130. Any commu-
nication link or protocol may be used to transmit the keys;
however, a secure encrypted commumnication link may be used
to 1ncrease security.

At step 270, the requester user may validate the private key
which has been transmitted. Any error in the private key may
prevent the encryption algorithm from successiully encrypt-
ing or decrypting a file. Validation of the keys, once recerved
at the requester platform 120 may help to ensure that the
private key has been accurately transmitted. In one embodi-
ment, verification of the private key may be facilitated by
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communicating with the key management platform 140 to
check that the private key received matches the private key

which was transmitted. (Similar validation may occur in rela-
tion to the public key between the recerver platform 130 and
the key management plattorm 140.)

At step 280, a user at the requester platform 120 may
encrypt the content file using the private key which was
provided by the key management platiorm 140. Once
encrypted the file may be transmaitted to the receiver platiform
130. Transmission may occur over various means, including
ftp, sitp, https, http, tcp stack applicaitons, and other peer-to-
peer technologies known 1n the art. Use parameters may also
be set by a user at the requester platform 120 (as opposed to at
the key management platform 140).

At step 290, the receiver user may decrypt the file at the
receiver platform 130. Once decrypted the content may be
viewed or otherwise interacted with by the recerver user. The
other security options chosen by the requester, such as tem-
poral or geographical restrictions, may take effect and limit
how the recerver user interacts with the content. Such restric-
tions may be autonomously enforced at the recerver platform
130 (e.g., via a software module for controlling access to
encrypted or decrypted content), or may be enforced by
instructions/permissions received from the requester 120 or
the key management platform 140 via the communication
platform 110.

Attention may now be drawn to FIG. 3, which illustrates a
high level process tlow diagram detailing the encryption pro-
cess for implementing certain features of the requester 120
and recerver platforms 130. The flow of FIG. 3 1s similar to
that of FIG. 2.

At step 310, a user may launch a secure content exchange
application. At step 320, the user may select options regarding
encryption methods and security features and may commu-
nicate a request to the key management platform 140.

At step 330, the system may attempt to authenticate a user.
I1 the user 1s unknown to the system, 1t may generate prompts
to gather appropriate user data. At step 340a, the user mputs
the appropriate information and registers as a new user to the
system. A user may be provided with a username and pass-
word. At step 3405, the user data 1s organized and stored to
generate a user profile which may be utilized in the future to
authenticate a particular user.

At step 350, encryption information such as private and
public key pairs are generated 1n accordance with the user’s
preferences. At step 360, the private and public keys are
transmitted to the requester and recerver user’s respectively.

At step 370, a user may use the provided private key to
encrypt content to be transmitted to the recerver. At step 380,
a recetver user acquires the encrypted content and may use the
previously recerved public key to decrypt and access the
content. Finally, at step 390, the encryption keys may become
invalidated 1n accordance with user selected security proto-
cols or 1n response to user actions.

Varniations to Embodiments

It 1s understood that the specific order components dis-
closed herein are examples of exemplary approaches. Based
upon design preferences, i1t 1s understood that the specific
order components may be rearranged, and/or components
may be omitted, while remaining within the scope of the
present disclosure unless noted otherwise. The previous
description of the disclosed embodiments 1s provided to
enable any person skilled 1n the art to make or use the present
disclosure. Various modifications to these embodiments may
be readily apparent to those skilled in the art, and the generic
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principles defined herein may be applied to other embodi-
ments without departing from the spirit or scope of the dis-
closure. Thus, the present disclosure 1s not mtended to be
limited to the embodiments shown hereimn but 1s to be
accorded the widest scope consistent with the principles and
novel features disclosed herein.

The disclosure 1s not intended to be limited to the aspects
shown herein, but 1s to be accorded the full scope consistent
with the specification and drawings, wherein reference to an
clement in the singular 1s not intended to mean “one and only
one” unless specifically so stated, but rather “one or more.”
Unless specifically stated otherwise, the term “some” refers
to one or more. A phrase referring to “at least one of”” a list of
items refers to any combination of those items, including
single members. As an example, “at least one of: a, b, orc” 1s
intended to cover: a; b;c;aand b;aandc;bandc;and a, b and
C.

The various 1illustrative logical blocks, modules, and cir-
cuits described in connection with the embodiments dis-
closed herein may be implemented or performed with a gen-
eral purpose processor, a digital signal processor (DSP), an
application specific itegrated circuit (ASIC), a field pro-
grammable gate array (FPGA) or other programmable logic
device, discrete gate or transistor logic, discrete hardware
components, or any combination thereof designed to perform
the functions described herein. A general purpose processor
may be a microprocessor, but 1n the alternative, the processor
may be any conventional processor, controller, microcontrol-
ler, or state machine. A processor may also be implemented as
a combination of computing devices, e.g., a combination of a
DSP and a microprocessor, a plurality of microprocessors,
One or more microprocessors in conjunction with a DSP core,
or any other such configuration.

In accordance with certain aspects of the present disclo-
sure, one or more ol the process steps described herein may be
stored 1n memory as computer program instructions. These
instructions may be executed by a digital signal processor, an
analog signal processor, and/or another processor, to perform
the methods described herein. Further, the processor(s), the
memory, the istructions stored therein, or a combination
thereol may serve as a means for performing one or more of
the method steps described herein.

Those of skill 1n the art would understand that information
and signals may be represented using any of a variety of
different technologies and techniques. For example, data,
istructions, commands, information, signals, bits, symbols,
and chips that may be referenced throughout the above
description may be represented by voltages, currents, elec-
tromagnetic waves, magnetic fields or particles, optical fields
or particles, or any combination thereof.

Those of skill would further appreciate that the various
illustrative logical blocks, modules, circuits, and algorithm
steps described 1n connection with the embodiments dis-
closed herein may be implemented as electronic hardware,
computer software, or combinations of both. To clearly 1llus-
trate this interchangeability of hardware and software, vari-
ous 1llustrative components, blocks, modules, circuits, and
steps have been described above generally 1n terms of their
functionality. Whether such functionality 1s implemented as
hardware or soitware depends upon the particular application
and desi1gn constraints imposed on the overall system. Skilled
artisans may 1implement the described functionality 1n vary-
ing ways for each particular application, but such implemen-
tation decisions should not be interpreted as causing a depar-
ture from the scope of the present disclosure.

In one or more exemplary embodiments, the functions
described may be implemented 1n hardware, software, firm-
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ware, or any combination thereof. If implemented 1n soft-
ware, the functions may be stored on or encoded as one or
more 1nstructions or code on a computer-readable medium.
Computer-readable media includes computer storage media.
Storage media may be any available media that can be
accessed by a computer. By way of example, and not limita-

tion, such computer-readable media can comprise RAM,
ROM, EEPROM, CD-ROM or other optical disk storage,

magnetic disk storage or other magnetic storage devices, or
any other medium that can be used to carry or store desired
program code 1n the form of instructions or data structures
and that can be accessed by a computer. Disk and disc, as used
herein, mcludes compact disc (CD), laser disc, optical disc,
digital versatile disc (DVD), floppy disk and Blu-ray disc
where disks usually reproduce data magnetically, while discs
reproduce data optically with lasers. Combinations of the
above should also be included within the scope of computer-
readable media. Any processor and the storage medium may
reside 1n an ASIC. The ASIC may reside 1n a user terminal. In
the alternative, the processor and the storage medium may
reside as discrete components in a user terminal.

The previous description of the disclosed embodiments 1s
provided to enable any person skilled 1n the art to make or use
the present disclosure. Various modifications to these
embodiments may be readily apparent to those skilled in the
art, and the generic principles defined herein may be applied
to other embodiments without departing from the spirit or
scope of the disclosure. Thus, the present disclosure 1s not
intended to be limited to the embodiments shown herein butis
to be accorded the widest scope consistent with the principles
and novel features disclosed herein. It 1s intended that the
tollowing claims and their equivalents define the scope of the
disclosure.

Aspects of the present disclosure are typically carried out
in or resident on a computing network. The computing net-
work generally includes computer hardware components
such as servers, monitors, I/O devices, network connection
devices, as well as other associated hardware. In addition, the
aspects and features described below may include one or
more application programs configured to receive, convert,
process, store, retrieve, transter and/or export data and other
content and information. As an example, these aspects and
features may include one or more processors that may be
coupled to a memory space comprising SRAM, DRAM,
Flash and/or other physical memory devices. Memory space
may be configured to store an operating system (OS), one or
more application programs, such as a Ul program, data asso-
ciated with the pertinent aspect or feature, applications run-
ning on processors in the device, user information, or other
data or content. The various aspects and features of the
present disclosure may further include one or more User 1/O
interfaces, such as keypads, touch screen inputs, mice, Blue-
tooth devices or other I/O devices. In addition, the certain
aspects and features may include a cellular or other over the
air wireless carrier interface, as well as a network interface
that may be configured to communicate viaa LAN or wireless
LAN (WiLAN), such as a Wi-F1 network. Other interfaces,
such as USB or other wired interfaces may also be included.

As used herein, computer program products comprising
computer-readable media including all forms of computer-
readable medium except, to the extent that such media 1s
deemed to be non-statutory, transitory propagating signals.

While various embodiments of the present disclosure have
been described 1n detail, 1t may be apparent to those skilled in
the art that the present disclosure can be embodied in various
other forms not specifically described herein.
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The mvention claimed 1s:
1. A requester system, comprising:
a memory designed to store computer program code; and

a processor communicatively coupled to the memory;
wherein when the processor executes the computer pro-
gram code, the processor 1s operable to at least:
generate a request, 1dentification information 1dentify-
Ing a receiver system, and one or more use parameters
associate with a data file;
send the request to a key management system, wherein
the sending of the request 1s configured to cause the
key management system to generate a private encryp-
tion key and a public encryption key;
send the 1dentification information to the key manage-

ment system, wherein the sending of the identification
information 1s configured to cause the key manage-
ment system to send the public encryption key to the
receiver system;
receive the private encryption key from the key manage-
ment system;
modity the data file with the use parameters before the
data file 1s encrypted;
encrypt the data file using the private encryption key;
and
send the encrypted data file to the recetver system.
2. The requester system of claim 1, wherein the processor
encrypts the data file based on the use parameters.
3. The requester system of claim 1, wherein the processor
1s further operable to send the use parameters to the key
management system, wherein the sending of the use param-
cters 1s configured to cause the key management system to
generate the public encryption key based on the use param-
eters.
4. The requester system of claim 1, wherein the use param-
eters specily an expiration date of the public encryption key.
5. The requester system of claim 1, wherein the processor
1s Turther operable to:
generate payment information; and
send the payment information to the key management sys-
tem, wherein the sending of the payment information 1s
configured to cause the key management system to gen-
erate the private encryption key and the public encryp-
tion key upon authentication of the payment informa-
tion.
6. The requester system of claim 1, wherein the processor
1s further operable to send an access instruction to the recerver
system, wherein the sending of the access instruction 1s con-
figured to prohibit the recerver system from accessing the data
file after a first number of access attempts by the recerver
system and after an elapsed time period from when the
encrypted data file was sent to the receiver system.
7. The requester system of claim 1, wherein the processor
1s Turther operable to:
recetve a notification relating to an attempt, by the recerver
system, at taking an action in relation to the data file;

generate, based on the notification, an instruction config-
ured to deny the action; and send the instruction to the
receiver system, wherein the sending of the instruction 1s
configured to prevent the recerver system from complet-
ing the action.

8. The requester system of claim 1, wherein the use param-
eters specily security restrictions of the data file.

9. The requester system of claim 1, wherein the use param-
eters restrict operation of the data file.

10. The requester system of claim 1, wherein the encryp-
tion 1s embedded 1n the data file.
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11. The requester system of claim 1, wherein the processor
1s Turther operable to validate the private encryption key.
12. A requester system, comprising:
a memory designed to store computer program code; and
a processor communicatively coupled to the memory;
wherein when the processor executes the computer pro-
gram code, the processor 1s operable to at least:
generate a request, 1dentification information identify-
ing a recerver system, and one or more use parameters
assoclate with a data file;
send the request to a key management system, wherein
the sending of the request 1s configured to cause the
key management system to generate a private encryp-
tion key and a public encryption key;

send the 1dentification information to the key manage-
ment system, wherein the sending of the identification
information 1s configured to cause the key manage-
ment system to send the public encryption key to the
receiver system;
receive the private encryption key from the key manage-
ment system;
encrypt the data file using the private encryption key;
send the encrypted data file to the recerver system; and
send an access nstruction to the receirver system,
wherein the sending of the access instruction 1s con-
figured to prohibit the receiver system from accessing,
the data file after a first number of access attempts by
the receiver system and after an elapsed time period
rom when the encrypted data file was sent to the
receiver system.

13. The requester system of claim 12, wherein the proces-
sor encrypts the data file based on the use parameters.

14. The requester system of claim 12, wherein the proces-
sor 15 Turther operable to send the use parameters to the key
management system, wherein the sending of the use param-
eters 1s configured to cause the key management system to
generate the public encryption key based on the use param-
eters.

15. The requester system of claim 12, wherein the use
parameters specily an expiration date of the public encryption
key.

16. The requester system of claim 12, wherein the proces-
sor 1s further operable to modity the data file with the use
parameters before the data file 1s encrypted.

17. The requester system of claim 12, wherein the proces-
sor 1s Turther operable to:

generate payment mnformation; and

send the payment information to the key management sys-

tem, wherein the sending of the payment information 1s
configured to cause the key management system to gen-
erate the private encryption key and the public encryp-
tion key upon authentication of the payment informa-
tion.

18. The requester system of claim 12, wherein the proces-
sor 1s Turther operable to:

receive a notification relating to an attempt, by the receiver

system, at taking an action 1n relation to the data file;
generate, based on the notification, an nstruction config-
ured to deny the action; and send the instruction to the

14

receiver system, wherein the sending of the instruction 1s
coniigured to prevent the recerver system from complet-
ing the action.
19. The requester system of claim 12, wherein the use
5 parameters specily security restrictions of the data file.

20. The requester system of claam 12, wherein the use
parameters restrict operation of the data file.

21. The requester system of claim 12, wherein the encryp-
tion 1s embedded 1n the data file.

22. The requester system of claim 12, wherein the proces-
sor 1s Turther operable to validate the private encryption key.
23. A key management system, the system comprising;

a memory designed to store computer program code; and

a processor communicatively coupled to the memory;

wherein when the processor executes the computer pro-

gram code, the processor 1s operable to at least:

recetve, from a requester system, a request to generate a

private encryption key and a public encryption key;
recerve, Irom the requester system, identification informa-
tion 1dentifying a receiver system;

generate a {irst private encryption key and a first public

encryption key 1n response to recerving the request;
send the first private encryption key to the requester sys-
fem;

send the first public encryption key to the receiver system;

and

send an instruction specitying the use parameters to an

application running on the receiver system, wherein the
application controls access to an encrypted data file that
was recerved from the system by the receiver system
based on the instruction specitying the use parameters.

24. The key management system of claim 23, wherein the
processor 1s further operable to:

recerve, from the requester system, use parameters; and

generate, based on the use parameters, the first public

encryption key.

25. The key management system of claim 23, wherein the
use parameters specily an expiration date for the public
encryption key.

26. The key management system of claim 23, wherein the
processor 1s further operable to:

generate one or more passcodes associated with the first

private encryption key and the first public encryption
key; and

send at least one of the passcodes to the system; and send at

least one of the passcodes to the receiver system.

277. The key management system of claim 23, wherein the
processor 1s further operable to:

recerve payment information from the requester system;

and

wherein the generation of the private encryption key and

the public encryption key 1s based at least 1n part upon
authentication of the payment information.

28. The key management system of claim 23, wherein the
use parameters specily security restrictions of the data file.

29. The key management system of claim 23, wherein the
use parameters restrict operation of the data file.

30. The key management system of claim 23, wherein the
encryption 1s embedded 1n the data file.
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