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DEVICE PAIRING VIA HUMAN INITIATED
CONTACT

TECHNICAL FIELD

The present disclosure relates to the pairing of two devices
for trusted cooperation.

BACKGROUND

Pairing involves establishing a secure and/or trusted wire-
less communication channel between devices. Pairing 1s
becoming more common in a world 1ncreasingly populated
by cooperating devices. However, the mechanisms for pairing,
devices remain relatively primitive and do not take advantage
of the rich variety of ways in which people and devices may
interact with and among one another.

SUMMARY

The following summary 1s intended to highlight and intro-
duce some aspects of the disclosed embodiments, but not to
limit the scope of the claims. Thereafter, a detailed descrip-
tion of 1llustrated embodiments 1s presented, which will per-
mit one skilled 1n the relevant art to make and use various
embodiments.

A device may include and/or mvolve at least one contact
sensor, and logic to cause the device to, upon activation of the
contact sensor, wait for a signal from another device indicat-
ing that the other device has been touched, and upon receiving
the signal, undertake pairing with the other device. The logic
to cause the device to, upon activation of the contact sensor,
wait for a signal from another device indicating that the other
device has been touched, and upon receiving the signal,
undertake pairing with the other device may include and/or
involve logic to cause the device, upon activation of the con-
tact sensor, to wait for a limited amount of time for the signal
indicating that the other device has been touched, and 11 such
signal 1s not received within the limited amount of time, to
cause the device to stop waiting for the signal, and/or one or
more one touch-sensitive areas, temperature-sensitive areas,
or conductivity-sensitive areas.

The device may include and/or involve logic to detect
increasing proximity with the other device and to interpret
activation of the contact sensor, 1n conjunction with recently
detected increasing proximity with the other device, as an
indication that preparation to pair with the other device
should be 1nitiated.

The device may include and/or involve logic to enable the
device to wirelessly exchange with the other device informa-
tion needed for pairing, upon approaching or becoming proxi-
mate with the other device, but prior to activation of the
contact sensor, and logic to interpret activation of the contact
sensor as an indication that the information should be applied
to complete the pairing process upon receiving the signal
indicating that the other device has been touched.

The device may include and/or involve logic to enable the
device to exchange with the other device information needed
for pairing via physical contact points of the device and the
other device.

The device may include and/or involve logic to interpret
activation of the contact sensor as an indication to initiate
exchange with the other device of at least some of authent-
cation, authorization, or compatibility information needed for
pairing, and to interpret the signal indicating that the other
device has been touched as an 1indication that the authentica-

10

15

20

25

30

35

40

45

50

55

60

65

2

tion, authorization, or compatibility information should be
applied to complete pairing with the other device.

The device may include and/or mvolve logic to interrupt
the pairing process if contact with the device or other device
1s broken.

The device may include and/or involve logic to enable the
device to wirelessly exchange with the other device informa-
tion needed for pairing only during activation of the contact
sensor of the device, or only during activation of the contact
sensor of the device and after recerving the signal indicating
that the other device has been touched.

The device may include and/or 1involve logic to authenti-
cate and/or authorize pairing with the other device.

The device may include and/or involve logic to establish a
secure channel between the device and the other device for
communication of pairing information.

The device may include and/or mvolve logic to ascertain a
manner 1n which contact with the device 1s accomplished. The
logic to ascertain a manner 1n which contact with the device 1s
accomplished may include and/or involve logic to ascertain
relative motion between the device and a finger that 1s con-
tacting the device. The logic to ascertain relative motion
between the device and a finger that 1s contacting the device
may include and/or 1involve logic to ascertain at least one of
rotation, angle of incidence, or relative lateral and/or circular
motion between the device and the finger.

The device may include and/or 1involve logic to ascertain
relative motion between the device and the other device. The
logic to ascertain relative motion between the device and the
other device may include and/or mvolve logic to ascertain at
least one of rotation of one device with respect to the other,
angle between the devices, or relative lateral motion of the
devices.

The device may include and/or mvolve logic to detect a
duration of contact and to interpret the duration of contact as
an indication of how and/or whether pairing of the device and
the other device should proceed.

The device may include and/or mvolve logic to detect
multiple 1nstances of contact and to interpret the multiple
instances of contact as an indication of how and/or whether
pairing ol the device and the other device should proceed.

The device may include and/or mvolve logic to detect an
intensity of contact and to interpret the intensity of contact as
an 1ndication of how and/or whether pairing of the device and
the other device should proceed. The logic to detect an inten-
sity of contact and to interpret the intensity of contact as an
indication of how and/or whether pairing of the device and the
other device should proceed may include and/or involve logic
to detect at least one of an average contact force, a peak
contact force, or a force gradient.

The device may 1include and/or involve logic to communi-
cate wirelessly with at least one device different than the other
device to obtain information needed to effect pairing with the
other device. The at least one device different than the other
device may include and/or involve at least one of a proximate
desktop, a laptop, or a handheld computing device.

The device may include and/or involve logic to await and
employ user mput as a result of activation of the contact
sensor and signal indicating that the other device has been
touched. The logic to await and employ user input as a result
of activation of the contact sensor and signal indicating that
the other device has been touched may include and/or involve
logic to await and employ authentication information for the
user, and/or logic to await and employ at least one of input
from a keypad, voice iput, or biometric input.

The device may include and/or involve logic to authorize
an extent of pairing of the device and the other device. The
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logic to authorize an extent of pairing of the device and the
other device may include and/or involve logic to authorize
paired access to a greater number and/or different functions of
one or both devices than would be available if the devices
were paired without each device being touched, and/or logic
to authorize paired access the extent of which varies accord-
ing to the manner and/or point of physical contact with the
device and/or the other device, and/or logic to authorize that
a person using one or both devices 1s authorized to do so,
and/or to what extent, and/or logic to determine an extent of
pairing based at least 1n part upon which device 1s touched
first. The logic to authorize paired access the extent of which
varies according to the manner and/or point of physical con-
tact with the device and/or the other device may include
and/or 1nvolve logic to authorize paired access the extent of
which varies according to an amount of area touched on one
or both devices.

The device may include and/or involve logic to provide one
or more audible and/or visual and/or tactile indications on the
progress and/or results of pairing of the device and other
device. The logic to provide one or more audible and/or visual
and/or tactile indications on the progress and/or results of
pairing of the device and other device may include and/or
involve at least one menu of pairing options, and/or logic to
provide an indication that a user should provide mnput to the
pairing process, and/or logic to provide a first indication when
the first device 1s touched, and logic to provide a second
indication when the second device 1s touched, and/or logic to
provide at least one of one or more lights, tones, vibrations,
sounds, or display indications, and/or at least one of logic to
provide an indication that the pairing was successiul, an indi-
cation that the pairing was unsuccessiul due to msufficient
available information, an indication that the pairing between
the devices 1s available, or an indication that the pairing is in
process. The logic to provide an indication that a user should
provide mput to the pairing process may include and/or
involve logic to provide an indication that the user should
provide at least one of a password, a spoken input, a biometric
input, or information from a card and/or memory device.

A method may include and/or involve detecting physical
contact of a person with a first device and/or with a second
device, and effecting pairing between the first and second
device as a result of detecting the physical contact of the
person with the first and/or the second devices.

The method may include and/or mvolve effecting pairing
between devices upon detection of simultaneous physical
contact with both devices by the person.

The method may include and/or mnvolve detecting contact
with the first device, followed by contact with the second
device, as an 1indication that pairing of the devices should be
elfected.

The method may include and/or involve wirelessly
exchanging iformation needed for pairing between the
devices, upon the devices becoming proximate with one
another, but prior to contact with the devices, and interpreting
contact with the devices as an indication to complete pairing
of the devices.

The method may include and/or involve the devices
exchanging information needed for pairing via points where
the devices are touched.

The method may include and/or involve touching a first of
the devices mitiating exchange between the devices of at least
some of authentication, authorization, or compatibility infor-
mation needed for pairing.

The method may include and/or 1nvolve interrupting the
pairing process 1f contact 1s lost with one or both of the
devices.
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The method may include and/or involve the devices wire-
lessly exchanging pairing information only during a time
when contact 1s made with one or both of the devices.

The method may include and/or mvolve ascertaining a
manner 1n which contact with one or both devices 1s accom-
plished. Ascertaining a manner in which contact with one or
both devices 1s accomplished may include and/or mvolve
ascertaining the manner 1n which one or more fingers touch
one or both devices. Ascertaining the manner 1n which one or
more fingers touch one or both devices may include and/or
involve ascertaining at least one of rotation, angle of
approach, or relative lateral motion of one or more fingers at
one or more points of contact with one or more of the devices.

The method may include and/or involve ascertaining rela-
tive motion between the devices. Ascertaining relative motion
between the devices may include and/or involve ascertaining
at least one of rotation, relative angle, or relative lateral
motion of the devices.

The method may include and/or involve mterpreting a
duration of contact with one or both devices as an 1indication
of how and/or whether pairing of the devices should proceed
and/or be accomplished.

The method may include and/or involve interpreting mul-
tiple 1nstances of contact with one or both devices as an
indication of how and/or whether pairing of the devices
should proceed and/or be accomplished.

The method may include and/or involve mterpreting the
intensity of contact with one or both devices as an 1indication
of how and/or whether pairing of the devices should proceed
and/or be accomplished. Interpreting the intensity of contact
with one or both devices as an indication of how and/or
whether pairing of the devices should proceed and/or be
accomplished may include and/or involve interpreting at least
one of an average contact force, a peak contact force, or a
force gradient as the indication of how and/or whether pairing
of the devices should proceed and/or be accomplished.

The method may include and/or ivolve the devices com-
municating wirelessly to obtain information needed to etiect
pairing with one another.

The method may include and/or involve prompting for user
input as a result of contact occurring with one or both devices.
Prompting for user input as a result of contact occurring with
one or both devices may include and/or involve prompting for
authentication mnformation for the user, and/or providing an
indication that the user should provide at least one of 1nput
from a keypad, voice mput, or biometric input.

The method may include and/or involve authorizing an
extent of pairing of the devices according to at least one of
identification of one or both of the devices, oridentification of
a user of one or both of the devices. Authorizing an extent of
pairing of the devices according to at least one of 1dentifica-
tion of one or both of the devices, or identification of a user of
one or both of the devices may include and/or mnvolve autho-
rizing access to a greater number and/or different functions of
one or both devices than would be available i1 the devices
were paired without contact taking place to one or both
devices, and/or authorizing access to functions and/or fea-
tures of one or both devices to an extent of which varies
according to the manner and/or point of contact with one or
both devices, and/or authorizing that the user may use one or

both devices, and/or to what extent.
The method may include and/or involve providing one or
more audible and/or visual and/or tactile indications on the

progress and/or results of pairing of the devices.
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A system may include and/or involve a first device, a sec-
ond device, and logic to effect pairing of the first and second
devices upon activation of contact sensors of both the firstand

second devices.

The system may include and/or involve logic to detect
increasing proximity between the devices and to interpret
activation of one or both of the contact sensors, in conjunction
with recently detected increasing proximity between the
devices, as an 1ndication that preparation to pair the devices
should be 1nitiated.

The system may include and/or mnvolve logic to enable the
devices to wirelessly exchange information needed for pair-

ing, upon the devices approaching or becoming proximate
with one another, but prior to activation of contact sensors of
one or both devices, and logic to interpret activation of the
contact sensors of one or both devices as an indication that the
information should be applied to complete the pairing pro-
CEeSS.

The system may include and/or involve logic to enable the
devices to exchange information needed for pairing via physi-
cal contact points of the devices.

The system may include and/or mnvolve logic to interpret
activation of the contact sensors of one or both devices as an
indication to mnitiate exchange between the devices of at least
some of authentication, authorization, or compatibility infor-
mation needed for pairing, and to interpret signals indicating,
that the devices have been touched as an indication that the
authentication, authorization, or compatibility information
should be applied to complete pairing between the devices.

The system may include and/or mvolve logic to interrupt
the pairing process 1i contact with one or both devices 1s
broken.

The system may include and/or involve logic to enable the
devices to wirelessly exchange information needed for pair-
ing only during activation of contact sensors of both devices.

The system may include and/or involve logic to authenti-
cate and/or authorize pairing between the devices.

The system may include and/or involve logic to establish a
secure channel between the devices for communication of
pairing information.

The system may include and/or involve logic to ascertain a
manner 1n which contact with one or both devices 1s accom-
plished. The logic to ascertain a manner 1n which contact with
one or both devices 1s accomplished may include and/or
involve logic to ascertain relative motion between one or both
devices, and/or a finger or fingers contacting one or both
devices. The logic to ascertain relative motion between one or
both devices, and/or a finger or fingers contacting one or both
devices may include and/or mvolve logic to ascertain at least
one of rotation, angle of incidence, or relative lateral and/or
circular motion between the devices and/or the fingers and the
devices.

The system may include and/or involve logic to ascertain
relative motion between the devices. The logic to ascertain
relative motion between the devices may include and/or
involve logic to ascertain at least one of rotation of one device
with respect to the other, angle between the devices, or rela-
tive lateral motion of the devices.

The system may include and/or involve logic to detect a
duration of contact with one or both devices and to interpret
the duration of contact as an indication of how and/or whether
pairing of the devices should proceed.

The system may include and/or involve logic to detect
multiple instances of contact with one or both devices and to
interpret the multiple instances of contact as an indication of
how and/or whether pairing of the devices should proceed.
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The system may include and/or mvolve logic to detect an
intensity of contact with one or both devices and to interpret
the intensity of contact as an indication of how and/or whether
pairing of the devices should proceed. The logic to detect an
intensity of contact with one or both devices and to interpret
the intensity of contact as an indication of how and/or whether
pairing ol the devices should proceed may include and/or
involve logic to detect at least one of an average contact force,
a peak contact force, or a force gradient.

The system may include and/or involve logic to communi-
cate wirelessly with at least one device different than the
devices being paired 1n order to obtain information needed to
cifect pairing between the devices. The at least one device
different than the devices being paired may include and/or
involve at least one of a proximate desktop, a laptop, or a
handheld computing device.

The system may 1nclude and/or involve logic to await user
iput as a result of activation of contact sensors of one or both
devices. The logic to await user input as a result of activation
ol contact sensors of one or both devices may include and/or
involve logic to await authentication information for the user,
and/or logic to await at least one of input from a keypad, voice
input, or biometric input.

The system may include and/or involve logic to authorize
an extent of pairing of the devices. The logic to authorize an
extent of pairing of the devices may include and/or mvolve
logic to authorize paired access to a greater number and/or
different functions of one or both devices than would be
available 1f the devices were paired without each device being
touched, and/or logic to authorize paired access the extent of
which varies according to the manner and/or point of physical
contact with one or both devices, and/or logic to authorize that
a person using one or both devices 1s authorized to do so,
and/or to what extent, and/or logic to determine an extent of
pairing based at least 1n part upon which device 1s touched
first. The logic to authorize paired access the extent of which
varies according to the manner and/or point of physical con-
tact with one or both devices may include and/or involve logic
to authorize paired access the extent of which varies accord-
ing to an amount of area touched on one or both devices.

The system may include and/or mvolve logic to provide
one or more audible and/or visual and/or tactile indications on
the progress and/or results of pairing of the devices. The logic
to provide one or more audible and/or visual and/or tactile
indications on the progress and/or results of pairing of the
devices may include and/or involve at least one menu of
pairing options, and/or logic to provide an indication that a
user should provide mput to the pairing process, and/or logic
to provide a first indication when the first device 1s touched,
and logic to provide a second indication when the second
device 1s touched, and/or logic to provide at least one of one
or more lights, tones, vibrations, sounds, or display 1ndica-
tions, and/or at least one of logic to provide an indication that
pairing was successiul, an mndication that pairing was unsuc-
cessful due to insutficient available information, an indication
that pairing between the devices 1s available or an indication
that pairing 1s 1n process. The logic to provide an indication
that a user should provide 1nput to the pairing process may
include and/or involve logic to provide an indication that the
user should provide at least one of a password, a spoken input,
a biometric input, or information from a card and/or memory
device.

Other system/method/apparatus aspects are described 1n
the text (e.g., detailed description and claims) and drawings

forming the present application.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings, the same reference numbers and acronyms
identily elements or acts with the same or similar functional-
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ity for ease of understanding and convenience. To easily
identify the discussion of any particular element or act, the
most significant digit or digits 1n a reference number refer to
the figure number 1n which that element 1s first introduced.

FIG. 1 1s a block diagram of an embodiment of a device
pairing arrangement.

FI1G. 2 1s a flow chart of an embodiment of a device pairing
method.

FI1G. 3 1s a block diagram of an embodiment of a device to
accommodate pairing.

DETAILED DESCRIPTION

References to “one embodiment” or “an embodiment™ do
not necessarily refer to the same embodiment, although they
may.

Unless the context clearly requires otherwise, throughout
the description and the claims, the words “comprise,” “com-
prising,” and the like are to be construed 1n an 1nclusive sense
as opposed to an exclusive or exhaustive sense; that 1s to say,
in the sense of “including, but not limited to.” Words using the
singular or plural number also include the plural or singular
number respectively. Additionally, the words “herein,”
“above,” “below’ and words of similar import, when used 1n
this application, refer to this application as a whole and not to
any particular portions of this application. When the claims
use the word “or” 1in reference to a list of two or more items,
that word covers all of the following interpretations of the
word: any of the items 1n the list, all of the 1tems 1n the list and
any combination of the items 1n the list.

“Logic” refers to signals and/or information that may be
applied to intluence the operation of a device. Software, hard-
ware, and firmware are examples of logic. Hardware logic
may be embodied 1n circuits. In general, logic may comprise
combinations of software, hardware, and/or firmware.

FIG. 1 1s a block diagram of an embodiment of a device
pairing arrangement.

Overview of FIG. 1

A device 102 includes a microphone 106, a speaker 107, a
LED 108, an antenna 115 and a contact area 110. There may
be more than one contact area 110. The contact areca 110 may
be incorporated 1n a complex device part such as a touch
sensitive screen incorporating other functions such as display.
The contact area 110 or areas may be any part of the device
102 which may be touched by an individual 128 to effect
pairing with another device 104.

The microphone 106 may be used for audible mput to the
device 102 and may not be present in all embodiments.
Audible mput may include sounds such as tapping or voice
input such as whistling or speaking. Voice input may be
processed 1nto words and/or phrases, and/or 1t may be pro-
cessed as a sound pattern (e.g. a voice print). Voice iput may
be used, at least 1n part, as a biometric for individual 1denti-
fication.

The speaker 107 and LED 108 may be used for audible and
visual mnformation conveyed from the device 102. Informa-
tion conveyed from the device 102 may include requests that
an individual perform an action, and/or feedback on the con-
dition of some operation the device 102 may have performed
or may be performing (such as pairing). The speaker 107
and/or LED 108 may not be present in all embodiments.
Other mechanisms of communicating information such as a

buzzer, display, tactile surface may be present additionally or
instead of the speaker 107 and/or LED 108.
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Feedback may be communicated to the user in various
ways, such as those described above using speakers, LEDs,
other device outputs, or via some other proximate device such
as device 122.

The device 102 may include an antenna 115 for wireless
communication with other devices. The device 102 may
include other features such as a scanner, a camera, or cellular
telephone capabilities.

Examples of devices 102 and 104 include a medallion or
wearable jewelry, headphones, a telephone and/or telephone
base station, a personal digital assistant (PDA) incorporating,
a display, a camera, a keyboard, a scanner, a cellular tele-
phone, and many others. Laptop and palmtop computers are
also possibilities.

A second device 104 includes an antenna 116, contact
areas 111 and 113, logic 118, and a display 120. The antenna
116 enables wireless communication between the device 104
and other devices.

The device 104 may have a single contact area, or, as
shown, two or more contact areas 111, 113. The contact area
of areas 111, 113 may be any part of the device 104 which
may be touched by an individual 128 to effect pairing.

The device 104 need not include a display 120, although a

display may prove useful for certain aspects of the pairing
process. The display 120 could be part of the first device 102,
or some other device such as device 122.

The logic 118 operates to effect techniques of the device
pairing arrangement and acts for pairing devices 102 and 104.
The logic 118 may exist on the first device 102, the second
device 104, or 1n part on both devices 102 and 104. The logic
118 may exist, at least in part, on other devices, such as
devices 122 and/or 124. The devices 122 and 124 may com-
prise a proximate laptop, a desktop, or other computing
device, and/or supporting network and communication
equipment.

The display 120 may be used to provide information to an
individual or individuals such as the person or persons touch-
ing the devices 102, 104. In some embodiments, other mecha-
nisms of communicating information such as an LED, buzzer,
or speaker may be present additionally or 1nstead of the dis-
play 120 on either or both of devices 102 and 104, and/or a
proximate device such as 122.

The devices 102 and/or 104 may include other features not
described herein. The devices 102 and/or 104 may include a
laptop, desktop, tower, or server computer attached via wire-
less or wired communications to an Intranet and/or the Inter-
net and providing, for example, a sophisticated application
such as a medical patient monitoring station or machine con-
trol application for a machine tool.

The logic 118 for devices 104 and/or 102 may include a
capability to recognize that the device 102 and/or 104 1s being
touched by a person as versus an inanimate object. The capa-
bility to recognize that the device 102, 104 1s being touched
by a person may include a capability to 1dentify or otherwise
authenticate the touching individual through the contact point
110111 or 113. In some embodiments, one or both of devices
102, 104 may not need to or have the capability of recognizing
that a person 1s directly performing the touching. For
example, a person might touch one device 102 using a finger
and the other 104 using a pointer, and thus initiate pairing.

The device pairning arrangement may also include addi-
tional devices, such as devices 122, 123, and 124. Various
data, logic, resources, and capabilities, including information
and logic, to accomplish the pairing process may be provided
by these other devices 122, 123, and 124. The devices 102

and/or 104 to pair may communicate with one or more of the
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devices 122-124 using wireless or other types of communi-
cation during the pairing process.

By way of example, the device 123 may provide a network
access point for a wired and/or wireless network. Thus, for
example, the device 123 may include an antenna 125. The
antenna 1235 may enable one or both of devices 102,104 to
communicate via a network with other devices, such as device
124, located remotely from device 102,104. Such communi-
cation may enable devices 102 and/or 104 to receive addi-
tional information from device 124 that may assist in the
pairing process. Some ol the logic 118 used to effectuate
pairing including even in some cases the decision to pair may
be embodied 1n a remote device or devices 124.

Pairing,

The device pairing arrangement includes a first device 102,
a second device 104, and logic 118 to effect pairing of devices
102,104 upon detection that touching of both devices 102,104
has occurred. Some functions of the logic 118 will be exer-
cised at various times 1n various embodiments. For example,
when devices 102 and 104 possess wireless capabilities, they
may exchange some information prior to touching as well as
potentially during and/or after. However, pairing will only
occur 1f both devices 102 and 104 have been touched.

Pairing involves cooperative operation of the two devices
102,104, generally involving communication between the
devices 102,104. Effecting pairing may involve actions such
as 1dentitying either one or both devices 102,104 or one or
more device characteristics, features, and/or functions; 1den-
tifying (authenticating) the person or some characteristic of
the person using the devices 102,104 ; authorizing the pairing
and/or to what extent; and configuring one or both of the
devices 102,104 with settings and imnformation to facilitate
paired operation.

Effectuating pairing involves communication of informa-
tion. Information may be communicated 1n various ways,
including using the contact points 110 and 111 or 113, wire-
lessly, or using some wired communication method, or com-
binations thereof. An example of communicating information
via a contact point 111 would be the use of a pen or ring
having communication capabilities to touch device 104. The
touching might, along with a touch of the first device 102,
elfect the mitiation of pairing and during the same contact the
pen device might communicate information about the 1den-
tity of the touching individual 128 to device 104 which would
be used for authentication by the logic 118. As a second
example, a person might touch a contact point 110 on device
102 using a cable. The person might then touch a contact point
113 on device 104 using the other end of the cable. Devices
102 and 104 might then communicate to effect pairing using
their contact points 110 and 113. After pairning 1s effected,
they might continue to communicate but 1n some other man-
ner, such as wirelessly. The use of a special cable to ell

ect
pairing may also act as an authentication/authorization
mechanisms as individuals not possessing the cable would be
unable to effect pairing.

Information to facilitate pairing may be communicated
between the two devices 102,104, or almost entirely from one
device to another. For example, device 102 may consist of a
medallion or ring with containing stored value (similar in
concept to a prepaid phone card) which 1s used primarily to
accomplish a commercial transaction. After device 102 is
touched at 1ts contact point 110, device 102 may use its
antenna 115 to pass information about the stored value to
device 104. Device 104 may then perform many, most, or all
actions involved necessary to establish pairing, such as 1den-
tifying the commercial transaction and deciding 11 1t may be
accomplished. (The user may be interacting through a touch
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screen display 120 or keyboard or verbally with device 104
during this period.). Device 104 may then imitiate pairing.
While the two devices are paired, device 104 may pass infor-
mation about the commercial transaction back to device 102.

The information exchanged, and the direction of such
exchange, may vary as pairing proceeds. For example, the
device 102 might pass information about a desired common
purpose to the device 104, along with capabilities of the
device 102. The device 104 may determine 11 1t 1s suitable to
provide the common service with device 102, and notify
device 102 of this decision. The device 102 may then pass
information authenticating the person using it to the device
104. And so on.

Sometimes, effectuation of pairing may at times require an
individual to provide an input to one or both of the devices
102,104, or to perform an action. For example, the user of the
device 102 and/or 104 may have to enter a password or
provide a biometric mput before pairing will be accom-
plished. The user may have to speak his or her name, to be
validated biometrically. The individual may have to present a
finger to a scanner for biometric fingerprint identification. In
some situations, the contact point such as 110 may also have
biometric capability. For example, the contact point 110
might have fingerprint scanning capability.

Effectuation of pairing may in some instances mvolve
access to information and processing capability external to
the two pairing devices 102,104. For example, 11 an individual
provides a biometric mput to device 102, 1t might use the
antenna 115 to communicate the fingerprint information
wirelessly to device 123 via the antenna 126. Device 123
might then provide the fingerprint information, via a network,
to device 124 for authentication and authorization of the
user’s permission to pair device 104 with device 102.

The mformation needed to effect pairing may be passed
using a variety of physical medium. Some or all of the infor-
mation needed to effect pairing may be communicated
through the contact point of the two devices 102,104 as 1n the
examples of the touching pen and the touching cable provided
above. Some or all of the information needed to effect pairing
may be communicated using a wireless capability of either or
both devices 102,104. Either or both of devices 102,104 may
implement wired or wireless network connectivity, so that
some or all of the information needed to effect pairing may be
communicated to one or both devices via a communication
network.

One or both devices 102,104 may be paired with some
other device (not shown) at the time the devices 102,104 are
touched. Depending on the circumstances, the original pair-
ing or pairings may be terminated, and a pairing between the
devices 102,104 effected. Or, a second pairing may occur
between devices 102,104 and one or more original pairings
may continue. In some circumstances, when the two devices
102,104 are touched, pairing may be rejected 11 one or both
devices 102,104 are already paired.

Contact

The system may include a first device 102, a second device
104, and logic 118 to effect pairing of the first 102 and second
devices 104 upon activation of contact sensors 110 and 111 or
113 of both devices 102 and 104. The logic 118 may operate
to interpret touching, e.g. activation of the contact sensors, of
one or both devices 102 and/or 104 as an indication to initiate
exchange between the devices 102,104 of at least some of
authentication, authorization, compatibility and/or configu-
ration mformation needed for pairing. Under these circum-
stances, this information may be passed during or after touch-
ing has occurred. Again, although the logic 118 1s 1llustrated
with respect to device 104, the logic may 1n fact exist wholly

[
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or 1n part 1n various elements of the system, including devices
102, 122, and 124, or any other device of the system.

The logic 118 may operate to interpret recognition of
touching as a confirmation that pairing 1s to occur. Some of
the information needed to eflect pairing may be communi-
cated prior to the time of contact. For example, the devices
102,104 may both have antennas 115 116 supporting wireless
communication and may pass some pairing information when
in proximity but before making contact. More communica-

tion to etlect pairing may then occur, as necessary, aiter the
two devices 102 and 104 have been touched.

The logic 118 may include logic to enable the devices
102,104 to obtain pairing information, at least 1n part, via the
physical contact point 110, 111 or 113. The logic 118 may
touching of both devices 102 and 104 to be simultaneous in
order to effect pairing. The logic 118 may provide for inter-
rupting or ending the pairing process 11 contact with one or

both devices 102, 104 1s broken. The logic 118 may provide

for enabling the devices 102 and 104 to wirelessly exchange
information needed for pairing only during activation of the
contact sensors 110 and 111 or 113 of both devices 102, 104.

Manner of Contact

The system may include logic 118 to ascertain a manner in
which contact with one or both devices 102, 104 1s accom-
plished. By 1dentifying a manner of contact, other informa-
tion 1s provided by the contact beyond the fact of contact. The
additional information may be used to determine that pairing
1s, 1n fact, intended. For example, pairing might be recognized
as intended 1f each device 1s touched for at least some number
ol seconds.

The additional information obtained from the manner of
pairing may be used during pairing effectuation. For example,
the additional information may act to authenticate (1dentify)
and/or authorize auser of the device(s) 102,104. For example,
moving the touching finger 128 vertically up and down three
times could act to authorize pairing. The additional informa-
tion may act to identify how to proceed with pairing, e.g. in
what manner and/or to what extent to pair the devices. For
example, touching and, at the same time, rotating the device
102 clockwise could indicate that pairing should occur
between a headset and a telephone base, with connection to
the office. Counterclockwise rotation could mean pairing
between the headset and the base, with a connection to a
relative’s home.

The system may include logic 118 to determine which
contact area (such as 111 or 113) or areas are being touched.

The system may include logic 118 to ascertain relative
motion between one or both devices 102 and/or 104, and/or a
finger or fingers contacting one or both devices 102, 104. The
system may include logic 118 to ascertain at least one of
rotation, angle of incidence, or relative lateral and/or circular
motion between the devices 102 and 104 and/or the fingers
and one or both devices 102, 104. Determining relative lateral
motion may include logic to recognize that the finger 128
which has touched the device 104 1s moving across one or
more of the contact points 111 or 113, how fast, and/or in what
relative direction.

The system may include logic 118 to determine the orien-
tation of one device 102 with respect to the touching instru-
ment at the time of contact. For example, logic 118 may
determine that the long axis of device 102 1s oriented hori-
zontally with respect to the long axis of the touching finger
128. Determining the orientation of one device 102 with
respect to a touching instrument may include determining the
orientation of one contactarea 110 on device 102 with respect
to the touching mstrument such as a touching finger 128.
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The logic 118 may operate to detect duration of contact
with one or both devices 102 and/or 104. The logic 118 may
operate to detect multiple instances of contact for one device
or both 102 and/or 104. For example, a user 128 touching the
device 102 may tap 1t on the contact area 110 a number of
times to indicate that pairing 1s wanted and authorized to
some particular second device 104. The logic 118 may oper-
ate to detect an 1ntensity of contact for one device or both 102
and/or 104, for example, to detect at least one of an average
contact force, a peak contact force, or force gradient.

All manner of touching information gained may be used
when to eflect a pairing, to identify the intent to pair, to
identify the purpose and extent of pairing, to authenticate/
authorize, and to configure, or to provide any other informa-
tion needed to accomplish pairing.

Relative Motion Betore or After Contact

The logic 118 may operate to ascertain relative motion
between the devices 102,104 prior to or after contact. Infor-
mation about relative motion may be applied for various
purposes, including authentication and/or authorization. For
example, the user may be required to swing the device 102 to
and fro when proximate to the device 104 within a certain
number of seconds of touching in order for the pairing to be
authorized. Ascertaining relative motion prior to or aiter con-
tact may include use of the wireless capabilities of the devices
102,104,

Authorization/ Authentication
The system may include logic 118 to authenticate and/or
authorize pairing between the devices 102,104. Authenticat-
ing and/or authorizing the pairing may include i1dentifying
one or both devices 102,104 and/or identifying at least one
device characteristic for one or both devices 102,104, such as
determining whether the devices 102,104 are suitable for use
for the purpose required and that they 102,104 are compatible
for pairing to accomplish that purpose. For example, pairing
may have been nitiated with a goal of accomplishing a com-
mercial transaction requiring secure communication. Both
devices 102,104 may have a device characteristic of support-
ing one or more varieties of encryption. However, they 102,
104 may support only DES encryption in common. The rec-
ognition that the devices 102,104 are compatible and that
DES encryption should be employed may occur as a result of
the information exchanged during the pairing effectuation
process. The system may include logic to authorize that a
person using one or both devices 102 and 104 1s authorized to
do so, and/or to what extent. Authenticating and/or authoriz-
ing pairing may include identifying the user who 1s touching
one or both of the devices 102 or 104 and/or 1dentifying at
least one characteristic of the user. For example, the user may
be a member of a group, department, or organization, such as
a computer network administrator with broad access privi-
leges.

The system may include logic 118 to interpret activation of
the contact sensors 110 111 and/or 113 of one or both devices
102 and/or 104 as an 1indication to initiate exchange between
the devices 102 and 104 of at least some of authentication,
authorization, or compatibility information needed for pair-
ing. The system may include logic 118 to interpret signals
indicating that the devices 102 and 104 have been touched as
an indication that the authentication, authorization, or com-
patibility information (which may have been obtained in
communication occurring prior to touching) should be
applied to complete pairing.

The system may include logic to authorize an extent of
pairing of the devices 102,104. By extent ol pairing 1t 1s meant
authorization of which functions and how extensively certain
functions can be performed while the devices 102,104 are
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paired. Authorization of an extent of pairing may be based, at
least 1n part, on the 1dentity or at least one characteristic of the
user. Authorization of an extent of pairing may be based, at
least 1n part, on the 1dentity of the devices 102,104 or device
characteristics or state.

Authorization of an extent of pairing may be based, at least
in part, on the manner of touching and/or point of physical
contact 110 111 113 between the two devices 102,104. The
system may include logic 118 to authorize paired access the
extent of which varies according to an amount of area touched
on one or both devices 102,104. The system may include
logic 118 to determine an extent of pairing based at least 1n
part upon which device 102 or 104 1s touched first. Authori-
zation may be provided for a greater number and/or different
functions and/or features of one or both devices 102,104 than
would be available 11 the devices 102 and 104 were paired
without touching.

Authorization of an extent of pairing may be based, at least
in part, on time of day or physical location.

The system may 1nclude logic 118 to establish a secure
channel between the devices 102 and 104 for communication
ol pairing information. Establishment of a secure channel
may particularly be used to communicate authentication/au-
thorization information. Establishment of a secure channel
may depend on the purpose for which pairing 1s being estab-
lished and the capabilities of the devices 102,104. In some
cases the secure channel established during pairing effectua-
tion will also be used after the devices 102,104 are paired for
continuing device communications. In some cases the
devices 102,104 will reestablish communications, 11 needed,
when pairing actually occurs, using the same or different
physical mechanisms.

System Feedback

The system may include logic 118 to provide one or more
audible and/or visual and/or tactile indications on the
progress and/or results of pairing of the devices 102 and 104.
The system may include logic 118 to provide at least one of
one or more lights, tones, vibrations, sounds, or display indi-
cations. Tactile, vibration, or other feedback may be provided
through the contact point(s) 110 111 113 for one or both
devices 102,104. The device 102 may include feedback capa-
bilities such as a speaker 107 and/or LED 108. The device 104
1s shown as including a display 120 for feedback purposes,
among other things.

The system may 1nclude logic 118 to provide a first indi-
cation when the first device 102 1s touched, and logic 118 to
provide a second indication when the second device 104 1s
touched.

Providing feedback may include providing at least one
menu of pairing options, such as might be presented on a
display 120 or by the speaker 107. Examples of pairing
options are a reason for pairing and/or task to be performed,
options or attributes to affect the extent of pairing and/or
pairing configuration, and so on.

Providing feedback may include providing an indication
that a user should provide input to the pairing process. Such
inputs could include speech, keyboard entry, pressing a
switch, performing a scan, or taking an action or actions
involving the contact points 110 111 113 of the devices 102,
104. The feedback may indicate that the user should provide
at least one of a password, spoken input, biometric input, or
information from a card and/or memory device.

The system may include at least one of logic 118 to provide
an indication that pairing was successiul, unsuccesstul due to
insuificient available information, to indicate that pairing
between the devices 102 and 104 1s available, or to indicate
that pairing 1s in process.
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System Communication with Other Devices

The system may 1nclude logic 118 to communicate wire-
lessly or 1n some other manner with at least one device 122
124 ditferent than the two devices 102,104 being paired, 1in
order to obtain information needed to effect pairing between
the devices 102,104, The other device or devices 122 124 may
be physically near (same or close room or same building) or
remotely located with respect to the location of the pairing
devices 102,104. The other device or devices 122 124 may be
accessed wirelessly, or via anetwork such as an intranet or the
Internet.

The system may include at least one proximate desktop,
laptop, or handheld computing device which may be used, at
least 1n part, to effect pairing.

System User Input

The system may include logic 118 to await user mput as a
result of activation of one or more of the contact sensors 110
111 113 on one or both devices 102,104. The system may
include logic 118 to await authentication information for the
user. The system may include logic to await at least one of
iput from a keypad, voice input, or biometric mnput. The
system may await actions to be taken by the user, such as
touching for a certain approximate duration of time, touching
multiple times 1n a pattern, or touching one of the devices 104
at a different contactpoint 113 or 111 from the original touch,
or other actions.

Proximity Between Devices

The logic 118 may operate to detect increasing proximity
between the devices 102,104 and to interpret activation of one
or both of the contact sensors 110 111 113, 1n conjunction
with recently detected increasing proximity between the
devices 102 and 104, as an indication that pairing of the
devices 102 and 104 should be effected.

The system may 1nclude logic 118 to enable the devices
102 and 104 to wirelessly exchange information needed for
pairing, upon the devices 102 and 104 approaching or becom-
ing proximate with one another, but prior to activation of
contact sensors 110111 113 of one or both devices 102 and/or
104, and logic 118 to interpret activation of the contact sen-
sors 110 111 113 of one or both devices 102 and/or 104 as an
indication that the information should be applied to complete
the pairing process.

FIG. 2 1s a flow chart of an embodiment of a device pairing
method.

Overview of FIG. 2

At 202, the devices are recognized as proximate. This may
take place, for example, 1n situations where the devices com-
municate prior to being touched. At 204, one or both devices
detect that they have been touched, e.g., that their contact
sensors 110 111 113 have been activated. Information about
the manner of touching may be analyzed. At 206, information
1s exchanged between the two devices to eflect pairing. As
was previously noted, some or possibly all of this information
may have been exchanged earlier 1n situations where the
devices were communicating with each other prior to the
touching. At 208, information obtained prior to, during, or
alter contact 1s applied to authenticate and/or authorize the
pairing of the devices. At 210, feedback 1s provided to the user
and user mput obtained. Feedback and user input may occur
as a part of the authentication and authorization process 208,
or for other reasons. At 212, the pairing effectuation process
1s complete.

Proximity

The method may include wirelessly exchanging informa-
tion needed for pairing between the devices, upon the devices
becoming proximate with one another, but prior to contact
with the devices, and interpreting contact with the devices as
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an idication to complete pairing of the devices. Activation of
one or more contact sensors, in conjunction with recently
detected increasing proximity between the devices, may pro-
vide an indication that pairing of the devices should be
attempted. Information for pairing the devices may be
exchanged wirelessly, upon the devices becoming proximate
with one another, but prior to activation of one or more con-
tact sensors, and activation of the one or more contact sensors
may provide an indication to complete pairing of the devices.
In some cases, the pairing eflectuation process may begin on
activation of one contact sensor and iformation may be
exchanged, but pairing 1s not completed until 1t 1s confirmed
by actuation of another contact sensor on the other device.

Although 1n many embodiments the same individual may
touch both devices, and they may therefore likely be proxi-
mate at the time of touching; in some cases two different
individuals may be doing the touching, one for each device. In
that situation the devices may be situated further apart at the
time of touching. These devices may communicate wirelessly
or through a wired network to etlect pairing.

Relative Motion/Rotation/Angle Before During or After
Contact

Relative motion between the devices may be applied to
influence the pairing process, and/or the extent of pairing
undertaken. The method may include ascertaiming relative
motion between the devices. The method may include ascer-
taining at least one of rotation, relative angle, or relative
lateral motion of the devices. The method may include use of
the wireless communications capabilities of the devices to
determine relative motion.

Contact

The method may include detecting physical contact of a
person with a first device and with a second device, and
clfecting pairing between the first and second device as a
result of detecting the physical contact of the person with the
first and second devices. Contact may result 1n initiating an
exchange between the devices of at least some of authentica-
tion, authorization, or compatibility information needed for
pairing. The devices may exchange pairing information prior
to, during, only during, or after a time when the devices are
one or both being touched.

The method may include effecting pairing between devices
upon detection of simultaneous physical contact with both
devices by the person.

The method may include detecting contact with the first
device, followed by contact with the second device, as an
indication that pairing of the devices should be effected.

The method may include the devices exchanging informa-
tion needed for pairing via points where the devices are
touched. A previous example discussed information
exchange via the contact points using a cable.

The method may include interrupting the pairing process it
contact 1s lost with one or both of the devices.

The method may include the devices wirelessly exchang-
ing pairing information only during a time when contact 1s
made with one or both of the devices. This may occur natu-
rally, i, for example, touching 1s effected by a cable through
which the pairing information 1s exchanged. It may also be
designed to ensure that touching did not occur for some
reason other than eflecting pairing.

Manner of Contact

The method may 1nclude ascertaining a manner in which
contact with one or both devices 1s accomplished. The 1nfor-
mation gained may be used for any purpose during pairing,
elfectuation, but will frequently be applied for authentication
and/or authorization.
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The method may include ascertaining the manner 1s which
one or more fingers touch one or both devices.

The method may include ascertaining at least one of rota-
tion, angle of approach, or relative lateral motion of one or
more fingers at one or points of contact with one or more of
the devices.

The method may include mterpreting a duration of contact
with one or both devices as an indication of how and/or
whether pairing of the devices should proceed and/or be
accomplished.

The method may include iterpreting multiple instances of
contact with one or both devices as an indication of how
and/or whether pairing of the devices should proceed and/or
be accomplished.

The method may include interpreting the intensity of con-
tact with one or both devices as an indication of how and/or
whether pairing of the devices should proceed and/or be
accomplished.

The method may include interpreting at least one of an
average contact force, a peak contact force, or force gradient
as the indication of how and/or whether pairing of the devices
should proceed and/or be accomplished.

Authorization/ Authentication

The patring process, and the extent of pairing effected, may
involve authentication and/or authorization of a user of the
device or devices, and/or the devices themselves, as previ-
ously discussed. For example, identification of one or both of
the devices, or 1dentification of a user of one or both of the
devices, and/or characteristics thereof, may be involved in the
pairing process.

The method may include touching a first of the devices
initiating exchange between the devices of at least some of
authentication, authorization, or compatibility information
needed for pairing.

The method may include the devices communicating wire-
lessly to obtain information needed to effect pairing with one
another.

The method may include authorizing an extent of pairing of
the devices according to at least one of identification of one or
both of the devices, or identification of auser of one or both of
the devices.

The method may include authonizing access to a greater
number and/or different functions of one or both devices than
would be available 11 the devices were paired without contact
taking place to one or both devices.

The method may include authorizing access to functions
and/or features of one or both devices to an extent of which
varies according to the manner and/or point of contact with
one or both devices.

The method may include authorizing that the user may use
one or both devices, and/or to what extent.

Feedback

In many instances, the system user will need to know how
the process to eflect pairing 1s proceeding. The method may
include providing one or more audible and/or visual and/or
tactile indications on the progress and/or results of pairing of
the devices.

User Input

The method may include prompting for user input as a
result of contact occurring with one or both devices. The
method may include providing an indication that the user
should provide at least one of mput from a keypad, voice
input, or biometric input. The method may include prompting
for authentication information for the user.

FIG. 3 1s a block diagram of an embodiment of a device to
accommodate pairing.
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Overview of FIG. 3

A device 302 includes a display 322 that may be used,
among other things, to provide a menu 324 of options. The
device 302 includes a microphone 318 which may be used to
detect sound (such as tapping) and/or voice input. The device
302 includes a keypad 323. The device 302 includes two parts
which may be used to provide user feedback, a speaker 319
and a LED 320. The device 302 includes two contact sensors
326 and 327. The device 302 also includes various logic
clements which may operate to eflect device pairing. Of
course, the device 302 may include additional elements that
are not shown here and which are supertluous to this discus-
$101.

Device logic includes pairing process management logic
304, contact processing logic 305, wireless communication
logic 306, proximity and motion logic 307, user mnput logic
308, speech processing logic 309, biometric processing logic
310, third device mterface logic 311 to interact with a device
or devices other that the two pairing devices, authentication
logic 312, authorization logic 313, feedback logic 314, logic
315 to discontinue pairing, retain pairing information, and/or
reestablish/resume pairing under certain circumstances.

An antenna 329 enables the device 302 to engage 1n wire-
less communication.

Not all embodiments of the device 302 will include all of
the illustrated logic. For example, 1t a device 302 did not have
a speaker 319 or microphone 318 and performed no audible
inputs or outputs, 1t would not need and probably would not
have speech processing logic 309. If a device 302 had no
biometric mput 1t would not need and probably would not

have biometric processing logic 310. And so on.

Device Contact

The device 302 may include at least one contact sensor 326
or 327, and logic to cause the device 302 to, upon activation
of the contact sensor 326 or 327, wait for a signal from
another device indicating that the other device has been
touched, and upon recerving the signal, undertaking pairing,
with the other device.

The device 302 may include logic 305 to cause the device
302, upon activation of the contact sensor 326 or 327, to wait
for a limited amount of time for the signal indicating that the
other device has been touched, and 1f such signal 1s not
recetved within the limited amount of time, to cause the
device 302 to stop waiting for the signal.

The device 302 may include one or more one touch-sensi-
tive areas, temperature-sensitive areas, or conductivity-sen-
sitive areas which may act as contact sensors 326 or 327.

The device 302 may include logic 305 to enable the device
302 to exchange with the other device information needed for
pairing via physical contact points 326 or 327 of the device
302 and other device.

The device 302 may 1include logic 304 and 305 to interrupt
the pairing process if contact with the device or other device
1s broken.

The device 302 may include logic 306 to enable the device
302 to wirelessly exchange with the other device information
needed for pairing only during activation of its 302 contact
sensor 326 or 327, or only during activation of its 302 contact
sensor 326 and 327 and after receiving the signal indicating
that the other device has been touched.

Device Manner of Contact

The device 302 may include logic 305 to ascertain a man-
ner 1 which contact with the device 302 1s accomplished.
Ascertaining manner of contact provides additional informa-
tion that may be used while pairing 1s being effected, most
often, authentication/authorization information.
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The device 302 may include logic 305 to ascertain relative
motion between the device 302 and a finger or other touching
instrument that 1s touching the device 302.

The device 302 may include logic 305 to ascertain at least
one of rotation, angle of incidence, or relative lateral and/or
circular motion between the device 302 and the touching
instrument.

The device 302 may include logic 3035 to detect a duration
of contact. The logic 305 may interpret the duration of contact
as an 1dication of how and/or whether pairing of the device
302 and the other device should proceed.

The device 302 may include logic 305 to detect multiple
instances of contact. The logic 305 may interpret the multiple

instances of contact as an indication of how and/or whether
pairing of the device 302 and the other device should proceed.

The device 302 may include logic 305 to detect an intensity
of contact. The logic 305 may interpret the intensity of contact
as an 1dication of how and/or whether pairing of the device
302 and the other device should proceed.

The device 302 may include logic 305 to detect at least one
of an average contact force, a peak contact force, or force
gradient.

Device Authentication/ Authorization

The device 302 may include logic 304 to interpret activa-
tion of at least one of the contact sensors 326 327 as an
indication to imtiate exchange with the other device of at least
some of authentication, authorization, or compatibility infor-
mation needed for pairing, and to interpret the signal indicat-
ing that the other device has been touched as an indication that
the authentication, authorization, or compatibility informa-
tion should be applied to complete pairing with the other
device.

The device 302 may include logic to authenticate 312
and/or authorize 313 pairing with the other device. The device
302 may 1nclude logic to establish a secure channel for com-
munication of pairing information, frequently including
authentication and/or authorization information.

The device 302 may include logic to switch from one
pairing partner to another as a result of activation of the
contact sensors 326 327.

The device 302 may include logic 313 to authorize an
extent of pairing of the device and the other device.

The device 302 may include logic 313 to authorize paired
access to a greater number and/or different functions of one or
both devices than would be available 11 the devices were
paired without each device being touched.

The device 302 may include logic 313 to authorize paired
access the extent of which varies according to the manner
and/or point of physical contact with the device 302 and/or
the other device.

The device 302 may include logic 313 to authorize that a
person using one or both devices 1s authorized to do so, and/or
to what extent.

The device 302 may include logic to determine an extent of
pairing based at least 1n part upon which device 1s touched
first.

The device 302 may include logic 313 to authorize paired
access the extent of which varies according to an amount of

area touched on one or both devices.
Device Feedback

The device 302 may include feedback (e.g. speaker 319,
LED 320 and feedback operation logic 314) to provide one or
more audible and/or visual and/or tactile indications on the
progress and/or results of pairing. Logic 314 may provide for
indications of at least one of lights, tones, vibrations, sounds,
or display indications. Logic 314 may provide at least one
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menu 324 of pairing options. Logic 314 may provide an
indication that a user should provide input to the pairing
process.

The device 302 may include logic 314 to provide a first
indication when the first device 302 1s touched, and logic 314
to provide a second indication when the second device 1s
touched.

The device 302 may include at least one of logic 314 to
provide an indication that pairing was successtul, unsuccess-
ful due to insutficient available information, to indicate that
pairing between the devices 1s available, or to indicate that
pairing 1s 1n process.

The device 302 may include logic 314 to provide an indi-
cation that the user should provide at least one of a password.,
spoken input, biometric mput, or information from a card
and/or memory device.

Device Communication with Other Devices

The device 302 may include logic 311 to communicate
wirelessly with at least one device (a third device) different
than the other device (its pairing partner) to obtain informa-
tion needed to etflect pairing with the other device. The device
302 may include logic 311 to communicate using wired com-
munication with at least one different device (the third
device). The third device or different devices may be proxi-
mate or located remotely over a network. The third device or
different devices may include at least one proximate desktop.,
laptop, or handheld computing device.

Device User Input

The device 302 may include logic 308 to await user input as
a result of activation of the contact sensor 326 or 327 and, in
some situations, the signal indicating that the other device has
been touched The device 302 may 1nclude logic 308 to await
authentication imformation for the user. The device 302 may
include logic 308 to await at least one of input from a keypad,
voice mput 309, or biometric input 310.

Device Motion/Rotation/ Angle

The device 302 may include logic to ascertain relative
motion between the device and the other device. The device
302 may include logic to ascertain at least one of rotation of
one device with respect to the other, angle between the
devices, or relative lateral motion of the devices.

Device Proximity

The device 302 may include logic 307 to detect proximity
and/or increasing proximity with the other device and to
interpret activation of the contact sensor 326 or 327, 1n con-
junction with recently detected increasing proximity with the
other device, as an indication that preparation to pair with the
other device should be 1nitiated.

The device 302 may include logic 306 to enable the device
to wirelessly exchange with the other device information
needed for pairing, upon approaching or becoming proximate
with the other device, but prior to activation of the contact
sensor 326 or 327, and logic to interpret activation of the
contact sensor 326 or 327 as an indication that the information
should be applied to complete the pairing process upon
receiving the signal indicating that the other device has been
touched.

Those having skill 1n the art will appreciate that there are
various vehicles by which processes and/or systems
described herein can be eflected (e.g., hardware, software,
and/or firmware), and that the preferred vehicle will vary with
the context in which the processes are deployed. For example,
il an 1implementer determines that speed and accuracy are
paramount, the implementer may opt for a hardware and/or
firmware vehicle; alternatively, if flexibility 1s paramount, the
implementer may opt for a solely software implementation;
or, yet again alternatively, the implementer may opt for some
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combination of hardware, software, and/or firmware. Hence,
there are several possible vehicles by which the processes
described herein may be effected, none of which 1s inherently
superior to the other 1n that any vehicle to be utilized 1s a
choice dependent upon the context in which the vehicle will
be deployed and the specific concerns (e.g., speed, tlexibility,
or predictability) of the implementer, any of which may vary.
Those skilled 1n the art will recognize that optical aspects of
implementations will require optically-oriented hardware,
software, and or firmware.

The foregoing detailed description has set forth various
embodiments of the devices and/or processes via the use of
block diagrams, flowcharts, and/or examples. Insofar as such
block diagrams, flowcharts, and/or examples contain one or
more functions and/or operations, 1t will be understood as
notorious by those within the art that each function and/or
operation within such block diagrams, flowcharts, or
examples can be implemented, individually and/or collec-
tively, by a wide range of hardware, software, firmware, or
virtually any combination thereof. Several portions of the
subject matter subject matter described herein may be imple-
mented via Application Specific Integrated Circuits (ASICs),
Field Programmable Gate Arrays (FPGAs), digital signal
processors (DSPs), or other integrated formats. However,
those skilled 1n the art will recognize that some aspects of the
embodiments disclosed herein, in whole or in part, can be
equivalently implemented in standard integrated circuits, as
one or more computer programs running on one or more
computers (€.g., as one or more programs running on one or
more computer systems ), as one or more programs running on
one or more processors (€.g., as one or more programs run-
ning on one or more miCcroprocessors), as firmware, or as
virtually any combination thereof, and that designing the
circuitry and/or writing the code for the software and/or firm-
ware would be well within the skill of one of skill 1n the art in
light of this disclosure. In addition, those skilled 1n the art will
appreciate that the mechanisms of the subject matter
described herein are capable of being distributed as a program
product 1n a variety of forms, and that an illustrative embodi-
ment of the subject matter described herein applies equally
regardless of the particular type of signal bearing media used
to actually carry out the distribution. Examples of a signal
bearing media include, but are not limited to, the following;:
recordable type media such as floppy disks, hard disk drives,
CD ROMs, digital tape, and computer memory; and trans-
mission type media such as digital and analog communica-
tion links using TDM or IP based communication links (e.g.,
packet links).

In a general sense, those skilled 1n the art will recognize
that the various aspects described herein which can be imple-
mented, individually and/or collectively, by a wide range of
hardware, software, firmware, or any combination thereof
can be viewed as being composed of various types of “elec-
trical circuitry.” Consequently, as used herein “electrical cir-
cuitry” includes, but 1s not limited to, electrical circuitry
having at least one discrete electrical circuit, electrical cir-
cuitry having at least one integrated circuit, electrical cir-
cuitry having at least one application specific integrated cir-
cuit, electrical circuitry forming a general purpose computing
device configured by a computer program (e.g., a general
purpose computer configured by a computer program which
at least partially carries out processes and/or devices
described herein, or a microprocessor configured by a com-
puter program which at least partially carries out processes
and/or devices described herein), electrical circuitry forming
a memory device (e.g., forms of random access memory),
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and/or electrical circuitry forming a communications device
(e.g., a modem, communications switch, or optical-electrical
equipment).

Those skilled 1n the art will recognize that 1t 1s common
within the art to describe devices and/or processes 1n the
fashion set forth herein, and thereafter use standard engineer-
ing practices to integrate such described devices and/or pro-
cesses mto larger systems. That 1s, at least a portion of the
devices and/or processes described herein can be integrated
into a network processing system via a reasonable amount of
experimentation.

The foregoing described aspects depict different compo-
nents contained within, or connected with, different other
components. It 1s to be understood that such depicted archi-
tectures are merely exemplary, and that in fact many other
architectures can be implemented which achieve the same
functionality. In a conceptual sense, any arrangement of com-
ponents to achieve the same functionality 1s effectively “asso-
ciated” such that the desired functionality 1s achieved. Hence,
any two components herein combined to achieve a particular
functionality can be seen as “associated with” each other such
that the desired functionality 1s achieved, irrespective of
architectures or intermedial components. Likewise, any two
components so associated can also be viewed as being “oper-
ably connected”, or “operably coupled”, to each other to
achieve the desired functionality.

What 1s claimed 1s:

1. A device comprising:

circuitry configured to detect touch contact associated with

at least one contact point of the device;

circuitry configured to authenticate at least one individual

based at least partly on fingerprint information obtained
at least partly through the at least one contact point of the
device, the circuitry configured to authenticate at least
one individual including at least circuitry configured to
authorize an extent of pairing of the device and at least
one other device according to at least one of identifica-
tion of at least one of the device and the at least one other
device, and 1dentification of a user of at least one of the
device and the at least one other device including:
circuitry configured to authorize access to functions and/
or features of at least one of the device and the at least
one other device to an extent of which varies accord-
ing to the manner and/or point of contact with at least
one of the device and the at least one other device; and
circuitry configured to wirelessly transmit encrypted pay-
ment mformation from the device to the at least one
other device to accomplish at least one commercial
transaction at least partly in response to authentication
of the at least one 1ndividual.

2. The device of claim 1, wherein the circuitry configured
to detect touch contact associated with at least one contact
point of the device comprises:

circuitry configured to at least one of: (1) detect at least one

instance of touch contact associated with at least one
contact point of the device, (1) detect touch contact
associated with at least one touch screen portion of the
device, (111) detect touch contact associated with at least
one contact sensor of the device, (1v) detect at least one
intensity of touch contact associated with at least one
contact point of the device, (v) detect at least one loca-
tion of touch contact associated with at least one contact
point of the device, (vi) detect touch contact associated
with at least one display of the device, (vi1) detect at least
one force of touch contact associated with at least one
contact point of the device, (vi1) detect at least one
touching a finger vertically up and down one or more
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times, (1x) detect at least one rotation, (X) detect an angle
of incidence, (x1) detect a relative lateral motion, or (x11)
detect a circular motion.

3. The device of claim 1, further comprising:

5 circuitry configured to scan at least one fingerprint.

4. The device of claim 1, wherein the circuitry configured
to wirelessly transmit encrypted payment information from
the device to the at least one other device to accomplish at
least one commercial transaction at least partly in response to

10 authentication of the at least one individual comprises:
circuitry configured to wirelessly transmit encrypted pay-
ment information from the device to the at least one
other device to accomplish at least one commercial
transaction using at least one third device at least partly
15 in response to authentication of the at least one 1ndi-
vidual.
5. The device of claim 1, further comprising;:
circuitry configured to obtain information from at least one
card and/or memory device.
20 6. The device of claim 1, further comprising:

circuitry configured to detect proximity between the device

and at least one other device.

7. The device of claim 1, wherein the device comprises one
or more of:

25 a camera, a keyboard, a scanner, a cellular telephone, a
wearable article, headphones, a personal digital assis-
tant, a telephone, a laptop, a desktop, a tower, a server, a
medical patient monitoring station, a machine control
application, a network device, a medallion, a ring, or a
30 palmtop.
8. The device of claim 1, further comprising;:
circuitry configured for causing at least one vibration at
least partly 1n response to effecting pairing of the device
with the at least one other device to accomplish the at
35 least one commercial transaction.

9. A method comprising:

detecting touch contact associated with at least one contact

point of the device;

authenticating at least one individual based at least partly

40 on fingerprint information obtamned at least partly
through the at least one contact point of the device, the
authenticating at least one individual including at least
authorizing an extent of pairing of the device and at least
one other device according to at least one of 1dentifica-

45 tion of at least one of the device and the at least one other
device, and 1dentification of a user of at least one of the
device and the at least one other device including:
authorizing access to a greater number and/or different

functions of at least one of the device and the at least

50 one other device than would be available if the at least

one of the device and the at least one other device were

paired without detecting the touch contact associated

with at least one contact point of the device; and
wirelessly transmitting encrypted payment information

55 from the device to the at least one other device to accom-
plish at least one commercial transaction at least partly
in response to authentication of the at least one 1ndi-
vidual.

10. A system comprising:

60  circuitry configured to detect touch contact associated with
at least one contact point of a device;

circuitry configured to authenticate at least one individual

based at least partly on fingerprint information obtained
at least partly through the at least one contact point of the

65 device, the circuitry configured to authenticate at least
one individual including at least circuitry configured to
authorize an extent of pairing of the device and at least
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one other device according to at least one of 1dentifica-
tion of at least one of the device and the at least one other
device, and 1dentification of a user of at least one of the
device and the at least one other device including:
circuitry configured to authorize access to a greater
number and/or different functions of at least one of the
device and the at least one other device than would be
available if the at least one of the device and the at
least one other device were paired without detecting
the touch contact associated with at least one contact
point of the device; and
circuitry configured to wirelessly transmit encrypted pay-
ment information to accomplish at least one commercial

transaction at least partly in response to authentication
of the at least one 1ndividual.

11. The device of claim 10, wherein the circuitry config-

ured to authenticate at least one individual including at -
circuitry configured to authorize an extent of pairing o:

ecast
- the

device and the at least one other device according to at .

east

one of 1dentification of at least one of the device and the at
least one other device, and 1dentification of a user of at least
one of the device and the at least one other device comprises:
circuitry configured to authorize access to functions and/or
features of at least one of the device and the at least one
other device to an extent of which varies according to the
manner and/or point of contact of the detected touch
contact associated with at least one contact point of the
device.

12. The device of claim 1, wherein the circuitry configured
to authenticate at least one individual including at least cir-
cuitry configured to authorize an extent of pairing of the
device and the at least one other device according to at least
one of 1dentification of at least one of the device and the at
least one other device, and 1dentification of a user of at least
one of the device and the at least one other device comprises:

circuitry configured to authorize access to a greater number

and/or different functions of at least one of the device
and the at least one other device than would be available
if the at least one of the device and the at least one other
device were paired without contact taking place to at
least one of the device and the at least one other device.

13. The device of claim 10, wherein the circuitry config-
ured to authenticate at least one individual including at least
circuitry configured to authorize an extent of pairing of the
device and the at least one other device according to at least
one of 1dentification of at least one of the device and the at
least one other device, and 1dentification of a user of at least
one of the device and the at least one other device comprises:
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circuitry configured to authorize access to functions and/or
features of at least one of the device and the at least one
other device to an extent of which varies according to the
manner and/or point of contact with at least one of the
device and the at least one other device.

14. The device of claim 10, wherein the circuitry config-
ured to authenticate at least one individual including at least
circuitry configured to authorize an extent of pairing of the
device and the at least one other device according to at least
one of identification of at least one of the device and the at
least one other device, and 1dentification of a user of at least
one of the device and the at least one other device comprises:

circuitry configured to authorize a person to use at least one

of the device and the at least one other device.

15. The device of claim 10, wherein the circuitry config-
ured to authenticate at least one individual including at least
circuitry configured to authorize an extent of pairing of the
device and the at least one other device according to at least
one of identification of at least one of the device and the at
least one other device, and 1dentification of a user of at least
one of the device and the at least one other device comprises:

circuitry configured to authorize what extent a person 1s

authorized to use at least one of the device and the at least
one other device.

16. The device of claim 10, wherein the circuitry config-
ured to authenticate at least one individual including at least
circuitry configured to authorize an extent of pairing of the
device and the at least one other device according to at least
one of 1dentification of at least one of the device and the at
least one other device, and 1dentification of a user of at least
one of the device and the at least one other device comprises:

circuitry configured to determine an extent of pairing

between at least one of the device and the at least one
other device based at least 1n part upon which device 1s
touched first.

17. The device of claim 10, wherein the circuitry config-

ured to authenticate at least one individual including at -
circuitry configured to authorize an extent of pairing o:

east
" the

device and the at least one other device according to at .

east

one of 1dentification of at least one of the device and the at
least one other device, and 1dentification of a user of at least
one of the device and the at least one other device comprises:
circuitry configured to authorize an extent of paired access
between at least one of the device and the at least one
other device that varies based at least in part upon an
amount of area touched on one or both devices of at least

one of the device and the at least one other device.
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It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In the Claims

In Column 23, Line 16, Claim 11 please delete “The device of claim 10 and replace with -- The
system of claim 10 --

In Column 23, Line 42, Claim 13 please delete “The device of claim 10 and replace with -- The
system of claim 10 --

In Column 24, Line 6, Claim 14 please delete “The device of claim 10 and replace with -- The system
of claim 10 --

In Column 24, Line 15, Claim 15 please delete “The device of claim 10 and replace with -- The
system of claim 10 --

In Column 24, Line 25, Claim 16 please delete “The device of claim 10 and replace with -- The
system of claim 10 --

In Column 24, Line 36, Claim 17 please delete “The device of claim 10 and replace with -- The
system of claim 10 --
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