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(57) ABSTRACT

A method for monitoring a malicious attribute of a webpage
1s disclosed. The method includes the following steps: acquir-
ing webpage query requests submitted by a plurality of cli-
ents; crawling a webpage based on the webpage query
requests and acquiring crawled webpage contents; counting
up a referenced value of a URL based on the webpage con-

tents; calling a predetermined detection program to detect a
malicious attribute of the URL based on the a referenced
value of the URL. The accuracy of detection can be improved
by using the method for monitoring a malicious attribute of a
webpage provided in the present disclosure. Furthermore, a
system for monitoring a malicious attribute of a webpage 1s

further disclosed.
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METHOD AND SYSTEM FOR MONITORING
WEBPAGE MALICIOUS ATTRIBUTES

CROSS-REFERENCE TO RELATED PATENT
APPLICATION

This application 1s a continuation application of an Inter-
national Application No. PCT/CN2012/081656, filed on Sep.

20, 2012, entitled “METHOD AND SYSTEM FOR MONI-
TORING WEBPAGE MALICIOUS ATTRIBUTES” by
Sinan TAQO, which claims the priority from the Chinese patent
application No. CN 201110298003.4, filed on Sep. 28, 2011,
the disclosures for which are hereby incorporated herein in
their entireties by reference.

FIELD OF THE INVENTION

The present invention relates generally to the field of Inter-
net technology, and more particularly to a method and a
system for monitoring webpage malicious attributes.

BACKGROUND OF THE INVENTION

With the development of the Internet technology, there are
more and more pornographic websites, fraud phishing web-
sites and equestrian websites, which greatly threaten the secu-
rity of information accessed by users on the Internet. There-
fore, 1t needs to detect whether a malicious attribute exits 1n a
webpage before page contents have been acquired and parsed
in a browser, 11 the webpage has a malicious attribute, the user
1s prompted that the webpage current accessing 1s malicious
webpage, so as to saleguard the Internet surfing of the user.

Traditional methods for detecting malicious attribute of a
webpage 1includes signature-based detecting, behavior based
detecting, sandbox filtering technique and honeypot. Among
them, the principle of signature-based detecting likes this:
signatures are stored 1n a signatures library by extracting
samples of malicious codes and analysing the signatured
instruction sequence of the samples; scanned documents are
compared with the signatures library when detect a malicious
attribute of a webpage; 11 there 1s a document fragment that
match signatures, the detected webpage has a malicious
attribute. The behavior based detecting distinguishes by
detecting a behavior of a program, such as add a item to
registry startup entries, modify content under system folder
and call special or rarely-seen API functions in abnormal
frequency, 1f such behaviors are detected, the detected
webpage has a malicious attribute.

Because most of malicious codes 1n malicious webpages
are written by JavaScript, these malicious JavaScript codes
are obfuscated encrypted to evade detecting. In the face of
obfuscated encrypted JavaScript odes, the most effective
approach 1s sandbox filtering technique, 1.e., parse and
execute JavaScript codes 1n webpages 1n a virtual environ-
ment by built-in HTML and JavaScript parsing engine, and
keep track of the behavior of JavaScript codes in parsing
process, such as creating Active controls and concentrating
large amount of alloc, the detected webpage has a malicious
attribute.

Honeypot technique, including client honeypots, means
that monitor abnormality or not by actively opening client
soltware to access server, aiming at client software’s possible
security weakness, so as to further achieve the goal of
research study and providing security. Client honeypots com-
bine honeypot technique with spider technique predomi-
nantly for Web browser and E-mail client, and 1t can seek
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2

potential malicious software that executes by client software
by spiders crawling network-based URL.

However, as the technique of malicious codes written by
hackers improves, malicious codes are becoming more and
more subtle, while traditional methods for monitoring a mali-
cious attribute of a webpage are fairly simple that makes 1t
hard to detect new malicious codes 1n the present 1n time, and
the malicious webpage can cause certain harms before found
features therein, thus traditional methods for monitoring a
malicious attribute of a webpage have low accuracy.

SUMMARY OF THE INVENTION

Based on the above, there 1s a need to provide a method for
monitoring malicious attribute of a webpage with improved
accuracy.

A method for momitoring a malicious attribute of a
webpage 1includes the steps of:

acquiring webpage query requests submitted by a plurality

of clients:

crawling a webpage based on the webpage query requests

and acquiring crawled webpage contents;

counting up a referenced value of a uniform resource loca-

tor (URL) based on the webpage contents; and

calling a predetermined detection program to perform

malicious attribute detection of the URL based on the a
referenced value of the URL.
Preferably, after the step of acquiring crawled webpage
contents, the method may further includes:
parsing the webpage contents and extracting citation infor-
mation of external links in the webpage contents; and

the step of counting up the referenced value of the URL
based on the webpage contents includes counting up the
referenced value of the URL based on the citation infor-
mation of the external links.

Preferably, the step of counting up a referenced value of a
URL based on the citation information of external links may
include classitying URLs by domain name based on domain
information, and counting up referenced values of URLs
under different domain categories based on citation informa-
tion of external links.

Preferably, the method may further include a step of setting,
the corresponding relationship between detection priorities
and a combination of one or more predetermined detection
programs; and

the step of calling a predetermined detection program to

perform malicious attribute detection of the URL based
on the a referenced value of the URL may include deter-
mining the detection priorities of the URL based on the
referenced value of the URL, and calling a correspond-
ing combination of one or more predetermined detection
programs to perform malicious attribute detection of the
URL based on the detection priorities.

Preferably, after the step of acquiring crawled webpage
contents, the method may further include:

parsing the webpage contents and extracting data to be

detected 1n the webpage contents; and

the step of calling a predetermined detection program to

perform malicious attribute detection of the URL based
on the referenced value of the URL may include calling
a predetermined detection program to perform mali-
cious attribute detection of the data to be detected 1n the
webpage contents corresponding to the URL based on
the referenced value of the URL.

According to another further aspect of the invention, a
system for monitoring malicious attribute detection of a
webpage with improved accuracy 1s provided.
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The system for monitoring a malicious attribute of a
webpage includes a server configured to interact with a plu-
rality of clients, and the server includes:

an interface module, configured to acquire webpage query
requests submitted by a plurality of clients;

a webpage crawling module, configured to crawl a
webpage based on the webpage query requests and
acquire crawled webpage contents;

a heat statistics module, configured to count up a refer-
enced value of a uniform resource locator (URL) based
on the webpage contents; and

a detection module, configured to call a predetermined
detection program to perform malicious attribute detec-
tion of the URL based on the referenced value of the

URL.

Preferably, the server may further include a webpage pars-
ing module which 1s configured to parse the webpage con-
tents and extract citation information of external links 1n the
webpage contents; and

the heat statistics module 1s further configured to count up

a referenced value of a URL based on the citation infor-
mation of external links.

Preferably, the heat statistics module 1s further configured
to classity URLs by domain name based on domain informa-
tion, and count up a referenced value of URLs under different
domain categories based on citation information of external
links.

Preferably, the detection module 1s further configured to set
the corresponding relationship between detection priorities
and a combination of one or more predetermined detection
programs, and the detection module 1s further configured to
determine the detection priorities of the URL based on the
retferenced value of the URL, and call a corresponding com-
bination of one or more predetermined detection programs to
perform malicious attribute detection of the URL based on the
detection priorities.

Preferably, the webpage crawling module 1s further con-
figured to parse the webpage contents and extract data to be
detected 1n the webpage contents; and

the detection module 1s further configured to call a prede-

termined detection program to perform malicious
attribute detection of the data to be detected in the
webpage contents corresponding to the URL based on
the referenced value of the URL.

The above method and system for momtoring malicious
attribute of a webpage, acquires webpage query requests sub-
mitted by a plurality of clients, crawls webpages and acquires
crawled webpage contents based on the webpage query
requests, counts up a referenced value of a URL based on the
webpage contents and calls a predetermined detection pro-
gram to detect malicious attribute of the URL based on the
referenced value of the URL. Because the heat of a webpage
referenced can be reflected by a referenced value of the URL,
different predetermined detection programs can be called to
detect malicious attribute of a URL based on different refer-
enced values, and thus the accuracy of detection can be
improved.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 shows a tlow diagram of a method for monitoring a
malicious attribute of a webpage according to one embodi-
ment of the present invention.

FI1G. 2 shows a tlow diagram of a method for monitoring a
malicious attribute of a webpage according to one embodi-
ment of the present invention.
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FIG. 3 shows a structure diagram of a system for monitor-
ing a malicious attribute of a webpage according to one
embodiment of the present invention.

FIG. 4 shows a structure diagram of a server of a system for
monitoring a malicious attribute of a webpage according to
one embodiment of the present invention.

FIG. 5 shows a structure diagram of a server according to
one embodiment of the present invention.

(L]
By

ERRED

DETAILED DESCRIPTION OF THE PR.
EMBODIMENTS

The present invention 1s more particularly described 1n the
following examples that are intended as 1llustrative only since

numerous modifications and variations therein will be appar-
ent to those skilled in the art. Various embodiments of the
invention are now described 1n detail. Referring to the draw-
ings, like numbers 1ndicate like components throughout the
views. As used in the description herein and throughout the
claims that follow, the meaning of “a”, “an”, and “‘the”
includes plural reference unless the context clearly dictates
otherwise. Also, as used in the description heremn and
throughout the claims that follow, the meaning of “in”
includes “in” and “on” unless the context clearly dictates
otherwise. Moreover, titles or subtitles may be used 1n the
specification for the convenience of a reader, which shall have
no mfluence on the scope of the present invention.

As shown 1n FIG. 1, a method for monitoring a malicious
attribute of a webpage according to one embodiment of the
present invention includes the following steps.

Step S102: acquire webpage query requests submitted by a
plurality of clients.

Step S104: crawl a webpage based on the webpage query
requests and acquire crawled webpage contents.

Step S106: count up a referenced value of a uniform
resource locator (URL) based on the webpage contents.

The webpage contents acquired by webpage crawling
include the immformation of the webpage referencing other
URLs, and a referenced value of the URL can be obtained by
counting up a lot of the information.

Step S108: call a predetermined detection program to
detect a malicious attribute of the URL based on the refer-
enced value of the URL.

The heat of a webpage referenced can be reflected by a
referenced value of a URL, the higher the referenced value 1s,
the higher attention the webpage 1s. By counting up a refer-
enced value of a URL 1n the present invention, a predeter-
mined stronger detection program can be called to detect
malicious attribute for the URL with a higher referenced
value, and the present invention can combine various detec-
tion programs to improve the accuracy of the detection.

In one embodiment, as shown 1n FIG. 2, a method for
monitoring a malicious attribute of a webpage includes the
following steps.

Step 202: acquire webpage query requests submitted by a
plurality of clients.

In this embodiment, the client submits a webpage query
request to a server when the webpage 1s opened by a browser,
and the webpage query request includes a URL thatneed to be
queried. Because there are thousands of users who browse
webpages, a large number of webpage query requests can be
acquired. In addition, the client can also be a cloud client, and
it can acquire webpage query requests submitted by a plural-
ity of cloud clients.

Step S204: crawl a webpage based on the webpage query
requests and acquire crawled webpage contents.
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Because the webpage query requests acquired are massive,
in one embodiment, the webpage query requests can be dis-
tributed to diflerent webpage crawling modules for webpage
crawling before the step S204, and this distributed manner
can 1mprove the efficiency of crawling a webpage.

Webpage crawling 1s to acquire a URL from a webpage
query request, crawl and acquire webpage contents of the
URL, then continue to crawl by extracting new URL from the
present webpage, and build indexes for the crawled webpage
contents, which 1s convenient for inquiry and query after-
wards. Webpage contents acquired by crawling are composed
of HTML labels.

Step S206: parse the webpage contents and extract citation
information of external links in the webpage contents.

The webpage contents that are acquired by webpage crawl-
ing include the mnformation of the webpage referencing other
URLs. For example, other URLs are referenced by “<iframe
src="‘url”>", other 15 (JavaScript) links are referenced by
“<script src="http://www.qq.com/a.js*>"", and such informa-
tion 1s citation information of external links. The citation
information of external links 1s configured to count up a
referenced value of a URL afterwards.

Step S208: count up a referenced value of a URL based on
the citation information of external links.

A referenced value of a URL represents the heat of the
URL. The higher the referenced value 1s, the higher the heat
1s, and the higher attention the webpage 1s. A referenced value
ofa URL can be the number of citations of URL, and also can
be the percentage of the number of citations of URL taking in
all of the number of citations.

In one embodiment, URLs can be classified by domain
name based on domain information, and a referenced value of
URLSs under different domain categories can be counted up
based on citation information of external links. For example,
count up the referenced value of all URLs under the domain
name of “qq.com”.

Step S210: determine the detection priority of the URL
based on the referenced value of the URL.

In one embodiment, the corresponding relationship
between detection priorities and a combination of one or
more predetermined detection programs can be set. It needs to
call a corresponding combination of one or more predeter-
mined detection programs in corresponding with different
detection priorities to detect malicious attribute of the URL.

In a preferred embodiment, a range of referenced values
can be set to correspond with a detection priority. URLs can
be sorted by referenced values after the referenced values of
URLSs have been counted up. For example, the top 10,000
URLs 1n the sequence correspond with the highest detection
priority, the next 10,000 URLs 1n the sequence correspond
with the next-highest detection priority, and so forth.

Step S212: call a corresponding combination of one or
more predetermined detection programs to detect malicious
attribute of the URL based on the detection priorities.

In one embodiment, after the step of S204, the method
turther includes: parsing the webpage contents and extracting
data to be detected 1n the webpage contents. Specifically, data
to be detected includes executable js code (JavaScript code),
page title, copyright information, etc. In this embodiment, the
step of calling a predetermined detection program to detect a
malicious attribute of the URL based on the a referenced
value of the URL includes calling a predetermined detection
program to detect a malicious attribute of the data to be
detected 1n the webpage contents corresponding to the URL
based on the a referenced value of the URL.

In one embodiment, a predetermined detection program
can be signature-based detection program, behavior based
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detection program, a detection program with sandbox filter-
ing technique or a detection program with honeypot. The
corresponding relationship between detection priorities and a
combination of one or more predetermined detection pro-
grams has been pre-set. For example, for a URL with a higher
referenced value, which has a higher heat, the corresponding
detection priority 1s also higher, and it can use a detection
program with sandbox filtering technique, a detection pro-
gram with honeypot, or a combination of both, to detect a
malicious attribute; for a URL with a lower detection priority,
it can use signature-based detection program to detect a mali-
cious attribute of the URL. In conclusion, the present mven-
tion can combine various detection programs and call differ-
ent detection programs based on the heat of URL, to ensure
the accuracy of the detection.

Specifically, the different data 1s detected by different
detection programs. Acquire the URL and the corresponding
data to be detected, and call a predetermined detection pro-
gram to detect a malicious attribute of the URL based on
malicious properties of the URL. In one embodiment, the
detection result 1s returned to the user after detecting a mali-
cious attribute of the URL. For example, the user 1s prompted
by a popped tooltip that the webpage has malicious codes.

As shown 1n FIG. 3, a system for monitoring a malicious
attribute of a webpage 1s disclosed. The system includes a
server 10, and a plurality of clients 20 interacting with the
server 10. As shown 1in FIG. 4, in one embodiment, the server
10 includes an iterface module 102, a webpage crawling
module 104, a heat statistics module 106 and a detection
module 108.

The interface module 102 1s configured to acquire webpage
query requests submitted by a plurality of clients 20. It will be
appreciated that the server 10 can be a cloud server, and the
corresponding client 20 can be a cloud client. The webpage
query request includes a URL that need to be queried.
Because there are thousands of users who browse webpages,
a large number of webpage query requests can be acquired by
the interface module 102.

The webpage crawling module 104 1s configured to crawl
a webpage based on the webpage query requests and acquire
crawled webpage contents. In one embodiment, a plurality of
webpage crawling modules 104 are provided, and the server
10 may also include a data distribution module (not shown),
by which the webpage query requests can be distributed to
different webpage crawling modules 104 for webpage crawl-
ing.

The heat statistics module 106 1s configured to count up a
referenced value of a URL based on the webpage contents.
The webpage contents acquired by webpage crawling include
the mnformation of the webpage referencing other URLSs, and
a referenced value of the URL can be obtained by counting up
a lot of the information.

The detection module 108 1s configured to call a predeter-
mined detection program to detect a malicious attribute of the
URL based on the referenced value of the URL.

In another embodiment, as shown 1n FIG. 5, the server also
includes a data library 110 configured to store the webpage
query requests recerved by the interface module 102. In one
embodiment, the data distribution module acquires webpage
query requests from the data library 110, then distributes the
webpage query requests to different webpage crawling mod-
ules 104. The webpage crawling module 104 acquires a URL
from a webpage query request, crawls and acquires webpage
contents of the URL, then continue to crawl by extracting new
URL from the present webpage, and builds indexes for the
crawled webpage contents, which 1s convenient for inquiry
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and query afterwards. Webpage contents acquired by crawl-
ing by the webpage crawling modules 104 are composed of
HTML labels.

In one embodiment, as shown 1n FIG. 5, the server 10
turther includes a webpage parsing module 112 which 1s
configured to parse the webpage contents and extract citation
information of external links in the webpage contents. In this
embodiment, the heat statistics module 106 1s also configured
to count up a referenced value of a URL based on the citation
information of external links.

The webpage contents that are acquired by webpage crawl-
ing include the information of the webpage referencing other
URLs. For example, other URLs are referenced by “<iframe
src="url*“>", other 15 (JavaScript) links are referenced by
“<script src="http://www.qq.com/a.js”’>", and such informa-
tion 1s citation information of external links. The citation
information of external links 1s configured to count up a
referenced value of a URL afterwards.

A referenced value of a URL 1s the heat of the URL that the
higher the referenced value 1s, the higher the heat 1s, and the
higher attention the webpage 1s. A referenced value of a URL
can be the number of citations of URL, and also can be the
percentage of the number of citations of URL taking 1n all of
the number of citations. The referenced values counted up by
the heat statistics module 106 can be stored 1n the data library
110.

In one embodiment, the heat statistics module 106 1s fur-
ther configured to classity URLs by domain name based on
domain information, and count up referenced values of URLs
under different domain categories based on citation informa-
tion of external links.

In one embodiment, the detection module 108 1s further
configured to set the corresponding relationship between
detection priorities and a combination of one or more prede-
termined detection programs. In this embodiment, the detec-
tion module 108 also can be configured to determine the
detection priority of the URL based on the referenced value of
the URL, and call a corresponding combination of one or
more predetermined detection programs to detect a malicious
attribute of the URL based on the detection priorities. Pret-
erably, a range of referenced values can be set by the detection
module 108 to correspond with a detection priority. URLs can
be sorted by referenced values after the referenced values of
URLSs have been counted up by the detection module 108,
then the detection priorities of URLs are determined based on
the result of sorting.

In one embodiment, the webpage parsing module 112 1s
turther configured to parse the webpage contents and extract
citation information of external links in the webpage con-
tents. In this embodiment, the detection module 108 1s further
configured to call a predetermined detection program to
detect a malicious attribute of the data to be detected in the
webpage contents corresponding to the URL based on the
referenced value of the URL. Specifically, the data to be
detected includes executable 15 code (JavaScript code), page
title, copyright information, etc. The data to be detected
extracted by the webpage parsing module 112 can be stored 1n
the data library 110.

In one embodiment, a predetermined detection program
can be signature-based detection program, behavior based
detection program, a detection program with sandbox filter-
ing technique or a detection program with honeypot. The
corresponding relationship between detection priorities and a
combination of one or more predetermined detection pro-
grams 1s set by the detection module 108. For example, for a
URL with a higher referenced value, which has a higher heat,
the corresponding detection priority 1s also higher, and 1t can
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use a detection program with sandbox filtering technique, a
detection program with honeypot, or a combination of both,
to detect a malicious attribute. For a URL with a lower detec-
tion priority, 1t can use signature-based detection program to
detect a malicious attribute of the URL. Thus, the present
invention can combine various detection programs and call
different detection programs based on the heat of URL, to
ensure the accuracy of the detection.

Specially, because different data 1s detected by different
detection programs, the detection module 108 1s configured to
acquire the URL and corresponding data to be detected from
the data library 110, and call a predetermined detection pro-
gram to detect a malicious attribute of the URL based on
malicious properties of the URL.

The above method and system for monitoring a malicious
attribute of a webpage counts up a referenced value of URL,
determines the detection priority of the URL, and calls a
corresponding combination of one or more predetermined
detection programs to detect a malicious attribute of the URL
based on the detection priority of the URL. The present inven-
tion can combine various detection programs and call differ-
ent detection programs based on the referenced value of URL,
to ensure the accuracy of the detection.

It will be appreciated for a person skilled 1n the art that a
portion or all processes 1n implementing the above embodi-
ments can be achieved by hardware related to computer pro-
gram control, the program can be stored 1n a readable storage
medium 1n a computer, and when the program executes, 1t can
includes the process of the above embodiments. The storage
medium can be a diskette, an optical disk, read-only memory
(ROM) or random access memory (RAM).

The embodiments are chosen and described in order to
explain the principles of the mvention and their practical
application so as to activate others skilled 1n the art to utilize
the mvention and various embodiments and with various
modifications as are suited to the particular use contemplated.
Alternative embodiments will become apparent to those
skilled 1n the art to which the present invention pertains with-
out departing from its spirit and scope. Accordingly, the scope
of the present invention 1s defiled by the appended claims
rather than the foregoing description and the exemplary
embodiments described therein.

What 1s claimed 1s:

1. A method for monitoring a malicious attribute of a
webpage, comprising:

acquiring webpage query requests submitted by a plurality

of clients;

crawling the webpage based on the acquired webpage

query requests and acquiring crawled webpage contents;
counting up a referenced value of a uniform resource loca-
tor (URL) based on the crawled webpage contents; and
calling a predetermined detection program based on the
referenced value of the URL to perform malicious
attribute detection of the URL.
2. The method of claim 1, further comprising;
after acquiring crawled webpage contents, parsing the
webpage contents and extracting citation information of
external links 1n the webpage contents;

wherein counting up the referenced value of the URL based

on the webpage contents comprises:

counting up the referenced value of the URL based on

citation information of the external links.

3. The method of claim 2, wherein counting up the refer-
enced value of the URL based on the citation information of
the external links comprises: classitying URLs by domain
name based on domain information, and counting up refer-



US 9,256,736 B2

9

enced values of the URLs under different domain categories
based on the citation information of the external links.
4. The method of claim 1, further comprising;
setting a corresponding relationship between detection pri-
orities and a combination of one or more predetermined
detection programs;
wherein calling the predetermined detection program to
perform malicious attribute detection of the URL com-
Prises:
determining the detection priorities of the URL based on
the referenced value of the URL; and
calling a corresponding combination of one or more pre-
determined detection programs based on the detection
priorities to perform malicious attribute detection of the
URL.
5. The method of claim 1, further comprising:
after acquiring crawled webpage contents,
parsing the webpage contents and extracting data to be
detected 1n the webpage contents;
wherein calling a predetermined detection program based
on the referenced value of the URL to perform malicious
attribute detection of the URL comprises:
calling a predetermined detection program based on the
referenced value of the URL to perform malicious
attribute detection of contents referenced by the URL.
6. The method of claim 1, wherein the crawled web page 1s
specified 1n a plurality of the acquired webpage query
requests.
7. A system for monitoring a malicious attribute of a
webpage, comprising:
a server, configured to 1nteract with a plurality of clients;
wherein the server comprises one or more processors Con-
figured to:
acquire webpage query requests submitted by a plurality of
clients;
crawl the webpage based on the acquired webpage query
requests and acquire crawled webpage contents;
count up a referenced value of a umiform resource locator
(URL) based on the crawled webpage contents; and
call a predetermined detection program based on the ref-
erenced value of the URL to perform malicious attribute
detection of the URL.
8. The system of claim 7, wherein the one or more proces-
sors are further configured to:
parse the webpage contents and extract citation informa-
tion of external links 1n the webpage contents;
count up a referenced value of the URL based on the
citation mformation of external links.
9. The system of claim 8, wherein the one or more proces-
sors are Turther configured to:
classity URLs by domain name based on domain informa-
tion;
count up referenced values of URLs under different
domain categories based on citation information of the
external links.
10. The system claim 8, wherein the one or more proces-
sors are further configured to:
parse the webpage contents and extract data to be detected
in the webpage contents; and
call a predetermined detection program based on the ref-
erenced value of the URL to perform malicious attribute
detection of contents referenced by the URL.
11. The system of claim 7, wherein the one or more pro-
cessors are Turther configured to:
set a corresponding relationship between detection priori-
ties and a combination of one or more predetermined
detection programs; and
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determine the detection priorities of the URL based on the
a referenced value of the URL: and

call a corresponding combination of one or more predeter-
mined detection programs based on the detection priori-
ties to perform malicious detection attribute of the URL.

12. The system of claim 7, wherein the crawled web page
1s speciflied 1 a plurality of the acquired webpage query
requests.

13. A non-transitory computer-readable storage medium
having computer-executable 1nstructions, wherein the com-
puter-executable instructions, when executed by one or more
computer processors, cause the one or more computer pro-
CESSors to:

acquire webpage query requests submitted by a plurality of

clients;

crawl the webpage based on the acquired webpage query

requests and acquiring crawled webpage contents;
count up a referenced value of a uniform resource locator

(URL) based on the crawled webpage contents; and
call a predetermined detection program based on the ref-

erenced value of the URL to perform malicious attribute
detection of the URL.

14. The non-transitory computer-readable storage medium
of claim 13, wherein the computer-executable instructions
further comprise instructions for:

after acquiring crawled webpage contents, parsing the

webpage contents and extracting citation information of
external links 1n the webpage contents;

wherein counting up the referenced value of the URL based

on the webpage contents comprises:

counting up the referenced value of the URL based on

citation information of the external links.

15. The non-transitory computer-readable storage medium
of claim 13, wherein counting up the referenced value of the
URL based on the citation information of the external links
comprises: classitying URLs by domain name based on
domain information, and counting up referenced values of the
URLs under different domain categories based on the citation
information of the external links.

16. The non-transitory computer-readable storage medium
of claim 13, wherein the computer-executable instructions
further comprise instructions for:

setting a corresponding relationship between detection pri-

orities and a combination of one or more predetermined
detection programs;

wherein calling the predetermined detection program to

perform malicious attribute detection of the URL com-
Prises:

determining the detection priorities of the URL based on

the reterenced value of the URL,; and

calling a corresponding combination of one or more pre-

determined detection programs based on the detection
priorities to perform malicious attribute detection of the
URL.

17. The non-transitory computer-readable storage medium
of claim 13, wherein the computer-executable instructions
further comprise instructions for:

alter acquiring crawled webpage contents, parsing the

webpage contents and extracting data to be detected 1n
the webpage contents;

wherein calling a predetermined detection program based

on the referenced value of the URL to perform malicious
attribute detection of the URL comprises:

calling a predetermined detection program based on the

referenced value of the URL to perform malicious
attribute detection of contents referenced by the URL.
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18. The non-transitory computer-readable medium of
claiam 13, wherein the crawled web page 1s specified 1n a
plurality of the acquired webpage query requests.

G e x Gx ex
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