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METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR
AUTHENTICATING AN ENTITY THROUGH
USE OF A GLOBAL IDENTITY OF THE

ENTITY THAT SERVES AS A PROXY FOR 5
ONE OR MORE LOCAL IDENTITIES OF THE
ENTITY
BACKGROUND
10

The present disclosure relates generally to computer sys-
tem and network security and, more particularly, to methods,
systems, computer program products for authenticating a
user of a computer system and/or network.

Cloud computing 1s a computing paradigm where shared 15
resources, such as processor(s), software, and information,
are provided to computers and other devices on demand typi-
cally over a network, such as the Internet. In a cloud comput-
ing environment, details of the computing inirastructure, e.g.,
processing power, data storage, bandwidth, and/or other 20
resources are abstracted from the user. The user does not need
to have any expertise 1 or control over such computing
infrastructure resources. Cloud computing typically involves
the provision of dynamically scalable and/or virtualized
resources over the Internet. A user may access and use such 25
resources through the use of a Web browser. A typical cloud
computing provider may provide an online application that
can be accessed over the Internet using a browser. The cloud
computing provider, however, maintains the software for the
application and some or all of the data associated with the 30
application on servers 1n the cloud, 1.¢., servers that are main-
tained by the cloud computing provider rather than the users
of the application.

FI1G. 1 1llustrates a conventional cloud service model that
includes Infrastructure as a Service (laaS), Platform as a 35
Service (PaaS), and Software as a Service (SaaS). Infrastruc-
ture as a Service, delivers computer infrastructure-typically a
platform virtualization environment - as a service. Rather
than purchasing servers, software, data-center space or net-
work equipment, clients instead buy those resources as a fully 40
outsourced service. Suppliers typically bill such services on a
utility computing basis and the amount of resources con-
sumed. Platform as a Service delivers a computing platform
as a service. It provides an environment for the deployment of
applications without the need for a client to buy and manage 45
the underlying hardware and software layers. Software as a
Service delivers software services over the Internet, which
reduces or eliminates the need for the client to install and run
an application on its own computers, which may simplily
maintenance and support. 50

Authentication services are often based on granting access
to a single resource. For example, a retailer may authenticate
a customer for purchasing a product from 1ts website, but the
authentication 1s typically not valid to purchase a product
from another retailer or possibly even another division of the 55
retailer. Stmilarly, an enterprise may also authenticate uses
for access to one or more restricted resources, but the authen-
tication may be valid only for a particular department, divi-
s10n, or some other sub-organization of the entire enterprise.
For example, a soldier who serves in the army may end up on 60
a navy ship with a need to access one or more resources
associated with the navy. It may be difficult to authenticate the
soldier because his army 1dentity cannot be authenticated by
the navy’s authentication service. In some instances, an entity
may function as part ol a node 1n a network structure and may 65
require authentication as being qualified to fulfill that func-
tion 1n a particular network hierarchy. For example, a military
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application may ivolve a network node being implemented
on a submarine. The home base for the submarine may be the

Pacific Ocean region and the submarine may be authenticated
as implementing a particular node in a network topology 1n
the Pacific Ocean. The submarine may travel, however, to the
Atlantic Ocean and may attempt to authenticate itself as a
node 1n an analogous network topology 1n the Atlantic Ocean,
but 1t may be difficult to authenticate the submarine’s Pacific
Ocean 1dentity and position 1n the network hierarchy to allow
the submarine to become part of a network in the Atlantic
Ocean.

SUMMARY

It should be appreciated that this Summary 1s provided to
introduce a selection of concepts 1 a simplified form, the
concepts being further described below in the Detailed
Description. This Summary 1s not intended to identity key
features or essential features of this disclosure, nor i1s 1t
intended to limit the scope of the disclosure.

Some embodiments provide a method of authenticating an
entity, comprising associating a local identity of the enfity
with a global i1dentity of the entity, the local 1dentity being
associated with a first one of a plurality of restricted access
zones, associating the global 1dentity of the entity with par-
ticular ones of the plurality of restricted access zones for
granting access to the particular ones of the plurality of
restricted access zones, recerving an authentication request
from the entity to access a second one of the plurality of
access zones where the authentication request comprises the
local 1dentity of the entity, and authenticating the entity for
access to the second one of the plurality of access zones
responsive to recewving the authentication request when the
second one of the plurality of restricted access zones 1s one of
the particular ones of the plurality of restricted access zones
that are associated with the global 1dentity of the entity.

In other embodiments, the entity has a plurality of local
identities and associating the local identity of the entity with
the global i1dentity of the entity comprises associating the
plurality of local 1dentities of the entity with the global 1den-
tity of the enftity.

In still other embodiments, the restricted access zones are
part of a common organization.

In still other embodiments, the restricted access zones are
unrelated to each other.

In still other embodiments, the restricted access zones
comprise a plurality of different geographic regions.

In still other embodiments, associating the global identity
with particular ones of the plurality of restricted access zones
comprises receiving input from the entity that identifies the
particular ones of the plurality of restricted access zones.

In still other embodiments, associating the global identity
of the entity with particular ones of the plurality of restricted
access zones comprises recerving requests from the particular
ones of the plurality of restricted access zones to associate the
global 1dentity of the entity with the particular ones of the
plurality of restricted access zones, respectively.

Some further embodiments, provide a method of authenti-
cating a node 1n a hierarchical network of nodes, comprising
associating a local identity of the node with a global 1dentity
of the node, associating the global 1dentity of the node with a
hierarchical position in the network of nodes, recerving an
authentication request from the node to connect to the hier-
archical network of nodes at arequested hierarchical position,
the authentication request comprising the local 1identity of the
node, and authenticating the node for a connection to the
hierarchical network of nodes at the requested hierarchical
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position responsive to receiving the authentication request
when the requested hierarchical position 1n the hierarchical
network of nodes matches the hierarchical position in the
network of nodes associated with the global 1dentity.

In further embodiments, the hierarchical network of nodes
comprises a plurality of restricted access zones. The method
turther comprises associating the global identity of the node
with particular ones of the plurality of restricted access zones
for granting access to the particular ones of the plurality of
restricted access zones. Receiving the authentication request
from the node to connect to the hierarchical network of nodes
comprises recetving an authentication request from the node
to access one of the plurality of restricted access zones.
Authenticating the node for the connection to the hierarchical
network of nodes comprises authenticating the node for the
connection to the hierarchical network of nodes at the
requested hierarchical position responsive to recerving the
authentication request from the node to access the one of the
plurality of restricted access zones when the one of the plu-
rality of restricted access zones 1s one of the particular ones of
the plurality of restricted access zones that are associated with
the global identity of the node.

In still further embodiments, the node has a plurality of
local 1dentities and associating the local identity of the node
with the global identity of the node comprises associating the
plurality oflocal identities of the node with the global identity
of the node.

In still further embodiments, the restricted access zones are
part of a common organization.

In still further embodiments, the restricted access zones are
unrelated to each other.

In still further embodiments, the restricted access zones
comprise a plurality of different geographic regions.

In still further embodiments, associating the global identity
of the node with particular ones of the plurality of restricted
access zones comprises recerving requests from the particular
ones ol the plurality of restricted access zones to associate the
global identity of the node with the particular ones of the
plurality of restricted access zones, respectively.

In still further embodiments, the hierarchical network of
nodes comprises a hierarchical network topology of nodes.

In still further embodiments, the hierarchical network of
nodes comprises a hierarchical classification of the nodes that
1s based on geography.

In still further embodiments, the hierarchical network of
nodes comprises a hierarchical classification of the nodes that
1s based on associations between the respective ones of the
nodes and respective organizations.

In other embodiments, at least one of the hierarchical net-
work of nodes detects a presence of the node prior to authen-
ticating the node for the connection to the hierarchical net-
work of nodes.

In st1ll other embodiments, the node detects a presence of at
least one of the hierarchical network of nodes prior to authen-
ticating the node for the connection to the hierarchical net-
work of nodes.

Some other embodiments provide a system for authent-
cating an entity, comprising a processor and a memory
coupled to the processor having computer readable program
code stored therein that when executed by the processor 1s
coniigured to cause the processor to associate a local identity
of the entity with a global i1dentity of the entity, the local
identity being associated with a first one of a plurality of
restricted access zones, to associate the global 1dentity of the
entity with particular ones of the plurality of restricted access
zones for granting access to the particular ones of the plurality
of restricted access zones, to recerve an authentication request
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from the entity to access a second one of the plurality of
access zones, the authentication request comprising the local
identity of the entity, and to authenticate the entity for access
to the second one of the plurality of access zones responsive
to recerving the authentication request when the second one
of the plurality of restricted access zones 1s one of the par-
ticular ones of the plurality of restricted access zones that are
associated with the global 1dentity of the enfity.

Other methods, systems, articles of manufacture, and/or
computer program products according to embodiments of the
invention will be or become apparent to one with skill 1n the
art upon review ol the following drawings and detailed
description. It 1s mtended that all such additional systems,
methods, and/or computer program products be included
within this description, be within the scope of the present
invention, and be protected by the accompanying claims.

BRIEF DESCRIPTION OF THE DRAWINGS

Other features of exemplary embodiments will be more
readily understood from the following detailed description of
specific embodiments thereol when read 1n conjunction with
the accompanying drawings, in which:

FIG. 1 1s a block diagram that 1llustrates a conventional
cloud computing paradigm:;

FIGS. 2 and 3 are block diagrams of communication net-
works that include an authentication server that 1s configured
to authenticate an entity through use of a global 1dentity of the
entity as a proxy for one or more local identities of the entity
according to some embodiments; and

FIGS. 4 and 5 are flowcharts that illustrate operations for
authenticating an entity through use of a global identity of the
entity as a proxy for one or more local identities of the entity
and authenticating a node 1n a hierarchical network of nodes
by associating both a local identity of the node and a hierar-

chical network position with a global 1dentity of the node
according to some embodiments.

DETAILED DESCRIPTION

While the invention 1s susceptible to various modifications
and alternative forms, specific embodiments thereof are
shown by way of example 1n the drawings and will herein be
described 1n detail. It should be understood, however, that
there 1s no 1ntent to limit the invention to the particular forms
disclosed, but on the contrary, the ivention 1s to cover all
modifications, equivalents, and alternatives falling within the
spirit and scope of the mnvention as defined by the claims. Like
reference numbers signily like elements throughout the
description of the figures.

As used herein, the singular forms ““a,” “an,” and “the” are
intended to include the plural forms as well, unless expressly
stated otherwise. It should be further understood that the
terms “‘comprises”’ and/or “comprising” when used in this
specification 1s taken to specily the presence of stated fea-
tures, tegers, steps, operations, elements, and/or compo-
nents, but does not preclude the presence or addition of one or
more other features, integers, steps, operations, elements,
components, and/or groups thereof. It will be understood that
when an element 1s referred to as being “connected” or
“coupled” to another element, it can be directly connected or
coupled to the other element or intervening elements may be
present. Furthermore, “connected” or “coupled” as used
herein may include wirelessly connected or coupled. As used
herein, the term “and/or” includes any and all combinations
of one or more of the associated listed 1tems.
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Unless otherwise defined, all terms (including technical
and scientific terms) used herein have the same meaning as
commonly understood by one of ordinary skill in the art to
which this invention belongs. It will be further understood
that terms, such as those defined 1n commonly used dictio-
naries, should be imterpreted as having a meaning that 1s
consistent with their meaning 1n the context of the relevant art
and this specification and will not be interpreted 1n an 1deal-
ized or overly formal sense unless expressly so defined
herein.

Exemplary embodiments may be embodied as methods,
systems, and/or computer program products. Accordingly,
exemplary embodiments may be embodied in hardware and/
or in software (including firmware, resident software, micro-
code, etc.). Furthermore, exemplary embodiments may take
the form of a computer program product comprising a com-
puter-usable or computer-readable storage medium having
computer-usable or computer-recadable program code
embodied in the medium for use by or 1n connection with an
instruction execution system. In the context of this document,
a computer-usable or computer-readable medium may be any
medium that can contain, store, communicate, propagate, or
transport the program for use by or 1n connection with the
instruction execution system, apparatus, or device.

The computer-usable or computer-readable medium may
be, for example but not limited to, an electronic, magnetic,
optical, electromagnetic, infrared, or semiconductor system,
apparatus, device, or propagation medium. More specific
examples (a nonexhaustive list) of the computer-readable
medium would include the following: an electrical connec-
tion having one or more wires, a portable computer diskette,
a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), an optical fiber, and a portable
compact disc read-only memory (CD-ROM). Note that the
computer-usable or computer-readable medium could even
be paper or another suitable medium upon which the program
1s printed, as the program can be electronically captured, via,
for instance, optical scanning of the paper or other medium,
then compiled, interpreted, or otherwise processed 1n a suit-
able manner, 1f necessary, and then stored in a computer
memory.

Embodiments are described herein with respect to authen-
ticating the identity of an enftity for access to one or more
restricted access zones. As used herein, the entity may be
anything that may have an idenftity associated therewith
including, but not limited to, a person, a device, an organiza-
tion and the like. As used herein, a restricted access zone may
be anything to which access by an entity may be restricted
including, but not limited to, a resource, a geographic region,
information, and the like.

Some embodiments described herein are based on the con-
cept of providing an authentication service for authenticating
the identity of an entity by using a global identity of the entity
as a proxy lor one or more local identities of the entity. In
some embodiments, the authentication service can be pro-
vided 1n a cloud service model so that an enterprise need not
implement 1ts own authentication protocols, but instead can
customize a cloud authentication service that provides a
desired level of security and efliciency. The authentication
service may also be used to authenticate a node 1n a hierar-
chical network of nodes by associating both alocal identity of
the node and a hierarchical network position with a global
identity of the node. When the node requests to connect to a
particular network, the node may be authenticated for access
to a particular position in the network based on the hierarchi-
cal position associated with the node’s global 1dentity.
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Referring now to FIG. 2, a communication network 200
includes an authentication server 260 that 1s configured to
authenticate the identity of an entity by using a global identity
of the entity as a proxy for one or more local 1dentities of the
entity. The commumnication network 200 comprises devices
2204 and 22056 that communicate with resources 250 and 255
over a network 240. The network 240 may represent a global
network, such as the Internet, or other publicly accessible
network. The network 240 may also, however, represent a
wide area network, a local area network, an Intranet, or other
private network, which may not accessible by the general
public. Furthermore, the network 240 may represent a com-
bination of public and private networks or a virtual private
network (VPN). The network 240 includes a wireless base
station transceiver 243 that may facilitate wireless communi-
cation with the mobile device 220a.

The authentication server 260 1s equipped with a memory
265 that 1s representative of the one or more memory devices
containing the software and data used to authenticate the
identity of an entity by using a global 1dentity of the entity as
a proxy for one or more local i1dentities of the entity. The

memory 265 may include, but 1s not limited to, the following
types of devices: cache, ROM, PROM, EPROM, EEPROM,

flash, SRAM, and DRAM. As shown 1n FIG. 2, the memory
265 may contain an authentication module 270 that 1s con-
figured to authenticate an entity by associating one or more
local identities of an entity with a single global 1dentity for the
entity. As shown 1n FIG. 2, an entity, such as devices 220a and
2205, may seek to access resources 250 and 255 1n access
zones 242 and 245, respectively. These access zones 242 and
245 may represent, for example, different departments of a
common organization or enterprise, they may represent dii-
terent online retailers that are unrelated to each other, they
may represent different geographic regions, etc. i accor-
dance with various embodiments of the present invention. An
entity may, for example, have a local i1dentity that 1s used
when accessing a resource 1n one of the access zones 242 and
2435, This local 1dentity, however, may not be used to access a
resource 1n another one of the access zones 242 and 245. The
party or parties that manage the access zones 242 and 245
may use the authentication server 260 to authenticate entities
that request access to resources under their control. Thus, an
entity may have a local identity for accessing access zone 242.
When this entity attempts to access zone 243 using 1ts local
identity for access zone 242, the authentication server 260
obtains a global 1dentity for the entity based on the local
identity for access zone 242. The authorization server 260
maintains associations between the global identity of the
entity and any access zones that the entity may be authent-
cated to access. The authentication server 260 authenticates
the entity for accessing resources in access zone 245 (e.g.,
resource 255) when there 1s an association between the global
identity for the entity and access zone 245.

Although FIG. 2 illustrates an exemplary communication
network and an exemplary hardware/software architecture
that may be used 1n a data processing system, such as the
authentication server 260, for authenticating the identity of an
entity by using a global identity of the entity as a proxy forone
or more local identities of the entity, 1t will be understood that
embodiments of the present invention are not limited to such
a configuration but are mtended to encompass any configu-
ration capable of carrying out operations described herein.

Referring now to FIG. 3, a communication network 300
includes an authentication server 320 that i1s configured to
authenticate a node 1n a hierarchical network of nodes by
associating both a local identity of the node and a huerarchical
network position with a global i1dentity of the node. The
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communication network 300 comprises networks 305, 310,
and 315 that comprise one or more hierarchical networks of
nodes. The networks 305, 310, and 315 may represent a
global network, such as the Internet, or other publicly acces-
sible networks. The networks 305, 310, and 315 may also,
however, represent a wide area network, a local area network,
an Intranet, or other private network, which may not acces-
sible by the general public. Furthermore, the networks 305,
310, and 315 may represent a combination of public and
private networks or a virtual private network (VPN).

As shown 1n FIG. 3, each of the networks 305 and 310
include a hierarchical network of nodes. A node 312 1n the
network 3035 1s configured to leave the network 305 and
attempt to connect to the hierarchical network of nodes 1n the
network 310. For example, in a military application, the node
312 may be a submarine, airplane, tank, or even a communi-
cation operative that 1s part of a mobile special operations
team that served as a communication node m a network
hierarchy in network 305, but traveled or simply 1s needed to
tulfill a stmilar communication node function in the network
hierarchy of network 312.

The authentication server 320 1s equipped with a memory
325 that 1s representative of the one or more memory devices
containing the software and data used to authenticate a node
in a hierarchical network of nodes by associating both a local
identity of the node and a hierarchical network position with
a global 1dentity of the node. The memory 325 may include,
but 1s not limited to, the following types of devices: cache,
ROM, PROM, EPROM, EEPROM, flash, SRAM, and
DRAM. As shown 1n FIG. 3, the memory 325 may contain an
authentication module 330 that 1s configured to authenticate a
node 1n a hierarchical network of nodes based on an associa-
tion between a global identity of the node and both a local
identity of the node and a hierarchical position. The authen-
tication server 320 may maintain associations between any
local 1dentities a node may have and any hierarchical network
positions a node may function as and a single global 1dentity
for the node. When a node, such as node 312, requests to
connect to a hierarchical network of nodes, such as the hier-
archical network shown 1n network 310, the authentication
server 320 may process the local 1dentity of the node 312 to
obtain the global 1dentity of the node 312 and proceed with
authenticating the node 312 to connect to the network hier-
archy 1n network 310 if the requested position in the network
hierarchy matches a hierarchical position associated with the
global 1dentity of the node 312.

According to further embodiments, the authentication
techniques of FIG. 3 regarding authenticating a node for a
connection to a network hierarchy can be combined with the
authentication techniques of FIG. 2 regarding authenticating
an entity for access to a restricted access zone.

Although FIG. 3 illustrates an exemplary communication
network and an exemplary hardware/software architecture
that may be used 1n a data processing system, such as the
authentication server 320, for authenticating a node 1n a hier-
archical network of nodes by associating both a local identity
of the node and a hierarchical network position with a global
identity of the node, 1t will be understood that embodiments
of the present invention are not limited to such a configuration
but are mtended to encompass any configuration capable of
carrying out operations described herein.

Computer program code for carrying out operations of data
processing systems and servers described above with respect
to FIGS. 2 and 3, such as authentication server 260 and 320,
may be written 1n a high-level programming language, such
as Java, C, and/or C++, for development convenience. In
addition, computer program code for carrying out operations
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of the present invention may also be written 1n other program-
ming languages, such as, but not limited to, interpreted lan-
guages. Some modules or routines may be written 1in assem-
bly language or even micro-code to enhance performance
and/or memory usage. Embodiments described herein, how-
ever, are not limited to any particular programming language.
It will be further appreciated that the functionality of any or
all of the program modules may also be implemented using
discrete hardware components, one or more application spe-
cific integrated circuits (ASICs), or a programmed digital
signal processor or microcontroller.

Exemplary embodiments are described herein with refer-
ence to tlowchart and/or block diagram illustrations of meth-
ods, systems, and computer program products 1n accordance
with exemplary embodiments. These tlowchart and/or block
diagrams further i1llustrate exemplary operations for authen-
ticating the identity of an entity by using a global 1dentity of
the entity as a proxy for one or more local 1dentities of the
entity and for authenticating a node 1n a hierarchical network
of nodes by associating both a local identity of the node and
a hierarchical network position with a global 1dentity of the
node 1n accordance with some embodiments. It will be under-
stood that each block of the flowchart and/or block diagram
illustrations, and combinations of blocks in the flowchart
and/or block diagram 1llustrations, may be implemented by
computer program instructions and/or hardware operations.
These computer program instructions may be provided to a
processor of a general purpose computer, a special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other program-
mable data processing apparatus, create means and/or circuits
for implementing the functions specified 1 the flowchart
and/or block diagram block or blocks.

These computer program istructions may also be stored in
a computer usable or computer-readable memory that may
direct a computer or other programmable data processing
apparatus to function 1n a particular manner, such that the
instructions stored in the computer usable or computer-read-
able memory produce an article of manufacture including
instructions that implement the function specified in the flow-
chart and/or block diagram block or blocks.

The computer program instructions may also be loaded
onto a computer or other programmable data processing
apparatus to cause a series of operational steps to be per-
formed on the computer or other programmable apparatus to
produce a computer implemented process such that the
instructions that execute on the computer or other program-
mable apparatus provide steps for implementing the func-
tions specified 1n the flowchart and/or block diagram block or
blocks.

Referring now to FIG. 4, exemplary operations for authen-
ticating the identity of an entity by using a global identity of
the entity as a proxy for one or more local identities of the
entity begin at block 400 where an entity registers with the
authentication server 260 to associate one or more local 1den-
tities of the entity with a global identity for the entity. The one
or more local 1dentities of the entity may correspond to a
plurality of restricted access zones, respectively. In accor-
dance with various embodiments, the restricted access zones
may be part of a common organization, may be unrelated each
other, and/or may comprise a plurality of different geographic
regions. At block 410, the global i1dentity of the entity 1s
associated with one or more particular ones of the plurality of
restricted access zones. The associations between the global
identity of the entity and the particular ones of the restricted
access zones may be made in response to request(s) from the




US 9,241,003 B2

9

entity and/or the particular ones of the restricted access zones.
The entity may then request authentication to access a
restricted access zone using a local 1dentity that 1s not asso-
ciated with the restricted access zone at block 420. The
authentication server 260 may authenticate the entity for
access to the requested restricted access zone at block 430 by
obtaining the global 1dentity for the entity based on the local
identity that was submitted with the request and then deter-
mimng that there 1s an association between the global identity
of the entity and the requested restricted access zone.

Embodiments according to FIG. 4 for authenticating an
entity using a global 1dentity as a proxy for one or more local
identities may be 1llustrated by way of example. In a military
application, a special operations soldier may have multiple
local identifiers based on particular theatres of operation
where the soldier serves. The soldier registers his local 1den-
tifiers with the authentication server 260, which associates
these local identifiers with a single global 1dentity. The spe-
cial operations command provides the authentication server
with names of the particular fields of operation where the
soldier may be deployed, which may correspond to restricted
access zones as described above. These fields of operation are
associated with the soldier’s global identity. When the soldier
1s deployed for assignment to a foreign country, he attempts to
log 1n to a local military network at his deployment site using
a local identifier from his home military base. The local
military network 1n the foreign country, however, had been
identified as a restricted access zone previously for the soldier
and was associated with the soldier’s global identity. As a
result, the authentication server 260 authenticates the soldier
for access to the local military network in the foreign country
even though the soldier attempted to access the local military
network in the foreign country using an identity associated
with his home military base. Thus, embodiments of the
present mvention may allow a party to use a single or few
local identities to access many restricted access zones by
associating any local identities of the party and any restricted
access zones that the party wishes to access with a single
global 1dentity.

Referring now to FIG. 5, exemplary operations for authen-
ticating a node 1n a hierarchical network of nodes by associ-
ating both a local identity of the node and a hierarchical
network position with a global 1dentity of the node begin at
block 500 where a network node registers with the authenti-
cation server 320 to associate a local identity of the network
node with a global identity of a network node. The global
identity of the network node 1s further associated with one or
more hierarchical network positions that the node may func-
tion as at block 510. The node then submits a request to the
authentication server 320 at block 520 to connect to a hierar-
chical network of nodes at a particular position 1n the hierar-
chy. The request includes a local i1dentity of the node. In
accordance with various embodiments, the hierarchical net-
work of nodes may comprise a hierarchical network topology
of nodes. In some embodiments, the hierarchical network of
nodes comprises a hierarchical classification of nodes that 1s
based on geography. In further embodiments, the hierarchical
network of nodes comprises a hierarchical classification of
nodes that 1s based on associations between respective ones of
the nodes and respective organizations. The authentication
server 320 uses the local 1dentity of the node at block 530 to
obtain the global identity of the node. The authentication
server 320 then compares the requested hierarchical network
position with the lierarchical network position(s) that have
been associated with the global i1dentity of the node and
authenticates the node for the requested connection to the
hierarchical network of nodes at the particular position 1n the
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hierarchy when there 1s a match between the requested hier-
archical network position and the hierarchical network posi-
tions associated with the global identity of the node.

In some embodiments, the hierarchical network of nodes
may be viewed as a self-orgamizing network. For example, a
node may advertise 1ts presence to other nodes both in and
outside the network hierarchy. This may be done 1n various
ways, such as, but not limited to, broadcasting presence infor-
mation, providing access to presence information that can be
read by other nodes, mncorporating presence information in
communication protocols used for other purposes, etc. The
presence information may be received and processed by
another node and 1f the recetving node can connect to node
whose presence 1s detected, a network connection may be
formed. Such embodiments may be illustrated by way of
example. A network node A, which 1s part of a network fabric
at level two advertises its presence. A node B 1s not attached
to any network, but 1s looking to connect to the hierarchical
network at a level one position. Node B detects node A’s
presence and level two position 1n the network hierarchy. As
node B can connect to node A as a subordinate at a level one
position, node B proceeds with the authentication process as
described above to connect to Node A 1n the hierarchical
network at the level one position. In other embodiments,
Node B could have broadcast its presence, which was
detected by network node A. Network node A could then
invite node B to authenticate itself to the hierarchical network
for attachment to node A.

Embodiments according to FIG, 5 for authenticating a
node 1n a hierarchical network of nodes by associating both a
local identity of the node and a hierarchical network position
with a global identity of the node may be illustrated by way of
example. In a military application, a soldier may act as a
communication node 1n a battlefield network to communicate
with artillery, air support, and a command base. The soldier
registers one or more of his local 1dentifiers with the authen-
tication server 320, which assigns a global identity to the
soldier and associates the soldier’s local identities with the
global 1dentity. The soldier also registers his role as a com-
munication node 1n a tactical battlefield operation, such that
he can communicate with artillery, air support, and a com-
mand base. The military command has provided information
to the authentication server that the soldier cannot communi-
cate with other nodes responsible for missile launches from
oil shore submarines. The soldier 1s deployed to the field and
attempts to connect to the military’s battlefield network using
the soldier’s local identity with a request to communicate
with both the command base and the local artillery units. The
authentication server 320 obtains the soldier’s global identity
that 1s associated with his local i1dentity and examines the
position in the network hierarchy that the soldier 1s request-
ing. In this example, the soldier 1s requesting a node position
that 1s capable of communicating with both the command
base and local artillery units, which 1s allowable based on the
associations made with the soldier’s global i1dentity on the
authentication server 320. Accordingly, the soldier 1s authen-
ticated to act as a communication node between the command
base and the local artillery units 1n the field. If, however, the
soldier had requested authentication for attaching to the mili-
tary’s battlefield network with a communication capability
with off shore submarines responsible for missile launches,
the authentication server 320 would not have authenticated
the soldier for attaching to the military’s battlefield network
as this hierarchical position 1n the network was not associated
with the soldier’s global 1dentity.

The flowcharts of FIGS. 4 and 5 1llustrate the architecture,
functionality, and operations of some embodiments of meth-
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ods, systems, and computer program products for authent-
cating the identity of an entity by using a global identity of the
entity as a proxy for one or more local identities of the entity
and for authenticating a node in a hierarchical network of
nodes by associating both a local 1dentity of the node and a
hierarchical network position with a global 1dentity of the
node. In this regard, each block represents a module, segment,
or portion of code, which comprises one or more executable
instructions for 1mplementing the specified logical
tfunction(s). It should also be noted that 1n other implementa-
tions, the function(s) noted in the blocks may occur out of the
order noted 1n FIGS. 4 and 5. For example, two blocks shown
1n succession may, 1n fact, be executed substantially concur-
rently or the blocks may sometimes be executed 1n the reverse
order, depending on the functionality mvolved.

According to some embodiments described above, a cloud
implemented authentication service may use of a global 1den-
tity as a proxy for multiple local identities may allow a party
to be authenticated for access to many different restricted
access resources using any of the party’s local identities as the
global identity may provide a virtual mapping between all of
the party’s local 1dentities and all of the resources that the
party may be authenticated to access. According to further
embodiments described above, a cloud implemented authen-
tication service may provide node based authentication where
network nodes create a network fabric and may detach from
the fabric and operate independently and establish new local
fabrics that other nodes can attach/detach from while main-
taining any hierarchical rules for the networks fabrics.

Many variations and modifications can be made to the
preferred embodiments without substantially departing from
the principles of the present invention. All such variations and
modifications are intended to be included herein within the
scope of the present invention, as set forth i the following
claims.

That which 1s claimed:

1. A method of authenticating an entity, comprising:

receiving, by a server, an electronic authentication request
sent from a device requesting an authentication associ-
ated with an online retailer, the electronic authentication
request specitying a local identity associated with a dii-
ferent online retailer:;

querying, by the server, an electronic database for the local
identity, the electronic database having electronic data-
base associations between a global 1dentity and different
local 1dentities associated with different online retailers,
cach one of the different local identities being associated
with one of different restricted access zones, the global
identity required when accessing any restricted access
Zone;

retrieving, by the server from the electronic database, the
global i1dentity having one of the electronic database
associations with the local identity associated with the
different online retailer;

retrieving, by the server from the electronic database, a
different local identity having another one of the elec-
tronic database associations between the global 1identity
and the online retailer; and

authenticating access to the restricted access zone associ-
ated with the online retailer based on the global 1dentity
and the different local identity.

2. The method of claim 1, further comprising using the

global 1dentity as a proxy.
3. The method of claim 1, wherein the different restricted
access zones are part ol a common organization.
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4. The method of claim 1, wherein the different restricted
access zones are unrelated to each other.

5. The method of claim 1, wherein the different restricted
access zones comprise a plurality of different geographic
regions.

6. The method of claim 1, further comprising associating
the global 1dentity with all of the different restricted access
ZOnes.

7. The method of claim 1, further comprising receiving
requests from respective ones of the different restricted
access zones to associate the global 1dentity with the respec-
tive ones of the different restricted access zones, respectively.

8. A system for authenticating an entity, comprising:

a processor; and

a memory coupled to the processor, the memory storing,

code that when executed causes the processor to perform
operations, the operations comprising:
recerving an electronic authentication request sent from a
device requesting an authentication associated with an
online retailer, the electronic authentication request
speciiying a local i1dentity associated with a different
online retailer:
querying an electronic database for the local 1dentity asso-
ciated with the different online retailer, the electronic
database having electronic database associations
between a global 1dentity and different local identities
associated with different online retailers, each one of the
different local identities being associated with a first one
of a plurality of restricted access zones associated with a
corresponding one of the different online retailers, the
entity being prevented from accessing a second one of
the plurality of restricted access zones without the global
identity of the enftity being associated with the local
identity of the enfity, and the global 1dentity;

retrieving, from the electronic database, the global identity
having one of the electronic database associations with
the local i1dentity associated with the different online
retailer;

retrieving, from the electronic database, a different local

identity having another one of the electronic database
associations between the global 1dentity and the online
retailer; and

authenticating the entity for access to the second one of the

plurality of restricted access zones based on the global
identity of the entity and the different local i1dentity
associated with the online retailer.

9. The system of claim 8, wherein the operations further
comprise using the global 1dentity as a proxy.

10. The system of claim 8, wherein the plurality of
restricted access zones are part of a common organization.

11. The system of claim 8, wherein the plurality of
restricted access zones are unrelated to each other.

12. The system of claim 8, wherein the plurality of
restricted access zones comprise a plurality of different geo-
graphic regions.

13. The system of claim 8, wherein the operations further
comprise receiving input from the entity that 1dentifies the
plurality of restricted access zones to associate the global
identity of the entity with all of the plurality of restricted
access zones.

14. The system of claim 8, wherein the operations further
comprise recerving requests from respective ones of the plu-
rality of restricted access zones to associate the global 1den-
tity of the entity with the respective ones of the plurality of
restricted access zones, respectively.
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