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MAPPING A GLYPH TO CHARACTER CODL
IN OBFUSCATED DATA

This application 1s based on and claims the benefit of
priority from Japan (JP) Patent Application 2013-030407,
filedon Feb. 19, 2013, and herein incorporated by reference in
its entirety.

BACKGROUND

The present invention relates to an apparatus and method
for having a server hold obfuscated data. The present mnven-
tion particularly relates to an apparatus and method for having
a server hold obfuscated data obtained by obfuscating data as
a result of converting a character code included in the data.

Recently, online storage services for renting a storage
space of a server to receive and hold user data 1n trust via the
Internet have been widely used. Such online storage services
are provided on the premise that the service provider 1s trust-
worthy and spreading belief 1s that there 1s no problem if data
1s held intact on the server. Therefore, techmiques for protect-
ing data held on a server on the faith of the server side have
been proposed 1n the past. Known literature discloses a tech-
nique for holding text with various contents posted on a web
page to provide the text readable only on an URL that desig-
nates encrypted text and makes the encrypted text indecipher-
able on the other URLs.

On the other hand, 1n an online storage service using a SaaS
(Software as a Service) based application, a service provider
may be untrusted. In such a case, when data held on a server
contains confidential information such as business secrets
and personal information, there arises a problem that these
pieces of information leak out to the service provider. There-
fore, techniques for preventing confidential information held
on the server from leaking out to the service provider are also
proposed.

SUMMARY

According to one embodiment of the present invention, an
apparatus for having a server hold obfuscated data obtained
by obfuscating data as a result of converting a character code
included 1n the data comprises: a mapping information stor-
age device for storing mapping information indicating that a
second glyph 1s mapped to the character code, wherein the
second glyph 1s a glyph different from a first glyph identified
by the server based on the character code and having a width
identical to the first glyph; a recerving hardware device for
receiving, from the server, the obfuscated data obtained by
obfuscating the data as a result of converting the character
code included 1n the data to a character code to which a glyph
identified by the server, based on the character code included
in the data, 1s mapped as the second glyph 1n the mapping
information; an identification hardware device for identitying
the glyph mapped as the second glyph in the mapping infor-
mation to a character code included 1n the obfuscated data
received from the recerving section; and a display for display-
ing the glyph 1dentified by the identification hardware device.

According to one embodiment of the present invention, an
apparatus for having a server hold obfuscated data obtained
by obfuscating data as a result of converting a character code
included 1n the data comprises: a mapping information stor-
age device for storing mapping information indicating that a
second glyph 1s mapped to the character code, wherein the
second glyph 1s a glyph different from a first glyph identified
by the server based on the character code and having a width
identical to the first glyph; an acquisition logic for acquiring
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2

the data according to a user operation; an obfuscation logic
for obfuscating the data as a result of converting a character
code included 1n the data acquired by the acquisition section
to a character code to which a glyph identified by the server
based on the character code included 1n the data 1s mapped as
the second glyph 1n the mapping information; and a sending
hardware device for sending the server the obfuscated data
obtained by the obfuscation section obiuscating the data.
According to one embodiment of the present invention, a
method of having a server hold obfuscated data obtained by
obfuscating data as a result of converting a character code
included in the data comprises: storing, by one or more pro-
cessors, mapping information indicating that a second glyph
1s mapped to the character code, wherein the second glyph 1s
a glyph different from a first glyph i1dentified by the server
based on the character code and having a width i1dentical to
the first glyph; receiving, from the server, the obfuscated data
obtained by obfuscating the data as a result of converting the
character code included 1n the data to a character code to
which a glyph 1dentified by the server based on the character
code included 1n the data 1s mapped as the second glyph in the
mapping information; identifying, by one or more processors,
the glyph mapped as the second glyph 1n the mapping infor-
mation to a character code included in the obfuscated data
received from the receiving section; and displaying, on a

display, the 1dentified glyph.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

FIG. 1 1s a table showing information defining, for each
display width, characters having the display width.

FIGS. 2A-2B contain tables showing an example of map-
ping between a character code and a glyph included 1n the
normal font and an example of mapping between a character
code and a glyph included 1n an obfuscated font to maintain
cach display width.

FIGS. 3A-3B contain diagrams specifically showing the
eifect of obfuscation using the obfuscated font to maintain the
display width.

FI1G. 4 1s a block diagram showing a configuration example
of a computer system to which an embodiment of the present
invention 1s applied.

FIG. 5 1s a block diagram showing an example of the
hardware configuration of a computer to which the embodi-
ment of the present invention 1s applicable.

FIG. 6 15 a block diagram showing a functional configura-
tion example of a font applying device 1n the embodiment of
the present invention.

FIG. 7 1s a flowchart showing an operation example when
the font applying device obfuscates document data in the
embodiment of the present invention.

FIG. 8 1s a flowchart showing an operation example when
the font applying device deobfuscates document data 1n the
embodiment of the present invention.

FIG. 9 1s a table showing information defining, for each
display width used 1n a first modification, characters having
the display width.

FIG. 10 1s a table showing information defimng, for each
display width used in a second modification, characters hav-
ing the display width.

FIGS. 11A-11B contain diagrams specifically showing a
problem when obfuscation 1s simply performed.

DETAILED DESCRIPTION

A preferred embodiment will be described 1n detail below
with reference to the accompanying drawings. In the embodi-
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ment, data obfuscated using an obfuscated font on a client
side (hereinafter called “obfuscated data™) 1s sent to a server
side on the grounds that information may leak out to the
server side 1 data 1s sent intact. Here, the obfuscated font
means a font different from normal 1 terms ol mapping
between a character code and a glyph. Using this obfuscated
tont, characters on display are replaced to obfuscate data. In
fact, since mapping between a character code and a glyph 1s
changed 1n the obfuscated font, the data sent to the server side
will look like a meaningless character string unless the map-
ping 1s known.

However, when such obfuscation 1s simply performed,
there arises a problem 1n use of an application. When a web
application 1s executed, a web browser receives, from the
server side, code that runs on the client side such as JavaScript
(registered trademark) to process the code. Processing relat-
ing to a layout on a screen 1s written 1n this code. When
characters on display are replaced using the obfuscated font,
normal processing 1s not performed because the code cannot
recognize character differences.

FIGS. 11A-11B contain diagrams specifically showing a
problem when obfuscation 1s simply performed. FIG. 11A
shows a screen assumed by the code of the web application,
and FIG. 11B shows a screen viewed by a user. In FIG. 11B,
since there 1s a case where the width of a character 1s different
from the width of a corresponding character in FIG. 11A, the
layout 1s disrupted. Specifically, for example, the right end of
the longest line 1s located at the position indicated by a broken
line 251 1 FIG. 11A and at the position indicated by a broken
line 151 1n FIG. 11B. As will be apparent from the fact that
these positions are misaligned, the line lengths are different
on the whole. Further, the cursor 1s displayed between char-
acters 1n FIG. 11A as indicated by a cursor 252, while the
cursor 1s displayed 1n a character in FIG. 11B as indicated by
a cursor 152. In addition, the cursor 1s displayed just behind a
character that disappears with a press of the backspace key 1n
FIG. 11 A, while an unexpected operation may be performed
in FIG. 11B because the relationship between the character
and the display position of the cursor 1s disrupted. For
example, when the backspace key 1s pressed to correct
“caash” to “cash” 1n FIG. 11B, “e” in “free” disappears.

Therefore, 1n the embodimentj such an obfuscated font to
maintain the display width of the glyph despite of the ditter-
ence from normal 1n mapping between the character code and
the glyph 1s prepared, and obfuscated data obfuscated using
the obfuscated font 1s sent to the server. Thus, the display
layout 1s prevented from being disrupted on the client side
while making 1t difficult to deobfuscate data stored on the
Server.

Specifically, mapping for obfuscation with maintaining
cach display width 1s created. First, a method of creating such
mapping will be described. FIG. 1 1s a table defiming, for each
display width, characters having the display width. This table
shows correspondences between display widths and charac-
ters 1n the case of 30-pt Anal font. In the embodiment, a
character 1s normally mapped to another character repre-
sented by a character code having the same display width as
the character based on this definition. For example, characters
“A” <17, V7, “X” and “Y” are defined for a display width of
19 pt. Therefore, under normal conditions, character “Y™ 1s
mapped to a character code representing character “A”, char-
acter “A” 1s mapped to a character code representing charac-
ter “I”°, character “I” 1s mapped to a character code repre-
senting character “V”’, character “V” 1s mapped to a character
code representing character “X”, and character “X” 1s
mapped to a character code representing character “Y”,
respectively. Further, characters “M”™ and “m” are defined for
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4

a display width of 25 pt. Therefore, under normal conditions,
character “m” 1s mapped to a character code representing
character “M”, and character “M” 1s mapped to a character
coderepresenting character “m™, respectively. In regard to the
other display widths, mapping i1s done between characters of
the same display width, 1.e., a character 1s normally mapped to
a character code representing another character.

FIGS. 2A-2B contains tables 1llustrating mapping between
a character code and a glyph. A “glyph” i1s defined as a
pictograph or other symbolic character or sign. Note that
FIGS. 2A-2B shows only portions corresponding to character
codes “41” to “SA”. FIG. 2A shows an example of mapping
in a normal font. Here, as mapping in the normal font, com-
monly available mapping 1s used, but unique mapping may be
used for a server to which the mapping may not be commonly
available. On the other hand, FIG. 2B shows an example of
mapping in an obfuscated font that maintains each display
width. The obtuscated font 1s created by changing a character
represented by a character code in the mapping 1n FIG. 2A to
another character of the same display width. For example, as
enclosed by the bold line, character code “41” represents
character “A”, character code “54” represents character “17,
character code “56” represents character “V”, character code
“38” represents character “X”, and character code “59” rep-
resents character “Y” 1n FIG. 2A, respectively, while charac-
ter code “41” represents character “Y”, character code “34”
represents character “A”, character code “56” represents
character “1”, character code “38” represents character “V”,
and character code “59” represents character “X”” in FIG. 2B,
respectively. Further, as enclosed by the bold broken line,
character code “4D” represents character “M™ 1n FI1G. 2A, but
character code “4D” represents character “m”™ 1n FIG. 2B. In
this case, as not shown, character code “6D” 1s changed to
represent character “M” 1n FIG. 2B from character “m” in
FIG. 2A. In regard to the other display widths, a character
represented by a character code 1s changed to another char-
acter of the same display width.

FIGS. 3A-3B contain diagrams specifically showing the
elfect of obluscation using the obfuscated font with the dis-
play width maintained therein. FIG. 3A shows a screen
assumed by the code of the web application, and FIG. 3B
shows a screen viewed by the user. Since the width of char-
acters 1s maintained between FIG. 3A and FIG. 3B, layout
disruption can be prevented. Specifically, for example, the
right end of the longest line 1s located at the position indicated
by a broken line 201 in FIG. 3A and at the position indicated
by a broken line 101 1n FIG. 3B. As will be apparent from the
fact that these are located at the same position, the line lengths

are equal to each other on the whole. Further, both cursors are
displayed between characters as indicated by a cursor 202 1n
FI1G. 3A and a cursor 102 1n FIG. 3B. In addition, the cursors
are displayed just behind characters that disappear with a
press of the backspace key in both FIG. 3A and FIG. 3B.
Therefore, for example, when the backspace key 1s pressed to
correct “caash” to “cash” 1n FI1G. 3B, a correct operation 1s so
performed that “a” 1n “caash” will disappear.

The embodiment for performing such a general operation
will be described 1n detail below. Inthe embodiment, any data
created by business soltware, such as word-processing sofit-
ware, spreadsheet soltware, or presentation soltware, may be
targeted for obluscation, but the following description par-
ticularly assumes a case where document data created by
word-processing software 1s targeted for obiuscation. FI1G. 4
1s a block diagram showing a configuration example of a
computer system to which the embodiment 1s applied. As
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shown, this computer system 1s so configured that a client 10
and a server 20 are connected through a network 80 such as
the Internet.

The client 10 1s a computer used by a user, and a web
browser used by the user to browse document data 1s 1nstalled
thereon. To be more specific, the client 10 includes an 1nfor-
mation input device 11, a font applying device 12, an obfus-
cated font 13, and a screen rendering device 14. The infor-
mation mmput device 11 1s a device used by the user to enter
information such as a keyboard. The font applying device 12
1s a device for applying an obfuscated font 13 to document
data 1input from the mmformation mput device 11 to generate
obfuscated document data (hereinatter called “obfuscated
document”), and applying the obiuscated font 13 to obtus-
cated document sent from the server 20 to deobfuscate the
obluscated document. The font applying device 12 1s imple-
mented by an add-on or a plug-in, a custom style sheet, and
the like. The obfuscated font 13 1s a font applied in the font
applying device 12 to obiuscate document data input from the
information mput device 11 and deobiuscate an obfuscated
document sent from the server 20, including mapping to
maintain the display width as particularly shown in FIG. 2B in
the embodiment. The obfuscated font 13 1s prepared for each

kind and size of font such as “ObfuscatedArial10.ttf” 1n the
case of 10-pt Anal font and “ObfuscatedAriall 2.tt1” 1n the
case of 12-pt Anal font. The screen rendering device 14 1s a
device for rendering, onto the screen, information output
from the font applying device 12, such as a liquid crystal
display.

The server 20 1s a computer for holding document data, on
which a web server 1s installed to execute a web application
upon request from a web browser and return the execution
results to the web browser. To be more specific, the server 20
includes an HTML (HyperText Markup Language) file 21.
The HTML file 21 includes JavaScript (registered trademark)
to perform processing relating a layout on the web browser
when the user logs into the web application and opens an
editable document, and data on the document opened by the
user. The HTML file 21 1s sent from the web server to the web
browser.

Next, among the computers that make up this computer
system, the client 10 will be described 1n more detail. FIG. 5
1s a block diagram showing an example of the hardware
configuration of the client 10. As shown, the client 10
includes a CPU (Central Processing Unit) 10a as computing

means, a main memory 10c¢ connected to the CPU 10a
through an M/B (motherboard) chip set 105, and a display

mechanism 104 connected to the CPU 10q also through the
M/B chip set 105. Connected to the M/B chip set 1056 through
a bridge circuit 10e are a network interface 10/, a magnetic
disk drive (HDD) 10g, an audio mechamsm 10/, a keyboard/
mouse 10:, and a flexible disk drive 10;. Among these com-
ponents, the display mechanism 10d corresponds to the
screenrendering device 14 1n FIG. 4, and the keyboard/mouse
10i corresponds to the information input device 11 in FIG. 4.

In FIG. 5, each component 1s connected through a bus. For
example, the connection between the CPU 10a and the M/B
chip set 105, and the connection between the M/B chip set
106 and the main memory 10c¢ are made through a CPU bus.
The connection between the M/B chip set 106 and the display
mechanism 104 may be made through an AGP (Accelerated
Graphics Port). However, when the display mechanism 104
includes a PCI Express video card, the connection between
the M/B chip set 105 and this video card 1s made through a
PCI Express (PCle) bus. In the case of connection to the
bridge circuit 10e, PCI Express can be used, for example, for

the network interface 10f. Further, serial ATA (AT Attach-
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ment), parallel transier ATA, or PCI (Peripheral Components
Interconnect) can be used, for example, for the magnetic disk
drive 10g. Further, USB (Universal Serial Bus) can be used
for the keyboard/mouse 10: and the flexible disk drive 10y;.

FIG. 6 1s a block diagram showing a functional configura-
tion example of the font applying device 12 among the com-
ponents of the client 10. The obfuscated font 13 1s 1llustrated
outside of the font applying device 12 1n FIG. 4, but the font
applying device 12 will be described here as including the
obfuscated font 13. As shown, the font applying device 12
includes a display width information storing section 31, an
obluscated font generating section 32, and an obfuscated font
storing section 33. The font applying device 12 also includes
an operation accepting section 41, an obfuscation processing
section 42, an obfuscated document storing section 43, an
obfuscated document acquiring section 44, and an obfuscated
document sending section 45. The font applying device 12
further includes an obfuscated document receiving section
51, a deobfuscation processing section 52, and a display
control section 53.

The display width information storing section 31 stores
display width information 1n which each character display
width 1s associated with characters having the display wadth.
For example, this display width information corresponds to
the information shown in FIG. 1. In the embodiment, the
display width information 1s used as an example of definition
information 1n which multiple glyphs having a width are
defined for the glyph width, and the display width informa-
tion storing section 31 is provided as an example of a defini-
tion information storing section for storing the definition
information.

The obfuscated font generating section 32 generates an
obfuscated font based on the display width information stored
in the display width information storing section 31. Specifi-
cally, one of characters associated with the character display
width 1n the display width information 1s mapped to a char-
acter code instead of a character normally represented by the
character code to generate the obfuscated font. When docu-
ment data input from the information input device 11 1s obfus-
cated, the obfuscated font generating section 32 may dynami-
cally generate an obfuscated font using an attribute of the
document data, while when an obfuscated document sent
from the server 20 1s deobfuscated, the obfuscated font gen-
crating section 32 may dynamically generate an obfuscated
font using the attribute of the obfuscated document. In the
embodiment, the obluscated font 1s used as an example of
mapping information in which, mstead of a first glyph 1den-
tified by the server based on the character code, a second
glyph as a glyph other than the first glyph among multiple
glyphs defined for a glyph width of the first glyph 1n the
definition information 1s mapped to the character code, and
the obfuscated font generating section 32 1s provided as an
example ol a generation section for generating mapping
information.

The obfuscated font storing section 33 stores the obfus-
cated font generated by the obfuscated font generating sec-
tion 32. As mentioned above, this obfuscated font 1s a font to
maintain the display width of characters, and those including
mapping as shown in FIG. 2B are stored for each kind and size
of character. In the embodiment, the obluscated font storing
section 33 1s provided as an example of a mapping informa-
tion storing section for storing mapping information.

The operation accepting section 41 accepts a user opera-
tion for entering document data using the information input
device 11 or a user operation for giving instructions to read
and send an obfuscated document to the server 20. In the
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embodiment, the operation accepting section 41 1s provided
as an example of an acquisition section for acquiring data.

When the operation accepting section 41 accepts the user
operation for entering document data, the obfuscation pro-
cessing section 42 converts the character code of each char-
acter included in the input document data based on the obfus-
cated font stored 1n the obfuscated font storing section 33 to
generate an obfuscated document. Specifically, the obtusca-
tion processing section 42 converts the character code of each
character to a character code to which a character normally
represented by this character code 1s mapped 1n the obfus-
cated font. In the embodiment, the obfuscation processing
section 42 1s provided as an example of an obfuscation section
for obiuscating data. The obfuscated document storing sec-
tion 43 stores the obluscated document generated by the
obfuscation processing section 42.

When the operation accepting section 41 accepts the user
operation for giving instructions to read and send the obfus-
cated document to the server 20, the obfuscated document
acquiring section 44 acquires the obfuscated document stored
in the obfuscated document storing section 43. When the
obfuscated document acquiring section 44 acquires the
obluscated document, the obfuscated document sending sec-
tion 45 sends this obfuscated document to the server 20. In the
embodiment, the obfuscated document 1s used as an example
of obtuscated data obtained by the obfuscation section obfus-
cating data, and the obfuscated document sending section 45
1s provided as an example of a sending section for sending
obfuscated data to the server.

The obfuscated document receiving section 51 receives an
obfuscated document sent from the server 20 upon request
from the client 10 based on the user operation. In the embodi-
ment, the obluscated document recerving section 51 1s pro-
vided as an example of a receiving section for receiving
obfuscated data from the server.

Based on the obfuscated font stored in the obiuscated font
storing section 33, the deobfuscation processing section 52
identifies a character represented by the character code of
cach character included 1n the obfuscated document recerved
by the obfuscated document receiving section 51. Specifi-
cally, the character represented by the character code of each
character 1s set to a character mapped to this character code 1n
the obfuscated font. In the embodiment, the deobfuscation
processing section 52 1s provided as an example of an 1den-
tification section (1.e., 1dentification hardware device) for
identifyving a glyph mapped in the mapping information to a
character code included 1n obfuscated data.

The display control section 33 controls characters 1denti-
fied by the deobfuscation processing section 52 to be dis-
played on the screen rendering device 14. In the embodiment,
the display control section 53 1s provided as an example of a
display section for displaying glyphs.

These functional sections are implemented by cooperation
between software and hardware resources. Specifically, the
CPU 104 (see FIG. 5) reads a program for implementing the
obluscated font generating section 32, the operation accept-
ing section 41, the obfuscation processing section 42, the
obfuscated document acquiring section 44, the obfuscated
document sending section 45, the obfuscated document
receiving section 31, the deobfuscation processing section
52, and the display control section 53 from, for example, the
magnetic disk drive 10g (see FIG. 5) mto the main memory
10c (see FIG. 5), and executes the program to implement
these functional sections. Further, the display width informa-
tion storing section 31, the obtuscated font storing section 33,
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and the obfuscated document storing section 43 are imple-
mented, for example, by the magnetic disk drive 10g (see
FIG. §).

Next, the operation of the font applying device 12 shown 1n
FIG. 6 will be described 1n detail. FIG. 7 1s a flowchart
showing an operation example when the font applying device
12 applies an obfuscated font to document data input from the
information iput device 11 to generate an obfuscated docu-
ment. As shown, in the font applying device 12, the operation
accepting section 41 first acquires iput document data and
attribute information on the document data according to the
user operation for entering the document data and the
attribute information from the information mnput device 11
(step 401). Here, the attribute information includes font infor-
mation composed of mformation indicative of a range for
cach range of document data and information indicative of the
kind and size of font used 1n the range, and associated 1nfor-
mation used for generation of an obfuscated font. Among
these pieces of information, the associated information 1s the
name of the document data (document name), the created data
and time ofthe document data, or the like. Thus, the document
data and the attribute information (the font information and
the associated information) are passed from the operation
accepting section 41 to the obfuscated font generating section
32, and the document data and the attribute information (only
the font information) are passed from the operation accepting,
section 41 to the obfuscation processing section 42.

Next, the obluscated font generating section 32 focuses
attention on a kind and size of font used 1n one range among
the kinds and sizes of fonts included 1n the font information
passed from the operation accepting section 41 to read, from
the display width information storing section 31, display
width information corresponding to this kind and size of font
(step 402). Then, the obfuscated font generating section 32
focuses attention on one display width among display widths
included 1n the display width information (step 403) to deter-
mine to which character each character of multiple characters
defined for this display width 1s to be converted (step 404).

In this regard, any method may be used to determine to
which character each character 1s to be converted. In other
words, any selection method may be used to select a character
alter conversion of each character from among multiple char-
acters of the same display width. For example, the selection
can be made by a selection method according to the associ-
ated information passed from the operation accepting section
41. Here, a case 1s considered where it 1s determined by how
many characters each character 1s to be moved to the right,
and each character 1s converted to a character obtained by
moving each character to the right by the determined number
of characters (where 1t 1s assumed that a character obtained by
moving the rightmost character to the right by one character
1s the leftmost character). In this case, the associated infor-
mation passed from the operation accepting section 41 1s used
to determine by how many characters each character 1s to be
moved to the right. It 1s assumed that the document name 1s
used as the associated information. It the length of the docu-
ment name 1s denoted by L and the number of characters
defined for the character width 1s denoted by N (IN=1), the
number of characters S to move to the right can be determined
as “S=L mod(N-1) +17, for example. I1 the determination 1s
made by such an equation, the number of characters S to move
to the right will never become zero, taking any of values from
1 to N-1. Therefore, each character 1s always replaced by
another character except for a character having a display
width for which only one character 1s defined. Further, since
the number of characters S to move to the right 1s determined
based on the attribute of the document data, there 1s also no
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need to store the document data on the client 10 side while the
document data 1s held on the server 20. For example, five
characters are defined for a display width of 19 pt in FIG. 1,
N=5. If the document name 1s eight characters, that 1s, 11 L=8,
S=1. In this case, character “A” 1s converted to character “1”’,
character ““I"” 1s converted to character “V”’, character “V” 1s
converted to character “X”, character “X” 1s converted to
character “Y”’, and character “Y” 1s converted to character
“A”, respectively. On the other hand, 11 the crated data and
time of the document data 1s used as the associated informa-
tion, the number of characters S to move to the right can be
determined by a similar equation in which a serial value
obtained by converting the created data and time starting at a
certain time 1s denoted by L. Even 1f any other information 1s
used as the associated information, the number of characters
S to move to the right can be determined by the same 1dea.
Next, the obfuscated font generating section 32 creates
mapping between a character code and each character based

on the determination 1n step 404, and includes the mapping 1in
the obfuscated font (step 405). Specifically, it 1t1s determined
in step 404 that a first character 1s converted to a second
character, mapping between a character code, mapped to the
second character in the normal font, and the first character 1s
created, and the mapping 1s included 1n the obfuscated font.
For example, 1n regard to the display width of 19 pt in FIG. 1,
it 1s determined that character “A” 1s converted to character
“1”, character ““1”” 1s converted to character “V”’, character
“V””1s converted to character “X”’, character “X” 1s converted
character “Y”’, and character “Y” 1s converted to character
“A”, respectively. Therefore, mapping between character
code “54” mapped to character “T” in the normal font and
character “A”, mapping between character code “56” mapped
to character “V” 1n the normal font and character “T”°, map-
ping between character code “58” mapped to character “X” in
the normal font and character “V”’, mapping between charac-
ter code “59” mapped to character “Y”” in the normal font and
character “X”, and mapping between character code “41”
mapped to character “A” in the normal font and character *“Y™
are created.

After that, the obfuscated font generating section 32 deter-
mines whether there 1s any display width on which attention
has not been focused yet among the display widths included
in the display width information (step 406). When 1t 1s deter-
mined that there 1s a display width on which attention has not
been focused, the procedure returns to step 403, while when
it 1s determined that there 1s no display width on which atten-
tion has not been focused, it 1s then determined whether there
1s any piece of display width information that has not been
read yet among the pieces of display width information (step
407). As a result, when 1t 1s determined that there 1s a piece of
display width information that has not been read, the proce-
dure returns to step 402.

On the other hand, when it 1s determined that there 1s no
display width information that has not been read, the obtus-
cation processing section 42 focuses attention on one range
included 1n the font information passed from the operation
accepting section 41 (step 408) to read, from the obfuscated
font storing section 33, an obfuscated font corresponding to
the kind and size of font associated with this range 1n the font
information (step 409). Then, the obfuscation processing sec-
tion 42 applies the obtuscated font read 1n step 409 to char-
acters in the range of the document data passed from the
operation accepting section 41 to obfuscate the characters
(step 410). For example, 1f a certain portion of the document
data passed from the operation accepting section 41 1s a
character string “T7°, “A”, and “X”’, the portion 1s obfuscated
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as a result of converting the character string to a character
code string “56”, “54”, and “59”.

After that, the obfuscation processing section 42 deter-
mines whether there 1s any range on which attention has not
been focused yet among the ranges included 1n the font infor-
mation (step 411). When it 1s determined that there 1s a range
on which attention has not been focused, the procedure
returns to step 408, while when there 1s no range on which
attention has not been focused, the processing 1s ended.

When characters 1n all the ranges of the document data are
thus obfuscated, the entire document data 1s stored as an
obfuscated document in the obfuscated document storing
section 43. After that, with the user operation for giving
instructions to read and send the obfuscated document to the
server 20, the obfuscated document acquiring section 44
reads the obfuscated document from the obfuscated docu-
ment storing section 43, and the obiuscated document send-
ing section 45 sends the read obfuscated document to the
server 20. This results 1n storing the obiuscated document on
the server 20. Here, since the data stored on the server 20 1s
displayed using the normal font, any user who accesses the
server 20 to try to browse this obfuscated document can view
only a meaningless character string. For example, even 1f
browsing the obfuscated document in which the character
string of ““17, “A”, and “X”” has been converted to the char-
acter code string of “56”, “34, and “59”, the user can only
view a character string of “V™’, “T”, and “Y”".

FIG. 8 1s a flowchart showing an operation example when
the font applying device 12 applies the obfuscated font to
document data sent from the server 20 to make the display of
the document data readable. First, when the user logs into the
web application and opens the obfuscated document held on
the server 20, the web server sends the web browser an HTML
file including JavaScript (registered trademark) code with the
obfuscated document further included therein. This causes
the font applying device 12 to execute processing steps 501 to
507. Since the processing steps 301 to 507 are the same as
steps 401 to 407 1 FIG. 7 except for the points that the
operating entity of executing step 501 1s the obfuscated docu-
ment receiving section 51 and that the document data and the
attribute information used 1n steps 502 to 507 are passed from
the obfuscated document recerving section 51, the description
thereof will be omitted here.

Upon completion of the processing steps 501 to 507, the
deobfuscation processing section 52 focuses attention on one
range mcluded 1n the font information passed from the obfus-
cated document recerving section 51 (step 508) to read, from
the obfuscated font storing section 33, an obfuscated font
corresponding to the kind and size of font corresponding to
this range 1n the font information (step 309). Then, the deob-
fuscation processing section 32 identifies each character rep-
resented by a character code 1n the range of the obfuscated
document passed from the obfuscated document receiving
section 51 based on the obfuscated font read 1n step 509 (step
510). For example, when a certain portion of the obfuscated
document passed from the obfuscated document receiving
section 51 1s a character code string “56”, “54”, and “59”, a
character string representing a corresponding portion of the
document data 1s 1dentified as “1”°, “A”, and “X”’.

After that, the deobfuscation processing section 52 deter-
mines whether there 1s any range on which attention has not
been focused yet among the ranges included 1n the font infor-
mation (step 511). When it 1s determined that there 1s a range
on which attention has not been focused, the procedure
returns to step 508, while when 1t 1s determined that there 1s no
range on which attention has not been focused, the processing
1s ended.
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When characters represented by character codes 1n all the
ranges of the document data are thus 1dentified, the identified
characters are supplied to the display control section 53.
Then, the display control section 53 controls the screen ren-
dering device 14 to render the characters.

In the embodiment, characters 1in all the ranges of the
document data are obfuscated, but characters 1n some of the
ranges of the document data may be obluscated. In this case,
it would be better to receive an URL (Uniform Resource
Locator) where the obfuscated document 1s stored after the
obfuscated document 1s sent to the server 20 and to store, 1n a
memory, not shown, the URL 1n association with information
indicative of the obfuscated range of the document data.
Then, when the obfuscated document 1s received from the
server 20, 1t would be better to use the obfuscated font 1n only
the range indicated by the information stored in the memory,
not shown, 1n association with the URL where the obfuscated
document 1s stored 1n order to display the characters.

Further, in the embodiment, all characters are obfuscated
regardless of the attribute of the document data, but the char-
acters may be divided into characters to be obfuscated and
characters that are not obfuscated depending on the attribute
of the document data. For example, the kind of document data
may be set as the attribute of the document data to determine
whether to obfuscate each character for each type of character
according to the kind of document data.

The following will describe such embodiments as modifi-
cations of the embodiment. As a first modification, a case 1s
considered where document data 1s a Japanese document
written in Japanese. In this case, characters for each kind of
character, such as Hiragana, Katakana, or Kanji, may be
different 1n width depending on the font. FIG. 9 15 a table that
defines, for each display width used 1n the first modification,
characters having the display width. In this font, Hiragana and
Katakana include characters of multiple display widths (since
all Kanji characters are assumed to be of the same display
width, Kanji 1s not shown). In this case, for example, a
Hiragana character 1s replaced by another Hiragana character,
a Katakana character 1s replaced by another Katakana char-
acter, and a Kanji1 character 1s replaced by another Kanji
character to enable obfuscation of characters with their origi-
nal appearance more preserved.

As a second modification, a document with numbers taking
on major significance (e.g., financial statements) 1s consid-
ered. In this case, numbers of the same display width can be
replaced by each other to make 1t hard even to figure out at a
glance 1 the numbers are obfuscated. FIG. 10 1s a table that
defines, for each display width used 1n the second modifica-
tion, characters having the display width. Using this defini-
tion, for example, the sentence “X company expects 2012
GAAP EPS 0f$14.29+” 1s obfuscated as “X company expects
3813 GAAP EPS of $16.32+”.

As described above, the embodiment 1s such that an obfus-
cated font to maintain the display width of each glyph despite
of a difference from normal in mapping between a character
code and the glyph 1s prepared, and obfuscated data obtus-
cated using such an obfuscated font 1s held on a server. This
can reduce the possibility of data leakage to the server side
and prevent layout disruption when the data 1s recerved from
the server and displayed.

A previous publication discloses a method of obfuscating
data, which includes: reading values occurring 1n one or more
fields of multiple records from a data source; storing a key
value; for each of the multiple records, generating an obfus-
cated value to replace an original value 1n a given field of each
of the multiple records using the key value so that the obfus-
cated value will depend on the key value and be determinis-
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tically related to the original value; and storing a collection of
obfuscated values including records that include obfuscated
values 1n a data storage system.

Another previous publication discloses a security device
including a storage device for storing a conversion table with
rules of data conversion described therein, and a data convert-
ing part for receiving input data input from an mput device
and converting the input data using the conversion table,
wherein the converted data 1s sent to an application server to
have the application server manage the converted data.

Another previous publication discloses a character string
conversion device. The character string conversion device
stores, 11 a program memory, multiple programs as conver-
sion processing means and multiple tables as conversion
character lists. In the character string conversion device, 1t 1s
determined whether a character contained 1n a designated
mask range matches a character contained in each table, and
when both match, the character 1s converted to another char-
acter 1n the corresponding table according to predefined con-
version rules. Further, as restoration processing, each con-
verted character string 1s restored to a character string before
conversion according to the conversion rules.

As justdescribed, there have already existed techniques for
converting characters included in data and having a server
hold the characters. However, when such a conversion of
characters 1s simply performed, there arises a problem that the
layout may be disrupted i an application through which
characters are directly entered due to a difference 1n length
between a character string before conversion and a character
string after conversion, causing inconvenience in use. Here,
since a service for receiving and holding user data 1n trust 1s
provided by a third party, processing on the server side cannot
be changed. Note that none of the technique 1n the prior art
presents a solution to such a problem.

It 1s an object of the present invention to reduce the possi-
bility of data leakage to a server side 1n having the server hold
data and to prevent layout disruption when the data 1s recerved
from the server and displayed.

Under the above object, the present invention provides an
apparatus for having a server hold obfuscated data obtained
by obfuscating data as a result of converting a character code
included 1n the data, including: a mapping information stor-
ing section for storing mapping information indicating that a
second glyph 1s mapped to the character code, wherein the
second glyph 1s a glyph different from a first glyph identified
by the server based on the character code and having the same
width as the first glyph; arecerving section for receiving, from
the server, the obfuscated data obtained by obiuscating the
data as a result of converting the character code included 1n
the data to a character code to which a glyph identified by the
server based on the character code included in the data 1s
mapped as the second glyph 1n the mapping information; an
identification hardware device for identifying the glyph
mapped as the second glyph 1n the mapping information to a
character code included 1n the obfuscated data recerved from
the receiving section; and a display section for displaying the
glyph 1dentified by the 1dentification hardware device.

This apparatus may be configured to further include an
acquisition section for acquiring the data according to a user
operation, an obfuscation section for obfuscating the data as
a result of converting a character code 1included 1n the data
acquired by the acquisition section to a character code to
which a glyph identified by the server based on the character
code included 1n the data 1s mapped as the second glyph in the
mapping information, and a sending section for sending the
server the obfuscated data obtained by the obfuscation sec-
tion obfuscating the data. This apparatus may also be config-
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ured to turther include a definition information storing sec-
tion for storing definition information defining, for a glyph
width, multiple glyphs having the width; and a generation
section for generating the mapping information by mapping a
glyph other than the first glyph among the multiple glyphs,
defined for the width of the first glyph 1n the definition infor-
mation, to the character code as the second glyph 1nstead of
the first glyph 1dentified by the server based on the character
code. The generation section may use a selection method
according to an attribute of the data to select the glyph other
than the first glyph from among the multiple glyphs defined
for the width of the first glyph 1n the definition information.
The generation section may also generate the mapping infor-
mation for each type of character according to the attribute of
the data.

The present invention also provides an apparatus for hav-
ing a server hold obfuscated data obtained by obfuscating
data as a result of converting a character code included 1n the
data, including: a mapping information storing section for
storing mapping information indicating that a second glyph 1s
mapped to the character code, wherein the second glyph 1s a
glyph different from a first glyph identified by the server
based on the character code and having the same width as the
first glyph; an acquisition section for acquiring the data
according to a user operation; an obfuscation section for
obluscating the data as a result of converting a character code
included 1n the data acquired by the acquisition section to a
character code to which a glyph identified by the server based
on the character code included 1n the data 1s mapped as the
second glyph 1n the mapping information; and a sending
section for sending the server the obfuscated data obtained by
the obfuscation section obfuscating the data.

The present invention further provides a method of having
a server hold obfuscated data obtained by obfuscating data as
a result of converting a character code included 1n the data,
including: storing mapping information indicating that a sec-
ond glyph 1s mapped to the character code, wherein the sec-
ond glyph 1s a glyph different from a first glyph identified by
the server based on the character code and having the same
width as the first glyph; receiving, from the server, the obfus-
cated data obtained by obfuscating the data as a result of
converting the character code included in the data to a char-
acter code to which a glyph identified by the server based on
the character code included in the data 1s mapped as the
second glyph in the mapping information; identifying the
glyph mapped as the second glyph in the mapping informa-
tion to a character code included in the obfuscated data
received from the recerving section; and displaying the iden-
tified glyph.

Further, the present invention provides a program for caus-
ing a computer to function as an apparatus for having a server
hold obfuscated data obtained by obfuscating data as a result
of converting a character code 1included in the data, the pro-
gram causing the computer to function as: a mapping infor-
mation storing section for storing mapping mformation indi-
cating that a second glyph 1s mapped to the character code,
wherein the second glyph 1s a glyph different from a first
glyph 1dentified by the server based on the character code and
having the same width as the first glyph; a receiving section
for recerving, from the server, the obfuscated data obtained by
obfuscating the data as a result of converting the character
code included 1n the data to a character code to which a glyph
identified by the server based on the character code included
in the data 1s mapped as the second glyph in the mapping
information; an identification hardware device for 1dentitying
the glyph mapped as the second glyph 1n the mapping infor-
mation to a character code included 1n the obfuscated data
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received from the receiving section; and a display section for
displaying the glyph identified by the identification hardware
device.

According to the present invention, the possibility of data
leakage to a server side 1n having the server hold data can be
reduced and layout disruption when the data 1s received from
the server and displayed can be prevented.

The present invention may be implemented all in hardware
or all in software. It can also be implemented both 1n hardware
and solftware. Further, the present mvention can be 1mple-
mented as a computer, a data processing system, or a com-
puter program. This computer program can be stored on a
computer-readable medium and provided. Here, as a
medium, an electronic, magnetic, optical, infrared or semi-
conductor system (device or equipment), or a propagation
medium 1s considered. Further, as the computer-readable
medium, a semiconductor or solid-state storage device, a
magnetic tape, a removable computer diskette, a random
access memory (RAM), a read-only memory (ROM), a rigid
magnetic disk, and an optical disk are exemplified. Examples
of optical disks so far include compact disk read-only
memory (CD-ROM), compact disk read/write (CD-R/W),
and DVD.

While the present mmvention has been described with
respect to the embodiment, the technical scope of the present
invention 1s not limited to the aforementioned embodiment. It
will be obvious to those skilled 1n the art that various changes
and modifications can be made without departing from the
sprit and scope of the present invention.

What 1s claimed 1s:

1. An apparatus for having a server hold obfuscated data
obtained by obfuscating data as a result of converting a char-
acter code included in the data, the apparatus comprising:

a mapping information storage device for storing mapping,
information indicating that a second glyph 1s mapped to
the character code, wherein the second glyph 1s a glyph
different from a first glyph 1dentified by the server based
on the character code and having a width 1dentical to the
first glyph;

a recerving hardware device for receiving, from the server,
the obfuscated data obtained by obfuscating the data as
a result of converting the character code included in the
data to a character code to which a glyph 1dentified by
the server, based on the character code included 1n the
data, 1s mapped as the second glyph 1n the mapping
information;

an 1dentification hardware device for identitying the glyph
mapped as the second glyph in the mapping information
to a character code included in the obfuscated data
received from the recerving hardware device;

a display for displaying the glyph 1dentified by the 1denti-
fication hardware device,

a definition information storage device for storing defini-
tion information defining, for a glyph width, a plurality
of glyphs having the width; and

a generation apparatus for generating the mapping infor-
mation by mapping a glyph other than the first glyph
among the plurality of glyphs, defined for a width of the
first glyph 1n the definition information, to the character
code as the second glyph instead of the first glyph 1den-
tified by the server based on the character code, wherein
the generation apparatus uses a selection method
according to an attribute of the data to select the glyph
other than the first glyph from among the plurality of
glyphs defined for the width of the first glyph 1n the
definition information.
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2. The apparatus according to claim 1, further comprising:

an acquisition hardware device for acquiring the data
according to a user operation;

a font applying device for obluscating the data as aresult of
converting a character code included in the data acquired
by the acquisition hardware device to a character code to
which a glyph identified by the server based on the
character code included 1n the data 1s mapped as the
second glyph in the mapping information; and

a sending hardware device for sending the server the obfus-
cated data obtained by the obfuscation logic obfuscating
the data.

3. The apparatus according to claim 1, wherein the genera-

tion apparatus further generates the mapping information for
cach type of character according to an attribute of the data.

4. A method of having a server hold obfuscated data

obtained by obfuscating data as a result of converting a char-
acter code included in the data, the method comprising:

storing, by one or more processors, mapping information
indicating that a second glyph 1s mapped to the character
code, wherein the second glyph 1s a glyph different from
a first glyph i1dentified by the server based on the char-
acter code and having a width 1dentical to the first glyph;

receiving, from the server, the obfuscated data obtained by
obfuscating the data as a result of converting the char-
acter code included in the data to a character code to
which a glyph identified by the server based on the
character code 1ncluded 1n the data 1s mapped as the
second glyph 1n the mapping information;

identifying, by one or more processors, the glyph mapped
as the second glyph 1n the mapping information to a
character code included in the obfuscated data recerved
from the server;
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displaying, on a display, the identified glyph;

storing, by one or more processors, definition information
defining, for a glyph width, a plurality of glyphs having
the width; and

generating, by one or more processors, the mapping infor-
mation by mapping a glyph other than the first glyph
among the plurality of glyphs, defined for a width of the
first glyph 1n the definition information to the character
code as the second glyph instead of the first glyph 1den-
tified b the server based on the character code wherein
said generating the mapping information generates the
mapping information for each type of character accord-
ing to an attribute of the data.

5. The method according to claim 4, further comprising:

acquiring, by one or more processors, the data according to
a user operation;

obfuscating, by one or more processors, the data as a result
of converting a character code included 1n the data to a
character code to which a glyph 1dentified by the server
based on the character code included in the data 1s

mapped as the second glyph in the mapping information;
and

sending, by one or more processors, the server the obfus-

cated data.

6. The method according to claim 4, wherein said generat-
ing the mapping imnformation is performed using a selection
method according to an attribute of the data to select the glyph
other than the first glyph from among the plurality of glyphs
defined for the width of the first glyph 1n the definition infor-
mation.
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