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HIERARCHICAL PUBLISH/SUBSCRIBE
SYSTEM

REFERENCE TO RELATED APPLICATTONS

This application 1s a continuation-in-part of U.S. patent
application Ser. No. 12/610,066, filed on Oct. 30, 2009, and
U.S. patent application Ser. No. 12/615,205, filed on Nov. 9,
2009. The disclosures of U.S. patent application Ser. Nos.
12/610,066 and 12/615,205 are fully incorporated herein by

reference.

TECHNICAL FIELD

The present disclosure relates generally to computer net-
works. More specifically, the present disclosure relates to
methods for operation of a publish/subscribe system.

BACKGROUND

Publish and subscribe (publish/subscribe) systems are
asynchronous messaging systems. Messages are categorized
in classes and a subscriber expresses interest in one or more
classes of messages to a server. The publisher of a message
(publisher) does not send the message to a specific recerver
(subscriber), but publishes the message to the server, without
knowledge of what (if any) subscribers will recetve the mes-
sage. When a message 1s recerved for publication, the server
transmits the message to subscribers who have expressed
interest 1n the class associated with the message. Thus, the
publishers and subscribers are decoupled in a publish/sub-
scribe system, operating independently of each other.

The first publish/subscribe system was the “news” sub-
system 1n the Isis Toolkit, which was described 1n a paper
“Exploiting Virtual Synchrony in Distributed Systems™ at the
1987 ACM Symposium on Operating Systems Principles
conference (pp. 123-138).

As each user subscribes to various classes of messages,
subscribers typically receive only a sub-set of the total mes-
sages published. As an example, a subscriber may subscribe
to messages based on the topic of the message. Subscribers in
a topic-based system will recerve all messages published to
the topics to which they subscribe. All subscribers to a topic
receive the same messages. As another example, a subscriber
may subscribe to messages based on the content of the mes-
sage. In a content-based system, a message 1s only delivered
to a subscriber if the attributes or contents of the message
match constraints defined by the subscriber. Some publish/
subscribe systems combine topics and contents in a hybnid
manner.

In a typical publish/subscribe system, a server receives
subscription requests from clients wishing to recerve mes-
sages based on topic or content. When a user wants to publish
a message, the message 1s sent to the server, which then
forwards the message to the various users who have submitted
subscription requests matching the message properties. In
this way, the server performs a filtering function, only trans-
mitting the message to interested subscribers. Some servers
may perform a store-and-forward function during the process
of routing messages from publishers to subscribers, decou-
pling the publishers and subscribers temporally. An example
of this temporal decoupling 1s temporarily taking down a
publisher 1n order to allow the subscriber to work through the
backlog, producing a form of bandwidth throttling.

For relatively small installations, publish/subscribe sys-
tems, through parallel operation, message caching, and the
like, can provide better scalability than a traditional client-
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server system. However, as a publish/subscribe system 1s
scaled up, benefits provided by the publish/subscribe system
are often lost. Thus, despite the functionality provided by
conventional publish/subscribe systems, there 1s a need in the

art for improved publish/subscribe systems as well as meth-
ods for using such systems.

SUMMARY

In one embodiment, there may be provided a method for
publishing a message. The method includes: receiving, at a
first relay, a subscription request from a first client, wherein
the subscription request includes a target; recording, at the
first relay, subscription information of the first client based on
the subscription request; recerving, at the first relay, a publi-
cation request from a second client, wherein the publication
request includes a message string characterized by a pattern;
determining, by the first relay, that the target matches at least
a portion of the pattern; determining, by the first relay, 11 the
publication request 1s a local publication request based on a
predetermined policy rule; and transmitting the message
string to the first client 1f the publication request 1s determined
to be a local publication request.

In another embodiment, there may be provided a first relay
in a publish/subscribe message system. The first relay 1s con-
figured to: recerve a subscription request from a first client,
wherein the subscription request includes a target; record
subscription information of the first client based on the sub-
scription request; receive a publication request from a second
client, wherein the publication request includes a message
string characterized by a pattern; determine that the target
matches at least a portion of the pattern; determine if the
publication request 1s a local publication request based on a
predetermined policy rule; and transmit the message string to
the first client if the publication request 1s determined to be a
local publication request.

The preceding summary and the following detailed
description are exemplary only and do not limit the scope of
the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are icorporated 1n
and constitute a part of this specification, 1n connection with
the description, illustrate various embodiments and exem-
plary aspects of the disclosed embodiments. In the drawings:

FIG. 1A 1s a simplified schematic diagram of remote sites
and central data centers implementing a subscription request
from multiple remote clients according to an embodiment of
the present invention;

FIG. 1B i1s a simplified schematic diagram of remote sites
and central data centers implementing a first stage of publi-
cation of a message from a remote client according to an
embodiment of the present invention;

FIG. 1C 1s a simplified schematic diagram of remote sites
and central data centers implementing a second stage of pub-
lication of a message from a remote client according to an
embodiment of the present invention;

FIG. 2A 15 a simplified schematic diagram of remote sites
and central data centers implementing a subscription request
from multiple remote clients;

FIG. 2B i1s a simplified schematic diagram of remote sites
and central data centers implementing a first stage of the
publication of a message from a central client according to an
embodiment of the present invention;

FIG. 2C 1s a ssmplified schematic diagram of remote sites
and central data centers implementing a second stage of the
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publication of a message from a central client according to an
embodiment of the present invention;

FIG. 3A 15 a simplified schematic diagram of remote sites
and central data centers implementing a subscription request
from a central client;

FIG. 3B 1s a simplified schematic diagram of remote sites
and central data centers implementing publication of a mes-
sage from a remote client;

FIG. 4A 15 a simplified schematic diagram of remote sites
and central data centers implementing a subscription request
from a central client;

FIG. 4B 1s a simplified schematic diagram of remote sites
and central data centers implementing publication of a mes-
sage from a central client;

FIG. 5 1s a simplified flowchart illustrating a method of
subscribing from a remote client and publishing from a
remote client according to an embodiment of the present
imnvention;

FIG. 6 1s a simplified flowchart illustrating a method of
subscribing from a remote client and publishing from a cen-
tral client according to an embodiment of the present inven-
tion;

FIG. 7 1s a simplified flowchart illustrating a method of
subscribing from a central client and publishing from a
remote client according to an embodiment of the present
imnvention;

FIG. 8 1s a simplified flowchart illustrating a method of
subscribing from a central client and publishing from a cen-
tral client according to an embodiment of the present inven-
tion;

FIG. 9 1s a simplified flowchart illustrating a method of
subscribing from a first client and publishing from a second
client according to an embodiment of the present invention;

FI1G. 10A 1s a simplified schematic diagram of remote sites
and central data centers implementing a subscription request
from a remote client according to an embodiment of the
present invention;

FI1G. 10B 1s a simplified schematic diagram of remote sites
and central data centers implementing a {irst stage of publi-
cation of a message from a remote client according to an
embodiment of the present invention;

FIG. 10C 1s a simplified schematic diagram of remote sites
and central data centers implementing a second stage of pub-
lication of a message from a remote client according to an
embodiment of the present invention;

FI1G. 11 1s a simplified schematic diagram of a hierarchical
publish/subscribe architecture according to an embodiment
of the present invention;

FIG. 12A 1s a simplified schematic diagram of a remote
client and a remote relay transmitting a subscription request
to multiple central relays according to an embodiment of the
present invention;

FIG. 12B 1s a simplified schematic diagram of a remote
client and a remote relay implementing publication of a mes-
sage to multiple central relays according to an embodiment of
the present invention;

FIG. 13 15 a simplified flowchart illustrating a method of
implementing publication message load balancing 1n a pub-
lish/subscribe system according to an embodiment of the
present invention;

FIG. 14 1s a chart 1llustrating message flow 1n a publish/
subscribe system according to an embodiment of the present
invention;

FI1G. 15 1s a simplified schematic diagram of elements of a
remote relay according to an embodiment of the present
invention; and
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FIG. 16 1s a simplified flowchart illustrating a method of
subscribing from a first client and publishing from a second
client according to an embodiment of the present invention.

DESCRIPTION OF EXEMPLARY
EMBODIMENTS

Reference will now be made in detail to exemplary
embodiments, examples of which are illustrated in the
accompanying drawings. When appropriate, the same refer-
ence numbers are used throughout the drawings to refer to the
same or like parts.

As discussed above, typical publish/subscribe systems are
one-level implementations 1n which a server interacts with
subscribers and publishers. Each subscriber submits sub-
scription requests to the server and each publication requestis
also submitted to the server. A drawback of using a conven-
tional one-level system 1s that each client (either publisher or
subscriber) 1s connected to the server, which results 1n a large
number of connections between the clients and the server. The
large number of connections, 1n turns, results in complexity n
configuring, maintaining, and running the network on
account of firewall rules, configuration of multiple logical
paths, and the like.

Some embodiments of the present invention utilize a hier-
archical structure that reduces the number of connections
from clients to central sites, for example, by an order of
magnitude. Reducing the number of connections reduces the
complexity of the network and associated configuration,
maintenance, etc. Additionally, reducing the number of con-
nections between clients and central sites enhances security
since fewer connections are established and the reduced num-
ber of connections can be more carefully tracked and con-
trolled. Moreover, reducing the number of connections
improves performance on both the servers and clients since
the load on these systems associated with handling connec-
tion processing 1s reduced.

The Hydra Messaging Service (HMS) system operated by
the present assignee 1s a publish/subscribe 1implementation
used for message passing. The system can also be referred to
as a message bus. Utilizing the HMS system, messages can be
sent between edge sites (e.g., remote clients) and central sites
(e.g., central data centers including central relays), for
example, to transmit and recerve monitoring data and com-
mands. Messages can include statistics on the functioning of
SDNS, WHOIS, TGV, CRL, or the like. These statistics can
be provided to system operators 1n real time using a heads-
up-display (HUD) or other suitable reporting system. For
example, these statistics can be displayed in real time by Java
HUD or Argus HUD, which may subscribe to HMS. Addi-
tionally, the messages can be stored and used for analysis and
reporting of historical data related to system functionality and
performance mncluding, for example, Hydra database, Hydra
Plots, and other users.

Some embodiments of the present invention utilize a hier-
archical architecture for the publish/subscribe system.
Although two levels of hierarchy are illustrated and discussed
herein (1.e., remote relays and central relays), the present
invention 1s not limited to two levels and the system can be
extended to an arbitrary number of levels of hierarchy as
appropriate to the particular application. The hierarchical
publish/subscribe system described herein provides benefits
not available using conventional techniques including redun-
dancy, security, and performance.

In some embodiments, when a remote client wants to sub-
scribe to a particular message group, a subscription request 1s
transmitted from the remote client to a remote relay, which
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then passes the subscription request on to exactly one central
relay. When the remote client wants to publish a message, 1t
publishes to the remote relay, which then publishes the mes-
sage (1n the form of a publication request) to all central relays.
The central relays then publish the message to the remote
relays that have subscribed to the particular message group
(typically using a lookup table stored by the central relay) and
those remote relays, 1n turn, publish the message to the clients
that have subscribed to the particular message group (also
typically using a lookup table stored by the remoterelay). The
central relays can also publish the message to directly con-
nected clients (e.g., central clients co-located with the central
relay). The term directly connected includes clients that are
not physically connected, but connected via a remote relay.
Thus, the client may be geographically distant and the con-
nection may traverse many routers/switches/networks. In ref-
erences to co-located clients, the client may also be directly
connected as described above. Each central relay stores a list
ol subscription requests that it has received from remote
relays and central clients.

Table 1 illustrates exemplary processes performed 1n rela-
tion to subscription and publication requests recerved from
clients, according to some embodiments of the present inven-
tion. For a remote relay, when a subscription request (sub-
scribe) 1s recerved, the remote relay enters a subscription for
the particular message type and then forwards the subscrip-
tion request to a central server. The subscription request
records the target and the reader. Forwarding of a subscription
request includes the remote relay subscribing to a single
central relay on behalf of the client that originated the sub-
scription request. For a central relay, when a subscription
request 1s received, the central relay enters a subscription, but
does not need to forward the subscription request. In fact, by
the remote relay only subscribing to a single central relay and
the central relays not forwarding subscription requests, such
embodiments of the present invention prevent duplicate or

redundant subscriptions as well as duplicate or redundant
publications.

TABLE 1
Remote Relay Central Relay
Receive a Subscription Subscribe + Subscribe

Forward-Subscribe
Forward-Publish

Request

Receive a Publication
Request from a Client
Receive a Publication

Request from a Server

Forward-Publish +
Publish

Publish Publish

Referring to Table 1, in relation to publication requests
(publish), when a remote relay receives a publication request
from a client, the remote relay forwards the publication
request to all central relays contained 1n the list of central
relays maintained by the remote relay. When a central relay
receives a publication request from a client, 1t both publishes
the publication message to all readers subscribed to the target
and forwards the publication request to all the other central
relays.

In Table 1, when a remote relay receirves a publication
request from a server, 1t will publish the publication request
(or a portion of the publication request such as the publication
message) to all readers subscribed to the target. Similarly,
when a central relay recetves a publication request from a
server, 1t will publish the publication request (or a portion of
the publication request such as the publication message) to all
readers subscribed to the target.

10

15

20

25

30

35

40

45

50

55

60

65

6

FIG. 1A 1s a simplified schematic diagram of remote sites
and central data centers implementing a subscription request
from multiple remote clients according to an embodiment of
the present invention. Client subscribers will send subscrip-
tion messages indicating that these subscribers want to get all
messages having certain characteristics. In conventional one-
level systems, the client would send the subscription request
to the server. Some embodiments of the present invention
provide multiple levels of hierarchy 1in which a client may
send the subscription request to either a central relay or a
remote relay. Referring to FIG. 1A, remote client 110 sends a
subscription request (1) to remote relay 120. Additionally,
remote client 112 sends a subscription request (2) to remote
relay 120. The subscription requests can be for the same type
ol message, that 1s, the subscription messages include a target
that 1s shared by several subscription messages, or they could
be for different messages. As an example, remote client 110
may be mterested 1n messages “starting with x” and remote
client 112 may be interested 1n messages “starting with y.”

As an example, a DNS service running on a server may
track the number of DNS translations 1n a given time period.
This DNS translation rate can be published as a statistic that
other clients may be interested in recerving. This DNS trans-
lation statistic could begin with a predetermined character or
string, for example, “DNST.” Subscription requests for this
DNS translation statistic will therefore, include a condition
that a string 1n the publication message will satisiy. For this
example, the condition would be strings that start with
“DNST.” This condition can also be referred to as a target and
the string in the publication message can be referred to as a
pattern. For this example, the pattern could be DNST100,
indicating 100 DNS translations 1n a second. When a relay
receives this pattern or string in a list of statistics being
distributed to the system, the target DNS'T will be compared
against the pattern DNST100, and patterns that start with the
target DNS'T will satisiy the defined condition. Accordingly,
the relay will deliver this statistic to the clients that have
subscribed to these DNS ftranslation statistics. In some
embodiments, a pattern may include regular expression. A
regular expression 1s a software facility that describes a sec-
tion of text. The text may be described by using a combination
of literals (e.g., exact text characters) and metacharacters
(e.g., aset of symbols and rules used to describe the text rather
than the actual text). For example, a regular expression may
utilize a file name wild card “*” to describe any text. In this
case, to represent all files with, for example, “ABC” 1n the
middle of a file name, one may use regular expression
“* ABC*” 1n which symbol “*”” 1s a metacharacter represent-
ing any text O or more times. In a publish/subscribe system,
regular expressions can be used to, for example, subscribe to
a particular set of information. For instance, the naming of
servers may follow a certain convention, such as location-
type-number. For example, a server in Maimi providing CNM
service may be named mia-cnm-1 and a second of a pair may
be named mia-cnm-2. If one wants to collect statistics from
all cnm service machines, on matter where they are, on could
subscribe to *cnm* to include all servers providing cnm
Service.

In another example, 1t may be desirable to send a command
to a particular machine. In order to send this command, the
machine could subscribe, providing 1ts machine name to the
remote relay. Another machine can then send a publication
message including the machine name of interest. During the
publication process, the desired machine will receive the
message based on the machine name of interest. Another
variation on this command mode 1s that a publication message
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could be sent to all machines using a wildcard. One of ordi-
nary skill 1in the art would recognize many varnations, modi-
fications, and alternatives.

In some embodiments, a subscription message may have a
condition, also referred to as a target, and a published mes-
sage may be examined by the central relays and the remote
relays to determine 1f the strings included in the published
message have a pattern that satisfies the condition defined by
the subscription message. As an example, the target could be
a string of a first length (e.g., 4 characters) and the pattern
could be a string of a second length (e.g., 10 characters)
greater than the first length. The published messages are
examined to determine 1f the targets of interest match portions
ol the patterns 1n the message. If the target matches a portion
or the entire pattern, then the relay will direct the published
message or some portion or variant thereof, to the other relays
and clients that have subscribed using the target. The pub-
lished message may be changed to another message as long as
the clients that have subscribed using the target recerve infor-
mation indicating related to their subscription.

In some embodiments, remote relay 120 may maintain a
database or other list of the subscription requests 1n order to
provide messages having strings that match the conditions
associated with the targets to the various clients that have
subscribed to receive these messages.

In some embodiments, remote clients 110 and 112 and the
remote relay 120 may be co-located at Remote Site A, with
dashed line 128 representing a geographical boundary, that 1s,
the geographical area associated with Remote Site A. Iti1s also
possible to have multiple levels of hierarchy without having
multiple geographies. In the embodiment illustrated 1n FIG.
1A, two remote sites and two data centers, all at different
geographical locations are illustrated, although this 1s merely
an example and the present invention 1s not limited to this
particular example. The present assignee maintains remote
sites (also referred to as edge sites) located 1n many countries
throughout the world. Additionally, the present assignee
maintains data centers connected to these remote sites.

Referring to FIG. 1A, after remote relay 120 recerves the
subscription requests from remote clients 110 and 112, a
single subscription request 1s transmitted (3) to a single cen-
tral relay 140. In this example, the subscription requests
specily the same message type, that 1s, they have the same
target, but 1t will be appreciated that the subscription requests
can be for different types of messages. Since, 1n this simpli-
fied example, the subscription requests from remote relays
110 and 112 are for the same message type, then remote relay
120 aggregates the multiple requests 1nto a single subscrip-
tion request, saving network bandwidth. Utilizing the data-
base of subscription requests, both remote clients will receive
the desired message when recerved by remote relay 120 as
described more tully below. Depending on the characteristics
of the subscription request, the subscription requests may not
be aggregated. One of ordinary skill 1n the art would recog-
nize many variations, modifications, and alternatives. In the
embodiment shown 1n FIG. 1A, the subscription request from
remote relay 120 1s only sent to one central relay 140. IT
multiple subscription requests are subsequently recerved,
they will also be sent to a single central relay, since each
remote relay subscribes to one central relay at a time as
described more fully throughout the present specification.

The hierarchical structure provided by some embodiments
ol the present invention reduces system complexity 1n com-
parison with conventional techniques in which the remote
clients as well as clients located 1n a data center were attached
into the data center directly. Each client would thus have a
connection. Along with all these connections, there are atten-
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dant firewall rules, security holes, network traffic, and the
like. As described above, by connecting through a remote
relay, multiple identical subscription requests (received from
multiple clients) are aggregated into a single subscription
request transmitted from the remote relay to a single central
relay. Thus, rather than multiple i1dentical subscription
requests from multiple clients, a single subscription request
can be used, reducing system complexity.

In some embodiments, 1n order to eliminate redundant
identical messages, each remote relay and each central client
subscribes to only one central relay. Referring to FIG. 1A,
remote relay 120 only transmits 1ts subscription requests to
central relay 140, which 1s located in Data Center #2. Each of
the central relays will maintain a database or other list includ-
ing information related to the subscription requests recerved
by the particular central relay. By subscribing to a single
central relay, when messages are published, each central relay
will only publish the messages to remote relays and central
clients that have subscribed to the particular message type.
Because each remote relay only subscribes to one central
relay, duplication of messages will not result, thereby provid-
ing each remote relay with only one copy of the messages of
interest. In turn, the remote relays will pass on the messages
ol interest to the various remote clients that have subscribed to
the particular remote relay. The particular central relay to
which remote relays subscribe will be determined by system
configuration and does not limit embodiments of the present
invention.

As 1llustrated n FIG. 1A, connections are provided
between the central relays and the remote relays. At the logi-
cal level, there 1s a network (e.g., the Internet) underlying the
relays so that information from each of the relays, either
remote or central, can be communicated to all of the other
relays. Although some connections may be impacted by {fire-
wall rules and the like, conceptually, a network cloud pro-
vides connections between the various relays. In one imple-
mentation, the network cloud exists at the TCP/IP level. In
another implementation, the network cloud exists as the UDP
level. The present ivention 1s not constrained by either of
these particular implementations and other protocols can be
utilized. In one implementation, connections at the bottom
level of the TCP/IP stack are initiated from the central relays
out to the remote relays for security reasons. The actual appli-
cation level connection may be different than the lower level
connection. In this implementation, a subscribe request 1s
transmitted from the edge to the center (1.e., remote relay to
central relay) but the lower level connection used to connect
two TCP/IP endpoints 1s transmitted from the center to the
edge.

Referring once again to FIG. 1A, remote client 114 trans-
mits a subscription request (4) to remote relay 122, which in
turn, transmits a subscription request (5) to a single central
relay 130 located 1n Data Center #1. Additionally, central
client 134 subscribes to certain message types by communi-
cating a subscription request (6) to a single central relay 130.
For purposes of clarity, only one subscription request 1s 1llus-
trated for each remote or central client and the present inven-
tion 1s not limited to a single such request. Multiple requests
for different message types can be generated by the clients.
One of ordinary skill in the art would recognize many varia-
tions, modifications, and alternatives.

Although remote client 110 and remote client 112 are
connected to remote relay 120, the configuration data for
these remote clients can include information related to remote
relay 126, which can serve as a backup to remote relay 120.
Redundancy 1s provided since if remote relay 120 goes down,
clients 110 and 112 can 1nitiate a connection to remote relay
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126 1n order to continue recerving service. The new connec-
tions to remote relay 126 can be created automatically or
otherwise.

FIG. 1B 1s a simplified schematic diagram of remote sites
and central data centers implementing a first stage of publi-
cation ol a message from a remote client according to an
embodiment of the present immvention. Remote client 116
transmits a publication request (7) to remote relay 122. Both
remote client 116 and remote relay 122 are co-located at
remote site B. After receiving the publication request, which
includes a message having a pattern, remote relay 122 trans-
mits the publication request or a modified version of the
publication request to all of the central relays: central relays
130 and 132 located 1n Data Center #1 and central relays 140
and 142 located in Data Center #2.

Some embodiments of the present invention provide
redundancy because the remote relays subscribe to only one
central relay at a time, but publish their messages to all of the
central relays. As illustrated in FIG. 1B, when remote client
116 transmuits a publication request including a message, the
message 1s sent from remote relay 122 to all central relays
130, 132, 140, and 142. In some embodiments, the configu-
ration of the remote relay includes information on all the
central relays, enabling this “publish to all” behavior. In other
embodiments, the central relays identily themselves during
handshaking performed in the connection establishment
phase. In some embodiments, the central relays do not pub-
lish subscription messages to each other, since, 11 a subscrip-
tion request 1s recerved at a central relay, this can be sutificient
to publish messages of interest to the central clients and
remote relays serviced by the central relay.

In some embodiments, the implementation of “subscribe to
one, publish to all” enables clients to reliably recetve only one
copy of each message meeting the client’s subscription cri-
teria. A client may not want to recerve more than one copy of
cach message since this may result in duplicate messages. If,
for example, the message contains a measurement, then the
client would effectively end up double counting the measure-
ment. Additionally, even though the remote relays transmit
messages to multiple recipients in the form of central relays,
there 1s confidence that the clients will only receive a single
message, not duplicates based on their subscription to only
one relay.

In the example shown i FIG. 1B, a single remote client
publishes a message, but 1t will be understood that multiple
remote clients can publish messages using the methods
described herein.

FIG. 1C 1s a simplified schematic diagram of remote sites
and central data centers implementing a second stage of the
publication of a message from a remote client according to an
embodiment of the present mmvention. The central relays
maintain a database including the types of messages that have
been requested by the remote relays and centrally located
clients. Since central relay 140 recetved subscription requests
matching the message published by remote client 116, central
relay 140 transmits the message to remote relay 120 (9).
When the remote relay receives a message, 1t 1s able to for-
ward the message on to clients interested in the particular
message. The remote relays maintain a database of subscrip-
tion requests that they have received from clients. Thus, the
central relay does not necessarily know the i1dentity of the
various clients that will receive messages from the remote
relays. Thus, remote relay 120 1n turn, transmits the message
to remote client 110 (10) and remote client 112 (11). Addi-
tionally, central relay 130 transmits the message to remote
relay 122 (12), which transmits the message to remote client
114 (13). Central relay 130 also transmits the message to
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central client 134 (14). Thus, the three clients that subscribed
to this message type receive the message when 1t 1s published.

Although only two data centers are illustrated, this is
merely an example and additional data centers can be utilized.
Similarly, the number of remote sites per data center may be
more than one. Additionally, although only two levels of
hierarchy are illustrated, additional levels could be utilized,
with the most remote level connected to less remote levels,
which are connected to the data centers. In other embodi-
ments, there 1s amultiple remote relay hierarchy of the remote
relays, each subordinate to a higher level remote relay 1n the
system. Each of the remote relays will maintain a subscription
list. In these systems with a multiple remote relay hierarchy,
the term remote 1s relative since there will be a remote relay at
the bottom of the system, with intermediate relays operating
at higher levels of the hierarchy, and central relays at the top
of the hierarchy. An architecture can be considered 1n terms of
a remote relay at the city level, an intermediate relay at the
county level, another intermediate relay at the state level, and
the like, with the central relays at the highest level.

FIGS. 1A-1C 1llustrate clients that are able to both sub-
scribe and publish. These clients can be remotely located
(e.g., remote client 110) or co-located with the central relays
in the data centers (e.g., central client 134). Typically, data
(e.g., performance reporting, raw data packets that are
sampled, authorization requests, and the like) constitutes the
majority of traific flowing from the remote sites to the data
centers, while commands constitute the majority of the flow
from the data centers to the remote sites. In other applications,
the data and command flow may be varied. One of ordinary
skill 1n the art would recognize many variations, modifica-
tions, and alternatives.

According to some embodiments of the present invention,
il a subscription request and a publication request are routed
to the same remote relay, the central relay that the remote
relay 1s connected to can maintain a list of these subscription
and publish requests so that the central relay does not have to
receive the publication message from the remote relay and
then send the same publication message back to the remote
relay. Thus, 1n some embodiments, the handling of both
requests can be performed at the remote relay to conserve
system resources.

FIG. 2A 1s a simplified schematic diagram of remote sites
and central data centers implementing a subscription request
from multiple remote clients. In the embodiment illustrated in
FIGS. 2A and 2B, remote clients submit subscription requests
and a central client submits the publication request. Remote
clients 110 and 112 submit subscription requests to remote
relay 120 (1 and 2). These subscription requests are transmit-
ted to a single central relay 140 (3). In addition to remote
clients 110 and 112, subscription requests are submitted by
remote client 114 (4) and central client 134 (6). Remoterelay
122 transmits the subscription request from remote client 114
to central relay 130 (5), which also received the subscription
request from central client 134.

FIG. 2B 1s a simplified schematic diagram of remote sites
and central data centers implementing a first stage of the
publication of a message from a central client according to an
embodiment of the present invention. The publication request
1s transmitted from central client 146 to central relay 142 (7).
The central relay communicates the publication request to
cach of the other central relays (1.¢., all central relays except
for the central relay mmtially receiving the publication
request). Thus, the publication request 1s transmitted to all the
central relays (8) 1 accordance with the “subscribe to one,
publish to all” technique provided by some embodiments of
the present invention.
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FIG. 2C 1s a simplified schematic diagram of remote sites
and central data centers implementing a second stage of the
publication of a message from a central client according to an
embodiment of the present invention. Central relays 130 and
140, which had received subscription requests, publish the
publication request to subscribing remote relays 102 and 122
(9). The remote relays 1n turn, publish the publication mes-
sage to the remote clients that have submitted subscription
requests. Thus, remote relay 120 publishes to remote clients
110 and 112 (10) and (11) since they have expressed interest
in this message type and remote relay 122 publishes to remote
client 114 (12). Central relay 130 also publishes the publica-
tion message to central client 134 (13). Thus, all subscribing,
clients recerve the publication message sent from central cli-
ent 146.

As described above, the hierarchy enables a reduction 1n
the number of subscription requests transmitted to the central
relays. In a similar manner, the hierarchy enables a reduction
in the number of messages transmitted from the central
relays. As an example, when client 146 transmits a message of
interest to both remote clients 110 and 112, rather than two
messages being sent from central relay 140, only a single
message 1s transmitted from central relay 140 to remote relay
120. The reduction 1n message traific from the central relays
results 1n savings on transition costs, maintenance, security
rules, CPU cycles, and the like.

It should be noted that an additional benefit provided by the
hierarchical systems described herein 1s that remote relays
can transmit an i1dentical message to multiple central relays
located at different data centers. Thus, the remote relay can
duplicate messages and then send the duplicate messages to
different data centers so that if one data center goes down,
then the message 1s still received at the other data center,
providing an additional level of system redundancy.

Some embodiments of the present invention provide a high
level of flexibility for clients. A client can enroll in new
subscriptions and provide new services easily. The decentral-
1zed system enables a client to indicate an interest in a par-
ticular class of messages without having to register at a cen-
tral server.

FIG. 3A 1s a simplified schematic diagram of remote sites
and central data centers implementing a subscription request
from a central client according to an embodiment of the
present invention. In this embodiment, central client 134 sub-
mits a subscription request to central relay 130 indicating a
type of message 1n which central client 134 1s interested (1).
The subscription request includes a target, which can also be
referred to as an indicator of a message type. According to
some embodiments of the present invention, once the sub-
scription request 1s recerved at central relay 130, no additional
action related to the subscription request 1s initially taken
since the other central relays do not need to be informed of the
subscription request.

FIG. 3B 1s a simplified schematic diagram of remote sites
and central data centers implementing publication of a mes-
sage from a remote client according to an embodiment of the
present invention. Remote client 116 transmits a publication
request (2) including a message that has a pattern, a portion of
which matches the target indicated by central client 134 1n its
subscription request. The publication request, the message, or
a variation of the publication request 1s transmitted by remote
relay 122 to all the central relays (3). In turn, central relay 130,
which maintains a database including the interest of central
client 134 in messages of this particular type, transmits the
message to central client 134 (4). Because, 1n this example,
the other central relays have not recerved subscription
requests, they take no action and the publication request 1s
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received without any resulting action by these central relays.
In other words, since only central relay 130 has received a
subscription request, 1t 1s the only relay that needs to publish
the publication message.

FIG. 4A 15 a simplified schematic diagram of remote sites
and central data centers implementing a subscription request
from a central client according to an embodiment of the
present mvention. Similar to the subscription request illus-
trated 1n FIG. 3A, a central client 136 submits a subscription
request to a single central relay 132 (1).

FIG. 4B i1s a simplified schematic diagram of remote sites
and central data centers implementing publication of a mes-
sage from a central client according to an embodiment of the
present invention. Central client 146 transmits a publication
request to central relay 142 (2), which then transmits the
publication request to all the other central relays (3). Central
relay 132 then transmits the message to client 136 (4), which
had expressed interest in this particular message type. As
discussed 1n relation to FI1G. 3B, since only central relay 132
has received a publication request, it 1s on the only central
relay to publish the message from client 146.

FIG. 10A 1s a simplified schematic diagram of remote sites
and central data centers implementing a subscription request
from a remote client according to an embodiment of the
present invention. Remote client 110 transmits a publication
request to remote relay 120 (1), which, 1n turn, subscribes to
a single central relay 140 (2).

FIG. 10B 1s a simplified schematic diagram of remote sites
and central data centers implementing a first stage of publi-
cation of a message from a remote client according to an
embodiment of the present imvention. Remote client 112
transmits a publication request or message to remote relay
120 (3), which publishes the publication message to all the
central relays (4).

FIG. 10C 1s a simplified schematic diagram of remote sites
and central data centers implementing a second stage of pub-
lication of a message from a remote client according to an
embodiment of the present mvention. After receving the
publication message, central relay 140 determines that 1t has
received a subscription request for the publication message
and transmits the publication message to remote relay 120
(5), which, 1n turn, passes the message on to remote client 110
(6).

In this example, although remote relay 120 receives both
the subscription request and the publication request, mes-
sages are transmitted to the central relays as 1llustrated 1n FIG.
10B. The inventors have observed that in many implementa-
tions, the extra messages transmitted 1n FIG. 10B and FIG.
10C are outnumbered by the reduction in the number of
redundant subscriptions and the corresponding gains 1n sys-
tem performance.

FIG. 5 1s a simplified flowchart 1llustrating a method of
subscribing from a remote client and publishing from a
remote client according to an embodiment of the present
invention. The method includes receiving a subscription
request from a first client (510). The subscription request 1s
received at a remote relay and includes a target that will match
a portion of a pattern in a message that the first client 1s
interested in recerving. The method also includes transmitting
the subscription request to one of a plurality of central relays
(512). According to some embodiments of the present inven-
tion, the subscription request 1s transmitted from the remote
relay to a single central relay using a “subscribe to one,
publish to all” technique described above.

In step 514, a publication request, also referred to as a
publish request, 1s received from a second client. The publi-
cation request 1s recerved at a remote relay and includes a
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message with a pattern matching, in part or in whole, the
target that 1s found 1n the subscription request. The message
can be referred to as a publication message. This 1s a message
that the first client 1s interested 1n recerving. The publication
request 1s transmitted to all of the central relays (516). In turn,
the remote relay that recerved the subscription request from

the first client, transmits the publication message to the first
client (518).

It should be appreciated that the specific steps illustrated in
FIG. 5 provide a particular method of subscribing from a
remote client and publishing from a remote client according,
to an embodiment of the present invention. Other sequences
of steps may also be performed according to alternative
embodiments. For example, alternative embodiments of the
present invention may pertorm the steps outlined above 1n a
different order. Moreover, the individual steps illustrated 1n
FIG. § may include multiple sub-steps that may be performed
In various sequences as appropriate to the individual step.
Furthermore, additional steps may be added or removed
depending on the particular applications. One of ordinary
skill 1n the art would recognize many variations, modifica-
tions, and alternatives.

FIG. 6 1s a simplified flowchart illustrating a method of
subscribing from a remote client and publishing from a cen-
tral client according to an embodiment of the present inven-
tion. The method includes receiving a first request, 1.e., a
subscription request, at a remote relay (610). The first request
1s received from a first client. As an example, the first client 1s
a client that 1s located at a remote location with respect to a
central data center. The method also includes receving a
second request at the remote relay from a second client (612).
In this example, the second request 1s a subscription request
and the second client 1s also located at a remote location with
respect to the central data center. The remote relay transmits
a subscription message to the a central relay (614). In the
illustrated, embodiment, the subscription message combines
the two subscription requests received from the first and sec-
ond clients, saving network bandwidth 1n comparison to sys-
tems that send all subscription requests directly to the central
relay. Depending on the characteristics of the subscription
requests, no aggregation may be performed.

In step 616, a message (1.e., a publication message) 1s
received at the central relay from a third client (616). The third
client can be a client co-located with the central relay, a client
co-located with another central relay, or a remote client 1n
communication with another remote relay. In some embodi-
ments, the message may be received at the central relay from
the third client through a mediation relay. A mediation relay
may be arelay connected between a central relay (e.g., central
relay 130) and a client (e.g., client 134). The publication
message 1s transmitted from the central relay to the remote
relay (618). The publication message can include other infor-
mation 1n addition to the publication message, be a variant of
the publication message, or the like. The publication message
1s then transmitted from the remote relay to the first client and
the second client (620). A database of the subscription
requests 1s utilized to transmit the message to the clients that
have subscribed to the particular message type associated
with the publication message.

In addition to the subscription requests recerved from
remote clients, additional subscription requests can also be
received from central clients. Thus, when publication
requests are received, from eirther remote clients or central
clients, the clients that have requested the particular message
type associated with the publication request can recerve their
publication messages as requested.
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It should be appreciated that the specific steps 1llustrated 1n
FIG. 6 provide a particular method of subscribing from a
remote client and publishing from a central client according
to an embodiment of the present invention. Other sequences
of steps may also be performed according to alternative
embodiments. For example, alternative embodiments of the
present invention may perform the steps outlined above 1n a
different order. Moreover, the individual steps illustrated 1n
FIG. 6 may include multiple sub-steps that may be performed
In various sequences as appropriate to the individual step.
Furthermore, additional steps may be added or removed
depending on the particular applications. One of ordinary
skill 1n the art would recognize many variations, modifica-
tions, and alternatives.

FIG. 7 1s a simplified flowchart illustrating a method of
subscribing from a central client and publishing from a
remote client according to an embodiment of the present
invention. The method includes recerving a subscription
request at a mediation relay from a first client (705). The
subscription request 1s 1n turn received at a central relay from
the mediation relay (710). The method also 1includes receiv-
ing, at another relay (referred to as an additional relay), a
publication request including a publication message from a
second client (712). In this example, the first client 1s a client
that 1s connected to the central relay through the mediation
relay and the second client 1s a client that 1s located at aremote
location with respect to the central relay (a remote client). The
additional relay can be either a central relay or a remote relay
depending on the particular implementation.

In step 714, the publication request 1s transmitted from the
additional relay to all of the plurality of central relays (714).
In the embodiment 1n which the additional relay 1s a remote
relay, the publication request 1s transmitted to all of the cen-
tral relays in accordance with the “publish to all” method
described herein. If the additional relay 1s a central relay, then
the publication request 1s published to all the central relays
with the exception of the additional relay, which has already
received the publication request. The publication message 1s
transmitted from the central relay to the mediation relay
(716). The publication message 1s 1n turn transmitted from the
mediation relay to the first client (718). In addition, the pub-
lication message can be transmitted from the central relay to
other clients or to remote relays. If a remote client has sub-
scribed to the message type associated with the publication
message, then transmitting the publication message to the
client will 1nvolve transmitting the publication message to a
remote relay and then on to the remote client and possibly
other remote clients.

It should be appreciated that the specific steps illustrated in
FIG. 7 provide a particular method of subscribing from a
central client and publishing from a remote client according
to an embodiment of the present invention. Other sequences
of steps may also be performed according to alternative
embodiments. For example, alternative embodiments of the
present invention may pertorm the steps outlined above 1n a
different order. Moreover, the individual steps 1llustrated 1n
FIG. 7 may include multiple sub-steps that may be performed
In various sequences as appropriate to the individual step.
Furthermore, additional steps may be added or removed
depending on the particular applications. One of ordinary
skill 1n the art would recognize many variations, modifica-

tions, and alternatives.
FIG. 8 1s a simplified flowchart 1llustrating a method of

subscribing from a central client and publishing from a cen-
tral client according to an embodiment of the present inven-
tion. The method includes receiving, at a first mediation relay,
a subscribe request from a first client (805). The subscription
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request 1s 1n turn recerved at a first central relay from the first
mediation relay (810). The method also includes receiving, at
a second mediation relay, a publication request from a second
client (812). The publication 1s 1n turn received at a second
central relay from the second mediation relay (813). In this
example, the first client and the second client are connected to
the first and second central relays through the first and second
mediation relays, respectivelys. A publication message asso-
ciated with the publication request i1s transmitted from the
second central relay to the first central relay and the other
central relays other than the second central relay (814). The
publication message 1s then transmitted from the first central
relay to the first mediation relay (816) and then to the first
client (818).

It should be appreciated that the specific steps 1llustrated in
FIG. 8 provide a particular method of subscribing from a
central client and publishing from a central client according
to an embodiment of the present invention. Other sequences
of steps may also be performed according to alternative
embodiments. For example, alternative embodiments of the
present invention may perform the steps outlined above 1n a
different order. Moreover, the individual steps illustrated 1n
FIG. 8 may include multiple sub-steps that may be performed
In various sequences as appropriate to the individual step.
Furthermore, additional steps may be added or removed
depending on the particular applications. One of ordinary
skill 1n the art would recognize many variations, modifica-
tions, and alternatives.

FIG. 9 1s a simplified flowchart illustrating a method of
subscribing from a first client and publishing from a second
client according to an embodiment of the present invention. In
the embodiment 1llustrated 1n FIG. 9, the first client can be a
remote client accessing the network through a remote relay or
a client connected with a central relay through a mediation
relay. Additionally, the first client could be a client that 1s
located remotely and still has a connection to the central relay
in the data center, such as a legacy client present before
implementation of the hierarchical structure described
herein.

The method includes receiving a subscription request from
the first client at a mediation relay (905). The subscription
request 1s 1n turn received at a single central relay from the
mediation relay (910). The subscription request indicates a
particular type of publication message in which the first client
1s 1nterested 1n receiving. The subscription request can be
transmitted from a remote client to a remote relay and then on
to the single central relay. The subscription request can be
transmitted from a client connected to the single central relay
through the mediation relay. The method also includes recetv-
ing a publication request from a second client at a second
relay (912). The publication request includes a publication
message of the particular type specified by the first client. The
second client can be a remote client accessing the network
through a remote relay, a central client, or a client connected
to the single central relay through another mediation relay.

A determination 1s made 1if the second relay 1s a central
relay (914). If the second relay 1s a remote relay, then the
publication message 1s transmitted from the second relay to
all of the central relays (920). Additional information can be
transmitted in addition to the publication message such as
variants ol the subscription request. If the second relay 1s a
central relay, then the publication message 1s transmitted
from the second relay to all of the central relays with the
exception of the second relay (922), which has already
received the publication message. Thus, the subscription
request was submitted to a single central relay and the publi-
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cationrequest, the publication message, or some combination
thereof, has been transmitted to all the central relays.

A determination 1s made that the subscription request 1s
associated with the first client (930) and the publication mes-
sage 1s transmitted from the single central relay to the media-

tion relay (932) and then to the first client (934). It should be
noted that other clients can also subscribe 1n addition to the
first client. In this case, the publication message will be trans-
mitted to these additional clients by the appropriate relay.

It should be appreciated that the specific steps illustrated in
FIG. 9 provide a particular method of subscribing from a first
client and publishing from a second client according to an
embodiment of the present invention. Other sequences of
steps may also be performed according to alternative embodi-
ments. For example, alternative embodiments of the present
invention may perform the steps outlined above 1n a different
order. Moreover, the individual steps 1llustrated in FIG. 9 may
include multiple sub-steps that may be performed 1n various
sequences as appropriate to the individual step. Furthermore,
additional steps may be added or removed depending on the
particular applications. One of ordinary skill 1n the art would
recognize many variations, modifications, and alternatives.

In some embodiments, 1n order to add additional reliability
to the publish/subscribe system, a “publish on behalf of”
functionality can be implemented in which the central relays
are able to publish messages, not only to the remote relays and
central clients from which they have received subscription
requests, but to other central relays as well. Referring to FIG.
1B, 1f the connections between remote relay 122 and central
relays 140 and 142 are down, then central relays 130 and/or
132 could be configured to retransmit the publication request
alter they recerve 1t from remote relay 122. This retransmis-
sion would provide the message to central relays 140/142,
despite the failure of the connection between them and remote
relay 122. In turn, central relays 140/142 can then transmait the
message to the remote relays/central clients that have sub-
scribed to the message group. This feature could be 1mple-
mented 1n response to mnputs from system operators or could
be implemented automatically based on a determination that
connections have been lost between remote relay 122 and
central relays 140/142. In case of a network outage, this
backup system will enable messages to be published despite
the presence of the network outage. This additional function-
ality of publishing on behalf of the remote relay that has lost
connection to the original central relay 1s useful since the
connections between the remote sites and the data centers are
usually more problematic than the lhigh grade connection
between two data centers.

In some embodiments, a hierarchical publish/subscribe
system may be implemented with load balancing features.
Load balancing may provide benefits not available using con-
ventional techniques including redundancy, security, and per-
formance.

Some embodiments of the present invention may provide
improvements 1n relation to the HMS system, introducing a
hierarchical architecture with load balancing. In one 1mple-
mentation, there are two levels of hierarchy—remote relays
and central relays. Typically, the central relays are located 1n
data centers. However, the invention can be extended to an
arbitrary number of levels of the hierarchy.

FIG. 11 1s a simplified schematic diagram of a hierarchical
publish/subscribe architecture according to an embodiment
of the present invention. Referring to FIG. 11, a number of
remote clients 1110 and 1112 are connected through a net-
work connection 1120 to a remote relay 1124. The network
connection 1120 can be one of several networks, imncluding
the Internet or other network suitable for communication
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between the remote clients 1110/1112 and the remote relay
1124. The remote relay 1124 1s connected through network
connection 1130 to one or more central relays (Central Relay
1 (1150a) through Central Relay n (1150#%)) 1n a first data
center 1150. A mediation relay 1134 1s also connected to one
or more central relays (Central Relay 1 (1150a) through Cen-
tral Relay n (1150%)) 1n the first data center 1150 through
network connection 1140. In addition to connection to the
first data center 1150, remote relay 1124 and mediation relay
1134 are also connected through network connection 1130
and 1140, respectively, to a second data center 1152. Thus,
some embodiments of the present invention may provide a
hierarchical publish/subscribe system in which one or more
remote relays may be utilized to provide for communications
between remote clients and central relays.

FIG. 11 1llustrates remote relays connected to remote cli-
ents 1n the Remote Client Level and central relays in the Data
Center Level. Although two levels of huerarchy are 1llustrated
in FIG. 11 (one level of central relays and one level of remote
relays), embodiments of the present invention are not limited
to this particular number of hierarchical levels and other
levels of hierarchy are included within the scope of the
present invention. As an example, the number of levels of
hierarchy could be three levels, four levels, or more levels as
appropriate to the particular implementation. Additionally,
although remote clients are only connected to the remote
relays 1in the Remote Relay Level, additional remote clients
(not 1llustrated) can be connected through a network connec-
tion to mediation relays in the Mediation Relay Level. More-
over, additional remote relays can be provided at the Remote
Relay Level and additional mediation relays can be provided
at the Mediation Relay Level. One of ordinary skill 1n the art
would recognize many variations, modifications, and alterna-
tives.

The network connections 1120, 1130, and 1140 are 1llus-
trated in FIG. 11 as separate networks, but this 1s not required
by the present invention. The network connections can be
provided as components of a single network, for example, the
Internet, thereby providing for communications between the
various remote clients, remote relays, and central relays.

In FIG. 11, a second data center 1152 includes a number of
central relays (Central Relay 1 (1152a) through Central Relay
n (1152#)). The central relays in the second data center 1152
are 1n communication with remote clients 1114 and 1116
through a hierarchical structure of remote relay 1126 dis-
posed 1n the Remote Relay Level. In some embodiments, a
subscription request originating at remote client 1110 can be
transmitted to the first data center 1150 and the second data
center 1152 through remote relay 1124. A publication request
from remote client 1114 can be transmitted to the first and
second data centers through remote relay 1126. Accordingly,
if the message content published by remote client 1114
matches the subscription request submitted by remote client
1110, such content can be provided to remote client 1110
using the publish/subscribe system described herein.

In some embodiments, 1n order to provide load balancing,
tor tratiic through the data centers, subscription and publica-
tion messages are transmitted to predetermined central
relays. For subscription requests, remote relays or mediation
relays record the subscription request when recerved from a
remote client and then forward the subscription request to
cach central relay 1n one of the data centers. The central relays
receiving the subscription request will record the subscription
request. The central relays in the other data center do not
receive the subscription request. When a remote client trans-
mits a publication request to a remote relay or a mediation
relay, the remote/mediation relay forwards the publication
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request to one of the central relays 1n each of the data centers.
In an embodiment, the particular central relay 1n each of the
data centers that receives the publication request 1s defined 1n
configuration data for the remote/mediation relay, enabling
different remote/mediation relays to send their publication
messages to different central relays.

After receiving the publication request, a central relay that
has recorded the corresponding subscription request may
then transmit the desired message to the remote/mediation
relay from which the subscription request was received. In
turn, the remote/mediation relay may transmit the desired
message to the remote client that has submitted a subscription
request.

Some embodiments of the present invention utilizing the
hierarchical architecture described herein are suitable for
applications including systems that monitor network tratfic,
including DNS resolution systems (e.g., SDNS, TGV, Whois,
and the like). Some embodiments of the present invention are
also suitable for use 1n other publish/subscribe systems, pro-
viding load balancing at the application level that wall
increase system performance and security. It should be noted
that in contrast with conventional techniques that provide
load balancing at the network level (e.g., packet load balanc-
ers ), some embodiments of the present invention provide load
balancing at the application level.

FIG. 12A 1s a simplified schematic diagram of a remote
client and a remote relay transmitting a subscription request
to multiple central relays according to an embodiment of the
present mnvention. Remote client 1210 (one of n remote cli-
ents in communication with mediation relay 1220) transmits
a subscription request to mediation relay 1220 (Process 1).
The subscription request will include a target. As an example,
remote client 1210 may be interested 1n messages “starting
with x.” An optional subscription request originates from
remote client 1212 (Process 2). The optional subscription
request can be for the same type of message or for a different
type of message, for example, messages “starting with y.” In
an embodiment, 11 the subscription request 1s for the same
type of message, then remote relay 1220 will perform an
aggregation or consolidation function, recording an indica-
tion that both remote client 1210 and remote client 1212 are
interested in the particular message type. Since a subscription
message will have already been sent out for these subscrip-
tions that have already been requested by another remote
client, the remote relay will perform a condensing function,
just adding the identity of the newly subscribing remote client
to a listing based on the original subscription request. Such a
listing can be stored 1n a computer-readable memory of the
remote relay.

Referring to FIG. 12A, after a new subscription request 1s
received by remote relay 1220, the remote relay records the
subscription request so that the target in the subscription
request can be compared against messages received by the
remote relay at a later time. The remote relay 1220 then
forwards a subscription message to all of the central relays
12304a-1230# associated with Data Center #1 (Process 3). As
mentioned above, 11 the subscription 1s not a new subscription
to the remote relay, the condensing function will be per-
formed and no additional subscription message will be sent to
the central relays. As illustrated in F1G. 12A, two data centers,
Data Center #1 and Data Center #2 are provided as part of the
hierarchical publish/subscribe system. In other embodi-
ments, additional data centers could be provided. The provi-
s1on of multiple data centers provides for system redundancy
and improved security and performance. The central relays
12304a-1230# 1llustrated 1n FIG. 12A can be co-located 1n a

physical facility or geographically distributed as appropriate
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to the particular system implementation. In an embodiment,
the central relays are co-located 1n a secure facility managed
by the present assignee.

In some embodiments, the subscription message 1s trans-
mitted to all of the central relays in the first set of central
relays (Data Center #1). In the illustrated example, there are
three central relays 1llustrated, but fewer central relays or a
greater number of central relays are included within the scope
of the present invention. The subscription message 1s not sent
to the central relays 1n the second set of central relays (Data
Center #2). In an alternative embodiment, a variant of the
subscription message including the target 1s transmitted to
cach of the central relays in the first set of central relays. In
some embodiments, the remote relays may store configura-
tion data defiming the set of central relays to which a particular
remote relay will transmit subscription messages. In some
embodiments, transmission of the subscription message to
only one set of central relays will eliminate duplicate message
delivery and provide for load balancing of publication mes-
sages. The central relays that receive the subscription mes-
sage may record information related to the subscription mes-
sage 11 1t 1s a new subscription. I the subscription message 1s
not new, then the central relay may perform a condensing,
function as discussed 1n relation to receipt of subscription
messages by remote relays. As an example, 11 the target in the
subscription message has already been processed by the cen-
tral relay, then the 1dentity of the remote relay may be added
to the listing including the target and the 1dentities of other
remote relays that have already subscribed 1n relation to the
target.

In some embodiments, Central Relays 1150a through
11507 are co-located 1n a first data center 1150 and Central
Relays 1152a through 11527 are co-located 1n a second data
center 1152, with the dashed lines 1150 and 1152 represent-
ing a geographical boundary, that is, the geographical area
associated with the data centers. It 1s also possible to have
multiple levels of hierarchy without having multiple geogra-
phies. In the embodiment illustrated 1n FIG. 11, two levels of
remote relays and a level of central relays, all at different
geographical locations are illustrated, although this 1s merely
an example and the present invention 1s not limited to this
particular example. The present assignee maintains remote
clients (also referred to as edge sites or remote sites) located
in many countries throughout the world. Additionally, the
present assignee maintains multiple data centers connected to
these remote clients through one or more levels of remote
relays. Therefore, although only two data centers are illus-
trated, the present ivention 1s not limited to thus particular
implementation.

FIG. 12B 1s a simplified schematic diagram of a remote
client and a remote relay implementing publication of a mes-
sage to multiple central relays according to an embodiment of
the present invention. Remote client 1250 transmits a publi-
cation request to remote relay 1260 (Process 4). The publica-
tion request may be a message including performance statis-
tics or the like. Thus, the term request 1s used 1n a sense that
does not require a reply. As discussed above, statistics related
to the performance of the remote client 1250 could be trans-
mitted to remote relay 1260 for distribution to interested
clients. The publication request will include a message string
characterized by a pattern. When the remote relay 1260
receives the publication request, a publication message 1s
transmitted from remote relay 1260 to a first central relay of
the first set of central relays (e.g., Central Relay 1230q) and a
second central relay of the second set of central relays (e.g.,
Central Relay 12405) (Process 5). The publication message,
which may be the same as the publication request or a variant
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of the publication request, will include the message string.
Thus, the publication message 1s transmitted to one central
relay 1n the first set of central relays and one central relay in
the second set of central relays. Theretfore, this embodiment
of the present invention provides a hierarchical publish/sub-
scribe system 1n which subscription messages are recetrved by
all of the central relays in one set of central relays (Process 3)
and publication messages are received by one central relay 1n
cach set of central relays (Process 5).

Since the subscription message was recerved by all of the
central relays in the first set (Data Center #1), the central relay
that receives the publication message (Central Relay 1230a)
1s able to determine a match between the pattern in the pub-
lication message and the target in the subscription message.
As an example, 1f the target was “DNST” and the pattern was
“DNST100,” then central relay 1230a would determine that
the target matched a portion of the pattern, indicating that the
central relay had recerved a subscription message from a
remote relay interested 1n this type of message. Thus, a deter-
mination 1s made of whether the pattern satisfies a condition
associated with the target.

Since the subscription message was not recerved at the
second set of central relays (Data Center #2), the receipt of the
publication message by Central Relay 12405 does not result
in a match between the target and at least a portion of the
pattern. Some embodiments of the present invention provide
for application level load balancing since the publication
message load 1s distributed between the various central relays
in the data centers. Preferably, when subsequent publication
messages are received at the data centers from other remote
relays, the messages will be distributed, on average, approxi-
mately uniformly between the various central relays 1n the
data centers. Thus, rather than having a single central relay
perform most of the publication tasks, the workload 1s dis-
tributed between the various central relays. Although each
central relay 1n a data center receives the subscription mes-
sage and records the target, the publication message 1s only
received by one central relay 1n the data center, resulting in
only a single central relay processing the publication message
to determine a match between the pattern and the target.

Once Central Relay 1230a has determined a match, the
message string 1s transmitted to remote relay 1220 (Process
6), which 1s included 1n a list maintained by the central relay
indicating an interest in this particular message type. In addi-
tion to the message string, additional information may be
included along with the message string. Remote relay 1220,

in turn, determines that the target matches at least a portion of
the pattern and transmits the message string to remote client
1210 (Process 7). If remote client 1212 had submitted a
similar subscription request (Optional Process 2), then the
message string would be transmitted to remote client 1212 as
well.

In implementations 1n which there 1s only one set of central
relays, embodiments of the present invention will still provide
for application level load balancing. In these implementa-
tions, subscription messages will be delivered to each central
relay 1n the set, 1.e., all the central relays 1n the system. The
publication message will then be transmitted to and received
by one of the central relays. The central relay recerving the
publication message will then communicate the publication
message to the subscribing remote relay(s). Therefore, even
in 1mplementations with a single set of central relays, the
model of “subscribe to all and publish to one” will result n
application level load balancing. It will be noted that 1n this
single set implementation, the publication message will be
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sent to one central relay 1n the set of central relays rather than
to one central relay 1 each of the multiple sets of central
relays.

FIGS. 12A-12B 1illustrate remote clients that are able to
both subscribe and publish. Typically, data (e.g., performance
reporting, raw data packets that are sampled, authorization
requests, and the like) constitutes the majority of tratfic flow-
ing from the remote clients to the data centers, while com-
mands constitute the majority of the flow from the data cen-
ters to the remote clients. In other applications, the data and
command flow may be varied. One of ordinary skill in the art
would recognize many variations, modifications, and alterna-
tives.

FIG. 13 1s a simplified flowchart illustrating a method of
implementing publication message load balancing 1n a pub-
lish/subscribe system according to an embodiment of the
present invention. The method includes receiving a subscrip-
tion request at a first remote relay from a first remote client
(1310). The identity of the first remote client 1s recorded at the
first remote relay along with a target. The target will be used
to determine a match between a message string that 1s subse-
quently received by the first remote relay and the target. In
other words, the remote relay stores an indication that the first
remote client 1s 1interested 1n a particular type of publication
message. The subscription message may be common to mul-
tiple remote clients, providing for aggregation of subscription
requests and improvements 1n system efficiency.

A subscription message 1s transmitted from the first remote
relay to each of a first set of central relays (1312). The sub-
scription message includes the target, providing the central
relays with an indication that the first remote relay is inter-
ested 1n the particular type of publication message indicated
by the first remote client. As illustrated 1n FIG. 12A, the
subscription message 1s transmitted to all of the central relays
in the first set of central relays. The subscription message 1s
thus only transmitted to one of the sets of central relays 1n this
illustrated embodiment. The particular set of central relays to
which the subscription message 1s transmitted 1s defined in
configuration files for the remote relay, defined during hand-
shaking operations, assigned by a system operator, or the like.
The central relays 1n the first set of central relays record
information related to the subscription message, for example,
the target and the i1dentity of the first remote relay. The sub-
scription message may pass through one or more remote
relays before 1t reaches the central relays.

The publication portion of the publish/subscribe system 1s
initiated when a publication request 1s transmitted from a
second remote client to a second remote relay (1314). The
publication request imncludes a message string characterized
by a pattern. The second remote relay 1s one of a number of
remote relays that are in communication with the central
relays illustrated 1n FIG. 12B. A publication message is trans-
mitted from the second remote relay to a first central relay of
the first set of central relays and a second central relay of a
second set of central relays (1316). The publication message
includes the message string characterized by the pattern. The
particular central relays to which the publication message 1s
transmitted are defined 1n configuration files for the remote
relay, defined during handshaking operations, assigned by a
system operator, or the like. By transmitting the publication
message to one central relay in each set, duplication of pub-
lication messages 1s eliminated. In some embodiments, the
traffic load on the central relays 1s monitored and adaptive
control of the remote relays 1s implemented 1n order to
improve the load balancing performance of the system.

All of the central relays in the first set of central relays
(including the first central relay) recerved the subscription
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message. However, none of the central relays 1in the second set
of central relays (including the second central relay) recerved
the subscription message. Thus, when the publication mes-
sage 1s received by the first central relay, 1t 1s able to determine
that the target matches at least a portion of the pattern (1318).
On the other hand, since the central relays 1n the second set of
central relays did not receive the publication message, no
match 1s found between the pattern and the targets stored in
the central relays of the second set of central relays. Of
course, 1 at some previous time, another remote relay had
submitted a subscription message including the target to the
second set of central relays, the second central relay would
determine a match 1n a manner similar to the first central relay.
However, 1n the method 1llustrated in FIG. 13, a simplified
example 1s provided for purposes of clarity.

After determining a match, the first central relay transmits
the message string to the first remote relay 1n response to
determining that the first remote relay 1s interested 1n the
message type associated with the publication message
(1320). Although 1n this particular example, the publication
message 1s sent only to the first remote relay, one of skill in the
art will appreciate that the publication message can be sent to
multiple remote relays by the first central relay. For example,
if the first central relay had received subscription messages
with the same target from 15 of 90 remote relays, then when
a publication message having a pattern partially or wholly
matching the target 1s recetved, the first central relay would
then transmit the publication message or a variant thereof to
the 15 remote relays that had subscribed for this particular
message type. One of ordinary skill in the art would recognize
many variations, modifications, and alternatives.

At the first remote relay, a determination 1s made that the
target matches at least a portion of the pattern (1322). Based
on the match, the first remote relay transmits the message
string to the first client (1324). Thus, the first client 1s able to
receive the desired information in response to the 1nitial sub-
scription request.

It should be noted that although a single subscription
request and a single publication request are used in the
method 1llustrated 1n FIG. 13, the present invention 1s not
limited to this particular implementation. Multiple subscrip-
tion requests can be received, processed, and transmitted to
the central relays by the remote relays. Multiple remote relays
can be in communication with the central relays, transmitting
subscription messages to one set of central relays. Thus,
although only two remote relays are 1llustrated in FIG. 12A
and FIG. 12B, a much greater number, for example, 80 or
more remote relays, are in communication with the central
relays 1n some 1mplementations. The particular number of
remote relays and the number of levels of hierarchy are
dependent on the particular application. One of ordinary skill
in the art would recognize many variations, modifications,
and alternatives.

It should be appreciated that the specific steps 1llustrated in
FIG. 13 provide a particular method of implementing publi-
cation message load balancing 1n a publish/subscribe system
according to an embodiment of the present invention. Other
sequences of steps may also be performed according to alter-
native embodiments. For example, alternative embodiments
ol the present invention may perform the steps outlined above
in a different order. Moreover, the individual steps 1llustrated
in FIG. 13 may include multiple sub-steps that may be per-
formed 1n various sequences as appropriate to the individual
step. Furthermore, additional steps may be added or removed
depending on the particular applications. One of ordinary
skill 1n the art would recognize many variations, modifica-
tions, and alternatives.
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FIG. 14 1s a chart 1llustrating message flow 1 a publish/
subscribe system according to an embodiment of the present
invention. The left hand column lists events. The middle
column and the right column list actions taken by a remote/
mediation relay or a central relay, respectively, 1n response to
the event. Referring to the first row of the chart, 1f a subscrip-
tion request/subscription message 1s recerved by a remote/
mediation relay, 1t will record the subscription as long as the
subscription 1s not a duplicate. It the subscription request 1s a
duplicate request from a particular remote client, then the
remote/mediation relay will discard this duplicate request.
Additionally, 1if a similar subscription request has already
been received from another source, the remote/mediation
relay can update 1ts database with the i1dentity of the new
requester so that the new requester will be associated with the
target that 1s already stored. During the recording process, the
identity of the requester, for example, a remote client or
another remote relay, will be stored along with a target asso-
ciated with the request. Typically, 11 the subscription request/
message 1s new, then it will be transmitted by the remote/
mediation relay after the recording process. Alternatively,
multiple requests can be bundled by the remote/mediation
relay before transmaission 1n a batch mode of operation. If the
remote/mediation relay 1s 1n a layer of the hierarchy adjacent
to the central relays (e.g., Remote/Mediation Relay Level in
FIG. 11), the remote/mediation relay will transmit a subscrip-
tion message to each central relay 1n one set of central relays.

Continuing 1n the first row of the chart, it a subscription
request 1s received by a central relay, the subscription will be
recorded. Thus, when publication messages are received, the
publication message, some portions thereof, or a variant
thereol, can be transmitted to remote relays based on the
information recorded by the central relay. Typically, the 1den-
tity of the remote relay and the target are included in the
subscription request.

The second row of the chart relates to receipt of a publica-
tion request from a remote client. The remote/mediation relay
will forward a publication message related to the publication
request to one central relay 1n each set of central relays. The
publication message can be the publication request recerved
from a remote client, a portion of the publication request, a
variant of the publication request, or the like. As an example,
the message string from the publication request could be
torwarded to the central relays. In addition, the remote/me-
diation relay may publish the publication to any directly
connected client subscribers. The right column of the second
row 1s blank because in one implementation, no remote cli-
ents are directly connected to central relays. In this imple-
mentation, all remote clients connect to central relays through
a mediation relay and publication requests are thus not
received at a central relay from a remote client. In other
implementations, remote clients can be directly connected to
central relays without connection through a mediation relay.

The third row of the chart relates to receipt of a publication
message from a remote relay. The lett column of the third row
1s blank because 1n one implementation, no remote relays
connect to other remote relays. If the publication message 1s
received at a central relay, then the publication message will
be transmitted to remote/mediation relays that have sub-
scribed to the particular message type. As discussed 1n rela-
tion to FIG. 13, a determination will be made 1t at least a
portion of the message string matches the target stored by the
central relay.

The fourth row of the chart relates to receipt of a publica-
tion message from a central relay. When a remote relay adja-
cent to remote clients 1n the hierarchy receives such a publi-
cation message, 1t will transmit the publication message to
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remote clients that have subscribed to the particular message
type. As discussed in relation to FIG. 13, a determination wall
be made 11 at least a portion of the message string matches the
target stored by the remote relay. If the remote relay that
receives the publication message 1s not adjacent to the remote
clients 1 the hierarchy, 1t will forward the publication mes-
sage to any remote relays 1n the next lower level of the
hierarchy that have subscribed to the particular message type.
In turn, the remote relays 1n the next lower level of the hier-
archy will continue to forward the publication message until
the message 1s delivered to the subscribing remote clients.

FIG. 15 1s a sitmplified schematic diagram of elements of a
remote/mediation relay according to an embodiment of the
present invention. The remote/mediation relay 1500 includes
a processor 1512 (also referred to as a data processor), a
communications module 1514 and a memory 1516. The pro-
cessor 1512 can be a general purpose microprocessor config-
ured to execute instructions and data, such as a Pentium
processor manuifactured by the Intel Corporation of Santa
Clara, Calif. It can also be an Application Specific Integrated
Circuit (ASIC) that embodies at least part of the mstructions
for performing the method 1n accordance with the present
invention 1n software, firmware and/or hardware. As an
example, such processors include dedicated circuitry, ASICs,
combinatorial logic, other programmable processors, combi-
nations thereol, and the like.

The processor 1512 1s coupled to the memory 1516 1n order
to store and access stored information for use during opera-
tion ol the hierarchical publish/subscribe system. The
memory (also referred to as a database or a computer readable
medium) 1516 can be local or distributed as appropnate to the
particular application. An example of memory 1s a hard drive,
flash memory, or the like. An optional input/output interface
1518 1s provided to facilitate control of the remote/mediation
relay by a system operator. The optional 1/0O interface 1518
also provides a mechanism for delivering performance
reports to a system operator, other suitable personnel, or
suitable computer systems. More typically, the remote/me-
diation relay 1s controlled through the communication mod-
ule 1514, through which a system operator can interact with
the remote/mediation relay. The communications module
1514 also provides for communication between the remote/
mediation relay and remote clients 1520, other remote/me-
diation relays 1522, and/or central relays 1524.

In some embodiments, a message received at a server (e.g.,
a remote relay or a central relay) may only be published to
subscribers (e.g., clients) directly connected to that server,
without being transmitted further to higher level remote
relays and/or central relays. Such functionality can also be
referred to as “Publish-Local.”

In a large scale publish/subscribe system involving mul-
tiple servers, especially when there are additional servers for
redundancy purposes, a message may need to be forwarded
internally to all servers that have potential subscribers
attached to those servers and subscribing for that message.
This may increase the total amount of message traffic
throughout the system. In some embodiments, in order to
lessen the total amount of traific, a server may publish a
received message only to local subscribers (e.g., subscribers
attached/connected to that server) if, for example, the mes-
sage only apply to the local subscribers, and does not send the
message to a higher level server (e.g., a higher level remote
relay) or a central relay. To determine if a message applies
only to the local subscribers, the server recerving the message
may look for indications from the publisher or make the
determination according to a predetermined policy rule. For
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example, the policy rule may be based on policy control,
information sensitivity, information availability, etc.

In some embodiments, Publish-Local may be implemented
to control information availability to different group of users.
For example, 11 1t 1s desirable that certain information 1s only
available to local subscribers, the Publish-Local functionality
may block such information from going further in the hierar-
chy.

In some embodiments, the Publish-Local concept may be
extended 1n a hierarchical fashion to an arbitrary number of
levels. For example, the concept can be extended to Publish-
Regional, Publish-Country, Publish-Continent, etc. In
another embodiment, the concept can be extended to include
particular geographical regions or virtual geographical
regions. For example, message publication can be limited to
a named remote geographical region, such as publishing to
Region-A, or Region-B, or combinations of geographical
regions.

In some embodiments, the Publish-Local functionality can
be implemented in a hierarchical publish/subscribe system,
such as the exemplary system shown 1n FIG. 11. Referring to
FIG. 11, remote relay 1124 1n level 2 may be configured to
publish messages recerved from remote client 1 (1110) only
to local subscribers, including remote client n (1112). For
example, remote client n (1112) may submit a subscription
request to remote relay 1124. The subscription request may
include a target, e.g., “DNST.” Upon recerving the subscrip-
tion request, remote relay 1124 may record the subscription
information of remote client n based on the subscription
request. Thereafter, remote client 1 (1110) may send a pub-
lication request to remote relay 1124 to publish a message
including a string characterized by a pattern, e.g.,
“DNST10031.” Upon recerving the publication request from
remote client1 (1110), remote relay 1124 may determine that
the target “DNST” matches at least a portion of the pattern
“DNST10031.” In one embodiment, remote client 1 (1110)
may indicate that the message 1s to be published locally. In
another embodiment, remote relay 1124 may determine 11 the
publication request 1s a local publication request based on a
predetermined policy rule. For example, the policy rule may
indicate that all message from remote client 1 (1110) are to be
published locally. In another example, the policy rule may
indicate that messages imcluding a specific pattern should be
published locally. In another example, the policy rule may
indicate that no message will be forwarded to a higher level
remote relay (e.g., remote relay 1134 1n level 1) and/or a
central relay (e.g., central relay 1150a), and all publish mes-
sages received from remote client 1 to remote client n should
be published locally. One of ordinary skill in the art would
recognize many variations, modifications, and alternatives. I
the publication request 1s determined to be a local publication
request (e.g., to be published locally), remote relay 1124 may
transmit the message string to remote client n (1112) sub-
scribing such messages, and not forward to remote relay
1134. It 1t 1s determined that the message 1s not to be pub-
lished locally, remote relay 1124 may forward the message to
a central relay (e.g., through one or more higher level remote
relays).

Similar configuration can also be implemented 1n remote
relay 1134. Because remote relay 1134 1s 1n a higher level,
publication requests may be originated from clients directly
attached to remote relay 1134, as well as from remote clients
1 to n and forwarded by remote relay 1124. For example, 1n
level 2, the Publish-Local functionality may correspond to
Publish-City, and 1n level 1, the Publish-Local functionality
may correspond to Publish-State. One of ordinary skill in the
art would recognize many variations, modifications, and
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alternatives. It should be noted that although FIG. 11 only
shows two levels of remote relays, more levels of remote
relays are also included in the scope of the present invention.

In some embodiments, Publish-Local can also be imple-
mented 1n a central relay. In this case, when a message sent by
a client attached to a central relay 1s determined to be pub-
lished locally, the message will not be forwarded to other
central relays. Instead, the message will be transmitted to
only those local subscribers attached to the central relay and
subscribing to the message.

FIG. 16 1s a simplified flowchart illustrating a method of
subscribing from a first client and publishing from a second
client according to an embodiment of the present invention.
Themethod includes receiving a subscription request at a first
relay from a first client (1610). Subscription information,
such as the 1dentity of the first client i1s recorded at the first
relay along with a target (1612). The target will be used to
determine a match between a message string that 1s subse-
quently recerved by the first relay. In other words, the first
relay stores an indication that the first client 1s interested 1n a
particular type of publication message. The subscription mes-
sage may be common to multiple remote clients, providing
for aggregation of subscription requests and improvements 1n
system efficiency.

The publication portion of the publish/subscribe system 1s
initiated when a publication request 1s transmitted from a
second client to the first relay (1614). The publication request
includes a message string characterized by a pattern.

At the first relay, a determination 1s made that the target
matches at least a portion of the pattern (1616). The firstrelay
also determines 11 the publication request 1s a local publica-
tion request based on a predetermined policy rule (1618).
Based on the determination, the first relay transmits the mes-
sage string to the first client (1620). Thus, the first client 1s
able to receive the desired imnformation in response to the
initial subscription request.

In some embodiments, Publish-Local functionality may
reduce load on the overall messaging service. As a result,
additional capacity can be handled at lower cost, and with
reduced networking cost, 1n addition to reduced server cost.
In some embodiment, Publish-Local functionality may
enhance security, not only for the system but also for clients
who are connected to the system at least because their mes-
sages are constrained to a smaller subset of servers and there-
fore not accessible elsewhere.

In some embodiments, a publish/subscribe system may
allow a black-listing capability on a server (e.g., a remote
relay and/or a center relay). With the black-listing enabled,
any publish messages recerved from a server on the black list
are 1gnored. The black-listing functionality can also be
referred to as deny-publish.

Deny-publish functionality can be used to enforce security.
In some embodiments, 1t may be used to prevent lower levels
of the publish/subscribe hierarchy from affecting higher lev-
¢ls. For example, a local server may be used for testing pur-
poses. In this example, 1t would be acceptable and desirable to
allow publications from higher levels of the hierarchy to
lower level servers (including the local server) because lis-
tening for messages applies to the lower level servers. How-
ever, 1t would be unacceptable to allow the lower level servers
to generate traflic for other servers in the overall service, since
it 1s merely test traflic. Inthis case, deny-publish functionality
may be used to address security concerns, and stop unwanted
publish traific from polluting the rest of the service. In some
embodiments, deny-publish 1s implemented by maintaining a
black-list on a server. Any publish messages received from a
server on the black list are 1gnored.
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Deny-publish functionality may protect higher level serv-
ers from attacks generated from a lower level server, or being
over-run with a flood of messages. In some embodiments,
deny-publish functionality may be selectively turned on and
off.

Many benefits can be achieved by way of the present inven-
tion over conventional techmques. For example, by introduc-
ing a hierarchical structure for a publish/subscribe system, the
number of connections from remote sites to central sites can
be greatly reduced. A reduction in the number of connections
may result 1n decreased system complexity in relation to
configuring, maintaining, and runmng the IP network,
enhanced security, and improved system performance. Addi-
tionally, some embodiments of the present invention may
enhance system performance by reducing the number of
duplicate subscriptions. Moreover, some embodiments of the
present mvention enable clients to post messages to and
receive messages from remote relays, even while the server
process 1s not running on a central relay. Additionally, data
can be logged during operation, providing an audit trail.

Moreover, some embodiments of the present invention
enable system scalability by increasing the performance of
the system as a whole 1n terms of messages per second that
can be handled. As an example, 11 the traffic 1s being balanced
across three application load balancing servers that are all
performing about the same amount of work, each server 1s
handling one third of the traific for that site. Adding a fourth
sever will increase the capacity since each server would then
handle one fourth of the current traific at the site. Due to the
spare capacity on each server resulting from the addition of
the fourth server, the overall capacity can be increased as the
traffic rate increases. Some embodiments of the present
invention enable practically arbitrary increases in system
scalability.

Furthermore, some embodiments of the present invention
provide systems that are characterized by both high availabil-
ity and reliability. For example, when a client or server sends
a message to a set of load balanced servers, 1t has the respon-
s1ibility to send 1t to a server to which 1t has valid connection.
Having more servers as elements of the system enables mes-
sages to still be transmitted through the system, even with
more of the servers being in a failed state. For instance, i
there are two servers 1n a set and both are 1n a failed state, the
sender 1s not able to send the message using either server.
However, 11 there are, for example, five servers 1n a set and
two are 1n a failed state, three servers are still available to
transmit the message through the system.

In the foregoing descriptions, various aspects, steps, or
components are grouped together 1n a single embodiment for
purposes ol illustrations. The disclosure 1s not to be inter-
preted as requiring all of the disclosed variations for the
claimed subject matter. The following claims are incorpo-
rated into this Description of the Exemplary Embodiments,
with each claim standing on 1ts own as a separate embodiment
of the mvention.

Moreover, 1t will be apparent to those skilled in the art from
consideration of the specification and practice of the present
disclosure that various modifications and variations can be
made to the disclosed systems and methods without departing
from the scope of the disclosure, as claimed. Thus, 1t 1s
intended that the specification and examples be considered as
exemplary only, with a true scope of the present disclosure
being indicated by the following claims and their equivalents.

What is claimed 1s:
1. A method for publishing a message, the method com-
prising:
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recerving, at a first relay, a subscription request from a first
client, wherein the subscription request includes a tar-
get,

recording, at the first relay, subscription information of the

first client based on the subscription request;

receving, at the first relay, a publication request from a

second client, wherein the publication request includes a
message string characterized by a pattern;

determining, by the first relay, that the second client 1s not

on a black list of clients stored at the first relay;
determining, by the first relay, that the target matches at
least a portion of the pattern;

determiming, by the first relay, that the publication request

1s a local publication request based on a predetermined
policy rule, wherein the local publication request 1s a
publication request for one or more clients connected to
the first relay, wherein the predetermined policy rule
comprises one or more of: designating publication
requests from a particular set of one or more clients as
local publication requests, or designating publication
messages having a specific pattern as local publication
requests; and

transmitting the message string to the first client based on

the determining that the publication request i1s a local
publication request.

2. The method of claim 1, comprising transmitting a pub-
lication message from the first relay to a central relay 1if the
publication request 1s determined to be not a local publication
request, wherein the publication message 1includes the mes-
sage string.

3. The method of claim 1, wherein the first relay 1s a remote
relay.

4. The method of claim 1, wherein the firstrelay 1s a central
relay.

5. The method of claim 1, wherein receiving, at the first
relay, a publication request from a second client comprises
receiving the publication request from a second relay in com-
munication with the second client and the first relay.

6. The method of claim 1, wherein the first client 1s con-
nected to the first relay.

7. The method of claim 1, wherein the target comprises a
pattern including a predetermined character string.

8. The method of claim 7, wherein the pattern includes
exact text characters.

9. The method of claim 7, wherein the pattern includes
metacharacters indicative of rules for describing text charac-
ters.

10. The method of claim 1, turther comprising:

storing the black list at the first relay; and

ignoring the publication request from the second client 11

the second client 1s on the black list.

11. A first relay 1n a publish/subscribe message system, the
first relay 1s configured to:

recetve a subscription request from a first client, wherein

the subscription request includes a target;

record subscription information of the first client based on

the subscription request;

recetve a publication request from a second client, wherein

the publication request includes a message string char-
acterized by a pattern;

determine that the second client 1s not on a black list of

clients stored at the first relay;

determine that the target matches at least a portion of the

pattern;

determine that the publication request 1s a local publication

request based on a predetermined policy rule, wherein
the local publication request 1s a publication request for
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one or more clients connected to the first relay, wherein
the predetermined policy rule comprises one or more of:
designating publication requests from a particular set of
one or more clients as local publication requests, or
designating publication messages having a specific pat- 5
tern as local publication requests; and

transmit the message string to the first client.

12. The first relay of claim 11, further configured to trans-
mit a publication message from the first relay to a central relay
if the publication request 1s determined to be not a local 10
publication request, wheremn the publication message
includes the message string.

13. The firstrelay of claim 11, wherein the first relay acts as
a remote relay 1n the publish/subscribe message system.

14. The firstrelay of claim 11, wherein the first relay acts as 15
a central relay in the publish/subscribe message system.

15. The first relay of claim 11, further configured to receive
the publication request from a second relay 1n communication
with the second client and the first relay.

16. The first relay of claim 11, wherein the first client 1s 20
connected to the first relay.

17. The firstrelay of claim 11, wherein the target comprises
a pattern including a predetermined character string.

18. The first relay of claim 17, wherein the pattern includes
exact text characters. 25
19. The first relay of claim 17, wherein the pattern includes
metacharacters indicative of rules for describing text charac-

ters.

20. The first relay of claim 11, further configured to:

store the black list; and 30

ignore the publication request from the second client 1f the

second client 1s on the black list.
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