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A database server includes logic that 1s operable to monitor
and analyze at least events occurring within an environment
of the database server and/or execution errors generated by
the database server in order to detect whether a problem
condition exists. The database server further includes logic
that 1s operable to send one or more commands to a database
driver of a client that 1s commumnicatively connected to the
database server, the one or more commands speciiying one or
more actions to be taken by the database driver 1n response to
the existence of the problem condition. The database driver
includes logic that 1s operable to receive the one or more
commands from the database server and logic that is operable
to cause the one or more commands to be executed.
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SMART ERROR RECOVERY FOR DATABASLEL
APPLICATIONS

BACKGROUND

A database server 1s a software product that provides data-
base services to software applications (sometimes referred to
as “database applications™) 1n response to requests recerved
therefrom. Such database services may include but are not
limited to storing, retrieving, analyzing or manipulating data-
base data. Depending upon the implementation, the database
applications may be running on the same machine on which
the database server 1s running or may be runmng on other
machines that are connected to the machine on which the
database server 1s running via one or more networks. To send
requests to the database server, a database application opens
a connection to the database server and establishes therewith
what 1s referred to as a session. A session represents an
ongoing interactive mformation exchange between the data-
base application and the database server. Typically, a session
1s set up or established at a certain point 1n time and then torn
down at a later point in time. An established session often
involves the sending of more than one message from the
database application to the database server and from the data-
base server to the database application.

A database application that has connected to a remote
database server in the manner set forth above may experience
errors due to failures or other problems occurring at the data-
base server or in the environment of the database server
(sometimes referred to as the “back-end”). Such errors may
cause the database application and even the database server to
simply stop working. To address this 1ssue, logic may be
included 1n the database application that 1s configured to
receive error messages from the database server and to per-
form operations in response to recerving those error mes-
sages. However, including such logic in the database appli-
cation makes 1t more difficult to develop such application and
causes such application to be more complex. Furthermore, 1t
1s possible that the database application cannot be pro-
grammed to anticipate all possible error codes or messages
generated by the database server.

Furthermore, when a database application experiences
errors due to a back-end problem or due to a problem with the
application itself, information technology (I'T) professionals,
database administrators (DBAs) and developers are mobi-
lized to understand the nature of the problem. However,
troubleshooting production environments can be challeng-
ing, due to time constraints, lack of tools and other limita-
tions. For example, troubleshooting a large number of
instances of a database application can be challenging 1n a
large-scale deployment when local interaction with each
database application 1s required to perform such trouble-
shooting.

SUMMARY

Systems and methods are described herein that facilitate
the performance of smart error recovery operations for data-
base applications. As will be discussed herein, smart error
recovery 1s achieved by a database driver that 1s configured to
perform database operations on behalf of a database applica-
tion, wherein both the database application and database
driver are 1nstalled on a client. The database driver 1s further
configured to perform operations to intelligently recover
from a database server failure. Such intelligent recovery may
involve, for example, restoring the database application and/
or database server to a good state after a database server
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2

tailure. The smart error recovery operations performed by the
database driver may be performed based on intelligence
located within the database driver itself as well as additional
information passed from the database server to the database
driver.

In accordance with certain embodiments described herein,

a database server includes logic that 1s operable to monitor
and analyze at least events occurring within an environment
of the database server and/or execution errors generated by
the database server in order to detect whether a problem
condition exists. The database server further includes logic
that 1s operable to send one or more commands to a database
driver of a client that 1s communicatively connected to the
database server, the one or more commands specifying one or
more actions to be taken by the database driver 1n response to
the existence of the problem condition.

In one embodiment, the database server 1s operable to send
the one or more commands to the database driver within a
context of a session established between the database server
and the client as part of an application layer request/response
protocol, such as a Tabular Data Stream (MS-TDS) protocol.
In further accordance with such an embodiment, the database
server may be operable to add the one or more commands to
a response that 1s to be transmitted from the database server to
the database driver. In an alternate embodiment, a gateway
device that 1s communicatively connected between the data-
base server and the client may also be operable to send the one
or more commands to the database driver.

In a further embodiment, the problem condition that 1s
detected 1s a failover from the database server to an alternate
database server. In further accordance with such an embodi-
ment, the one or more commands that are sent to the database
driver may include at least one command that indicates a time
period during which the database driver should not try to
reconnect to the database server. In a still further embodi-
ment, the one or more commands that are sent to the database
driver include at least one command that 1s configured to
cause the database driver to collect information, such as one
or more performance-related or usage-related parameters.

In further accordance with certain embodiments described
herein, a client that 1s communicatively connected to a data-
base server includes a database driver that 1s operable to
recelve one or more commands from the database server, the
one or more commands speciiying one or more actions to be
taken by the database driver 1n response to a problem condi-
tion 1dentified by the database server. The database driver
turther includes logic that 1s operable to cause the one or more
commands to be executed.

In one embodiment, the database driver i1s operable to
receive the one or more commands within a context of a
session established between the database server and the client
as part of an application layer request/response protocol, such
as an MS-TDS protocol. In further accordance with such an
embodiment, the database driver may be operable to extract
the one or more commands from a response recerved from the
database server within the context of the session.

In a further embodiment, the client database driver oper-
able to execute the one or more commands by preventing
attempts to reconnect to the database server from occurring
during a predetermined time period. In another embodiment,
the database driver 1s operable to execute the one or more
commands by causing information, such as one or more per-
formance-related or usage-related parameters, to be tracked.
In further accordance with such an embodiment, the database
driver may also be operable to cause the collected information
to be sent to a remote entity.
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This Summary 1s provided to introduce a selection of con-
cepts 1n a simplified form that are further described below 1n
the Detailed Description. This Summary 1s not intended to
identily key features or essential features of the claimed sub-

ject matter, nor is it intended to be used to limit the scope of

the claimed subject matter. Moreover, 1t 1s noted that the
claimed subject matter 1s not limited to the specific embodi-
ments described 1n the Detailled Description and/or other
sections of this document. Such embodiments are presented
herein for illustrative purposes only. Additional embodiments
will be apparent to persons skilled 1n the relevant art(s) based
on the teachings contained herein.

BRIEF DESCRIPTION OF TH.
DRAWINGS/FIGURES

T

The accompanying drawings, which are incorporated
herein and form part of the specification, illustrate embodi-
ments of the present invention and, together with the descrip-
tion, further serve to explain the principles of the mvention
and to enable a person skilled 1n the relevant art(s) to make
and use the mvention.

FIG. 1 1s a block diagram of an example system that pro-
vides smart error recovery capabilities to a client that executes
a database application in accordance with one embodiment.

FI1G. 2 15 a block diagram that 1llustrates various elements
of a client shown in FIG. 1 1 accordance with one example
embodiment.

FIG. 3 15 a block diagram that 1llustrates various elements
ol a database server shown 1n FIG. 1 in accordance with one
example embodiment.

FI1G. 4 depicts a flowchart of a first method for providing
smart error recovery capabilities to a client that executes a
database application 1n accordance with one embodiment.

FI1G. 5 depicts a flowchart of a second method for providing,
smart error recovery capabilities to a client that executes a
database application 1n accordance with one embodiment.

FIG. 6 1s a block diagram of an example processor-based
system that may be used to implement various embodiments.

The features and advantages of the present invention will
become more apparent from the detailed description set forth
below when taken 1n conjunction with the drawings, 1n which
like reference characters identily corresponding elements
throughout. In the drawings, like reference numbers gener-
ally indicate identical, functionally similar, and/or structur-
ally similar elements. The drawing 1n which an element first
appears 1s indicated by the leftmost digit(s) in the correspond-
ing reference number.

DETAILED DESCRIPTION

I. Introduction

The following detailed description refers to the accompa-
nying drawings that illustrate exemplary embodiments of the
present invention. However, the scope of the present inven-
tion 1s not limited to these embodiments, but i1s instead
defined by the appended claims. Thus, embodiments beyond
those shown 1n the accompanying drawings, such as modified
versions of the illustrated embodiments, may nevertheless be
encompassed by the present invention.

References 1n the specification to “one embodiment,” “an
embodiment,” “an example embodiment,” or the like, indi-
cate that the embodiment described may include a particular
feature, structure, or characteristic, but every embodiment
may not necessarily include the particular feature, structure,
or characteristic. Moreover, such phrases are not necessarily
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4

referring to the same embodiment. Furthermore, when a par-
ticular feature, structure, or characteristic 1s described 1n con-
nection with an embodiment, it 1s submitted that 1t 1s within
the knowledge of persons skilled in the relevant art(s) to
implement such feature, structure, or characteristic 1n con-
nection with other embodiments whether or not explicitly
described.

Generally speaking, embodiments described herein may
be used to cause a client executing a database application to
perform certain desired actions or avoid certain undesired
actions 1n response to the detection of trouble conditions
occurring at or in the environment of a database server to
which the client 1s communicatively connected. For example,
in accordance with certain embodiments described herein,
the client may be prohibited from attempting to reconnect to
the database server for a predetermined time period 1t 1t 1s
determined that the database server 1s failing over to an alter-
nate database server. As another example, in accordance with
certain embodiments described herein, the client may be
istructed to start collecting certain performance-related
data, usage-related data, or other mnformation that may be
helpiul 1n troubleshooting a problem condition. Such col-
lected information may subsequently be uploaded or other-
wise transmitted from the client to the database server or
some other entity to be analyzed alone in or 1n conjunction
with other information collected from other clients.

As will be described herein, to detect whether a problem
condition exists, a database server 1n accordance with an
embodiment includes logic that 1s operable to monitor and
analyze events occurring within an environment of the data-
base server and/or execution errors generated by the database
server. In further accordance with such an embodiment, the
database server further includes logic that 1s operable to send
one or more commands to a database driver of the client 1n
response to the detection of a problem condition, the one or
more commands speciiying one or more actions to be taken
by the database driver in response to the existence of the
problem condition. As also will be described herein, a data-
base driver 1n accordance with an embodiment includes logic
that 1s operable to recerve the one or more commands from the
database server and logic that 1s operable to cause the one or
more commands to be executed.

In one embodiment, the database server 1s operable to send
the one or more commands to the database driver within a
context of a session established between the database server
and the client as part of an application layer request/response
protocol, such as a Tabular Data Stream (MS-TDS) protocol.
In further accordance with such an embodiment, the database
server may be operable to add the one or more commands to
a response that 1s to be transmitted from the database server to
the database driver. In this manner, an existing request/re-
sponse protocol can be leveraged to carry the one or more
commands. In an alternate embodiment, a gateway device
that 1s communicatively connected between the database
server and the client may also be operable to send the one or
more commands to the database driver.

The components described above can advantageously be
utilized to perform smart error recovery operations for data-
base applications. For example, 1n accordance with the fore-
going description, the database driver can be configured to
perform operations to intelligently recover from a database
server failure. Such intelligent recovery may involve, for
example, restoring a database application and/or a database
server to a good state after a database server failure. The smart
error recovery operations performed by the database driver
may be performed based on intelligence located within the
database driver 1tself as well as additional information passed
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from the database server to the database driver. In accordance
with certain implementations, the one or more commands

transmitted from the database server to the database driver
may include code, such as methods, algorithms or dynamic
scripts, which can be executed by or on behalf of the database
driver. Alternatively or additionally, processing of the one or
more commands by the database driver may cause certain
code resident 1n the database driver to be activated.

By enabling various operations to be performed by the
database driver 1n response to commands recetved from the
database server, certain embodiments described herein
enable users of database applications to reap the benefits of
fine-grained database server control over the database appli-
cation without having to implement additional logic 1n the
application layer.

Although the embodiments described herein are imple-
mented 1n systems that include database servers and clients,
persons skilled 1n the relevant art(s) will readily appreciate
that the concepts described herein can easily be extended to
any system 1n which a session or other ongoing interactive
information exchange 1s established between a first entity and
a second entity. Such systems may include but are not limited
to any of a wide variety of client-server systems, peer-to-peer
systems, or the like.

II. Example System and Methods for Providing
Smart Error Recovery Capabilities to a Database
Application

FIG. 1 15 a block diagram of an example system 100 that
provides smart error recovery capabilities to a client that
executes a database application in accordance with one
embodiment. System 100 1s described herein by way of 1llus-
tration only and 1s not intended to be limiting. Persons skilled
in the relevant art(s) will appreciate that embodiments
described herein may be implemented 1n systems other than
system 100.

As shown 1n FIG. 1, system 100 includes a database server
104 and a client 102 that 1s communicatively connected
thereto via a communication channel 106. Database server
104 1s intended to represent an entity that performs operations
with respect to data stored in one or more databases that are
accessible thereto 1n response to receving commands gener-
ated by clients, such as client 102, via communication chan-
nel 106. The operations performed by database server 104
may include, for example, storing, retrieving, analyzing and/
or manipulating database data. Database server 104 may be
implemented as soltware executing on a single machine or
across multiple machines. As will be appreciated by persons
skilled 1n the relevant art(s), such machines may comprise
physical machines or virtual machines. In one embodiment,
database server 104 comprises an mstance of MICROSOFT
SQL SERVER®, published by Microsoit Corporation of
Redmond Wash. However, this 1s an example only and 1s not
intended to be limiting.

In one embodiment, database server 104 comprises a stan-
dalone database server configured to execute commands
recetved from one or more clients, such as client 102. In an
alternate embodiment, database server 104 comprises one of
a plurality of database server instances running on a cluster of
machines and employed to service requests from a plurality of
clients, such as client 102, in a manner that allows for failover
and high availability. In a further embodiment, database
server 104 comprises one of a plurality of database server
instances used to implement a cloud database service, such as
but not limited to MICROSOFT SQL AZURE™ offered by

Microsoit Corporation of Redmond, Wash.
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Client 102 1s intended to represent an entity that generates
and sends commands to database server 104 for execution
thereby. Such commands may include, for example, com-
mands to store, retrieve, analyze and/or manipulate database
data. Like database server 104, client 102 may be imple-
mented as soltware executing on one or more machines.

Client 102 and database server 104 may each be executed
by different machines that are connected to each other via a
particular communication infrastructure. In further accor-
dance with such an implementation, communication channel
106 may be established 1n a manner that corresponds to the
particular communication inirastructure. For example, 1n an
embodiment 1 which the communication infrastructure
comprises a network, such as a local area network (LAN) or
wide area network (WAN), well-known networking protocols
may be used to establish communication channel 106
between the two machines. As another example, in an
embodiment 1n which database server 104 comprises part of
a cloud database service, communication channel 106 may be
established via a gateway machine that acts as an intermedi-
ary between the machine on which client 102 1s running and
the machine on which database server 104 1s running Still
other commumnication inirastructures and associated methods
for establishing communication channel 106 are possible.

It 1s also possible that client 102 and database server 104
may be executing on the same machine. In accordance with
such an implementation, communication channel 106 may
comprise one or more interfaces that are internal to the
machine upon which both entities are executing.

Generally speaking, communication channel 106 1s used to
transport commands generated by client 102 to database
server 104 so that database server 104 may execute such
commands Database server 104 may also return requested
data, error messages, or other information to client 102 via
communication channel 106. In accordance with certain
embodiments, the manner 1n which information 1s exchanged
between client 102 and database server 104 1s governed by a
standard application layer request/response protocol that 1s
supported by both enfities. For example, in a particular
embodiment, the application layer protocol comprises the
Tabular Data Stream (MS-TDS) protocol, as defined 1n Ver-
sion 20120328 of the Tabular Data Stream Protocol Specifi-
cation, published by Microsoit Corporation of Redmond,
Wash. However, this 1s only an example, and other protocols
may be used.

In one embodiment, to interact with database server 104 for

the purpose of mvoking the database services thereolf, client
102 connects to database server 104 and establishes a session
therewith. In further accordance with such an embodiment,
database server 104 authenticates client 102 and/or a user
thereof as part of establishing the session.

As shown 1n FIG. 1, database server 104 includes an envi-
ronment reader 112 and a problem detection engine 114.
Environment reader 112 comprises logic that 1s operable to
identily and monitor events occurring in an environment of
database server 104 and to pass information about such events
to problem detection engine 114. Monitoring events occur-
ring 1n the environment of database server 104 may comprise,
for example, monitoring information generated by or other-
wise related to one or more processes, devices, systems, or
interfaces used to implement database server 104 or to which
database server 104 may be connected, either directly or
indirectly. Such monitoring may comprise, for example,
monitoring changes in the resource utilization or operational
state of any such process, device, system or interface. How-
ever, this example 1s not intended to be limiting.
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Environment reader 112 may be configured to pass only
certain types of event information to problem detection
engine 114. For example, environment reader 112 may be
configured to only pass information to problem detection

engine 114 about events that could impact the performance of >

database server 104. For example, 1n one embodiment, envi-
ronmental reader 112 1s configured to only pass information
to problem detection engine 114 about events that could cause
database server 104 to fail or that would tend to indicate that
database server 104 will fail (including, for example, a fail
over to an alternate database server). However, this 1s only
and example and information about other types of events may
also be selectively passed from environment reader 112 to
problem detection engine 114.

Problem detection engine 114 comprises logic that 1s oper-
able to process the event information receirved from environ-
ment reader 112 to determine whether or not a problem con-
dition exists that would necessitate communication with
client 102. Problem detection engine 114 may also include
logic that 1s operable to analyze execution errors generated by
database server 104 to determine 11 such a problem condition
exists. Problem detection engine 114 further includes logic
that sends one or more commands to client 102 via commu-
nication channel 106 1n response to determining that such a
problem condition exists. The one or more commands may
specily one or more actions to be taken by client 102 1n
response to the problem condition.

In one embodiment, problem detection engine 114 1s con-
figured to send the one or more commands to client 102
within a context of a session established between database
server 104 and client 102 as part of an application layer
request/response protocol, such as but not limited to the
alorementioned MS-TDS protocol. In further accordance
with such an embodiment, problem detection engine 114 may
be configured to add the one or more commands to a response
that 1s to be transmitted from database server 104 to client
102. By “piggy-backing” the one or commands onto the
response 1n this manner, the request/response protocol can be
leveraged to carry the one or more commands.

In an alternate embodiment, problem detection engine 114
1s configured to send the one or more commands to client 102
“out of band” with respect to a session that has been estab-
lished between database server 104 and client 102. Such
out-of-band communication may be carried out, for example,
by establishing a separate session between database server
104 and client 102 for the purpose of carrying the one or more
commands. Still other communication channels may be
established between database server 104 and client 102 for
carrying the one or more commands there between.

In accordance with certain embodiments, problem detec-
tion engine 114 1s further configured to execute actions that
are mtended to prevent database server 104 from failing 1n
response to detecting the problem condition.

As further shown in FI1G. 1, client 102 includes a command
reader 122 and a command processor 124. Command reader
122 comprises logic that 1s operable to receive the one or more
commands sent from database server 104 over communica-
tion channel 106. In one embodiment, command reader 122
comprises a subset of logic within client 102 that operates to
parse packetized data recerved from database server 104 in
accordance with MS-TDS or some other application layer
protocol and to extract information therefrom. In the case of
command reader 122, the extracted information includes the
one or more commands. As noted above, such commands
may comprise part of a response that was sent from database
server 104 1n accordance with the application layer protocol.
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Command processor 124 comprises logic that 1s operable
to execute the one or more commands received by smart error
reader 122. Execution of the one or more commands may
enable client 102 to recover from certain error situations. In
one example embodiment, command processor 124 executes
the one or more commands by preventing client 102 from
attempting to reconnect to database server 104 during a pre-
determined time period. Such behavior may be appropriate,
for example, when database server 104 1s failing over to an
alternate database server and attempts to reconnect thereto
would be futile and consume resources unnecessarily. In cer-
tain embodiments, rather than simply recetving and executing
a command that prevents reconnection attempts for a prede-
termined time period, command processor 124 may be con-
figured to automatically select between waiting to reconnect
to database server 104 or causing a database application
executing on client 102 to fail based upon the duration of the
predetermined time period.

In a further example embodiment, command processor 124
executes the one or more commands by causing information
to be collected by client 102. Such collected information may
include, for example, one or more performance-related or
usage-related parameters. The collected information may be
helptul 1n troubleshooting a problem condition. Such col-
lected information may subsequently be uploaded or other-
wise transmitted from client 102 to database server 104 or
some other entity to be analyzed alone 1n or 1n conjunction
with other information collected from other clients.

In a still further example embodiment, command processor
124 executes the one or more commands by causing a data-
base application executing on client 102 to simply retry send-
ing a command to database server 104.

In certain embodiments, command processor 124 1s con-
figured to perform only a limited number of actions 1n
response to execution of the one or more commands. Limiting
the number of actions that can be performed by command
processor 124 1n this manner can help to reduce the risks
associated with arbitrary remote code execution.

More information regarding the structure, function and
operation of the components of system 100 1n accordance
with various implementations will now be provided 1n regard
to FIGS. 2-5.

In particular, FIG. 2 1s a block diagram that illustrates
various elements of client 102 1n accordance with one
example embodiment. As shown 1n FIG. 2, in the example
embodiment, client 102 comprises a database application 202
and a database driver 204. Database application 202 com-
prises a soltware program that enables a user thereot to per-
form various functions, at least some of which require data-
base operations to be performed. In order to facilitate the
performance of such database operations, database applica-
tion 202 1s programmed to interact with database driver 204.
Database driver 204 comprises a software component that
operates to establish a connection between database applica-
tion 202 or any of a variety of other applications and a data-
base server and to utilize such connection for the purpose of
obtaining services from the database server.

In one embodiment, database driver 204 provides an appli-
cation programming interface (API) 212 that can be used by
any ol a variety of database applications to invoke the func-
tionality thereotf. As further shown in FIG. 2, database driver
204 also includes a command processor 214, aparser 216, and
a protocol layer 218. Command processor 214 1s intended to
represent one 1mplementation of command processor 124
described above 1n reference to system 100 of FI1G. 1 and thus
performs the functions attributed herein to that component.
Parser 216 1s a solftware component that 1s configured to




US 9,235,464 B2

9

encode commands to be sent to a database server and to
interpret information received therefrom 1n accordance with a
particular application layer protocol, such as but not limited
to MS-TDS. As shown 1n FIG. 2, parser 216 includes a com-
mand reader 222, which 1s intended to represent one 1mple-
mentation of command reader 122 described above 1n refer-
ence to system 100 of FIG. 1 and thus performs the functions
attributed herein to that component. Protocol layer 218 1is
intended to represent one or more software component(s)
utilized by database driver 204 to carry encoded commands
produced by parser 216 to a database server and to receive
encoded 1information therefrom.

In accordance with the embodiment shown in FIG. 2, the
functions performed by command reader 222 and command
processor 214 1n relation to recerving and executing com-
mands from a database server are performed at the level of
database driver 204 rather than at the level of database appli-
cation 202. This 1s advantageous 1n that 1t allows database
applications that are designed to invoke database driver 204,
such as database application 202, to reap the benefits of these
functions (e.g., the ability to recover from and/or appropri-
ately react to problem conditions detected by a database
server that 1s connected to client 102), while relieving pro-
grammers of such database applications from having to pro-
gram the database applications to support such functions.
Additionally, by incorporating such functionality at the data-
base driver level rather than the database application level,
embodiments described herein can advantageously reduce
the complexity of such database applications.

FI1G. 3 15 a block diagram that 1llustrates various elements
of database server 104 1n accordance with a further example
embodiment. As shown i FIG. 3, in the further example
embodiment, database server 104 comprises an engine 302,
an environment reader 304, a problem detection engine 306,
a parser 308 and a protocol layer 310. Engine 302 comprises
a soltware component that 1s configured to interact with one
or more databases to perform various operations on data
stored therein, where such operations include but are not
limited to storing, retrieving, analyzing and/or manipulating
database data. Environment reader 304 1s intended to repre-
sent one 1mplementation of environment reader 112 as
described above 1n reference to system 100 of FIG. 1 and thus
performs the functions attributed herein to that component.
Problem detection engine 306 1s intended to represent one
implementation of problem detection engine 114 as described
above 1n reference to system 100 of FIG. 1 and thus performs
the functions attributed herein to that component. Parser 308
1s a software component that 1s configured to interpret client-
generated commands that are recerved by database server 104
and to encode information to be sent to clients in accordance
with a particular application layer protocol, such as but not
limited to MS-TDS. Protocol layer 310 1s intended to repre-
sent one or more software component(s) utilized by database
server 104 to carry encoded information produced by parser
308 to the appropnate clients and to receive encoded com-
mands therefrom.

FI1G. 4 depicts a flowchart 400 of a first method for provid-
ing smart error recovery capabilities to a client that executes
a database application 1 accordance with one embodiment.
For the sake of 1llustration, the steps of flowchart 400 will now
be described with continued reference to example embodi-
ments described above i1n reference to FIGS. 1-3. However,
the method of tlowchart 400 1s not limited to those embodi-
ments.

As shown 1n FI1G. 4, the method of tlowchart 400 begins at
step 402 1n which a database server, such as database server
104, momnitors at least one of events occurring 1n an environ-
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ment of a database server and execution errors generated by
the database server. As discussed above, the momitoring of
events occurring 1n an environment of the database server
may be performed by environment reader 112 of FIG. 1 or
environment reader 304 of FIG. 3. As also discussed above,
the monitoring of execution errors generated by the database
server may be performed by problem detection engine 114 of
FIG. 1 or problem detection engine 306 of FIG. 3.

At step 404, the database server detects a problem condi-
tion based upon an analysis of at least one of the monitored
events and the monitored execution errors. As discussed
above, the detection of the problem condition based upon the
analysis of the at least one of the monitored events and the
monitored execution errors may be performed by problem
detection engine 114 of FIG. 1 or problem detection engine
306 of FIG. 3.

In one embodiment, step 404 comprises detecting that a
fallover from the database server to an alternate database
server 1s going to occur. However, this 1s only one example,
and persons skilled 1n the relevant art(s) will appreciate that a
wide variety of different problem conditions may be detected.

At step 406, 1n response to detecting the problem condi-
tion, the database server sends one or more commands to a
database driver of a client that 1s communicatively connected
to the database server, such as client 102. The one or more
commands specily one or more actions to be taken by the
database driver in response to the problem condition. As
discussed above, the sending of the one or more commands to
the database driver may be performed by problem detection

engine 114 of FIG. 1 or problem detection engine 306 of FIG.
3.

In one embodiment, step 406 comprises sending the one or
more commands to the database driver within a context of a
session established between the database server and the client
as part of an application layer request/response protocol, such
as but not limited to the aforementioned MS-TDS protocol. In
accordance with such an embodiment, step 406 may further
comprise generating a response to a request recerved from the
database driver, adding the one or more commands to the
response, and transmitting the modified response to the data-

base driver. As noted above, by “piggy-backing” the one or
commands onto the response in this manner, the request/
response protocol can be leveraged to carry the one or more
commands.

In a further embodiment, step 406 comprises sending at
least one command to the database driver that indicates a time
period during which the database driver should not try to
reconnect to the database server. As discussed above, by
preventing the database driver from trying to reconnect dur-
ing certain time periods (e.g., when a failover 1s occurring
from the database server to an alternate database server), the
unnecessary consumption of resources associated with failed
reconnect attempts can be mitigated or avoided entirely.

In a still further embodiment, step 406 may comprise send-
ing at least one command to the database driver that 1s con-
figured to cause the database driver to collect information,
such as one or more parameters relating to the performance or
usage of the client, the performance or usage of a database
application executing on the client, the performance or usage
ol a query being executed by the database application, or the
like. As discussed above, the information that 1s collected
may be helptul 1n troubleshooting the problem condition
detected by the database server or some other problem con-
dition. Such collected information may subsequently be
uploaded or otherwise transmitted from the client to the data-




US 9,235,464 B2

11

base server or some other entity to be analyzed alone 1n or in
conjunction with other mnformation collected from other cli-
ents.

The one or more commands that are sent to the database
driver may also cause the database driver to perform other
useiul operations or may be used to provide the database
driver with useful information. For example, the one or more
commands may instruct the database driver concerning how
to react to certain classes of errors, may cause the database
driver to switch a connection from one database server to an
alternate database server in a manner that 1s transparent to a
client database application, to gather performance or usage
data from the client perspective and transmit such data to a
database server or other remote entity, to gather error data
from the client perspective and transmit such data to a data-
base server or other remote entity, to control a rate at which
database operations are transmitted to a database server, to
update the database driver to a new version, to flush client-
side caches of server information and force them to be
refreshed, to cause the client to refresh a cached view (or even
portions of a cached view) of some database server data, to
transmit a new set of mappings to the client for fan-out or
partitioned query support, to update or manage the client
connection strings or logical mappings between a logic name
and a data source. These are merely a few examples of how
such commands may be used. Such examples are not intended
to be limiting.

In accordance with certain implementations, the one or
more commands transmitted from the database server to the
database driver may include code, such as methods, algo-
rithms or dynamic scripts, which can be executed by or on
behalf of the database driver. Alternatively or additionally,
processing ol the one or more commands by the database
driver may cause certain code resident 1in the database driver
to be activated.

In accordance with the method of flowchart 400, the one or
more commands that are sent to the database driver are sent
automatically in response to the detection of a problem con-
dition. In accordance with a further embodiment, the database
server or a device or system communicatively connected
thereto provides an 1nterface by which an information tech-
nology (IT) professional, database administrator (DBA), or
other authorized person can also cause such commands to be
sent to the database driver via the database server. For
example, 1n one implementation, an I'T professional, DBA or
other authorized person can interact with the interface to
cause one or more commands to be sent to the database driver
that will cause the database driver to begin collecting infor-
mation that 1s usetul for troubleshooting a problem condition.
Such an interface advantageously enables the I'T professional,
DBA or other authorized person to leverage an existing con-
nection between the database server and the client to perform
telemetry tasks useful for troubleshooting problem condi-
tions. Such an interface also advantageously enables such
troubleshooting to be imtiated remotely and from a central
location as opposed to requiring direct and local 1nteraction
with each and every client that 1s involved i performing the
troubleshooting analysis. The interface can further be used to
remotely 1nstruct clients to turn off tracking.

Although the steps of flowchart 400 are described above as
being performed by a database server, it 1s to be understood
that 1n alternate implementations other devices and systems
may perform these steps. For example, 1n one embodiment, a
device or system that 1s connected to the database server may
perform step 402, while the database server performs steps
404 and 406. In another embodiment, a device or system that
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1s connected to the database server may perform steps 402 and
404, while the database server performs step 406.

As another example, 1n one embodiment, a gateway device
that 1s communicatively connected between a database server
and a client may operate to perform any one or all of the steps
of flowchart 400. Such an implementation may be used for
example, where the database server 1s one of a plurality of
database server instances used to implement a cloud database

service, such as but not lmmited to MICROSOFT SQL
AZURE™ offered by Microsoft Corporation of Redmond,
Wash., and wherein such database server instances are
accessed by clients via one or more gateway devices.

FIG. 5 depicts a flowchart 500 of a second method for
providing smart error recovery capabilities to a client that
executes a database application in accordance with one
embodiment. For the sake of illustration, the steps of tlow-
chart 500 will also be described with continued reference to
example embodiments described above 1n reference to FIGS.
1-3. However, the method of flowchart 500 1s not limited to
those embodiments.

As shown 1n FIG. 5, the method of flowchart 500 begins at
step 302, 1n which a client, such as client 102, receives one or
more commands from a database server. The one or more
commands specily one or more actions to be taken by the
client 1n response to a problem condition i1dentified by a
database server, such as database server 104. As discussed
above, the receiving of the one or more commands may be
performed by command reader 122 of FIG. 1 or command
reader 222 of FIG. 2.

In one embodiment, step 5302 comprises recerving the one
or more commands within a context of a session established
between the database server and the client as part of an appli-
cation layer request/response protocol, such as but not limited
to the alorementioned MS-TDS protocol. In further accor-
dance with such an embodiment, step 502 may comprise
extracting the one or more commands from a response
received from the database server within the context of the
SESS101.

At step 504, the client executes the one or more commands
that were received during step 502. As discussed above, the
executing ol the one or more commands may be performed by
command processor 124 of FIG. 1 or command processor 214
of FIG. 2.

In one embodiment, step 504 comprises preventing
attempts to reconnect to the database server from occurring
during a predetermined time period. As discussed above, by
preventing the client from trying to reconnect during certain
time periods (e.g., when a failover i1s occurring from the
database server to an alternate database server), the unneces-
sary consumption of resources associated with failed recon-
nect attempts can be mitigated or avoided entirely.

In a further embodiment, step 504 comprises causing infor-
mation to be collected by the client. The information that may
be collected may include parameters relating to the perfor-
mance or usage of the client, the performance or usage of a
database application executing on the client, the performance
or usage of a query being executed by the database applica-
tion, or the like. As discussed above, the information that 1s
collected may be helpiul in troubleshooting the problem con-
dition detected by the database server or some other problem
condition. In further accordance with such an embodiment,
step 504 may further comprise subsequently uploading or
otherwise transmitting the collected imnformation from the
client to the database server or some other remote entity to be
analyzed alone 1n or in conjunction with other data collected
from other clients.




US 9,235,464 B2

13

In certain other embodiments, step 504 may comprise per-
forming other useful operations or receiving usetul informa-

tion. For example, step 504 may comprise recerving informa-
tion concerning how to react to certain classes of errors,
switching a connection from one database server to an alter-
nate database server 1n a manner that 1s transparent to a client
database application, gathering performance or usage data
from the client perspective and transmitting such data to a
database server or other remote entity, gathering error data
from the client perspective and transmitting such data to a
database server or other remote entity, controlling a rate at
which database operations are transmitted to a database
server, updating a database driver to a new version, flushing
client-side caches of server information and forcing them to
be refreshed, causing the client to refresh a cached view (or
even portions of a cached view) of some database server data,
providing a new set of mappings to the client for fan-out or
partitioned query support, updating or managing client con-
nection strings or logical mappings between a logic name and
a data source. However, these are merely a few non-limiting
examples.

In accordance with certain implementations, step 504 may
comprise executing code received from the database server
during step 502, such as methods, algorithms or dynamic
scripts. Alternatively or additionally, step 504 may comprise
causing certain code resident in the client, such as in a data-
base driver of the client, to be activated.

II11. Example Processor-Based System
Implementation

FIG. 6 depicts an example processor-based computer sys-
tem 600 that may be used to implement various embodiments
described herein. For example, system 600 may be used to
implement client 102 and/or database server 104 as described
above 1n reference to FIGS. 1-3 as well as various sub-com-
ponents thereof. The description of system 600 provided
herein 1s provided for purposes of illustration, and 1s not
intended to be limiting. Embodiments may be implemented 1in
turther types of computer systems, as would be known to
persons skilled 1n the relevant art(s).

As shown 1n FIG. 6, system 600 includes a processing unit
602, a system memory 604, and a bus 606 that couples various
system components including system memory 604 to pro-
cessing unit 602. Processing unit 602 may comprise one or
more processors or processing cores. Bus 606 represents one
or more of any of several types of bus structures, including a
memory bus or memory controller, a peripheral bus, an accel-
erated graphics port, and a processor or local bus using any of
a variety of bus architectures. System memory 604 includes

read only memory (ROM) 608 and random access memory
(RAM) 610. A basic input/output system 612 (BIOS) 1s stored

in ROM 608.

System 600 also has one or more of the following drives: a
hard disk drive 614 for reading from and writing to a hard
disk, a magnetic disk drive 616 for reading from or writing to
a removable magnetic disk 618, and an optical disk drive 620
for reading from or writing to a removable optical disk 622
such as a CD ROM, DVD ROM, BLLU-RAY™ disk or other
optical media. Hard disk drive 614, magnetic disk drive 616,
and optical disk drive 620 are connected to bus 606 by a hard
disk drive interface 624, a magnetic disk drive interface 626,
and an optical drive interface 628, respectively. The drives
and their associated computer-readable media provide non-
volatile storage of computer-readable instructions, data struc-
tures, program modules and other data for the computer.
Although a hard disk, a removable magnetic disk and a
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removable optical disk are described, other types of com-
puter-readable media can be used to store data, such as tlash
memory cards, digital video disks, random access memories
(RAMSs), read only memories (ROM), and the like.

A number of program modules may be stored on the hard
disk, magnetic disk, optical disk, ROM, or RAM. These pro-
gram modules include an operating system 630, one or more
application programs 632, other program modules 634, and
program data 636. In accordance with various embodiments,
the program modules may include computer program logic
that 1s executable by processing unit 602 to perform any or all
of the functions and features of client 102 or database server
104 as described above 1n reference to FIGS. 1-3, as well as
various sub-components thereof, as described elsewhere
herein. The program modules may also include computer
program logic that, when executed by processing unit 602,
performs any of the steps or operations shown or described in
reference to the tlowcharts of FIGS. 4 and 5.

A user may enter commands and information into system
600 through input devices such as a keyboard 638 and a
pointing device 640. Other input devices (not shown) may
include a microphone, joystick, game controller, scanner, or
the like. In one embodiment, a touch screen 1s provided in
conjunction with a display 644 to allow a user to provide user
input via the application of a touch (as by a finger or stylus for
example) to one or more points on the touch screen. These and
other input devices are often connected to processing unit 602
through a serial port interface 642 that 1s coupled to bus 606,
but may be connected by other interfaces, such as a parallel
port, game port, or a universal serial bus (USB).

A display 644 1s also connected to bus 606 via an interface,
such as a video adapter 646. In addition to display 644, system
600 may include other peripheral output devices (not shown)
such as speakers and printers.

System 600 1s connected to a network 648 (e.g., a local area
network or wide area network such as the Internet) through a
network interface or adapter 650, a modem 652, or other
suitable means for establishing communications over the net-
work. Modem 652, which may be imternal or external, 1s
connected to bus 606 via serial port interface 642.

As used herein, the terms “computer program medium”™
and “computer-readable medium™ are used to generally refer
to non-transitory media such as ROM 608 and RAM 610 used
to implement system memory 604, the hard disk associated
with hard disk drive 614, removable magnetic disk 618,
removable optical disk 622, as well as other media such as
flash memory cards, digital video disks, and the like.

As noted above, computer programs and modules (includ-
ing application programs 632 and other program modules
634) may be stored on ROM 608, RAM 610, the hard disk
associated with hard disk drive 614, the removable magnetic
disk 618, or the removable optical disk 622. Such computer
programs may also be received via network interface 650 or
serial port itertace 642. Such computer programs, when
executed by processing unit 602, enable system 600 to imple-
ment features of embodiments discussed herein. Accordingly,
such computer programs represent controllers of system 600.

Embodiments are also directed to computer program prod-
ucts comprising software stored on any computer-readable
medium. Such software, when executed 1n one or more data
processing devices, causes a data processing device(s) to
operate as described herein. Embodiments may employ any
computer-useable or computer-readable medium, known
now or in the future. Examples of computer-readable medi-
ums include, but are not limited to storage devices such as
ROM, RAM, hard drives, tloppy disks, CD ROMs, DVD

ROMs, zip disks, tapes, magnetic storage devices, optical
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storage devices, MEMS-based storage devices, nanotechnol-
ogy-based storage devices, and the like.

In alternative implementations, each of client 102 and data-
base server 104 as described above 1n reference to FIGS. 1-3,
as well as various sub-components thereof, may be imple-
mented as hardware logic/electrical circuitry or firmware. In
accordance with further embodiments, one or more of these
components may be implemented 1n a system-on-chip (SoC).
The SoC may include an integrated circuit chip that includes
one or more of a processor (e.g., a microcontroller, micropro-
cessor, digital signal processor (DSP), etc.), memory, one or
more communication interfaces, and/or further circuits and/
or embedded firmware to perform its functions.

V1. Conclusion

While various embodiments have been described above, it
should be understood that they have been presented by way of
example only, and not limitation. It will be apparent to per-
sons skilled 1n the relevant art(s) that various changes 1n form
and details can be made therein without departing from the
spirit and scope of the invention. Thus, the breadth and scope
of the present mvention should not be limited by any of the
above-described exemplary embodiments, but should be
defined only 1n accordance with the following claims and
their equivalents.

What 1s claimed 1s:

1. A computer-implemented method, comprising;

monitoring, by a database server implemented on a first

computer, at least one of events occurring 1n an environ-
ment of the database server and execution errors gener-
ated by the database server;

detecting, by the database server, a problem condition

occurring at or in the environment of the database server
based upon an analysis of at least one of the monitored
events and the monitored execution errors; and

in response to detecting the problem condition, sending by

the database server one or more commands to a database
driver of a client implemented on a second computer that
1s communicatively connected to the first computer via a
network, the one or more commands being executable
by the database driver to cause one or more actions that
recover from the problem condition to be performed by
the database driver in response to the problem condition.

2. The method of claim 1, wherein sending the one or more
commands to the database driver comprises:

sending the one or more commands to the database driver

within a context of a session established between the
database server and the client as part of an application
layer request/response protocol.

3. The method of claim 2, wherein sending the one or more
commands to the database driver within the context of the
session established between the database server and the client
as part ol an application layer request/response protocol com-
Prises:

sending the one or more commands to the database driver

within a context of a session established between the
database server and the client as part of a Tabular Data
Stream protocol.

4. The method of claim 2, wherein sending the one or more
commands to the database driver within the context of the
session established between the database server and the client
as part of an application layer request/response protocol com-
Prises:

generating a response to a request received from the data-

base driver:
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adding the one or more commands to the response to gen-
erate a modified response; and

transmitting the modified response to the database driver.

5. The method of claim 1, wherein detecting the problem
condition comprises detecting that a failover from the data-
base server to an alternate database server 1s going to occur.

6. The method of claim 1, wherein sending the one or more
commands to the database driver comprises sending at least
one command to the database driver that indicates:

a time period during which the database driver 1s not to try

to reconnect to the database server;
how to react to certain classes of errors;
that a connection 1s to be switched from the database server
to an alternate database server;
a rate at which database operations are to be transmitted to
the database server;
that the database driver 1s to be updated to a new version;
that a client-side cache of server information 1s to be
flushed;
that a cached view of database server data or a portion
thereotf 1s to be refreshed;
a new set of mappings for fan-out or partitioned query
support; or
that client connection strings or logical mappings between
a logic name and a data source are to be managed or
updated.
7. The method of claim 1, wherein sending the one or more
commands to the database driver comprises sending at least
one command to the database driver that 1s configured to
cause the database driver to collect troubleshooting informa-
tion.
8. The method of claim 1, wherein at least the sending step
1s performed by the database server.
9. The method of claim 1, wherein at least the sending step
1s performed by a gateway that 1s communicatively connected
between the first computer and the second computer.
10. A database server implemented on a first computer,
comprising;
One or More Processors;
a storage medium that stores program modules for execu-
tion by the one or more processors, the program modules
comprising;:
an environment reader operable to 1dentify events occur-
ring in an environment of the database server; and

a problem detection engine operable to detect a problem
condition occurring at or 1n the environment database
server based upon an analysis of one or more of events
identified by the environment reader and execution
errors generated by the database server, and to send
one or more commands to a database driver of a client
implemented on a second computer that 1s communi-
catively connected to the first computer via a network
in response to detecting the problem condition, the
one or more commands being executable by the data-
base driver to cause one or more actions that recover
from the problem detection to be performed by the
database driver 1n response to the problem condition.

11. The database server of claim 10, wherein the problem
detection engine 1s operable to send the one or more com-
mands to the database driver within a context of a session
established between the database server and the client as part
of an application layer request/response protocol.

12. The database server of claim 11, wherein the problem
detection engine 1s operable to send the one or more com-
mands to the database driver within a context of a session
established between the database server and the client as part
of a Tabular Data Stream protocol.
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13. The database server of claim 10, wherein the problem
detection engine 1s operable to generate a response to a
request recerved from the database driver, to add the one or
more commands to the response to generate a modified
response, and to transmit the modified response to the data-
base driver.

14. A system, comprising:

ONe Or MOre pProcessors;

a storage medium that stores program modules that are
executed by the one or more processors, the program
modules comprising:
an application; and
a database driver implemented on a first computer oper-

able to perform database operations on behalf of the

application, the database driver further including;:

a smart error reader operable to receive one or more
executable commands from a database server
implemented on a second computer that 15 commu-

nicatively coupled to the first computer via a net-
work, the one or more commands, when executed,
causing one or more actions that recover from a
problem condition i1dentified by a database server
to be performed 1n response to the problem condi-
tion, the 1dentified problem condition occurring at
or 1n an environment of the database server; and
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a smart error processor operable to execute the one or

more commands.
15. The system of claim 14, wherein the smart error reader
1s operable to recetve the one or more commands within a
context of a session established between the database server
and the client as part of an application layer request/response

protocol.
16. The system of claim 15, wherein the smart error reader

1s operable to recetve the one or more commands within a
context of a session established between the database server

and the client as part of a Tabular Data Stream protocol.

17. The system of claim 135, wherein the smart error reader
1s operable to extract the one or more commands from a
response received from the database server within the context
of the session.

18. The system of claim 14, wherein the smart error pro-
cessor executes the one or more commands by executing code
received from the database server.

19. The system of claim 14, wherein the smart error pro-
cessor executes the one or more commands by causing
troubleshooting information to be collected.

20. The system of claim 19, wherein the smart error pro-
cessor executes the one or more commands by causing the
collected troubleshooting information to be sent to a remote
entity.
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