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INFORMATION PROCESSING APPARATUS,
PROGRAM UPDATE METHOD, AND
PROGRAM

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an information processing,
apparatus, a program update method, and a program {for
achieving the program update method.

2. Description of the Related Art

Conventionally, a technique of updating a program to be
executed by an information processing apparatus such as an
image forming apparatus or the like has been known.

Further, a technique of, 1n preparation for a case where an
error occurs 1n an update of a program and/or a case where an
updated program itself has a problem, previously evacuating,
or saving a program not yet updated and, when an error
actually occurs, performing restoration by the previously
evacuated program has been known (e.g., Japanese Patent
Application Laid-Open No. 2001-117780). Further, a tech-
nique of, when updating a plurality of programs to be
executed by an information processing apparatus, managing
and controlling a combination of versions of the plurality of
programs, and giving a warning when the combination of the
versions of the plurality of programs 1s not appropriate has

been known (e.g., Japanese Patent Application Laid-Open
No. 2004-042304). In the technique as disclosed in Japanese

Patent Application Laid-Open No. 2004-042304, the update
of each of the plurality of programs 1s mndependently per-
formed, and, after completion of the update of each program,
it 1s judged whether or not the combination of the versions of
these programs 1s appropriate.

In the techmique as disclosed 1n Japanese Patent Applica-
tion Laid-Open No. 2001-117780, when the error actually
occurs 1n the program, the relevant program 1s restored to the
program which has been previously evacuated and 1s not yet
updated. Here, for example, the programs to be used for
operation control of the image forming apparatus include not
only a body controller, but also a plurality of external con-
trollers such as a BIOS (Basic Input/Output System), an
engine controller, a scanner controller and the like. Moreover,
the plurality of external controllers (external controller pro-
grams ) 1nclude a program of which communication speed 1s
low and thus to which it takes a long time to evacuate before
an update, a program which cannot be evacuated before an
update, or the like. Consequently, 1n this technique, there 1s a
problem that impossibility of the program restoration in case
of the occurrence of the error has not been considered.

Besides, 1n the technique as disclosed 1n Japanese Patent
Application Laid-Open No. 2004-042304, when the update
of each program 1s normally completed, it 1s then judged
whether or not the combination of the versions of the pro-
grams 1s appropriate. Namely, in the technique as disclosed 1in
Japanese Patent Application Laid-Open No. 2004-042304,
there 1s a problem that impossibility of the normal update of
cach program due to the occurrence of the error in the update
has not been considered.

The present invention has been completed 1n consideration
of the above problems, and an object thereof 1s to, even when
an error occurs during updates of the plurality of programs,
return the combination of the versions of the plurality of
programs to the combination of the versions of the programs
betore the updates.

SUMMARY OF THE INVENTION

To achieve the above object, the present invention 1s char-
acterized by providing an information processing apparatus
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2

which can communicate with an external device, comprising;:
an 1dentifying unit configured to i1dentify an update-object
program which 1s an object of an update; an acquiring unit
configured to, in preparation for a failure of the update of the
update-object program, acquire from the external device a
restoration program for restoring a state of the update-object
program to a state before the update; an update unit config-
ured to update the update-object program after the acquiring
umit acquired the restoration program from the external
device; and a restoring unit configured to, 1n the case of the
failure of the update of the update-object program by the
update unit, restore the state of the update-object program to
the state before the update, on the basis of the restoration
program acquired by the acquiring unait.

Further features of the present imvention will become
apparent from the following description of exemplary
embodiments with reference to the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram 1illustrating an example of a
hardware constitution of an information processing appara-
tus.

FIG. 2 1s a block diagram 1illustrating an example of a
configuration of programs and the like of the information
processing apparatus.

FIG. 3 1s a flow chart indicating an example of a program
update process according to the first embodiment.

FIGS. 4A,4B, 4C, 4D and 4E are diagrams 1llustrating lists
ol update-object programs and update data necessary for
updates according to the first embodiment.

FIG. 5 1s a flow chart indicating an example of a program
update process according to the second embodiment.

FIGS. 6A, 6B, 6C, 6D, 6E and 6F are diagrams illustrating,
lists of update-object programs and update data necessary for
updates according to the second embodiment.

DESCRIPTION OF THE EMBODIMENTS

Hereinatter, preferred embodiments of the present inven-
tion will now be described 1n detail with reference to the
attached drawings.

FIG. 1 1s a block diagram 1illustrating an example of a
hardware constitution of an information processing apparatus
100. Incidentally, 1t should be noted that, in the following
description, an 1mage forming apparatus 1s used as an
example of the information processing apparatus.

A control unit 200 controls the whole of the information
processing apparatus 100. Moreover, the control unit 200
includes the following components as the constitution for
controlling the mnformation processing apparatus 100.

A CPU (central processing unit) 210 reads out a program
for the control unit 200 stored 1n a flash ROM (read only
memory) 211 to a RAM (random-access memory) 212, and
executes the read program.

Print data received from a PC (personal computer) 225
through a network I'F (interface) 218 i1s stored 1n an HDD
(hard disk drive) 213. Incidentally, the program to be
executed by the CPU 210 includes a later-described print
application program. The print data stored in the HDD 213 1s
converted into 1mage data capable of being printed by a
printer unit 220, by the process of the CPU 210 based on the
print application program. Also, the image data capable of
being printed by the printer unit 220 1s stored 1n the HDD 213.
Further, the program to be executed by the CPU 210 includes
a later-described scan application program. Thus, image data
1s read by a scanner umt 221 and the read image data is
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transterred to the HDD 213, by the process of the CPU 210
based on the scan application program. Also, the read 1image
data 1s stored 1n the HDD 213.

An operation unit I'F 214 1s the interface for transferring an
instruction input by an operator of the information processing
apparatus 100 through an operation unit 219 to the CPU 210.
Further, the operation umt I'F 214 recerves, from the CPU
210, an 1nstruction for switching over the content to be dis-
played on the operation unit 219, and transiers the received
instruction to the operation unit 219.

A printer I/’F 215 1s the interface for connecting the control
unit 200 and the printer umt 220 to each other. Here, the
printer unit 220 performs a print process on a paper sheet on
the basis of the image data transtferred from the HDD 213
through the printer I'F 215. Incidentally, the printer unit 220
includes a CPU 220q and a flash ROM 22054. The CPU 220qa
causes the printer unit 220 to perform various operations
associated with the print process, by executing the program
stored 1n the flash ROM 22054.

A scanner I/’F 216 1s the interface for connecting the control
unit 200 and the scanner unit 221 to each other. Here, the
scanner unit 221 reads out an 1mage on an original document
as 1mage data by using a line sensor constituted by a CCD
(charge coupled device) and the like. Then, the scanner unit
221 transters the read image data to the HDD 213 through the
scanner I/F 216. The image data transierred to and stored 1n
the HDD 213 can be then printed by the printer unit 220. Thus,
a copy process can be performed by the printer unit 220 which
prints the 1image data read by the scanner unit 221. Inciden-
tally, the scanner unit 221 includes a CPU 221a and a flash
ROM 221b6. The CPU 221a causes the scanner unit 221 to
perform various operations associated with the scan process,
by executing the program stored 1n the flash ROM 2215.

A USB-hostI/F (Universal Serial Bus hostinterface) 217 1s
the iterface for connecting the control unit 200 and an exter-
nal USB device 223 to each other. Here, 1t should be noted that
a USB memory, a USB keyboard or the like 1s exemplarily
used as the external USB device 223. Incidentally, 1t may be
possible to store a program 1n the USB memory, download the
stored program, and set the downloaded program 1n a file
storage area of the tlash ROM 211.

The network I'F 218 connects the control unit 200 to a
L. AN (local area network) 110, and further performs commu-
nication with the PC 223 and a server 224 respectively pro-
vided on the LAN 110. Incidentally, the server 224 stores
therein update information for updating later-described vari-
ous programs (to be executed by the information processing
apparatus 100), and thus transmits the update information to
the mformation processing apparatus 100 1n response to a
request from the mnformation processing apparatus 100.

The program of the BIOS 1s stored in a BIOS ROM 230.
Here, the BIOS 1s the program for controlling a start and
operations of the information processing apparatus 100.

Subsequently, a configuration of programs to be executed
by the CPU 210 of the control unit 200 will be described with
reference to FIG. 2. Namely, FIG. 2 1s the block diagram
illustrating an example of the configuration of the programs
and the like of the information processing apparatus 100.

The mnformation processing apparatus 100 has the body
controller (i.e., body controller program group) 400 normally
used by a user, a BIOS 410, a DCON 430 serving as the
engine controller (1.e., engine controller program) of the
printer unit 220, and an RCON 420 serving as the scanner
controller (1.e., scanner controller program) of the scanner
unit 221.

The body controller 400 1s stored 1n the flash ROM 211, the
BIOS 410 1s stored 1n the BIOS ROM 230, the DCON 430 i1s
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stored 1n the flash ROM 22056 of the printer unit 220, and the
RCON 420 1s stored in the flash ROM 22154 ofthe scanner unit

221.

Subsequently, each program included 1n the body control-
ler 400 will be described.

An OS (operating system) 401 1s the OS for controlling the
information processing apparatus 100, and this OS includes
the driver program for controlhng an operation of each part of
the information processing apparatus 100 including the
printer unit 220 and the scanner unit 221. A Ul (user intertace)
402 1s the program for transferring the instruction input by the
operator of the information processing apparatus 100 through
the operation unit 219 to the CPU 210, and performing the
process according to the transferred instruction. A SCAN 403
1s the program for controlling the above scan process by the
scanner unit 221. A PRINT 404 1s the program for controlling
the above print process by the printer unit 220. An N/W 4035
1s the program for communicating with the PC 225 and the
server 224 respectively provided on the LAN 110. An
UPDATE 406 1s the program for performing updates of the
plurality of firmwares as 1illustrated 1n FIG. 2.

It should be noted that these programs are merely examples
of the programs for the information processing apparatus 100.
That 1s, each of these programs may internally include further
detailed subprogram groups, and programs other than the
above programs may be presented.

First Embodiment

Subsequently, a program update process to be performed in
the first embodiment will be described with reference to FIG.
3 and FIGS. 4A to 4E.

FIG. 3 1s the flow chart indicating an example of the pro-
gram update process 1n the first embodiment. FIGS. 4A to 4FE
are the diagrams 1illustrating lists of update-object programs
and update data necessary for updates in the first embodi-
ment. Here, 1t should be noted that the update-object program
implies the program which 1s the object (subject) to be
updated.

Incidentally, the process 1n each step of FIG. 3 1s achieved
on the condition that the CPU 210 of the control unit 200
executes the program stored in the flash ROM 211.

In a step S301, the CPU 210 judges whether or not an
instruction to perform the update process for updating the
program of the information processing apparatus 100 1s
1ssued. When 1t 1s judged that the nstruction to perform the
update process 1s 1ssued, the process 1s advanced to a step
S302. For example, the mstruction to perform the update
process 1s 1ssued by the operator of the mnformation process-
ing apparatus 100 through the operation umt 219. Inciden-
tally, 1t 1s possible, by previously set a schedule to periodi-
cally update the program every certain periods (e.g., every
two weeks), to periodically and automatically 1ssue the
instruction to pertorm the update process.

In the step S302, the CPU 210 executes the UPDATE 406
through the OS 401. Thus, the CPU 210 acquires the versions
of the respective programs stored 1n the flash ROM 211, the
BIOS ROM 230, the flash ROM 22054 and the flash ROM
221b. For example, the versions of the respective programs
betfore update are shown 1n the list illustrated in FIG. 4A.

In a step S303, the CPU 210 transmits an acquisition
request of the version including device type 1D (1dent1ﬁca-
tlon) information for identifying the information processing
apparatus 100 to the server 224 with which the information
processing apparatus 1s communicable through the network,
by executing the UPDATE 406 through the OS 401. Then, the

information processing apparatus 100 acquires the versions
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of the plurality of programs of the information processing
apparatus which are managed by the server 224 based on the
device type ID information, and 1dentifies a combination of
the update-object programs (first identification). Here, the
CPU 210 may cause the operation unit 219 to display the
display screen for identitying the combination, and then 1den-
tify as an update candidate the program indicated by the
operator through the display screen of the operation unit 219.
Besides, the CPU 210 may 1dentify as the update object the
latest combination based on the acquired versions, 1.e., not
based on the instruction of the operator. For example, the
combination of the programs which are the update objects are
shown 1n FI1G. 4B. Incidentally, the CPU 210 may acquire the
version not only from the server 224 but also from the external
USB device 223 (e.g., a USB memory), the PC 225 or the like.

In a step S304, the CPU 210 identifies the program which
1s the update candidate by executing the UPDATE 406
through the OS 401. That1s, the CPU 210 1dentifies the update
data which 1s necessary to update the combination of the
current programs (FIG. 4A) acquired 1n the step S302 to the
combination of the respective programs being the update
objects acquired in the step S303 (FIG. 4B). Here, since the
OS, the Ul, a PRINT program and the BIOS respectively
included in the body controller 400, and the DCON (version
2.0) are necessary to update the combination 1llustrated 1n
FI1G. 4A to the combination 1llustrated in FIG. 4B, the list of
the update data 1s as 1llustrated in FIG. 4C. That 1s, the CPU
210 1dentifies the program names of the plurality of programs
being the update objects and the versions of the respective
program after update, as 1llustrated 1n FIG. 4C.

In a step S305, the CPU 210 identifies the program for
returning the combination of the programs to the combination
of the programs before update when an error occurs, by
executing the UPDATE 406 through the OS 401. That 1s, the
CPU 210 identifies the update data which 1s necessary to
update the combination of the programs (FIG. 4B) which are
the update objects acquired in the step S303 to the combina-
tion of the current (before update) programs (FIG. 4A)
acquired 1n the step S302. Here, since the OS, the UI, the
PRINT program and the BIOS respectively included 1n the
body controller 400, and the DCON (version 1.0) are neces-
sary to update the combination illustrated 1n FIG. 4B to the
combination illustrated in FI1G. 4 A, the list of the update data
1s as 1llustrated in FI1G. 4D. That 1s, the CPU 210 1dentifies the
program names of the plurality of programs being the update

objects and the versions of the respective program before
update, as illustrated 1n FIG. 4D.

In a step S306, the CPU 210 acquires, irom the server 224,
the list of the update data which have been 1dentified in the
steps S304 and S305 (illustrated 1n FIGS. 4C and 4D), by
executing the UPDATE 406 through the OS 401. Then, the
CPU 210 stores the acquired update data 1n the information
processing apparatus 100 (e.g., the HDD 213). Here, the
update data 1llustrated in FIG. 4C 1s equivalent to the update
program to be used to update the program which 1s the update
object. Moreover, the update data illustrated 1n FIG. 4D 1s
equivalent to a restoration program to be used to restore the
program to the state before update when the update of the
update-object program (i.e., the program being the update
object) was failed. When the CPU 210 updates the combina-
tion of the programs to the combination of the update-object
programs (FI1G. 4B), the CPU uses the update data illustrated
in FIG. 4C. Then, when the error occurs while the update 1s
being performed, the CPU 210 returns the combination of the
programs to the combination of the programs before update
(FIG. 4A) by using the update data illustrated 1n FIG. 4D.

Thus, 1t 1s possible to prevent that the combination of the

10

15

20

25

30

35

40

45

50

55

60

65

6

versions of the respective programs becomes 1nappropriate.
Incidentally, the CPU 210 may acquire the update data not
only from the server 224 but also from the external USB
device 223 (e.g., a USB memory), the PC 225 or the like.

In astep S307, the CPU 210 updates the combination o the
programs to the combination of the programs (FIG. 4B)
acquired 1n the step S303 with use of the update data acquired

in the step S306, by executing the UPDATE 406 through the
OS 401. More specifically, the CPU 210 updates the body
controller 400 and the BIOS 410, and further updates the
RCON 420 and the DCON 430 which are the external con-
trollers. Since the respective programs have been stored 1n the
different storage areas (namely, 1n the flash ROM 211, the
BIOS ROM 230, the flash ROM 22056 and the flash ROM
2215 1n this case), 1t 1s possible to shorten the update time by
performing the update processes in parallel as much as pos-
sible.

In a step S308, the CPU 210 judges whether or not the
update process in the step S307 has been normally completed,
by executing the UPDATE 406 through the OS 401. When 1t
1s judged that the update process has been normally com-
pleted, the process 1s advanced to a step S312 by the CPU 210.
On the other hand, when 1t 1s judged that the update process 1s
not normally completed, the process 1s advanced to a step
S5309. Incidentally, as the case where the update process 1s not
normally completed, for example, there 1s a case where the
version of each program stored in each storage area 1s not
comncident with the version of each program (FIG. 4B)
acquired 1n the step S303 even if a predetermined time
clapses. Here, for example, each storage area 1s equivalent to

each of the flash ROM 211, the BIOS ROM 230, the flash
ROM 22056 and the flash ROM 2215.

As a case where the update process fails, for example, there
1s a case where the update of the body controller 400 fails (the
writing to the flash ROM 211 fails) but the updates of the
BIOS 410 and the DCON 430 succeed. In this case, the
combination of the programs as illustrated in FIG. 4E 1s
given. Incidentally, as the reason why the update of the body
controller 400 fails, for example, there 1s a case where a power
failure occurs 1n the update process. When the combination of
the programs as illustrated 1n FIG. 4E 1s given, since an
inconsistency occurs in the combination of the versions of the
OS 401 and the BIOS 410 and an inconsistency occurs in the
combination of the versions of the PRINT 404 and the DCON
430, there 1s a possibility that the information processing
apparatus cannot be normally started. For this reason, the
CPU 210 performs a restoration process in the step S309 to
return the combination of the programs to the combination of
the respective programs before update (FIG. 4A), thereby
climinating the inconsistencies occurred in the combinations

of the versions.
In the step S309, the CPU 210 executes the UPDATE 406

through the OS 401. Thus, the CPU 210 updates (or restores)
the combination of the respective programs to the combina-
tion of the respective programs before update (FIG. 4A)
acquired 1n the step S302, by using the restoration program

acquired 1n the step S306. More specifically, the CPU 210
restores the body controller 400 and the BIOS 410, and fur-
ther restores the RCON 420 and the DCON 430. Since the
respective programs have been stored in the different storage
areas (namely, in the flash ROM 211, the BIOS ROM 230, the
flash ROM 2205 and the flash ROM 2215 1n this case), 1t 1s
possible to shorten the update time by performing the update
processes 1n parallel.

In a step S310, the CPU 210 judges whether or not the
update process in the step S309 has been normally completed,

by executing the UPDATE 406 through the OS 401. More
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specifically, the CPU 210 judges whether or not the version of
cach program stored in each storage area 1s coincident with

the version of each program (FIG. 4A) acquired 1n the step
S302. When it 1s judged that the version of each program
stored 1n each storage area i1s coincident with the version of
cach acquired program, the CPU 210 considers that the incon-
sistency has been eliminated, and the process 1s advanced to
the step S312. On the other hand, when it 1s judged that the
version of each program stored in each storage area 1s not
comncident with the version of each acquired program, the
CPU 210 considers that the update process has failed, and the
process 1s advanced to a step S311. Here, for example, each
storage area 1s equivalent to each of the flash ROM 211, the
BIOS ROM 230, the flash ROM 2205 and the flash ROM
221b. Incidentally, when 1t 1s considered that the 1nconsis-
tency has been eliminated, the CPU 210 displays, on the
operation unit 219 or the like, the screen or the like for
indicating that the inconsistency has been eliminated. In this
case, the process may be advanced to the step S312 after an
instruction to restart the system 1s recerved from the operator
through the screen.

In the step S311, the CU 210 displays, on the operation unit
219, a message indicating that the update process has failed,
by executing the UPDATE 406 through the OS 401.

In the step S312, the CPU 210 restarts the system as a
whole through the OS 401, and the update process 1s com-
pleted.

As described above, according to the first embodiment, 1n
the case where the plurality of programs to be executed by the
information processing apparatus are updated, even 1f the
update process of any one of the programs 1s not completed,
it 1s possible to prevent that the combination of the versions of
the respective program becomes 1nappropriate. More specifi-
cally, the CPU 210 has previously acquired, from the server or
the like, the update data (FIG. 4D) which 1s necessary to
return the combination of the programs to the combination of
the respective programs before update (FIG. 4A), together
with the update data (FIG. 4C) which 1s necessary to update
the combination of the programs to the combination of the
update-object programs (FIG. 4B). Then, when the update
process of any one of the programs fails, the CPU 210 returns
the combination of the programs to the combination of the
respective programs before update (FIG. 4A), by using the
previously acquired update data. Thus, 1t 1s possible to make
the combination of the versions of the respective programs
appropriate.

Second Embodiment

Subsequently, the second embodiment of the present
invention will be described hereinaiter. In the first embodi-
ment, the information processing apparatus 100 previously
acquires, from the server or the like, the restoration program
tor the update-object program before the program 1s actually
updated. However, there 1s a case where the programs such as
the OS 401, the Ul 402, the PRINT 404 and the like can be
evacuated to the storage area (1.e., the HDD 213 or the like).
That 1s, there 1s a case where the immformation processing
apparatus 100 can create the restoration program. It should be
noted that the second embodiment has been completed 1n this
regard.

That 1s, 1n the second embodiment, the CPU 210 evacuates
the program before update 1in the body controller 400. Further,
the CPU 210 previously acquires, from an external device
(e.g., the server 224), the update data which 1s necessary to
return the combination of the programs to the combination of
the programs betfore update in the external controllers such as
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the BIOS 410, the RCON 420, the DCON 430 and the like.
Hereinafter, differences from the first embodiment will be
mainly described with reference to FIG. 5 and FIGS. 6 A to 6F.
Here, 1t 1s assumed that the version of each program belore
update 1s as 1llustrated 1n the list of FIG. 6A, and the combi-
nation of the update-objects 1s as illustrated 1n FIG. 6B.

FIG. 5 1s the tlow chart indicating an example of a program
update process according to the second embodiment. FIGS.
6A to 6F are the diagrams 1llustrating the lists of the update-
object programs, the update data necessary for updates and
the programs to be evacuated before the update, according to
the second embodiment.

Incidentally, the process 1in each step of FIG. 5 1s achieved
on the condition that the CPU 210 of the control unit 200
executes the program stored in the flash ROM 211.

In a step S305, the CPU 210 identifies the program for
returning the combination of the programs to the combination
of the programs before update when an error occurs, by
executing the UPDATE 406 through the OS 401. That 1s, the
CPU 1dentifies the update data which 1s necessary to update
the combination of the programs (FIG. 6B) which are the
update objects acquired 1n a step S503 to the combination of
the current (before update) programs (FIG. 6 A) acquired in a
step S502. Here, since the BIOS and the DCON (version 1.0)
are necessary to update the combination illustrated in FI1G. 6B
to the combination illustrated in FIG. 6 A, the list of the update
data 1s as 1llustrated in FIG. 6D. That 1s, t

he second embodi-
ment 1s different from the first embodiment in the point that
the program of the body controller 400 1s not included 1n the
list of the update data.

Incidentally, the programs included 1n the list illustrated 1n
FIG. 6D are an example of a first restoration program.

In a step S506, the CPU 210 evacuates, as the restoration
program, the program before update to return the program
combination of the body controller 400 to the program com-
bination before update when an error occurs, by executing the
UPDATE 406 through the OS 401. That 1s, the CPU 210
identifies the program which 1s necessary to restore the com-
bination of the current (before update) programs (FIG. 6 A)
acquired in the step S502 from the combination of the update-
object programs (FI1G. 6B) acquired 1n the step S503 (second
restoration). Then, the CPU 210 evacuates the 1identified pro-
gram 1nto the control unit 200 (the HDD 213 or the like). It 1s
necessary to evacuate the OS, the Ul and the PRINT (version
1.0) 1n order to restore the program combination 1llustrated 1n
FIG. 6 A from the program combination i1llustrated in FI1G. 6B
in the body controller 400, and the programs which are the
evacuation objects are as illustrated in FIG. 6F. Incidentally,
the CPU 210 may evacuate all the programs included 1n the
body controller 400 1n accordance with a vacant memory in
the control umt 200, or may evacuate only the necessary
programs as described above.

In any case, 1t should be noted that the restoration program
to be evacuated 1nto the control unit 200 (the HDD 213 or the
like) 1n the step S506 1s the program of the body controller
400. Since the programs of the BIOS 410, the RCON 420 and
the DCON 430 cannot be evacuated into the control unit 200
(the HDD 213 or the like), the restoration programs thereof
are acquired from the server 224 1n a step S507.

Here, the reason why the programs of the BIOS 410, the
RCON 420 and the DCON 430 cannot be evacuated into the
control unit 200 (the HDD 213 or the like) 1s the specifications
of various interfaces such as the printer I'F 215, the scanner
I/’F 216 and the like. Even if the programs of the RCON 420
and the DCON 430 can be evacuated into the control unit 200
(the HDD 213 or the like), when commumnication speed of the
printer I/'F 215 and/or the scanner I/F 216 1s low, it takes time
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to create the restoration programs. Therefore, as 1n the second
embodiment, i1t 1s desirable to acquire the restoration program
from the server 224.

Incidentally, the programs illustrated in FIG. 6F are an
example of a second restoration program.

Further, the programs of the OS, the Ul and the PRINT
illustrated in FIG. 6C are an example of a first program, and
the programs of the BIOS and the DCON illustrated 1n FIG.
6C are an example of a second program.

In a step S3509, the CPU 210 judges whether or not the
update process 1n a step S508 has been normally completed,
by executing the UPDATE 406 through the OS 401. More
specifically, the CPU 210 judges whether or not the version of
cach program stored in each storage area 1s coincident with
the version of each program (FIG. 6B) acquired 1n the step
S503. When 1t 1s judged that the version of each program
stored 1n each storage area 1s coincident with the version of
cach acquired program, the CPU 210 considers that the
update process has been normally completed, and the process
1s advanced to a step S513. On the other hand, when 1t 1s
judged that the version of each program stored in each storage
area 1s not coincident with the version of each acquired pro-
gram, the CPU 210 considers that the update process has
tailed, and the process 1s advanced to a step S510. Here, for

example, each storage area 1s equivalent to each of the flash
ROM 211, the BIOS ROM 230, the flash ROM 22054 and the

flash ROM 2215.
As a case where the update process fails, for example, there

1s a case where the updates of the body controller 400 and the
BIOS 410 succeed but the update of the DCON 430 fails (the

writing to the flash ROM 22056 fails), and the combination of
the programs as 1llustrated in FIG. 6E 1s given. In this case,
since an nconsistency occurs in the combination of the ver-
sions of the PRINT 404 and the DCON 430, there 1s a possi-
bility that the mmformation processing apparatus cannot be
normally started. For this reason, the CPU 210 performs the
restoration process 1n the step S510 to return the combination
of the programs to the combination of the respective pro-
grams belfore update (FIG. 6A), thereby eliminating the
inconsistencies occurred in the combinations of the versions.

In the step S510, the CPU 210 executes the UPDATE 406
through the OS 401. Thus, the CPU 210 restores the combi-
nation of the respective programs to the combination of the
respective programs before update (FIG. 6 A) acquired 1n the
step S502, by using the respective programs before update
previously evacuated into the control unit 200 (the HDD 213
or the like) 1n the step S506 and the update data acquired 1n the
step S507. More specifically, the CPU 210 restores the com-
bination of the programs in the body controller 400 to the
combination of the programs before update, by using the

respective programs before update previously evacuated 1into
the control unit 200 (the HDD 213 or the like) in the step

S506. Further, the CPU 210 restores the states of the BIOS
410, the RCON 420 and the DCON 430 to the states before
update, by using the update data acquired i the step S507.
Since the respective programs have been stored 1n the differ-
ent storage areas (namely, in the flash ROM 211, the BIOS
ROM 230, the flash ROM 22054 and the flash ROM 22154 1n
this case), the CPU 210 can shorten the update time by per-
forming the update (or restoration) processes 1n parallel.

As described above, according to the second embodiment,
with respect to, among the update-object programs, the pro-
grams o1 the body controller 400, the restoration programs are
created by the information processing apparatus 100 itself
(step S506). On the other hand, with respect to the programs
of the BIOS 410, the RCON 420 and the DCON 430, the

restoration programs are not created by the information pro-
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cessing apparatus but are acquired from the server 224 (step
S507). Consequently, with respect to the program for which
the information processing apparatus 100 1tself cannot create

the restoration program, it 1s possible to previously prepare
the restoration program belfore actually performing the

update of the relevant program.

Other Embodiments

The present invention can also be realized by a process 1n
which software (programs) for achieving the functions of the
above embodiments 1s supplied to a system or an apparatus
through anetwork or various storage media and a computer (a
CPU, an MPU or the like) of the system or the apparatus reads
out and executes the supplied programs.

According to the above embodiments, even if the error
occurs while the plurality of programs are being updated, 1t 1s
possible to easily return the combination of the versions of the
programs to the combination of the versions of the programs

betfore update.

While the present invention has been described with refer-
ence to the exemplary embodiments, 1t 1s to be understood
that the invention 1s not limited to the disclosed exemplary
embodiments. The scope of the following claims 1s to be
accorded the broadest mterpretation so as to encompass all
such modifications and equivalent structures and functions.

According to the present invention, even 1f the error occurs

while the plurality of programs are being updated, it 1s pos-
sible to return the combination of the versions of the programs
to the combination of the versions of the programs before
update.
The embodiments of the present mvention can also be
realized by a computer of a system or apparatus that reads out
and executes computer executable instructions recorded on a
storage medium (e.g., non-transitory computer-readable stor-
age medium) to perform the functions of one or more of the
above-described embodiments of the present invention, and
by a method performed by the computer of the system or
apparatus by, for example, reading out and executing the
computer executable mstructions from the storage medium to
perform the functions of one or more of the above-described
embodiments. The computer may comprise one or more of a
central processing unit (CPU), micro processing unit (MPU),
or other circuitry, and may include a network of separate
computers or separate computer processors. The computer
executable mnstructions may be provided to the computer, for
example, from a network or the storage medium. The storage
medium may include, for example, one or more of a hard disk,
a random-access memory (RAM), a read only memory
(ROM), a storage of distributed computing systems, an opti-
cal disk (such as a compact disc (CD), digital versatile disc
(DVD), or Blu-ray Disc (BD)™), a flash memory device, a
memory card, and the like.

This application claims the benefit of Japanese Patent
Application No. 2012-139763, filed Jun. 21, 2012, which 1s

hereby incorporated by reference herein in 1ts entirety.

What 1s claimed 1s:

1. An information processing apparatus which can com-
municate with a server, the information processing apparatus
including a computer comprising:

a first memory configured to store a first program; and

a second memory configured to store a second program,

wherein the computer, when operated, performs as:

an acquiring unit configured to acquire, from the server,
update data for updating the first program and the
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second program and first restoration data for restoring
the first program to a previous state when the update
has failed;

a generating unit configured to generate second restora-
tion data for restoring the second program to a previ-
ous state when the update has failed;

an update unit configured to update the first program and
the second program based on the acquired update
data; and

a restoring unit configured to, when the update per-
tormed by the updated unit has failed, restore the first
program and the second program respectively to the
previous states based on the acquired first restoration
data and the generated second restoration data.

2. The mmformation processing apparatus according to
claim 1,
wherein the generating unit generates the second restora-
tion data by evacuating the second program to a prede-
termined storage area, and
wherein the first program 1s a program which cannot be
evacuated to the predetermined storage area.
3. The information processing apparatus according to
claim 1, further comprising:
a controller configured to control the information process-
ing apparatus; and
a printer configured to perform printing,
wherein the controller 1s equipped with the second
memory, and
wherein the printer 1s equipped with the first memory.
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4. The information processing apparatus according to
claim 1, further comprising:
a controller configured to control the information process-
ing apparatus; and
a scanner configured to perform original reading,
wherein the controller 1s equipped with the second

memory, and
wherein the scanner 1s equipped with the first memory.
5. A program update method for updating a program of an
information processing apparatus, comprising:
storing a first program;
storing a second program;
acquiring, from a server, update data for updating the first
program and the second program, and first restoration
data for restoring the first program to a previous state
when the update has failed;
generating second restoration data for restoring the second
program to a previous state when the update has failed;
updating the first program and the second program based
on the acquired update data; and
when the update has failed, restoring the first program and
the second program, respectively, to their previous states
based on the acquired first restoration data and the gen-
crated second restoration data.
6. A non-transitory computer-readable storage medium
storing a program to cause a computer to perform the program
update method according to claim 3.
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