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AUTOMATIC WEB SERVICE MONITORING

CROSS-REFERENCE TO RELATED
APPLICATION

The present application claims priority from U.S. Provi-

sional Application Ser. No. 61/610,872 for “Automatic Web
Service Monitoring”, filed Mar. 14, 2012, the disclosure of
which 1s incorporated by reference herein, in its entirety.

FIELD OF THE INVENTION

The present invention relates to performance monitoring of
cloud computing systems.

SUMMARY

According to various embodiments, the present invention
provides live site performance monitoring 1n the context of
logical resource hierarchies found in cloud computing sys-
tems. In particular, in one embodiment, the system of the
present mvention facilitates monitoring of new computing
services without necessarily requiring explicit knowledge
about such new services. Such services can include, for
example and without limitation, those provided using a Rep-
resentational State Transier (REST) architecture, although
the techniques described herein can also be used with other
architectures.

In one embodiment, the system of the present invention
operates by automatically creating groups of items for per-
formance monitoring, based on the hierarchy of a URI. Heu-
ristics can be used to determine aggregatable hierarchy nodes.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings illustrate several embodi-
ments of the mvention. Together with the description, they
serve to explain the principles of the invention according to
the embodiments. One skilled in the art will recognize that the
particular embodiments 1llustrated in the drawings are merely
exemplary, and are not intended to limit the scope of the
present invention.

FIG. 1 1s a block diagram depicting an architecture for
practicing the present ivention according to one embodi-
ment.

FIG. 2 1s a block diagram depicting an example of a
resource hierarchy that can be automatically inferred and
monitored by the system of the present invention according to
one embodiment.

DETAILED DESCRIPTION OF TH
EMBODIMENTS

(Ll

In one embodiment, the system can be implemented 1n a
client-server architecture. It can be implemented as software
written 1n any suitable computer programming language,
such as Java.

In one embodiment, the system of the present invention
operates as follows:

Parse a URI.

Use heuristics to determine static path elements from

dynamic and/or variable elements.

Create hierarchical monitoring groups based on the static

path elements.

Replace varniable path elements with a common value to

aggregate monitoring for service requests across mul-
tiple resources of the same type.
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In one embodiment, the system of the present invention
uses a set of expandable heuristics to aggregate statistics
across a learned hierarchy of URIs. The system of the present
invention thus offers significant advantages over previous
systems that do not automatically aggregate across logical
hierarchies. For example, some previous systems may use
only actual application URIs, without capturing hierarchical
relationships between them.

For example, 1n one embodiment, the system automatically
builds a hierarchy of resource monitoring counters that aggre-
gate monitoring statistics for a distributed cloud system. The
URIs tracked by the counters may, but need not, conform to
some or all of the REST constraints (1.e., they may or may not
be “RESTTul). Such constraints are well know 1n the art and
may include, for example:

Client-server: A uniform interface separates clients from

Servers.

Stateless: No client context stored on the server between
requests.

Cacheable: Clients can cache responses. Responses can
define themselves as cacheable or not.

Layered system: A client cannot ordinarily tell whetheritis
connected directly to the end server, or to an intermedi-
ary along the way. Intermediary servers may improve
system scalability by enabling load-balancing and by
providing shared caches. They may also enforce security
policies.

Code on demand: Servers are able temporarily to extend or
customize the functionality of a client by the transier of
executable code. Examples of this may include com-
piled components such as Java applets and client-side
scripts such as JavaScript.

Uniform interface: A umiform interface 1s provided
between clients and servers, to simplily and decouple
the architecture, and to enable each part to evolve inde-
pendently.

In one embodiment, the Automatic Web Service Monitor of
the present invention uses a service-agnostic request filter to
automatically monitor performance statistics for any HI'TP
service. The filter gathers any or all of: request counts, aver-
age latencies, 99th percentile latencies, response status code
counts, and the like.

In one embodiment, the filter uses an extensible set of
heuristics to automatically identify hierarchies 1n the URIs,
and aggregates statistics for each node in the hierarchy. These
heuristics 1dentity path elements which are likely variables in
a service handler. These path elements are then replaced with
“Jid}” in the URI. This modified URI is used to match ele-
ments with other requests, and to aggregate their statistics.

The filter also parses the URI at path separators, the slash
(*/”’) character, and builds a URI tree. Each node 1n the tree
tracks statistics that are an aggregate of requests for that URI,
and any descendants 1n the tree. The filter aggregates these
statistics for a configured period, saves the statistics to a
persistent storage device such as a database, clears the
counters, and repeats the process.

In one embodiment, the filter, though a background thread,
periodically stores data points in persistent storage. Such
persistent storage can be, for example, a Mongo database,
though any of a variety of database technologies can be used.
A background processing job further aggregates the statistics
across both of the two dimensions used: time and resource
hierarchy.

The above-described system thus achieves an automatic
hierarchical resource monitoring system for cloud resources
using URIs for identifiers and HT'TP for an application pro-
tocol.
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Referring now to FIG. 2, there 1s shown an example of a
resource hierarchy 200 that can be automatically inferred and
monitored by the system of the present invention. Hierarchy
200 1s presented as a monitoring tree containing a plurality of
nodes 201. Each node 201 corresponds to an HT'TP request
path, as shown 1n list 202. In at least one embodiment, the
system of the present invention 1s able to automatically infer
the depicted hierarchical relationship among nodes 201, as
represented by their positioning in FIG. 2 and by the request

paths.

Referring now to FIG. 1, there 1s shown a block diagram
depicting an architecture for practicing the present invention
according to one embodiment. In this embodiment, the tech-
niques of the present invention are used 1n connection with
performance monitoring and alerting for a cloud-based appli-
cation referred to as Executive Management Platform (EMP).
Such an architecture can include data collection (monitoring)
components, analysis tools, and alerting mechanisms. In one
embodiment, system momnitoring 1s provided by multiple
components (web services 110A through 110D) running on
an EMP 1nstance 109A and/or 109B; data 1s stored at data
store 112. Data 1s transierred to cross-instance monitoring
data store 105. In at least one embodiment, at least one EMP
instance (referred to as a Domo EMP 1nstance 107) generates
Key Pertormance Indicators (KPIs) 108 from data in cross-
instance monitoring data store 105.

Machine statistics such as ICMP responsiveness and CPU
utilization are monitored. Application monitoring 1s pro-
vided, for example, by the service-agnostic request filter
described above, which may be used system-wide to capture
detailed and aggregated request statistics. Such monitoring
may take place, for example, 1n connection with data requests
and responses from/to a client 101, which take place over the
Internet 111 or some other electronic network.

In one embodiment, the filter relies on a reusable monitor-
ing component for data capturing. This “Counter” component
can be used for deep, tlexible, business and system insight.
The Counter component can be used to measure various
statistics regarding web server resources, such as: which are
used most often, which take the longest to return, and addi-
tional analysis of aggregate resource access statistics.
Resources can be organized by service type, so that analyses
across time and service hierarchies can be provided.

In one embodiment, the architecture for implementing the
present mvention includes data and tools to facilitate data-
driven decisions 1n live site monitoring, system design, sys-
tem optimization, system resource allocation, and more. In
one embodiment the architecture employs monitoring tech-
nology such as Nagios XI 104, available from Nagios Enter-
prises, LLC of Saint Paul, Minn., to monitor a variety of
machine and application properties, and to alert when such
properties reach or cross predefined thresholds. One skilled in
the art will recognize, however, that any suitable monitoring,
soltware can be used. Nagios XI 104 (or another monitoring
system) runs on a server 102 referred to herein as “Radar
server’’, or at any other suitable location.

In at least one embodiment, the techmques of the present
invention are performed as part of background data process-
ing 106 that runs 1n connection with data store 112 and/or data
store 103.

One skilled in the art will recognize that the examples
depicted and described herein are merely illustrative, and that
other arrangements of user interface elements can be used. In
addition, some of the depicted elements can be omitted or
changed, and additional elements depicted, without departing
from the essential characteristics of the invention.
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The present invention has been described 1n particular
detail with respect to possible embodiments. Those of skill 1in
the art will appreciate that the invention may be practiced in
other embodiments. First, the particular naming of the com-
ponents, capitalization of terms, the attributes, data struc-
tures, or any other programming or structural aspect 1s not
mandatory or significant, and the mechanisms that implement
the 1nvention or its features may have different names, for-
mats, or protocols. Further, the system may be implemented
via a combination of hardware and software, or entirely in
hardware elements, or entirely 1n software elements. Also, the
particular division of functionality between the various sys-
tem components described herein 1s merely exemplary, and
not mandatory; functions performed by a single system com-
ponent may instead be performed by multiple components,
and functions performed by multiple components may
istead be performed by a single component.

Reference in the specification to “one embodiment™ or to
“an embodiment” means that a particular feature, structure, or
characteristic described 1n connection with the embodiments
1s included 1n at least one embodiment of the invention. The
appearances ol the phrases “in one embodiment” or “in at
least one embodiment™ 1n various places in the specification
are not necessarily all referring to the same embodiment.

In various embodiments, the present mvention can be
implemented as a system or a method for performing the
above-described techniques, either singly or in any combina-
tion. In another embodiment, the present invention can be
implemented as a computer program product comprising a
non-transitory computer-readable storage medium and com-
puter program code, encoded on the medium, for causing a
processor 1n a computing device or other electronic device to
perform the above-described techniques.

Some portions of the above are presented 1n terms of algo-
rithms and symbolic representations of operations on data
bits within a memory of a computing device. These algorith-
mic descriptions and representations are the means used by
those skilled in the data processing arts to most effectively
convey the substance of their work to others skilled 1n the art.
An algorithm 1s here, and generally, concetved to be a seli-
consistent sequence of steps (instructions) leading to a
desired result. The steps are those requiring physical manipu-
lations of physical quantities. Usually, though not necessarily,
these quantities take the form of electrical, magnetic or opti-
cal signals capable of being stored, transierred, combined,
compared and otherwise manipulated. It 1s convenient at
times, principally for reasons of common usage, to refer to
these signals as bits, values, elements, symbols, characters,
terms, numbers, or the like. Furthermore, 1t 1s also convenient
at times, to refer to certain arrangements of steps requiring
physical manipulations of physical quantities as modules or
code devices, without loss of generality.

It should be borne 1n mind, however, that all of these and
similar terms are to be associated with the appropriate physi-
cal quantities and are merely convenient labels applied to
these quantities. Unless specifically stated otherwise as
apparent from the following discussion, it 1s appreciated that
throughout the description, discussions utilizing terms such
as “processing” or “‘computing” or “calculating” or “display-
ing” or “determining” or the like, refer to the action and
processes of a computer system, or similar electronic com-
puting module and/or device, that mampulates and trans-
forms data represented as physical (electronic) quantities
within the computer system memories or registers or other
such information storage, transmission or display devices.

Certain aspects of the present mvention include process
steps and nstructions described heremn in the form of an
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algorithm. It should be noted that the process steps and
instructions of the present invention can be embodied 1n soit-
ware, firmware and/or hardware, and when embodied 1n soft-
ware, can be downloaded to reside on and be operated from
different platforms used by a variety of operating systems.

The present invention also relates to an apparatus for per-
forming the operations herein. This apparatus may be spe-
cially constructed for the required purposes, or 1t may com-
prise a general-purpose computing device selectively
activated or reconfigured by a computer program stored in the
computing device. Such a computer program may be stored 1in
a computer readable storage medium, such as, but 1s not
limited to, any type of disk including floppy disks, optical
disks, CD-ROMs, DVD-ROMSs, magnetic-optical disks,
read-only memories (ROMs), random access memories
(RAMs), EPROMSs, EEPROMSs, flash memory, solid state
drives, magnetic or optical cards, application specific inte-
grated circuits (ASICs), or any type of media suitable for
storing electronic 1nstructions, and each coupled to a com-
puter system bus. Further, the computing devices referred to
herein may include a single processor or may be architectures
employing multiple processor designs for increased comput-
ing capability.

The algorithms and displays presented herein are not inher-
ently related to any particular computing device, virtualized
system, or other apparatus. Various general-purpose systems
may also be used with programs in accordance with the teach-
ings herein, or it may prove convenient to construct more
specialized apparatus to perform the required method steps.
The required structure for a variety of these systems will be
apparent from the description provided herein. In addition,
the present invention 1s not described with reference to any
particular programming language. It will be appreciated that
a variety of programming languages may be used to imple-
ment the teachings of the present mmvention as described
herein, and any references above to specific languages are
provided for disclosure of enablement and best mode of the
present invention.

Accordingly, 1n various embodiments, the present inven-
tion can be implemented as soitware, hardware, and/or other
clements for controlling a computer system, computing
device, or other electronic device, or any combination or
plurality thereof. Such an electronic device can include, for
example, a processor, an input device (such as a keyboard,
mouse, touchpad, trackpad, joystick, trackball, microphone,
and/or any combination thereot), an output device (such as a
screen, speaker, and/or the like), memory, long-term storage
(such as magnetic storage, optical storage, and/or the like),
and/or network connectivity, according to techniques that are
well known 1n the art. Such an electronic device may be
portable or non-portable. Examples of electronic devices that
may be used for implementing the invention include: amobile
phone, personal digital assistant, smartphone, kiosk, server
computer, enterprise computing device, desktop computer,
laptop computer, tablet computer, consumer -electronic
device, or the like. An electronic device for implementing the
present invention may use any operating system such as, for
example and without limitation: Linux; Microsoit Windows,
available from Microsoit Corporation of Redmond, Wash.;
Mac OS X, available from Apple Inc. of Cupertino, Calif.;
1085, available from Apple Inc. of Cupertino, Calif.; Android,
available from Google, Inc. of Mountain View, Calif.; and/or
any other operating system that 1s adapted for use on the
device.

While the invention has been described with respect to a
limited number of embodiments, those skilled in the art,
having benefit of the above description, will appreciate that
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other embodiments may be devised which do not depart from
the scope of the present mmvention as described herein. In
addition, i1t should be noted that the language used 1n the
specification has been principally selected for readability and
instructional purposes, and may not have been selected to
delineate or circumscribe the inventive subject matter.
Accordingly, the disclosure of the present invention 1s
intended to be 1llustrative, but not limiting, of the scope of the
invention, which is set forth in the claims.

What 1s claimed 1s:

1. A computer-implemented method for automatically
monitoring a web service, comprising;

intercepting an incoming request directed to the web ser-

vice at a computing device comprising a processor and
memory, the intercepted request comprising a uniform
resource 1dentifier (URI) that comprises one or more
static path elements and one or more dynamic elements;
associating the intercepted request with one of a plurality
of monitoring groups, wherein the monitoring groups
are embodied as entries 1n a data structure maintained on
a non-transitory storage device such that each entry cor-
responds to a resource of the web service, wherein the
entries comprise respective counters comprising perfor-
mance statistics pertaining to requests directed to the
resource of the entry, and wherein associating the inter-
cepted request with a hierarchical monitoring group
COMPrises:
forming a modified URI for the incoming request 1n the
memory of the computing device using the processor,
wherein forming the modified URI comprises replac-
ing a dynamic element of the incoming request URI
with a common value using the processor,
matching the modified URI 1n the memory of the com-
puting device to a web resource corresponding to one
of the entries of the data structure using the processor,
and
associating the incoming request with the hierarchical
monitoring group of the matching web resource,
gathering performance statistics pertaining to a response
generated by the web service to the incoming request at
the computing device; and
updating the counter of the entry associated with the
incoming request in response to gathering the perfor-
mance statistics.
2. The computer-implemented method of claim 1, wherein
the web service provides resources at respective resource
paths, and wherein each entry 1n the data structure comprises
a path i1dentifier that corresponds to one or more of the
resource paths, the method turther comprising:
establishing a path i1dentifier for a particular entry corre-
sponding to a resource path ol the web service by includ-
ing a common value 1n the resource path to represent a
dynamic element 1n a URI of an incoming request; and

matching the particular entry to the modified URI of the
incoming request by comparing the modified URI to the
path identifier of the particular entry.

3. The computer-implemented method of claim 2, wherein
establishing the path identifier for the particular entry com-
prises inserting the common value between two or more static
path elements of the resource path.

4. The computer-implemented method of claim 1, wherein
the resources of the web service comprise respective hierar-
chical resource paths, the method further comprising:

maintaining the entries o the respective monitoring groups

in a hierarchical tree data structure on the non-transitory
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storage device, such that each entry corresponds to a
respective hierarchical resource path of the web service;
and
establishing hierarchical relationships between the entries
in the hierarchical tree data structure that correspond to
the hierarchical resource paths of the respective entries.
5. The computer-implemented method of claim 4, further
comprising;
forming a path identifier for a particular entry in the hier-
archical tree data structure, the particular entry corre-
sponding to a hierarchical resource path that comprises
a plurality of static path elements by 1nserting a common
value 1nto the path i1dentifier to represent dynamic ele-
ments of a URI directed to the corresponding resource of
the web service; and
matching the particular entry to the modified URI of the
incoming request by comparing the modified URI of the
incoming request to the path identifier of the particular
entry.
6. The computer-implemented method of claim 4, further
comprising aggregating performance statistics of a plurality
of entries based on hierarchical relationships between the
entries 1n the hierarchical tree data structure.
7. The computer-implemented method of claim 6, wherein
aggregating the performance statistics comprises combining
performance statistics of a selected entry of the hierarchical
tree data structure and one or more child entries of the
selected entry 1n the hierarchical tree data structure.
8. The computer-implemented method of claim 1, further
comprising;
creating a new entry on the non-volatile storage medium in
response to determining that the modified URI of the
incoming request does not match web resources of any
of the entries 1n the data structure; and
associating the incoming request with the new entry.
9. The computer-implemented method of claim 1, further
comprising establishing entries of a monitoring tree data
structure on the non-transitory storage device 1n response to
intercepting requests directed to the web service such that the
entries correspond to respective hierarchical resource paths,
and hierarchical relationships between the entries correspond
to hierarchical relationships of the respective resource paths.
10. A system, comprising;:
a monitoring data store comprising a non-transitory stor-
age medium storing a tree data structure comprising a
plurality of tree nodes, wherein each of the tree nodes
comprises a) a resource path identifier corresponding to
a resource ol a web service, b) monitoring statistics
pertaining to the respective resource;
a computing device comprising a processor and network
interface, computing device comprising a request filter
configured for execution on the processor, wherein the
request filter 1s configured to track monitoring statistics
pertaining to the respective resources of the web service
by use of the tree data structure, and wherein the request
filter 1s Turther configured to;
monitor incoming requests directed to the web service
recerved through a network,

generate modified resource 1dentifiers corresponding to
the incoming requests, wherein the modified resource
identifier of an mcoming request replaces a variable
embedded within a resource identifier of the incoming
request with a common value,

correlate the incoming requests with respective tree
nodes by comparing the modified resource 1dentifiers
of the incoming requests to the resource path 1denti-
fiers of the tree nodes,

5

10

15

20

25

30

35

40

45

50

55

60

65

8

capture metrics pertaining to the respective imcoming
requests, wherein the captured metrics of an incoming

request comprise metrics related to a response gener-

ated by the web service to the incoming request, and
update the monitoring statistics of the tree nodes that are
correlated to the respective incoming requests on the
monitoring data store based on the captured metrics
pertaining to the respective incoming requests.

11. The system of claim 10, wherein the resource path
identifier for the resource of a particular tree node comprises
a plurality of static path elements and a common value to
represent a variable, and wherein the request filter 1s config-
ured to correlate an mcoming request to the particular tree
node by matching the static path elements and the common
value of the resource path i1dentifier to static path elements
and a common value of the modified resource 1dentifier of the
incoming request.

12. The system of claim 11, wherein the tree nodes are
arranged 1n the tree data structure according to hierarchical
relationships between resource path 1dentifiers of the respec-
tive tree nodes.

13. The system of claim 12, wherein the resource path
identifiers of the tree nodes comprise a hierarchy of one or
more path elements, and wherein the hierarchical relation-
ships between the tree nodes corresponds to the hierarchy of

the one or more path elements of the respective tree nodes.

14. The system of claim 13, wherein hierarchy of one or
more path elements of a particular tree node comprises one or
more static path elements and one or more common values,
wherein the common values are configured to represent vari-
ables embedded within resource identifiers of requests
directed to the web service resource corresponding to the
particular tree node.

15. The system of claim 13, wherein the request filter 1s
configured to automatically identify hierarchical relation-
ships between the tree nodes by parsing resource identifiers of
the incoming requests, wherein the request filter 1s configured
to add a new tree node to the tree data structure 1n response to
monitoring an incoming request having a modified resource
identifier that does not correlate to a resource path of any of
the tree nodes.

16. A non-transitory computer-readable storage medium
comprising executable instructions configured to cause a
computing device to perform operations, the operations coms-
prising:

filtering incoming Hypertext Transier Protocol (HT'TP)

requests directed to a web server, each incoming HT'TP
request comprising a uniform resource locator (URL) to
reference a resource of the web server;

accessing a monitoring tree data structure stored on non-

volatile storage medium, the monitoring tree comprising
nodes that correspond to respective resources of the web
server, each node comprising a resource path 1dentifier
corresponding to a resource of the web server and a set of
monitoring statistics;

aggregating monitoring statistics pertaining to the incom-

ing HTTP requests within the monitoring tree data struc-

ture, wherein aggregating monitoring statistics for an

incoming HTTP request comprises;

deriving a modified resource identifier from the URL of
the mcoming HTTP request by replacing dynamic
path elements of the URL with a common value,

searching the monitoring tree to i1dentily a node that
comprises a resource path identifier that matches the
modified resource 1dentifier of the mmcoming HTTP
request,
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acquiring monitoring statistics corresponding to a
response generated by the web server servicing to the
incoming HTTP request, and

updating monitoring statistics of the identified node with
the acquired monitoring statistics.

17. The non-transitory computer-readable storage medium
of claim 16, wherein the monitoring statistics of a node com-
prise one or more of a request count, an average latency, a
99th percentile latency, and a response status code count.

18. The non-transitory computer-readable storage medium
of claim 16, further comprising inferring hierarchical rela-
tionships between nodes 1n the tree data structure based on a
resource hierarchy of the respective resource path 1dentifiers
of the nodes.

19. The non-transitory computer-readable storage medium
of claim 17, further comprising combining monitoring statis-
tics of a plurality of nodes based on the inferred hierarchical
relationships between the plurality of nodes.

20. The non-transitory computer-readable storage medium
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of claim 17, wherein deriving the modified resource 1dentifier 20

turther comprises parsing the URL of the incoming HTTP
request to distinguish the static path elements of the URL
from the dynamic path element.
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