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RATE REDUCTION FOR AN APPLICATION
CONTROLLER

BACKGROUND

Computing networks can include a series of network
devices interconnected by communication paths, which can
communicate a unit of data (e.g., packets, frames) through the
computing network. For example, computing networks can
contain network devices, which can communicate the unit of
data through the network based on information associated
with the unit of data (e.g., a destination address, quality of
service, security data). In an example, network devices can
include routers, switches, hubs, and computing devices such
as servers, desktop PCs, laptops, workstations, mobile
devices and peripheral devices, e.g., printers, facsimile
devices, and scanners, networked together across wired and/
or wireless local and/or wide area network (LANs/WANs).

In an example, the network devices can communicate the
unit of data to an application controller, which can contain
intelligence regarding how to handle the unit of data. For
instance, the unit of data can be communicated based on a
quality of service associated with the unit of data and/or
security data associated with the unit of data. For example, a
security function can be performed on the unit of data (e.g.,
firewall) based on the security data. The unit of data may or
may not come back to the network device to continue to be
torwarded, based on an action taken by the application con-
troller.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 1s an example of a computing system for rate reduc-
tion for an application controller according to the present
disclosure.

FIG. 2 1s a flow chart illustrating an example of a method
for rate reduction for an application controller according to
the present disclosure.

FIG. 3 illustrates a block diagram of an example of a
computer-readable medium in communication with process-
ing resources of a computing device according to the present
disclosure.

DETAILED DESCRIPTION

An application controller can provide an application func-
tion for an application. In an example, the application con-
troller can be a sentinel that provides security for traffic (e.g.,
unit of data) associated with the application. The application
controller can contain intelligence about a network and can
make a decision based on that intelligence to provide the
application function.

For example, for traific that has been communicated to the
application controller, the decision can be made based on a
level of a quality of service associated with the traific or it can
be based on a particular security function (e.g., firewall). In
order to utilize the application controller, a network device
can redirect the traific from a destination associated with the
traffic to the application controller. The application controller
can then make a decision on the actions applicable to the
traific based on the intelligence contained 1n the application
controller. As discussed herein, traflic may or may not be
returned to the network device to be forwarded.

For the application controller to make a decision regarding,
the traffic, the traffic can be forwarded to the application
controller so 1t can be analyzed. However, this architecture
can create a traific bottleneck at the application controller
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because the network devices may not have a knowledge of the
workload of the application controller and a computing
capacity of the application controller may be reduced such
that the application controller can only process a given
amount of traflic per unit of time. In addition, the application
controller may serve multiple network devices. As such, 1t
may be difficult to reduce the traific sent from the network
device to the application controller by 1mposing a specific
bandwidth amount to each network device, individually. For
example, imposing a specific bandwidth amount at each net-
work device with the application controller may result in an
increased cost associated with use of computing resources by
the application controller.

A challenge of providing control over traific between a
plurality of sources (e.g., network devices) and one destina-
tion (e.g., application controller) can exist. Some previous
methods can determine an amount of traffic sent between
cach network device and the application controller and moni-
tor whether a backlog of trailic exists. In an example, a deci-
s10n can be made to introduce an action to satisiy a constraint.
The decision can include calculating an amount by which to
reduce traific sent to the application controller and reducing
the amount of traific sent to the application controller by the
calculated amount (e.g., action) 1n response to a determina-
tion that a backlog of traffic exists at the application controller
(e.g., constraint). Fach network device can maintain the
amount of traific being sent according to the particular cal-
culated amount. However, increased computing costs can be
associated with calculating the particular amount of traffic to
send from each network device and maintaining the particular
amount of traffic being sent from each network device. In
addition, mcreased computing costs can be associated with
determining an amount of traffic sent between each network
device and the application controller and monitoring whether
a backlog of traffic exists.

In addition, these previous methods can have an increased
complexity because the traffic sent from each network device
to the application controller 1s dynamic, resulting 1n frequent
changes to the amount of traffic being sent. As a result, the
monitor collects information on the amount of traific being
sent from the network device to the application controller as
well as the computing resources being used by the application
controller at periodic measurement intervals. Complexity can
be associated with determining how long the measurement
interval should be. For example, the measurement interval
should be long enough to capture the flow pattern of traific,
while being short enough to follow the fluctuations of the
pattern of traflic. In addition, the balancer has to be aware of
the amount of traffic being sent from the network device to the
application controller, further resulting in an increased use of
computing resources.

These previous methods can result 1n an increased use of
computing resources because the dynamic patterns of tratfic
being sent from the network device to the application con-
troller are determined to ensure that computing resources
used by the application controller are maintained at levels
below the computing capacity of the application controller.
As such, deterministic approaches such as these do not pro-
vide a solution that matches the dynamic patterns of traffic
flow between the network devices and the application con-
troller. In addition, deterministic approaches such as these
can have increased costs associated with use of computing
resources.

To help address the limitations associated with controlling,
the dynamic tlow of traific between the network devices and
the application controller as well as computing resources
used by the application controller, systems, methods, and
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machine-readable and executable instructions are provided
for rate reduction for an application controller. Rate reduction
can 1nclude determining computing resources used by an
application controller recerving an amount of traffic from a
network device. Rate reduction can include determining
whether the computing resources used by the application
controller are approaching a computing capacity of the appli-
cation controller. Rate reduction can include sending a mes-
sage to the network device to reduce the amount of traffic sent
to the application controller 1n response to a determination
that the application controller 1s approaching the computing,
capacity. Rate reduction can include recerving a reduced
amount of traffic from the network device. Rate reduction can
include recerving incrementally increasing amounts of traific
sent from the network device after recerving the reduced
amount of traffic from the network device.

In the present disclosure, reference 1s made to the accom-
panying drawings that form a part hereof, and 1n which 1s
shown by way of 1llustration how a number of examples of the
disclosure can be practiced. These examples are described 1n
suificient detail to enable those of ordinary skill 1n the art to
practice the examples of this disclosure, and 1t 1s to be under-
stood that other examples can be used and that process, elec-
trical, and/or structural changes can be made without depart-
ing from the scope of the present disclosure.

The figures herein follow a numbering convention 1n which
the first digit corresponds to the drawing figure number and
the remaining digits identify an element or component 1n the
drawing. Flements shown 1n the various figures herein can be
added, exchanged, and/or eliminated so as to provide a num-
ber of additional examples of the present disclosure. In addi-
tion, the proportion and the relative scale of the elements
provided in the figures are imntended to illustrate the examples
ol the present disclosure, and should not be taken 1n a limiting
sense.

FI1G. 1 1s an example of a computing system for rate reduc-
tion for an application controller according to the present
disclosure. The system can include a plurality of network
devices 104-1, 104-2, 104-3, 104-N, heremnafter collectively
referred to as network devices 104. A number of the plurality
ol network devices 104 can be represented as N and each
network device can be represented as D,, where 1 1s the 1-th
network device. The network devices 104 can be routers,
switches, hubs, and computing devices such as servers, desk-
top PCs, laptops, workstations, mobile devices and peripheral
devices, e.g., printers, facsimile devices, and scanners, net-
worked together across wired and/or wireless local and/or
wide area network (LANs/WANs), for example, which can
receive mput traffic 108-1, 108-2, 108-3, 108-N, hereimnafter
collectively referred to as iput traffic 108. Input traific 108
can be represented by T,. The network devices 104 can send
traffic 106-1, 106-2, 106 3, 106-N, herematter collectively
referred to as traffic 106, to an application controller 102 at a
sending rate represented by R,. In an example, R, can be the
sending rate by D, to the application controller 102, the send-
ing rate by the 1-th network device. The application controller
102 can provide control over an application and/or can con-
tain intelligence about a network. In an example, the applica-
tion can be an application that determines whether a particu-
lar web site 1s safe to visit.

As such, the network devices 104 can reroute mput traffic
108 (e.g., unit of data) associated with the web site to the
application controller 102, which can make a decision regard-
ing a security function like firewall, for example. Depending
on an action taken by the application controller 102, the traflic
106 may or may not be sent back to the network devices 104

for forwarding to a destination listed 1n a header associated
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4

with the unit of data (e.g., packet header). For instance, the
umt of datamay be dropped due to a security reason or altered
for quality of service purposes.

In an example, as an amount of 1nput tratfic 108 1s redi-
rected by the network devices 104 to the application control-
ler 102, computing resources used by the application control-
ler 102 can increase as a result of the increased amount of
traffic 106 received from the plurality of network devices 104.
For example, computing resources associated with the appli-
cation controller 102 can be used to process the traffic 106.

The computing resources used by the application control-
ler 102 can include central processing unit (CPU) utilization.
In an example, computing resources used by the application
controller 102 can be measured 1n terms of input or output of
a unit of data. For instance, computing resources can be
measured 1n terms of a database activity that can include an
input or output of an amount of traffic to or from the database.
The computing resources used by the application controller
102 can include computing resources used for processing the
received traffic 106, which can be represented as C,, , and/or
computing resources used for performing operations of the
application controller 102, which can be represented as
C, ... and may be hidden from the network devices 104. In an
example, computing resources used by the application con-
troller 102 for processing the received tratfic 106 can be given

by the following equation:

Cp=2i1"C;

I

where C. 1s representative of the computing resources used by
the appheatlen controller 102 to process the traific 106 sent at
the sending rate R..

In an example, the application controller 102 can possess a
finite amount of computing capacity. As traill

1c 106 1ncreases,
the available computing resources associated with the appli-
cation controller 102 can decrease until an overall computing
capacity, which can be represented as C___ ., ol the applica-
tion controller 102 1s used and limited computing capacity
remains. As discussed herein, this scenario can create a
bottleneck at the application controller 102 because once the
overall computing capacity of the application controller 102
1s reached, the application controller 102 cannot process
increased amounts of traffic 106 any faster. In addition, the
network devices 104 may not have a knowledge of the work-
load of the application controller 102 and may keep sending
traffic 106 to the application controller 102, even though a
backlog of traific 106 1s waiting to be processed by the appli-
cation controller 102.

As such, 1t may be desirable to maintain a condition asso-
ciated with the application controller 102 where a sum of the
computing resources used by the application controller 102
and the computing resources used for performing operations
of the application controller 102 1s less than or equal to the
overall computing capacity of the application controller 102.

For example, such a condition can be expressed as:

CQPP+C

ot er

=<

overall

In an example, the above condition can be maintained by
reducing the rate at which traific 1s sent to the application
controller 102.

However, without proper controls 1n place, this condition
may not be maintained. As discussed herein, some previous
methods have employed deterministic approaches, which
attempt to monitor the dynamic patterns of traific flow
between the network devices 104 and the application control-
ler 102. Some of these approaches can establish a communi-
cation channel between the network devices 104 and the
application controller 102, such that the application control-
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ler 102 can communicate with the network devices 104 to
indicate that a backlog of traffic 106 exists. In an example,
establishment of a communication channel can include stor-
ing contact information associated with each of the network
devices 104 and/or application controller 102. However,
establishment of a communication channel can use comput-
ing resources associated with the application controller 102
when storing contact information associated with the network
devices 104 and/or the network devices 104 when storing
contact information associated with the application controller
102.

Examples of the present disclosure can provide for control

of the rate at which traific 106 1s sent by the network devices
104 without use of a deterministic approach or storing contact
information associated with network devices 104 and the
application controller 102, which can result in less use of
computing resources. In addition, examples of the present
disclosure can communicate traific through use of hardware
instead of through use of soitware, which can be less costly
with regards to use of computing resources. For instance,
computing resources may not be expended on executing com-
puter executable instructions. In an example, the application
controller can include a network chip including logic, embed-
ded 1n an application specific integrated circuit (ASIC), and a
network port for the device for receiving and transmitting,
traffic therefrom.
In an example, the present disclosure can provide for con-
trol over the rate at which tratfic 106 1s sent by the network
devices 104 through use of a monitor and/or trigger. For
instance, the monitor can be a monitor that can be a built in
CPU utilization monitor of one or more operating systems
running the network devices 104 and/or application control-
ler 102, which can report the CPU utilization rate at periodic
time 1ntervals (e.g., 1 second intervals). In an example, the
monitor can operate on the application controller 102 side of
the network. The monitor may not follow the dynamic values
associated with 1, R;, C_, , and/or C_,.,. In an example, the
trigger can observe the CPU utilization rate and determine
when the CPU utilization rate approaches a computing capac-
ity. In an example, the trigger can determine when the CPU
utilization rate associated with the application controller 102
approaches a threshold computing capacity. Upon determin-
ing that the CPU utilization rate approaches the threshold
computing capacity, the trigger can communicate to a bal-
ancer, which can operate on the application controller 102
side of the network, that the rate 1s higher than the threshold.
In an example, the trigger may be the same entity and/or a
different entity than the monaitor.

In an example of the present disclosure, the balancer can be
an entity that can implement a decrement process to send a
message to the plurality of network devices 104 to reduce the
amount of traffic 106 sent to the application controller 102 1n
response to the determination that the CPU utilization rate 1s
approaching the computing capacity. In an example, the bal-
ancer can send a message to the plurality of network devices
104 to reduce the amount of traffic 106 sent to the application
controller 102 1in response to the determination that the appli-
cation controller 102 1s approaching the computing capacity.
The balancer may not specily a new value for R, the sending
rate of the tratiic 106.

The message can be a multicast message that 1s sent to the
plurality of network devices 104. In an example, the multicast
message can be a broadcast. By sending a multicast message
to the plurality of network devices 104, contact information
associated with each individual network device 104 may not
be maintained by the application controller 102 1n order for
the application controller to communicate with the network
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devices 104. As such, computing resources may not be uti-
lized to establish such a communication channel.

Alternatively, the message can be a unicast message that 1s
sent to each of the plurality of network devices 104 individu-
ally. In an example, when sending a unicast message to each
of the plurality of network devices 104 1individually, contact
information associated with each individual network device
104 may be maintained by the application controller 102 1n
order for the application controller 102 to communicate with
the network devices 104. As such, additional computing
resources may be utilized to establish such a communication
channel versus those utilized when sending a multicast mes-
sage.

In an example, a safety factor, represented by A, can be
employed to prevent the computing resources used by the
application controller 102 from reaching the threshold com-
puting capacity. For example, a condition can be employed
such that the sum of the computing resources used by the
application controller 102, the computing resources used for
performing operations of the application controller 102, and
the safety factor 1s less than or equal to the overall computing
capacity of the application controller 102. For example, such
a condition can be expressed as:

overalf

A+C£Ipp+ Cﬂfh:&'rs C

An example of pseudo code, which can implement the
decrement process and generate the message when this con-
dition 1s threatened follows:

Require: C Copps C

Ensure: Generate message to each D, when the condition

PRI otfier

Copp + Cotmmer S Coyoran 18 threatened

1: for all expiration of P do

2: iftA+C,,, +C,po = Coorarn then
3: for all 1 do

4: Send message to D,

5: end for

6: else

7: return

8: end 1f

9: end for

where P 1s a time period for performing tasks associated with
reducing R...
In an example, the application controller 102 can receive a
reduced amount of tratfic 106 from the plurality of network
devices 104 1n response to the network devices 104 receiving
the message. For instance, the message can include mnstruc-
tions to reduce the amount of tratfic 106 sent to the application
controller 102. In an example, the amount by which the tratfic
106 1s reduced can be between 10 percent and 90 percent. For
instance, the amount of tratfic 106 sent from the plurality of
network devices 104 can be reduced by a value between 10
percent and 90 percent. In an example, the amount of traffic
106 sent from the plurality of network devices 104 can be
reduced by half. In an example, the particular amount at
which the tratfic 106 i1s reduced can be an amount that can
ensure that a backlog of traffic 106 does not form at the
application controller 102. In addition, the particular amount
at which the traffic 106 1s reduced can be an amount that still
allows for traific 106 to be processed by the application con-
troller 102. For example, traific 106 should not be reduced by
an amount that does not utilize a majority of computing
resources allocated to the application controller 102 for pro-
cessing tratfic 106.

In an example, the amount of traffic 106 sent to the appli-
cation controller 102 can be reduced by a constant amount
and/or a variable amount. For instance, the network device
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104 can be configured to automatically reduce the amount of
traific 106 by a fixed amount. Benefits of reducing the amount
of tratfic 106 by a fixed amount can include a reduction 1n use
of computing resources, for example. However, some efli-
ciency can be lost as a result of reducing the amount of traific
106 by a fixed amount because the application controller 102
may be able to process more traflic 106 than the reduced
amount of tratfic 106. Alternatively, the application controller
102 can be configured to reduce the amount of tratfic 106 by
a variable amount, which can result 1n an increase of comput-
ing resources used by the application controller 102. How-
ever, elliciency associated with processing traific 106 can be
increased because the application controller 102 can vary the
reduction in the amount of traific 106 in order to utilize a
majority of computing resources allocated to the application
controller 102 to process tratfic 106.

Examples of the present disclosure can include an enforcer,
which can operate on the network device 104 side of the
network. In an example, the enforcer can be a set of distrib-
uted entities at each network device 104. The enforcer canuse
fewer computing resources than previous approaches, 1n an
example. For instance, the enforcer can direct each network
device 104 to reduce the amount of traffic 106 sent to the
application controller 102 by an amount (e.g., half) 1n
response to receipt of the message to reduce the amount of
traific 106 sent to the application controller 102. As such, the
enforcer does may not ensure that the amount of traific 106
sent from each network device 104 1s maintained at a particu-
lar amount. In contrast, the enforcer can direct each network
device 104 to reduce the amount of traific 106 by half, without
knowing an actual amount of traffic 106 being sent by each
network device 104. As aresult, less computing resources can
be used by the enforcer in contrast to previous approaches.

In an example, the amount of tratfic 106 sent to the appli-
cation controller 102 can be reduced by a proportional
amount between each of the plurality of network devices 104.
For instance, as discussed herein, the amount of traffic 106
sent from each network device 104 can be reduced by a same
amount (e.g., half). As such, each network device 104 can be
treated equally and a rate at which tratfic 106 1s sent from a
particular network device 104 can be proportionately
decreased or increased versus rates at which tratfic 106 1s sent
from other network devices 104.

In an example of the present disclosure, the application
controller 102 can receive incrementally increasing amounts
of traffic 106 sent from the plurality of network devices 104
alter receiving the reduced amount of traific 106 from the
plurality of network devices 104. The amount by which the
traffic 106 incrementally increases, which can be represented
by o, can be determined via a increment process by dividing,
a sending rate of the traific 106 by a maximum of either a
constant value, which can be defined by a network adminis-
trator, for example, or the plurality of network devices 104.

In an example, 1 the number of network devices 104 can be
small (e.g., fewer than four), dividing the sending rate of the
traific 106 by the number of network devices 104 can result in
incremental increases to the sending rate that can be too large.
For instance, 1f there are two network devices 104, the incre-
ment can be half of the sending rate. As such, the increment
process can divide the sending rate by a maximum of the
constant value or the number of network devices 104. In an
example, the constant value can be set by a network admin-
istrator to a value of four to ensure that the increment can be
of a particular size. For instance, if two network devices 104
exi1st, the maximum of the constant value and the number of
network devices 104 can be taken, which 1s four. The sending,
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rate of each network device 104 can then be divided by four to
determine the increment by which the sending rate of each
network device 1s increased.

In an example, the increment process can be represented as
follows:

0.,=R./max(constValue,NV)

e

where 0, 1s the amount by which the traffic 106 incrementally
increases, R, 1s the sending rate of traffic 106 from D, to the
application controller 102, constValue 1s a value that can be
set by a network administrator, and N 1s the number of net-
work devices. As discussed herein, the max function waill
return the maximum of the constantValue and N.

An example of a pseudo code that can implement the
increment process follows:

Require: R;, T}, C,00s Cuppr Coror
Ensure: Maintain C,,, + C, 4., < C,, .oz, While Increasing R; if R; = T,
1: for all expiration of P do

2: forall 1do

3: 1if R; <T,then

4: R, < R, +0,
5: else

0: return

7 end 1f

8: end for

9: end for

In an example of the present disclosure, the incrementally
increasing amounts of traffic can be received until an addi-
tional message 1s sent to the plurality of network devices to
reduce the amount of traffic sent to the application controller.
In an example, the condition:

A+C 4G g =C

other overall

can be monitored and 11 the condition 1s threatened, the dec-
rement process can be implemented. Accordingly, the rate at
which traffic 106 1s sent by the plurality of network devices
104 can be continually adjusted such that a backlog of tratfic
106 to be processed by the application controller 102 does not
exist.

In an example, the increment process can be implemented
by one of the plurality of network devices 104. The network
devices 104 can be capable of recognizing the message sent to
the network devices 104 to reduce the amount of traffic 106
sent by the network devices 104 to the application controller
102. The network devices 104 can be capable of calculating
R, T, and o,  The network devices 104 can be capable of
running the enforcer to direct each network device 104 to
reduce the amount of traific 106 sent to the application con-
troller 102 by an amount. The network devices 104 can be
capable of updating R, incrementally according to R ,+06, when
the condition R,<T, 1s met.

In an example, the increment process can be implemented
by the application controller 102. In an example, the applica-
tion controller 102 can be capable of generating the message
to send to the network device 104 to reduce the amount of
traffic 106 sent by the plurality of network devices 104 to the
application controller 102. The application controller 102 can
be capable of calculating R, and 9,. The application controller
102 can be capable of generating an update message that
includes R, and o, and sending the update message to the
plurality of network devices 104. In an example, this message
can be a separate message from the message to reduce the
amount of tratfic 106 sent by the plurality of network devices
104. Alternatively, this message can be 1n a same message as
the message to reduce the amount of traffic 106 sent by the
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plurality of network devices 104. The network device 104 can
be capable of updating R, with incrementally according to
R +9..

FIG. 2 1s a flow chart illustrating an example of a method
for rate reduction for an application controller according to
the present disclosure. In an example of the present disclo-
sure, the method can include determining 210 computing
resources used by an application controller receirving an
amount of traffic from a network device. In an example, the
application controller can receive the amount of tratfic from a
plurality of network devices. The computing resources used
by the application controller can include computing resources
used for processing the received traific and/or computing
resources used for performing operations of the application
controller.

In an example of the present disclosure, the method can
include determining 212 whether the computing resources
used by the application controller are approaching a comput-
ing capacity of the application controller. In an example, the
computing capacity can be an overall computing capacity of
the application controller. As discussed herein, the computing,
resources used by the application controller can increase as an
increased amount of traffic 1s processed by the application
controller. As the overall computing capacity is reached due
to the amount of traffic processed by the application control-
ler, a backlog of traific can form at the application controller,
1n an example.

In an example of the present disclosure, the method can
include sending 214 a message to the network device to
reduce the amount of traffic sent to the application controller
in response to a determination that the application controller
1s approaching the computing capacity. In an example, the
message can be a multicast message that can be sent to the
plurality of network devices to reduce the amount of traffic
sent to the application controller. As such, contact informa-
tion associated with each individual network device may not
be maintained by the application controller 1n order for the
application controller to communicate with the network
devices. As such, computing resources may not be utilized to
establish such a communication channel.

In an example, the application controller can instruct the
network device to reduce the amount of traffic based on a
determination that the application controller 1s approaching
the computing capacity. However, the application controller
may not be apprised of the amount of traffic sent by the
network device to the application controller. For example, a
rate of trailic sent by the network device to the application
controller may not be communicated to the application con-
troller. By monitoring the computing capacity associated
with the application controller rather than a rate of tratfic sent
by the network device, fewer computing resources may be
used to determine when to instruct the network devices to
reduce the amount of traffic sent to the application controller.

In an example, the method can include reducing the
amount of traffic recerved by the application controller by half
in response to the determination that that the application
controller 1s approaching the computing capacity. In an
example, upon reduction of the amount sent by the network
device and received by the application controller, the com-
puting resources used by the application controller can be
reduced and a backlog of traific at the application controller
can be avoided.

In an example of the present disclosure, the method can
include recerving 216 a reduced amount of traific from the
network device. In an example, as discussed herein, reducing,
the amount of tratfic recerved by the application controller
can result 1n less computing resources being used by the
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application controller and/or a reduction or elimination of a
backlog of traffic at the application controller.

In an example of the present disclosure, the method can
include receiving 218 incrementally increasing amounts of
traffic sent from the network device after recerving the
reduced amount of traific from the network device. In an
example, the amount of tratfic can be incrementally increased
by the network device. In an example, incrementally increas-
ing the amount of traific sent to the application controller
from the network device can prevent a backlog of traffic
forming at the application controller.

In an example, each incrementally increasing amount of
traffic can be smaller than the amount by which the tratfic 1s
reduced. As such, the amount of traflic recetved by the appli-
cation controller can be slowly stepped up to ensure a backlog
of tratfic does not form at the application controller and/or
climinate a backlog that has formed at the application con-
troller.

In an example, the amount of traffic received by the appli-
cation controller from the network device can be increased
until an additional message 1s sent to the network device to
reduce the amount of traific sent to the application controller.
For instance, as the amount of traific sent to the application
controller 1s incrementally increased, the computing
resources used by the application controller can approach the
computing capacity of the application controller, which can
prompt the application controller to send the message to the
network device to reduce the amount of traific sent to the
application controller.

FIG. 3 1llustrates a block diagram of an example of a
computer-readable medium 1n communication with process-
ing resources of a computing device according to the present
disclosure. The computing device 320 can utilize soitware,
hardware, firmware, and/or logic to perform a number of
functions. The computing device 320 can be a combination of
hardware and program instructions configured to perform a
number of functions (e.g., actions). The hardware, for
example, can include a number of processing resources 322
and a number of memory resources 324, such as a machine-
readable medium (MRM) or other memory resources 324.
The memory resources 324 can be internal and/or external to
the computing device 320 (e.g., the computing device 320 can
include internal memory resources and have access to exter-
nal memory resources). The program instructions (e.g.,
machine-readable instructions (MRI)) can include instruc-
tions stored on the MRM to implement a particular function
(e.g., rate reduction for an application controller). The set of
MRI can be executable by one or more of the processing
resources 322. The memory resources 324 can be coupled to
the computing device 320 1n a wired and/or wireless manner.
For example, the memory resources 324 can be an internal
memory, a portable memory, a portable disk, and/or a
memory associated with another resource (e.g., enabling
MRI to be transterred and/or executed across a network such
as the Internet).

Memory resources 324 can be non-transitory and can
include wvolatile and/or non-volatile memory. Volatile
memory can include memory that depends upon power to
store information, such as various types of dynamic random
access memory (DRAM) among others. Non-volatile
memory can include memory that does not depend upon
power to store information. Examples ol non-volatile
memory can include solid state media such as tlash memory,
clectrically erasable programmable read-only memory (EE-
PROM), phase change random access memory (PCRAM),
magnetic memory such as a hard disk, tape drives, tloppy
disk, and/or tape memory, optical discs, digital versatile discs
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(DVD), Blu-ray discs (BD), compact discs (CD), and/or a
solid state drive (SSD), etc., as well as other types of machine-
readable media.

The processing resources 322 can be coupled to the
memory resources 324 via a communication path 326. The
communication path 326 can be local or remote to the com-
puting device 320. Examples of a local communication path
326 can include an electronic bus internal to a machine, where
the memory resources 324 are in communication with the
processing resources 322 via the electronic bus. Examples of
such electronic buses can include Industry Standard Archi-
tecture (ISA), Peripheral Component Interconnect (PCI),
Advanced Technology Attachment (ATA), Small Computer
System Interface (SCSI), Universal Serial Bus (USB), among
other types of electronic buses and variants thereot. The com-
munication path 326 can be such that the memory resources
324 are remote from the processing resources 322, such as 1n
a network connection between the memory resources 324 and
the processing resources 322. That 1s, the communication
path 326 can be a network connection. Examples of such a
network connection can include local area network (LAN),
wide area network (WAN), personal area network (PAN), and
the Internet, among others.

As shown 1 FIG. 3, the MRI stored in the memory
resources 324 can be segmented mto a number of modules
328-1, 328-2, 328-3, 328-4 that when executed by the pro-
cessing resources 322 can perform a number of functions. As
used herein, a module 1includes a set of instructions included
to perform a particular task or action. The number of modules
328-1, 328-2, 328-3, 328-4 can be sub-modules of other
modules. For example, the send message module 328-2 can
be a sub-module of the determine computing resources mod-
ule 328-1 and/or the send message module 328-2 and display
data field module determine computing resources module
328-1 can be contained within a single module. Furthermore,
the number of modules 328-1, 328-2, 328-3, 328-4 can com-
prise 1ndividual modules separate and distinct from one
another. Examples are not limited to the specific modules
328-1, 328-2, 328-3, 328-4 illustrated in FIG. 3.

The send traffic module 328-1 can comprise MRI that can
be executed by the processing resource 322 to send an amount
of tratfic from a plurality of network devices to an application
controller for processing the traffic. In an example, comput-
ing resources can be used by the application controller when
processing the amount of traffic. In an example, the comput-
ing resources used by the application controller can be deter-
mined. As discussed herein, as an amount of traffic processed
by the application controller increases, computing resources
used by the application controller can increase.

The recerve message module 328-2 can comprise MRI that
can be executed by the processing resource 322 to receive a
message from the application controller with the plurality of
network devices to reduce the amount of traffic sent to the
application controller 1n response to a determination that the
application controller 1s approaching a computing capacity.
As discussed herein, the computing capacity can be an overall
computing capacity of the application controller. As the over-
all computing capacity 1s reached due to the amount of traific
processed by the application controller, a backlog of traific
can form at the application controller, in an example.

The send reduced traflic module 328-3 can comprise MRI
that can be executed by the processing resource 322 to send a
reduced amount of traffic from the plurality of network
devices to the application controller. In an example, the net-
work device can send a reduced amount of traific to the
application controller 1n response to recerving the message to
reduce the amount of traffic sent. As such, less traffic can be
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sent to the application controller and computing resources
used by the application controller to process the traffic can be
reduced.

The send increased tratfic module 328-4 can comprise MRI
that can be executed by the processing resource 322 to send
incrementally increasing amounts of traific from the plurality
ol network devices to the application controller after sending
the reduced amount of traflic from the plurality of network
devices. In an example, the incrementally increasing amounts
of traffic are sent to the application controller until an addi-
tional message 1s received by the plurality of network devices
to reduce the amount of traffic sent to the application control-
ler. In an example, the amount of traific can be incrementally
increased until computing resources used by the application
controller approach a computing capacity, which can trigger
a response to send a message to the plurality of network
devices to reduce the amount of traffic sent to the application
controller.

In an example, MRI can be executed by the processing
resource 322 to determine an incremental value to increase
the amount of traflic sent by each of the plurality of network
devices. As discussed herein, the incremental value can be
determined by dividing the amount of traific sent by each of
the plurality of network devices by the total number of net-
work devices when the total number of network devices
exceeds a threshold. Alternatively, the incremental value can
be determined by dividing the amount of traffic sent by each
of the plurality of network devices by a constant value when
the total number of network devices 1s below the threshold. As
discussed herein, dividing the amount of traffic sent by each
of the plurality of network devices by the constant value can
prevent the incremental 1ncrease 1n the amount of traific sent
from being too large.

Alternatively, the incremental value can be determined
based on the recerved message from the application control-
ler. In an example, the application controller can include a
number of incremental increases to make before the amount
of tratfic sent by the network device 1s the same as an amount
of traffic sent prior to recerving the message to reduce the
amount ol traffic sent to the application controller. For
instance, 1f a network device was sending 1,000 units of data
per second before 1t received the message from the applica-
tion controller, 1t could reduce 1ts rate by 500 units of data per
second (e.g., one-half) and could perform 10 incremental
increases based on mnstructions included in the message. For
example, the network device could increase the amount of
traffic to 1,000 units of data per second after making 10
incremental increases. As such, the network device can deter-
mine the incremental value by dividing the amount by which
traffic has been reduced (e.g., 500 units of data) by the number
ol incremental increases (e.g., 10), to determine the incre-
mental value by which tratffic 1s increased (e.g., 50 units of
data per interval).

In an example, a time period between sending the incre-
mentally increasing amounts of traffic can be determined
based on the received message. In an example, the recerved
message can include nstructions supplied by the application
controller to increase the amount of traific from the reduced
amount to the amount sent prior to receipt of the message over
a period of time. As such, the period of time can be divided by
the number of incremental increases to make. For example, a
time period of 30 seconds can be provided 1n the message,
which can be divided by the number of incremental increases
to make (e.g., 10), giving a 3 second time period between
sending the incrementally increasing amounts of tratfic.

In an example, an amount of 1nput traffic received by each
of the plurality of network devices can exceed an amount of
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traific sent from each of the plurality of network devices. For
instance, the rate at which traffic 1s sent by the network
devices can be reduced, which can cause a backlog of mnput
traific at an iput side of each of the plurality of network
devices. As such, the mput traffic recetved can be treated
according to a defined policy to prevent a backlog of the input
traific.

In an example, the defined policy can include dropping an
amount of the input traffic received by each of the plurality of
network devices. The amount of iput traific dropped can be
equivalent to an amount by which the input traific received by
cach of the plurality of network devices exceeds the amount
of traflic sent from each of the plurality of network devices.
For example, by dropping an amount of mput tratfic by an
amount equivalent to that by which the amount of input traific
exceeds the amount of traflic sent from each of the plurality of
network devices, the amount of input traffic can be equivalent
to the amount of traflic sent thereby eliminating a potential
backlog.

Alternatively, the defined policy can include forwarding of
an amount of mnput tratfic. In an example, forwarding of an
amount of mput traific can include forwarding an amount of
the input tratfic without redirecting the amount of input traffic
to the application controller. For instance, the input tratfic can
be sent to its mntended destination according to address infor-
mation included with the traffic (e.g., packet header). As such,
torwarding of the mput traffic can prevent a backlog of traific
forming on the input side of the plurality of network devices.

As used herein, “a” or “a number of” something can refer
to one or more such things. For example, “a number of wid-
gets” can refer to one or more widgets.

The above specification, examples and data provide a
description of the method and applications, and use of the
system and method of the present disclosure. Since many
examples can be made without departing from the spirit and
scope of the system and method of the present disclosure, this
specification merely sets forth some of the many possible
embodiment configurations and implementations.

[,

What 1s claimed:
1. A method, comprising the following computer-imple-
mented acts:
determining computing resources used by an application
controller receiving an amount of traffic from a plurality
ol network devices communicating traffic to the appli-
cation controller:;
determining whether the computing resources used by the
application controller are approaching a computing
capacity of the application controller;
sending a message to the network device to reduce the
amount of traific sent to the application controller 1n
response to a determination that the application control-
ler 1s approaching the computing capacity;
receiving a reduced amount of traffic from the network
device; and
receiving incrementally increasing amounts of traffic sent
from the network device after receitving the reduced
amount of traffic from the network device, and wherein
the incrementally increasing amounts of traffic vary as a
function of respective incrementally increasing sending
rates of traffic of each of the plurality of network devices
communicating traffic to the application controller
divided by a total number of the plurality of network
devices.
2. The method of claim 1, wherein the method includes
increasing the amount of tratfic received by the application
controller from the network device until an additional mes-
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sage 1s sent to the network device to reduce the amount of
traffic sent to the application controller.

3. The method of claim 1, wherein the method i1ncludes:

recerving the amount of tratfic from a plurality of network

devices; and

sending a multicast message to the plurality of network

devices to reduce the amount of traffic sent to the appli-
cation controller.

4. The method of claim 3, wherein the method includes
proportionately reducing the amount of traffic received by the
application controller from each of the plurality of network
devices, 1n response to the determination that the application
controller 1s approaching the computing capacity.

5. The method of claim 1, wherein the computing resources
used by the application controller include computing
resources used for processing the received traffic and com-
puting resources used for performing operations of the appli-
cation controller.

6. The method of claim 1, wherein each incrementally
increasing amount of traific 1s smaller than the amount by
which the traffic 1s reduced.

7. The method of claim 1, wherein a rate of traffic sent by
the network device to the application controller 1s not com-
municated to the application controller.

8. A non-transitory computer-readable medium storing a
set of instructions executable by a processor to cause a com-
puter 1o:

send an amount of traffic from a plurality of network

devices to an application controller for processing the
traffic;

recerve a message from the application controller with the

plurality of network devices to reduce the amount of

traffic sent to the application controller in response to a
determination that the application controller 1s
approaching a computing capacity;
send a reduced amount of traffic from the plurality of
network devices to the application controller; and
send incrementally increasing amounts of traific from the
plurality of network devices to the application controller
after sending the reduced amount of traific from the
plurality of network devices, wherein the incrementally
increasing amounts of tratfic are sent until an additional
message 1s received by the plurality of network devices
to reduce the amount of traffic sent to the application
controller, and wherein the incrementally increasing
amounts of traific vary as a function of respective incre-
mentally increasing sending rates of traffic of each of the
plurality of network devices communicating traffic to
the application controller divided by a total number of
the plurality of network devices communicating traffic
to the application controller when the total number of the
network devices communicating tratfic to the applica-
tion controller exceeds a threshold number of network
devices communicating traific to the application con-
troller.

9. The medium of claim 8, comprising 1nstructions execut-
able by the processor to determine an incremental value to
increase the amount of traffic sent by each of the plurality of
network devices.

10. The medium of claim 9, comprising instructions
executable by the processor to determine a time period
between sending the incrementally increasing amounts of
traffic based on the received message.

11. The medium of claim 9, wherein the instructions
executable by the processor include instructions to determine
the incremental value based on the recerved message.
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12. The medium of claim 8, comprising instructions
executable by the processor to treat an amount of input traffic
received by each of the plurality of network devices according,
to a defined policy when the amount of 1nput tratfic recerved
by each of the plurality of network devices exceeds the
amount of traflic sent from each of the plurality of network
devices.

13. An application controller, comprising;

anetwork chip including logic, embedded 1n an application
specific integrated circuit, and a network port for the
application controller for recerving and transmitting
traffic therefrom, wherein the network chip 1s to:
send a multicast message to a plurality of network
devices communicating tratfic to the application con-
troller to reduce a total amount of traffic sent to the
application controller by the plurality of network
devices 1n response to a determination that computing
resources used by the application controller are
approaching a computing capacity; and
a processing resource 1n communication with a memory

resource, wherein the memory resource includes a set of

instructions and wherein the processing resource 1s

designed to carry out the set of mstructions to:

receive a reduced total amount of traific from the plural-
ity of network devices; and

receive incrementally increasing amounts of traffic sent
from the plurality of network devices after receiving
the reduced total amount of traific from the plurality
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of network devices, wherein the incrementally
increasing amounts of tratfic are received until an
additional message 1s sent to the plurality of network
devices to reduce the total amount of traffic sent to the
application controller, and wherein the incrementally
increasing amounts of traflic vary as a function of a
respective mncrementally increasing sending rates of
traific of each of the plurality of network devices
communicating traffic to the application controller
divided by a total number of the plurality of network
devices communicating tratfic to the application con-
troller when the total number of the network devices
communicating traific to the application controller
exceeds a threshold number of network devices com-
municating traffic to the application controller.

14. The application controller of claim 13, wherein:
the computing resources used by the application controller
receiving the total amount of traffic from the plurality of
network devices include central processing umt (CPU)
utilization; and
the CPU utilization 1s monitored by a CPU utilization
monitor of an operating system running the network
device and the application controller.
15. The application controller of claim 13, wherein the
25 multicast message 1s sent to the plurality of network devices
when computing resources used by the application controller
approach an overall computing capacity minus a safety factor.
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