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INFORMATION PROVISION SYSTEM,
CONTENT INFORMATION COPYING

DEVICE, USER TERMINAL DEVICE AND
USER MANAGEMENT DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s based upon and claims the benefit of
priority from prior Japanese Patent Applications No. 2005-

269050, filed Sep. 15, 2003, the entire contents of which are
incorporated herein by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present 1invention relates to an mformation provision
system for providing content information to a terminal device
on a user side, a content information copying device, a user
terminal device and a user management device for use in the
system.

2. Description of the Related Art

In recent years, it has become possible to distribute an
enormous data quantity of content by using a communication
line owing to the progress of a communication technology
such as the Internet and a data compression technique
depending on digital signal processing. Thereby, a customer
has become possible to recetve a content distribution service
for music, movies, games, etc., regardless of time and place.
An mformation provision system for achieving this content
distribution service has generally a configuration in that a
customer desiring purchasing/viewing (hereinafter referred
to as user) accesses to a content distribution center through

communication terminal equipment to download desired
content from the distribution center or receives a stream dis-
tribution.

However, in the present situation, even when the user
accesses to the distribution center, there are many cases, for
popular and topical content, that only an introduction thereof
or an advertisement therefor 1s provided and content for view-
ing 1s distributed thorough a mail order of a medium with the
content recorded thereon. This 1s because a copyright owner
of the content (or copyright manager, hereinafter both con-
cepts are generally referred to as a copyright owner in some
cases) still fears to suffer tremendous damage caused by a
copyright infringement such as illegal copying with respectto
a distribution to a user terminal device using the communi-
cation line. Like this, 1n the content distribution service, a
distribution of important content has been 1n an extremely
inactive situation, because a problem in an illegal distribution
becomes a fetter, even 1f the content distribution service 1s
desired by the user or attractive 1n business.

Thus, recently, a technique to prevent the 1llegal distribu-
tion of content has been presented, in which an information
storage medium and a user terminal device implement copy-
right protection on the basis of license information given from
cach license agency. This technique has been publicly known
commonly as content protection for recordable media
(CPRM) and Advanced access content system (AACS).

An information provision system for the content distribu-
tion service 1n order to achieve perfect copyright protection 1s
disclosed 1n Jpn. Pat. Appln. KOKAI Publication No. 2004-
350150. This system utilizes the aforementioned CPRM tech-
nique to implement the copyright protection on the basis of
the license information given from the license agency 1n the
information storage medium, the user terminal device, a con-
tent encryption device and a content key encryption device.
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The content distribution center manages the content in an
encrypted state and realizes a wide variety of types of copy-

right protection which enables controlling a content 1llegal
outtflow from the mside and outside of the distribution center
and authentication processing among each enterprise and
cach device.

However, 1n a conventional information provision system
described above, encrypted content with an enormous quan-
tity of data has been transmitted via the communication line,
traffic volume on the communication line increases as the
number of users increases; the increase becomes a possible
trigger of communication interference as well as 1t causes
taking a long time to download the content. And the 1mpos-
s1ibility of an acquisition of content information without a user
registration causes the difficulty of the user registration.

BRIEF SUMMARY OF THE INVENTION

An object of the present invention 1s to provide an infor-
mation provision system capable of securing suilicient copy-
right protection even if the system distributes content infor-
mation with a tremendous quantity of data 1n a distribution
form without using a high-speed communication line and
even 11 1n a state before a user registration, 1ts content infor-
mation copying device, a user terminal device and a user
management device.

An information provision system, regarding the present
invention, allowing a user terminal device which enables
reproducing content information from an information storage
medium with the content information written therein together
with at least medium mformation of a medium unique 1den-
tifier and medium key information written therein, the system
comprises: a content encryption device which acquires con-
tent key generation conditions together with the content infor-
mation from a copyright owner or a copyright manager of the
content information, generates a content key on the basis of
the content key generation conditions and encrypts the con-
tent 1nformation by using the content key to generate
encrypted content; a content information copying device
which writes the encrypted content generated from the con-
tent encryption device into the information storage medium
with the medium information written therein to create an
information storage medium with the encrypted content cop-
1ied thereon; a content key encryption device which registers
the whole or a part of the medium imnformation of the infor-
mation storage medium as well as stores the content key
generated from the content encryption device, uses the
medium information or the medium information and device
unique 1nformation of the user terminal device presented
from the user terminal device when content 1s required, and
then encrypts a content key corresponding to the required
content to generate an encrypted content key; and an
encrypted content key distribution device which acquires to
store each medium information of the copied mformation
storage medium from the content information copying
device, receives a content viewing request for the copied
information storage medium from the user terminal device,
acquires medium information of the copied information stor-
age medium at the time of the reception to compare 1t with the
stored medium information, sends matched medium informa-
tion to the content key encryption device and distributes the
encrypted content key from the key encryption device to the
user terminal device of a request origin via a communication
line, wherein the user terminal device accesses to the content
key distribution device via the communication line at viewing
the copied information storage medium, presents the medium
information stored in the copied information storage medium
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or the medium information and the device unique 1nforma-
tion, and then acquires the encrypted content key to decrypt
the encrypted content stored in the copied information stor-
age medium from the encrypted content key distribution
device to decrypt the content key.

A content nformation copying device, regarding the
present information, which is used for an information provi-
sion system allowing a user terminal device which enables
reproducing content information from an information storage
medium with the content information written therein together
with at least medium mformation of a medium unique iden-
tifier and medium key information written therein, the system
1s composed of: a content encryption device which acquires
content key generation conditions together with the content
information from a copyright owner or a copyright manager
of the content information, generates a content key on the
basis of the content key generation conditions and encrypts
the content information by using the content key to generate
encrypted content; a content information copying device
which writes the encrypted content generated from the con-
tent encryption device into the information storage medium
with the medium information written therein to create an
information storage medium with the encrypted content cop-
ied thereon; a content key encryption device which registers
the whole or a part of the medium 1nformation of the infor-
mation storage medium as well as stores the content key
generated from the content encryption device, uses the
medium information or the medium information and device
unique information of the user terminal device presented
from the user terminal device when content 1s required, and
then encrypts a content key corresponding to the required
content to generate an encrypted content key; and an
encrypted content key distribution device which acquires to
store each medium nformation of the copied imnformation
storage medium from the content information copying
device, recetves a content viewing request for the copied
information storage medium from the user terminal device,
acquires medium information of the copied information stor-
age medium at the time of the reception to compare 1t with the
stored medium information, sends matched medium informa-
tion to the content key encryption device and distributes the
encrypted content key from the key encryption device to the
user terminal device of a request origin via a communication
line, the copying device comprises: an encrypted content
storage unit which stores the encrypted content generated
from the content encryption device; a copy processing unit
whichreads out encrypted content from the encrypted content
storage unit and writes 1t into the information storage medium
with the medium information written therein to create a copy
of the encrypted content; and medium 1nformation issuing
unit which transmits medium information of the copied infor-
mation storage medium with the encrypted content copied
thereon to the content key distribution device to store 1t
therein.

A user terminal device, regarding the present imvention,
which 1s used for an information provision system and
enables reproducing content information from information
storage medium with the content information written therein
together with at least medium information of a medium
unique 1dentifier and medium key information, the provision
system 1s composed of: a content encryption device which
acquires content key generation conditions together with the
content information from a copyright owner or a copyright
manager ol the content information, generates a content key
on the basis of the content key generation conditions and
encrypts the content information by using the content key to
generate encrypted content; a content information copying
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4

device which writes the encrypted content generated from the
content encryption device into the information storage
medium with the medium information written therein to cre-
ate an information storage medium with the encrypted con-
tent copied thereon; a content key encryption device which
registers the whole or a part of the medium information of the
information storage medium as well as stores the content key
generated from the content encryption device, uses the
medium information or the medium information and device
unique 1nformation of the user terminal device presented
from the user terminal device when a content 1s required, and
then encrypts a content key corresponding to the required
content to generate an encrypted content key; and an
encrypted content key distribution device which acquires to
store each medium information of the copied information
storage medium from the content information copying
device, recetves a content viewing request for the copied
information storage medium from the user terminal device,
acquires medium information of the copied information stor-
age medium at the time of the reception to compare 1t with the
stored medium information, sends matched medium informa-
tion to the content key encryption device and distributes the
encrypted content key from the key encryption device to the
user terminal device of a request origin via a communication
line, the terminal device comprises: access means for access-
ing the content key distribution device via the communication
line 1n viewing the copied information storage medium; con-
tent key acquiring means for acquiring the encrypted content
key distributed from the encrypted content key distribution
device by presenting the medium information stored 1n the
copied information storage medium, or presenting the
medium information and the device unique information; con-
tent key decryption means for decrypting the encrypted con-
tent key on the basis of the medium imnformation stored in the
copied mformation storage medium, or of the medium 1nfor-
mation and the device umique information; and content repro-
duction means for reproducing the encrypted content
recorded on the copied information storage medium by using
the decrypted content key.

A user management device of an information provision
system, regarding the present invention, which 1s used for the
information provision system allowing a user terminal device
which enables reproducing content information from an
information storage medium with the content imnformation
written therein together with at least medium information of
a medium unique identifier and medium key information
written therein, the system 1s composed of: a content encryp-
tion device which acquires content key generation conditions
together with the content information from a copyright owner
or a copyright manager of the content information, generates
a content key on the basis of the content key generation
conditions and encrypts the content information by using the
content key to generate an encrypted content; a content infor-
mation copying device which writes the encrypted content
generated from the content encryption device into the infor-
mation storage medium with the medium information written
therein to create an information storage medium with the
encrypted content copied thereon; a content key encryption
device which registers the whole or a part of the medium
information of the mformation storage medium as well as
stores the content key generated from the content encryption
device, uses the medium information or the medium informa-
tion and device umique information of the user terminal
device presented from the user terminal device when a con-
tent 1s required, and then encrypts a content key correspond-
ing to the required content to generate an encrypted content
key; and an encrypted content key distribution device which
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acquires to store each medium information of the copied
information storage medium from the content information
copying device, receives a content viewing request for the
copied information storage medium from the user terminal
device, acquires medium information of the copied informa-
tion storage medium at the time of the reception to compare it
with the stored medium information, sends matched medium
information to the content key encryption device and distrib-
utes the encrypted content key from the key encryption device
to the user terminal device of a request origin via a commu-
nication line, the management device comprises: user mnfor-
mation storage means for storing user information of an
encrypted content key distribution destination of the
encrypted content key distribution device; and charging pro-
cessing means for performing charging processing to a user
terminal device of the distribution destination by referring to
the storage means at distributing the encrypted content key.

According to the present invention, because the encrypted
content having an enormous amount of data 1s copied on the
information storage medium and appropriately distributed,
an 1information provision system which enables distributing
content information having an enormous amount ol data
without using a high-speed communication line and reducing
a load on a communication line, or enables being used by a
user belore a user registration, 1ts content information copy-
ing device, a user terminal device and a user management
device can be provided.

Additional advantages of the invention will be set forth 1n
the description which follows, and 1n part will be obvious
from the description, or may be learned by practice of the
invention. The advantages of the invention may be realized
and obtained by means of the instrumentalities and combina-
tions particularly pointed out hereinaftter.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated in
and constitute a part of the specification, 1llustrate embodi-
ments of the mnvention, and together with the general descrip-
tion given above and the detailed description of the embodi-
ments given below, serve to explain the principles of the
invention.

FIGS. 1A, 1B and 1C are exemplary block diagrams show-
ing a configuration of an embodiment of an information pro-
vision system regarding the present invention;

FIG. 2 1s an exemplary tflowchart for specifically explain-
ing a tlow of processing of an encrypted content copying
device in FIGS. 1A, 1B and 1C; and

FIG. 3 1s an exemplary tflowchart for explaining specifi-

cally a tlow of processing of a user terminal device 1n FIGS.
1A, 1B and 1C.

DETAILED DESCRIPTION OF THE INVENTION

Hereinaiter, embodiments of the present invention will be
explained 1n detail with reference to the drawings.

FIGS. 1A, 1B and 1C are functional block diagrams show-
ing an embodiment of a system which achieves a content
distribution service having a copyright protection function as
an mformation provision system regarding the present mven-
tion.

In the system shown 1n FIGS. 1A, 1B and 1C, a device on
an information provider includes an encrypted content copy-
ing device 16 1n addition to a content encryption device 11, a
content key encryption device 12, a content key distribution
device 14 and a user management device 15. On the other
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6

hand, a user terminal device 17 provided as a device on a user
side has a function to communicate with the content key
distribution device 14 via a communication line 10 and a
function to read out and reproduce the content information
written 1n a below-mentioned copied information storage
medium 18.

At this point, 1n the user terminal device 17, for instance, a
built-in ROM 171 stores an equipment key licensed from a
license agency (not shown) for copyright protection 1n manu-
facturing by an equipment manufacturer. The copied infor-
mation storage medium 18 1s, for instance, a CPRM-compli-
ant disk which 1s read only information (such as DVD-R) or
writable and readable information (such as DVD-RW, DVD-
RAM and SD memory), and a unmique identifier (hereinafter
referred to as medium unique 1dentifier) assigned uniquely at
every medium 1s added to the disk 1n being manufactured by
the medium manufacturer. And also the medium key infor-
mation licensed from the license agency 1n advance 1s added
to the disk to record 1t 1n control information storage areas
thereol, respectively.

The foregoing system configuration provides the
encrypted content through a recording medium without using
the communication line 10 and legally copy the encrypted
content onto the storage medium 18 by the copying device 16,
sells at a charge or distributes at no charge, and distributes an
encrypted content key which can be decrypted only by using
the corresponding storage medium 18 to the terminal device
17 via the communication line 10.

Hereinafter, configurations of each device will be
described specifically.

In FIGS. 1A, 1B and 1C, the content encryption device 11
receives content from a copyright owner or a copyright man-
ager by means of a content receiving unit 111 to send 1t to an
encrypted content generation unit 112. On the other hand, a
content key generation unit 113 generates a content key 1n
accordance with random numbers, etc. An equipment key
storage unit 114 stores an equipment key which 1s licensed
from the license agency (not shown) in advance and 1s set to
reproduction equipment of the terminal device 17. The con-
tent generation unit 112 encrypts the content received on the
basis of the content key and the equipment key to generate the
encrypted content and stores it 1n an encrypted content stor-
age unit 115.

If there are constrained conditions from the copyright
owner or copyright manager, or those from the license
agency, the medium manufacturer, an equipment manufac-
turer, and the like, an encryption condition processing unit
116 presents condition mnformation to the encrypted content
generation unit 112 1f necessary. If there 1s any option 1n
relation to provision content, an option mformation process-
ing unit 117 presents the option information to the content
generation unit 112. When the condition information and
option information are presented, the content generation unit
112 adds the information in encrypting the content.

As for the option information, i1t includes information to
identify the copyright owner or copyright manager, informa-
tion to 1dentily the content key distribution device 14, infor-
mation to identity a region, information to identify the
medium manufacturer, information to identily the equipment
manufacture, content identification information, information
to 1indicate content viewing conditions, and control attached
information of the content, etc. As for the control attached
information, it includes, for instance, menu information, tran-
sition information 1n the content (thumbnail, menu link, etc.),
external linkage information (connection address for the
Internet, etc.), guidance mformation (character, still image,
etc.).
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The generated and encrypted content 1s 1ssued to the
encrypted content copying device 16, and the content key
used 1n encrypting the content 1s 1ssued to the content key
encryption device 12.

The key encryption device 12 once stores the content key
received Irom the content encryption device 11 1n a content
key storage unit 121. On the other hand, the key encryption
device 12 acquires the equipment key information in advance
from the license agency to store it 1n an equipment key storage
unit 122 and acquires the content 1dentification information
including the medium information (medium key information
and medium unique 1dentifier) from the user terminal device
17 which has been requiring viewing through the below-
mentioned content key distribution device 14 and the com-
munication line 10. A key generation unit 123 then takes in
the content key corresponding to the content specified by the
content 1dentification information from the key storage unit
121 to encrypt the content key on the basis of a part or the
whole of the medium information and the equipment key
(including option information if 1t 1s present), stores the gen-
erated and encrypted content key 1n a storage umt 124 to add
authentication information by means of an encrypted content
key 1ssue unit 125, and then transfers 1t to the content key
distribution unit 14.

In particular, the key encryption device 12 acquires the
medium key information of the copied medium 18 from the
license agency 1n advance 1n order to enable legal decryption
ol the encrypted content through a copied medium distribu-
tion and stores 1t 1n a medium key information storage unit
126. And when viewing for the encrypted content recorded on
the copied medium 18 is required, a medium information
processing unit 127 reads out the corresponding medium
information from the key information storage unit 126 to
transier 1t to the key generation unit 123. And the key encryp-
tion unit 12 1ssues the encrypted content key which 1s possible
to be decrypted only 1n reproducing the encrypted content
recorded 1n the copied medium 18 which has been viewing-
required.

The medium information processing unit 127 checks 1f the
stored medium key information licensed from the license
agency 1s the medium key information acquired from the
content encryption device 11. And if they are not matched
with each other, the information processing unit 127 conducts
handling to store them as i1f they have been licensed from the
license agency or to stop encryption of the content key as 1f
they have not been licensed.

In the content key distribution device 14, a medium 1nfor-
mation acquiring unit 141 recerves medium information
issued from the copying device 16 for each medium copy
together with copied information identification information
to store it 1n a medium information storage unit 142. A
medium nformation management unit 143 receives access
from the terminal device 17, and when a viewing request 1s
made, recerves medium information of mnformation storage
medium transmitted from the terminal device 17 via the com-
munication line 10. The information management unit 143
then compares 1t with the stored information in the informa-
tion storage unit 142 and notifies 1t to the key encryption
device 12 together with the corresponding content identifica-
tion mformation to require issue of an encrypted content key.
Further, the information management unit 143 recerves the
encrypted content key 1ssued from the key encryption device
12 to store 1t 1n an encrypted content key storage unit 144. An
encrypted content key distribution unit 145 distributes the
encrypted content key to the terminal device 17 on a viewing
request origin via the communication line 10 on the basis of
an 1nstruction content of the connect key distribution.
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The user management device 135 stores user information
including personal information, viewing condition informa-
tion or the like of a registered user 1n advance, and when
access 1s made to the key distribution device 14 from the
terminal device 17 via the communication line 10, charges to
the viewing requiring user by means of a charging processing
umt 152 and performs authentication confirmation to and
from an electronic money (Web money) enterprise as the need
arises.

Here, the user information storage unit 151 manages user
information to achieve charging processing for a service sub-
scriber. If the charging 1s needed, the charging processing unit
152 sends information to an authentication system for the
Web money, etc., owned by the enterprise and acquires infor-
mation indicating propriety of the charging to notify the pro-
priety to the key distribution device 14.

The management device 15 1s not always needed, and the
charging processing can be performed by making a user pay
a viewing charge 1n advance by, for instance, electronic
money and present 1t at the time of access and by subtracting
the value equivalent to an amount of viewing from the pre-
sented electronic money.

The encrypted content copying device 16 stores encrypted
content of a specified title sent from the content encryption
device 11 1n a storage unit 161. An encrypted content copying
unit 162 reads out the encrypted content from the storage unit
161 to write 1t 1n an information storage medium (aforemen-
tioned CPRM-compliant medium) having the medium key
information licensed to the medium manufacturer from the
license agency and the medium umque identifier uniquely
assigned by the medium manufacturer, and then creates a
medium, with the encrypted content copied thereon, titled
with the specified title. The copied medium 18 created like
this 1s sold at charge or distributed at no charge.

The foregoing copy processing adds the option informa-
tion 1nto the mformation storage medium i1f necessary. The
option information includes information to identify the
medium manufacture, information to 1dentily the key distri-
bution device, information to 1dentily the equipment manu-
facturer, content 1dentification information, information indi-
cating content viewing conditions, control attached
information of content.

In copying the encrypted content onto the information
storage medium, a medium information issuing unit 163
acquires the medium information of the information storage
medium that 1s a target of a copy to 1ssue it to the content key
distribution device 14. At this moment, it 1s preferable to 1ssue
the medium mformation together with a part or a whole of
information set as the option information, necessity or non-
necessity of charging, price information 1n the case of neces-
sity of charging, conditions in the case of limitation of view-
ing depending on a period, and the like.

In the foregoing system configuration, processing opera-
tions of each principle unit will be explained below.

At first, the encrypted content copying device 16, as shown
in FIG. 2, receives a copying instruction (ST11), reads out the
corresponding encrypted content to store 1t 1n the information
storage medium 18 (ST12) and determines the presence or
absence of the option information (ST13). And 1n the case of
presence ol the option information, the copying device 16
additionally stores the option information in the storage
medium 18 together with the encrypted content (ST14). Fur-
ther, the copying device 16 acquires the medium information
of the storage medium 18 with the encrypted content and
option information stored therein and adds the stored content
identification information thereto to 1ssue the medium infor-
mation to the content key distribution device 14 (8T135).
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The user terminal device 17, as shown 1n FIG. 3, sets the
copied medium 18 to a medium drive 174 and determines
whether or not a viewing request for the copied medium 18 1s
received (ST21). In the case of presence of the viewing
request (YES, 1n ST21), the terminal device 17 reads out, for
instance, an access destination from the option information of
the copied medium 18 to access to the key distribution device
14 (S8T22) using access processing unit 173, and specifies
viewing conditions, etc., in accordance with guidance
instructed from the key distribution device 14 (5123). At this
moment, 1f a part or the whole of the medium information of
the storage medium 18 set in the medium drive 174 1s present
and the option information 1s present in the storage medium
18 or 1n the stored encrypted content, the terminal device 17
acquires the information as the occasion demands to 1ssue it to
the key distribution device 14 (ST24). With this 1ssuing, the
terminal device 17 receives the encrypted content key distrib-
uted from the key distribution device 14 by means of an
encrypted content key acquiring unit 175 to store 1t 1n a
storage unit 176 (5125).

In response to the viewing request for the encrypted con-
tent stored in the copied information storage medium, an
encrypted content decryption unit 177 firstly reads out an
encrypted content key to decrypt the encrypted content from
the storage unit 176, and decrypts the encrypted content key
using the medium information and the equipment key (ST26).
The content decryption unit 177 then decrypts the encrypted
content read out from the copied medium 18 through the
medium drive 174 by using the content key (ST27). A content
presentation unit 178 presents the content decrypted like this
under a certain condition (ST28). That 1s, the encrypted con-
tent decryption unit 177 and the content presentation unit 178
receive presentation control under a user operation the view-
ing-required ought a user request processing unit 172.
Thereby, the terminal device 17 can view the encrypted con-
tent on the set copied medium 18.

In the embodiment given above, in requiring the 1ssue of
the encrypted content key to the content key encryption
device 12, the user needs content identification information to
specily the content. Therefore, identification information
may be acquired in a manner such that the content encryption
device 11 adds the 1dentification information 1n the encrypted
content, the copying device 16 adds 1t in the immformation
storage medium 18 and the medium drive 174 of the terminal
device 17 acquires 1t, and may be 1ssued from the content key
distribution device 14 together with the medium information.
That 1s to say, the content 1dentification information may be
stored 1n the user information storage umt 151 in associated
with the medium information by the information, from the
copyright owner and copyright manager, from encrypted con-
tent the content encryption device 11, from the copying
device 16 and from the content key distribution device 14, etc.
And then, the identification information may be taken out by
the medium information management umt 143 to issue 1t to
the medium information acquiring unit 141 when the infor-
mation management unit 143 receives the viewing request
from the user terminal device 17.

As descried above, 1n this embodiment, the content encryp-
tion device 11 generates the encrypted content, and the
encrypted content copying device 16 copies only the
encrypted content to one or more information storage media
18. At thus moment, the copying device 16 adds the option
information to the content as the occasion demands. The
copied information storage medium 18 should be sold at a
charge or distributed at no charge.

The user gets the storage medium 18 to connect or set 1t to
or 1n the user terminal device 17, accesses to the content key
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distribution device 14 and presents a part or the whole of the
medium information to the content key distribution device 14.

The key distribution device 14 makes a request for 1ssuing
the encrypted content key to the content key encryption
device 12, and the key encryption device 12 extracts the
corresponding content key to encrypt 1t 1n accordance with a
part or the whole of the equipment key information, with the
medium information and also with the option information as
the need arises, and 1ssues the encrypted content key to the
content key distribution device 14. The key distribution
device 14 then distributes the encrypted content key to the
user terminal device 17.

Therefore, the user can get the encrypted content having an
enormous quantity of data without using any communication
line. Thereby, the user can reduce the load on the communi-
cation line and the user can use even a communication line
with a low communication speed.

Accordingly, 1t becomes possible even for a user to use
content 1n a manner 1n which the copyright 1s protected with-
out having to perform the user registration, to perform spot
use 1n accordance with charging in use of the electronic
money such as Web money or to be mduced to become a
service subscriber by participating promotional use without
any charge. And in the above-mentioned embodiment, a sys-
tem having been presented on the premise that uses CPRM-
compliant medium, the present invention can be achieved
similarly even in a system which uses AACS-compliant
medium.

Additional advantages and modifications will readily
occur to those skilled 1n the art. Therefore, the invention 1n 1ts
broader aspects 1s not limited to the specific details and rep-
resentative embodiments shown and described herein.
Accordingly, various modifications may be made without
departing from the spirit or scope of the general inventive
concept as defined by the appended claims and their equiva-
lents.

What 1s claimed 1s:

1. An information provision system comprising:

a content encryption circuit which acquires content key
generation conditions and content mformation from a
copyright owner or a copyright manager of content,
generates a content key on the basis of the content key
generation conditions, and encrypts the content infor-
mation using the content key to generate encrypted con-
tent;

a content information copying circuit which attaches con-
tent 1identification information identifying the content
information and access destination information to the
encrypted content, writes the encrypted content to an
information storage medium with the content 1dentifica-
tion information and the access destination information
attached to the encrypted content to generate a copied
information storage medium, the information storage
medium comprising medium information including
medium key information and a umique 1dentifier of the
information storage medium, acquires the medium
information from the information storage medium,
attaches the content i1dentification information to the
acquired medium information, and 1ssues the medium
information and the content i1dentification information
attached to the medium information;

a content key encryption circuit which stores the content
key generated by the content encryption circuit; and

an encrypted content key distribution circuit which
acquires the medium information and the content 1den-
tification information attached to the medium informa-
tion that are 1ssued by the content information copying
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circuit, stores the acquired medium information and the
content 1dentification i1nformation attached to the
medium information, wherein;

the encrypted content key distribution circuit receives a

information from the information storage medium,
attaches the content i1dentification information to the

12

acquired medium information, and 1ssues the medium
information and the content identification information
attached to the medium information;

a content key encryption circuit which stores the content

content Viewing request fropl a user termina} dev:ice to 5 key generated by the content encryption circuit; and
which the copied mformation storage medium 1s set, an encrypted content key distribution circuit which
TeCCIves {nednuin 1nfcfr mation al_ld content 1d§nt1ﬁcat10n acquires the medium information and the content iden-
1nf(211:mat1§11 W“ﬁten in the C?plf(ii 1nformat10n stora}gle tification information attached to the medium 1nforma-
medium from the user terminal device, compares the tion that are 1ssued by the content information copying
received medium information with the stored medium 10 L : L. . ,
. _ . . . circuit, stores the acquired medium information and the
information 1ssued by the content information copying . . . . . d
.. . . . . content 1dentification information attached to the
circuit and, when the received medium information .. . .
| . . . medium information, wherein:
matches the stored medium information, sends the R L _
matched medium information with the received content the encry pt?d c.ontent key distribution c1rcg1t fecetves d
identification information to the content key encryption 15 conitent VIEWILS T e(fluest Ir OLLL & USCt termmail devzlce to
circuit, acquires an encrypted content key from the con- which the copied information storage medium 1s set,
tent key encryption circuit, and distributes the encrypted receives medium information and content 1dentification
content key from the content key encryption circuit to information written in the copied information storage
the user terminal device via a communication line, medium from the user terminal device, compares the
the content key encryption circuit receives the matched 20 received medium information with the stored medium
medium information and the content identification information 1ssued by the content information copying
information from the encrypted content key distribution circuit and, when the received medium information
circuit, acquires content key identified by the content matches the stored medium information, sends the
identification information, and encrypts, the acquired matched medium information with the received content
COﬂt?m key W_lth th_e I ecewe:d medium ll}fOI' mt‘i;lthIl Or the 25 identification information to the content key encryption
I ece_“’"ed medium mfom}atmn aqd device unique infor- circuit, acquires an encrypted content key from the con-
mation of the user terminal device presented from the tent key encryption circuit, and distributes the encrypted
user terminal device to generate the encrypted content content key from the content key encryption circuit to
b key, and 1 devs q b destina; the user terminal device via a communication line,
the user terminal device reads out the access desinalion 30 o o4 pent key encryption circuit recerves the matched
information from the copied information storage . . : : . .
o . L medium 1nformation and the content identification
medium 1n accordance with the content viewing request, . . o
., . information from the encrypted content key distribution
accesses, based on the access destination information, L . . .
R . circuit, acquires a content key identified by the content
the encrypted content key distribution circuit via the et feation inf _ q h o
communication line, presents the medium information 35 Ident catlon.l ormathn, and. cuery pts the acquire
and the content 1dentification information stored 1n the contfant key W_lth th_e r ecewe-:d medium 11}f0r IllE}thIl ot the
copied information storage medium or the medium received medium mnformation and device unique nfor-
information, the content identification information, and mation 01? the user terminal device presented from the
the device unique information to the encrypted content user terminal device to generate the encrypted content
key distribution circuit, acquires the encrypted content 40 key:;
key from the encrypted content key distribution circuit, wherein the content information copying device com-
decrypts the encrypted content key with the medium prises:
information, and decrypts the encrypted content stored an encrypted content storage unit which stores the
in the copied information storage medium with the encrypted content generated from the content encryp-
decrypted content key. 45 tion circuit;
2. A content information copying device of an information a copy processing unit which reads out encrypted con-
provision system, the system comprising: tent from the encrypted content storage unit and
a content encryption circuit which acquires content key writes it into the information storage medium with the
generation conditions and content information from a medium information written therein to create a copy
copyright owner or a copyright manager of content, 50 of the encrypted content on the information storage
generates a content key on the basis of the content key medium; and
generation conditions, and encrypts the content infor- a medium information 1ssuing unit which transmits
mation using the content key to generate an encrypted medium nformation of the information storage
content; medium with the encrypted content copied thereon to
a content information copying circuit which attaches con- 55 the encrypted content key distribution circuit to store
tent identification information identitying the content 1t therein;
information and access destination information to the wherein the user terminal device reads out access destina-
encrypted content, writes the encrypted content to an tion from the copied information storage medium 1n
information storage medium with the content identifica- accordance with the content viewing request, and
tion information and the access destination information 60 accesses, based on the access destination information,
attached to the encrypted content to generate a copied the encrypted content key distribution circuit.
information storage medium, the information storage 3. A user terminal device which 1s used for an information
medium comprising medium information including provision system comprising;:
medium key information and a umque identifier of the a content encryption circuit which acquires content key
information storage medium, acquires the medium 65 generation conditions and content information from a

copyright owner or a copyright manager of content,
generates a content key on the basis of the content key
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generation conditions, and encrypts the content infor-
mation using the content key to generate an encrypted
content;

a content information copying circuit which attaches con-

tent 1identification information identifying the content
information and access destination information to the
encrypted content, writes the encrypted content to an
information storage medium with the content identifica-
tion information and the access destination information
attached to the encrypted content to generate a copied
information storage medium, the information storage
medium comprising medium information including
medium key information and a umque identifier of the
information storage medium, acquires the medium
information from the information storage medium,
attaches the content identification information to the
acquired medium information, and 1ssues the medium
information and the content i1dentification mformation
attached to the medium information;

a content key encryption circuit which stores the content

key generated by the content encryption circuit; and

an encrypted content key distribution circuit which

acquires the medium mformation and the content 1den-
tification information attached to the medium informa-
tion 1ssued by the content information copying circuit,
stores the acquired medium information and the content
identification information attached to the medium 1nfor-
mation, wherein:

the encrypted content key distribution circuit receives a

content viewing request from the user terminal device to
which the copied information storage medium 1s set,
recerves medium information and content identification
information written in the copied information storage
medium from the user terminal device, compares the
received medium information with the stored medium
information 1ssued by the content information copying
circuit and, when the received medium information
matches the stored medium information, sends the
matched medium information with the recerved content
identification information to the content key encryption
circuit, acquires an encrypted content key from the con-
tent key encryption circuit, and distributes the encrypted
content key from the content key encryption circuit to
the user terminal device via a communication line,

the content key encryption circuit recerves the matched

medium 1nformation and the content identification
information from the encrypted content key distribution
circuit acquires a content key 1dentified by the content
identification information, and encrypts the acquired
content key with the recetved medium information or the
received medium mnformation and device unique nfor-
mation of the user terminal device presented from the
user terminal device to generate the encrypted content
key:

wherein the user terminal device 1s configured to:

access the encrypted content key distribution circuit via
the communication line in viewing the copied infor-
mation storage medium;

acquire the encrypted content key distributed from the
encrypted content key distribution circuit by present-
mg the medium nformation stored in the copied
information storage medium, or present the medium
information and the device unique information;

decrypt the encrypted content key on the basis of the
medium information stored in the copied information
storage medium, or of the medium 1nformation and
the device unique information; and
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reproduce the encrypted content recorded on the copied
information storage medium by using the decrypted
content key;

wherein the user terminal device reads out access destina-
tion information from the copied information storage
medium 1 accordance with the content viewing request,
and accesses, based on the access destination informa-
tion, the encrypted content key distribution circuait.

4. A user management device of an information provision
system, which 1s used for the information provision system
allowing a user terminal device which enables reproducing
content information from an information storage medium
with the content information written therein together with at
least medium information of a medium unique identifier and
medium key information written therein, the system being
composed of:

a content encryption circuit which acquires content key
generation conditions and content information from a
copyright owner or a copyright manager of content,
generates a content key on the basis of the content key
generation conditions, and encrypts the content infor-
mation using the content key to generate an encrypted
content,

a content information copying circuit which attaches con-
tent 1identification information identifying the content
information and access destination information to the
encrypted content, writes the encrypted content to an
information storage medium with the content identifica-
tion information and the access destination information
attached to the encrypted content to generate a copied
information storage medium, the information storage
medium comprising medium information including
medium key information and a umque identifier of the
information storage medium, acquires the medium
information from the mformatlon storage medium,
attaches the content identification information to the
acquired medium information, and 1ssues the medium
information and the content i1dentification information
attached to the medium information;

a content key encryption circuit which stores the content
key generated by the content encryption circuit; and

an encrypted content key distribution circuit which
acquires the medium 1information and the content 1den-
tification information attached to the medium informa-
tion 1ssued by the content information copying circuit,
stores the acquired medium information and the content
identification information attached to the medium infor-
mation, wherein:

the encrypted content key distribution, circuit receives a
content viewing request from user terminal device to
which the copied information storage medium 1s set,
receives medium information and content identification
information written in the copied information storage
medium from the user terminal device, compares the
received medium information with the stored medium
information 1ssued by the content information copying,
circuit and, when the received medium information
matches the stored medium information, sends the
matched medium information with the recerved content
identification information to the content key encryption
circuit, acquires an encrypted content key from the con-
tent key encryption circuit, and distributes the encrypted
content key from the key encryption circuit to the user
terminal device via a communication line,

the content key encryption circuit recerves the matched
medium information and the content identification
information from the encrypted content key distribution
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circuit, acquires a content key identified by the content
identification information, and encrypts the acquired
content key with the recetved medium information or the
received medium information and device unique infor-
mation of the user terminal device presented from the
user terminal device to generate the content key;

wherein the management device comprises a user informa-
tion storage for storing user information of an encrypted
content key distribution destination of the encrypted
content key distribution circuit;

wherein the user terminal device reads out access destina-

tion information from the copied information storage
medium 1n accordance with the content viewing request,
and accesses, based on the access destination informa-
tion, the encrypted content key distribution circuait.

5. The user management device of the information provi-
s10n system according to claim 4, being further configured to:
perform charging processing to the user terminal device in
distributing the encrypted content key from the encrypted

content key distribution circuit.
6. The user management device of the information provi-

s10n system according to claim 5, wherein the corresponding
encrypted content key 1s distributed to the encrypted content
key distribution circuit after receiving a settlement by elec-
tronic money.
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