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RANDOM FILE REQUEST FOR SOFTWARE
ATTESTATION

BACKGROUND

Manufacturers of computing hardware that are designed
and itended to execute a particular software stack generally
desire to prohibit unauthorized software to be executed on the
alforementioned hardware. In an example, manufacturers of
certain mobile telephones have operating systems that desir-
ably execute thereon to provide a user with a particular user
experience that 1s known to be associated with a particular
mobile telephone. Accordingly, an aim of the manufacturer 1s
to prohibit someone from undermining that user experience,
for instance, by removing memory irom the mobile telephone
and replacing 1t with memory that 1s loaded with a different
operating system (an operating system that 1s not intended to
be executed on the mobile telephone). This jail breaking of
the mobile telephone detracts from the user experience and
may also interiere with a business model of the manufacturer
of the mobile telephone. For example, such manufacturer
may wish to monetize particular content that can be executed
only by the operating system that 1s intended to execute on the
mobile telephone. If unauthorized content or software 1s
executing on the mobile telephone, this monetization of con-
tent may be extremely difficult or impossible.

Furthermore, 1t 1s desirable to detect when a computing
device has been infected with malicious code, such as a virus,
spyware, or the like. Conventionally, to prevent malicious
code from being placed on a computing device, a user pur-
chases and installs anti-virus software and executes such sofit-
ware on the computing device, which can consume a signifi-
cant amount of computing resources. While this model has
worked relatively effectively in the past, today users may have
multiple computing devices, each of which may be 1n danger
of recetving malicious code. For example, a user may have a
desktop computer, a laptop computer, a mobile telephone,
such as a smart phone, a gaming console, a Blu-Ray disc
player or other suitable computing devices that are connected
to a network and may therefore become infected with mali-
cious code. It 1s ineflicient and costly for a user to install and
maintain antivirus packages on each of these computing
devices.

SUMMARY

The following 1s a brief summary of subject matter that 1s
described 1n greater detail herein. This summary 1s not
intended to be limiting as to the scope of the claims.

Described herein are various technologies pertaining to
determining whether content on hardware of a computing
device has been altered in an unauthorized manner. Pursuant
to an example, a robot can be configured with computer
readable storage that 1s accessible by a processor, wherein the
computer readable storage can include 1nstructions that cause
the robot to act in certain manners when executed by the
processor. The robot can be configured with an antenna that
facilitates communication with a remote computing device,
such as a server, by way of a network connection. At boot up
of the robot, or periodically, it may be desirable to determine
whether the contents (e.g., soltware) loaded on a certain por-
tion of computer-readable storage in the robot has been
altered 1n an unauthorized manner. For example, it may be
desirable to ascertain whether a hard drive on the robot has
been removed and replaced with another hard drive that 1s
loaded with an operating system that 1s not intended to be
executed on the robot. Moreover, 1t may be desirable to ascer-
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2

tain whether malicious code has caused contents of certain
portions of computer hardware on the robot to be modified in
an unauthorized manner.

An attestation server 1s described herein that can facilitate
attestation of computer-executable code on the robot. In an
example, the attestation server can verily that content of
certain files on the robot have been unaltered since manufac-
ture of the robot or since an authorized update of content of
the robot. As will be described below, the attestation server
can comprise data that 1s indicative of content on the hard disk
and/or memory of the robot, and can compare such data with
data that 1s provided by the robot. If it 1s determined that
content of files of the robot have been altered 1n an unautho-
rized manner, the robot can be caused to operate 1n a limited
functionality mode. For instance, movement of the robot may
be restricted. Otherwise, the robot can continue to operate
with full functionality.

Pursuant to an example, the robot can be in communication
with an attestation server that 1s configured to analyze content
of the robot and verify that content of the robot has not been
altered 1n an unauthorized manner. For instance, the attesta-
tion server can comprise a database that includes a plurality of
file paths that correspond to a plurality of files resident on the
robot at a previous point 1n time. For instance, the previous
point in time can be a time of manufacture of the robot. In
another example, the previous point 1n time can be a most
recent update of an operating system of the robot that 1s
authorized by the manufacturer of such robot. Additionally,
the attestation server can include a plurality of file digests that
correspond to the plurality of files that are known to be on the
robot at the previous point 1n time. These file digests are
indicative of the content of the files resident upon the robot.

The attestation server can randomly select a file path from
amongst the plurality of file paths, wherein the selected file
path 1s a location of a file known to be resident on the robot at
the previous point 1n time. The attestation server may then
transmuit this file path to the robot. The robot recerves the file
path and accesses the file that corresponds to such file path.
The robot may then compute a file digest for the file on the
robot that 1s located at the file path. The file digest 1s then
transmitted back to the attestation server, which compares the
received file digest with the file digest retained on the attes-
tation server that 1s known to correspond to such file at the
previous point in time. If the two file digests are equivalent,
then the attestation server can transmit a validation message
to the robot that allows the robot to continue to operate with
tull functionality. If, however, the file digest transmitted by
the robot fails to match the file digest retained in the data
repository at the attestation server, the attestation server can
fail to transmit a validation message to the robot (or may
transmit a message to the robot mndicating that the file digest
1s 1ncorrect), which can cause the robot to operate with lim-
ited functionality. That 1s, since the file digests do not match,
it can be ascertained that contents of such file have been
modified 1n an unauthorized manner at the robot.

Additional techniques may also be utilized to protect com-
munications between the robot and the attestation server from
replay attacks. Pursuant to an example, to facilitate preven-
tion of replay attacks, two different nonces can be utilized in
communications between the robot and the attestation server.
A first nonce can be generated by the robot, and a second
nonce can be generated by the attestation server. As will be
understood by one skilled 1n the art, a nonce 1s a randomly
generated plurality of digits that have been used in cryptog-
raphy to prevent replay attacks. In an example, the robot can
transmit an attestation request to the attestation server,
wherein the attestation request comprises a first nonce gen-
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crated at the robot. The attestation server can receive this
request and can store the first nonce. The attestation server
may then reply to the request, wherein the reply to the request
includes a second nonce that was generated at the attestation
server. The robot can reply to the response, wherein the reply
to the response includes a third nonce. When the communi-
cations are occurring as desired, the third nonce will be
equivalent to the second nonce as generated by the attestation
server. The attestation server can recerve the reply from the
robot and can compare the third nonce to the second nonce. I
the third nonce 1s equivalent to the second nonce (amongst
other data that desirably matches), then the attestation server,
for instance, can generate a validation message, wherein the
validation message includes the first nonce (generated by the
robotpreviously). This validation message can be transmitted
back to the robot which can ensure that the first nonce
matches the nonce previously generated by the robot. In other
words, a security protocol 1s 1n place that requires messaging,
back and forth from and to the attestation server. In each
direction, the transmitting entity will attach the valid nonce of
the receiving entity so that the message can be validated.

While the above technologies have been described in con-
nection with a robot, 1t 1s to be understood that other comput-
ing devices can benefit from the approaches described above.
For instance, automobiles are currently being configured to
operate 1n a semi-automated fashion, and it may be desirable
to ensure that content of computer executable instructions
that are utilized to operate the automobile are not altered 1n an
unauthorized manner. Other examples of exemplary comput-
ing devices that may benefit from such technology include
mobile telephones, industrial automation equipment or other
suitable computer-related devices.

Other aspects will be appreciated upon reading and under-
standing the attached figures and description.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1illustrates an exemplary robot.

FIG. 2 illustrates an exemplary operating environment cor-
responding to the robot.

FIG. 3 1s a functional block diagram of an exemplary
system that facilitates attesting to contents on computer read-
able storage of a robot.

FIG. 4 1s a flow diagram that illustrates an exemplary
methodology for ensuring that contents of computer readable
storage on a robot have not been altered 1n an unauthorized
mannet.

FIG. 5 1s a flow diagram that illustrates an exemplary
methodology for utilizing several nonces to prevent replay
attacks.

FIG. 6 1s a flow diagram that illustrates an exemplary
methodology that facilitates ensuring that contents of com-
puter readable storage on a computing device have not been
altered 1n an unauthorized manner.

FIG. 7 1s a flow diagram that illustrates an exemplary
methodology that facilitates prevention of replay attacks.

FIG. 8 15 a control flow diagram that illustrates communi-
cations between software executing on a robotic device, com-
puter executable instructions executing on firmware on a
robotic device, and an attestation server.

FIG. 9 1s an exemplary computing system.

DETAILED DESCRIPTION

Various technologies pertaining to attesting to computer-
executable code executing on a computing device will now be
described with reference to the drawings, where like refer-
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4

ence numerals represent like elements throughout. In addi-
tion, several functional block diagrams of exemplary systems
are 1llustrated and described herein for purposes of explana-
tion; however, 1t 1s to be understood that functionality that 1s
described as being carried out by certain system components
may be performed by multiple components. Similarly, for
instance, a component may be configured to perform func-
tionality that 1s described as being carried out by multiple
components. Additionally, as used herein, the term “exem-
plary” 1s intended to mean serving as an illustration or
example of something, and 1s not intended to indicate a pret-
erence.

With reference to FIG. 1, an exemplary robot 100 that can
communicate with a remotely located computing device by
way ol a network connection 1s 1llustrated. A “robot”, as the
term will be used herein, 1s an electro-mechanical machine
that includes computer hardware and soitware that causes the
robot to perform functions independently and without assis-
tance from a user. The robot 100 comprises a head portion 102
and a body portion 104, wherein the head portion 102 1s
movable with respect to the body portion 104. The robot 100
can comprise a head rotation module 106 that operates to
couple the head portion 102 with the body portion 104,
wherein the head rotation module 106 can include one or
more motors that can cause the head portion 102 to rotate with
respect to the body portion 104. Pursuant to an example, the
head rotation module 106 can be utilized to rotate the head
portion 102 with respect to the body portion 104 up to 45° in
any direction. In another example, the head rotation module
106 can allow the head portion 102 to rotate 90° 1n relation to
the body portion 104. In still yet another example, the head
rotation module 106 can facilitate rotation of the head portion
102 180° with respect to the body portion 104. The head
rotation module 106 can facilitate rotation of the head portion
102 with respect to the body portion 102 in either angular
direction.

The head portion 102 may comprise an antenna 108 that 1s
configured to receive and transmit wireless signals. For
instance, the antenna 108 can be configured to recerve and
transmit Wi-F1 signals, Bluetooth signals, infrared (IR) sig-
nals, sonar signals, radio frequency (RF), signals or other
suitable signals. In yet another example, the antenna 108 can
be configured to receive and transmit data to and from a
cellular tower. The robot 100 can send and recerve commu-
nications with a remotely located computing device through
utilization of the antenna 108. As will be described 1n greater
detail below, the robot 100 can communicate with an attesta-
tion server through utilization of the antenna 108.

The head portion 102 of the robot 100 can also comprise a
display 110 1s that i1s configured to display data to an 1ndi-
vidual that 1s proximate to the robot 100. For example, the
display 110 can be configured to display navigational status
updates to a user. In another example, the display 110 can be
configured to display images that are transmitted to the robot
100 by way of the remote computer. In still yet another
example, the display 110 can be utilized to display images
that are captured by one or more cameras that are resident
upon the robot 100.

The head portion 102 of the robot 100 may also comprise a
video camera 112 that 1s configured to capture video of an
environment of the robot. In an example, the video camera
112 can be a high definition video camera that facilitates
capturing video data that 1s 1n, for instance, 720p format, 7201
format, 1080p format, 10801 format, or other suitable high
definition video format. Additionally or alternatively, the
video camera 112 can be configured to capture relatively low
resolution data 1n a format that 1s suitable for transmission to
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the remote computing device by way of the antenna 108. As
the video camera 112 1s mounted 1n the head portion 102 of
the robot 100 through utilization of the head rotation module
106, the video camera 112 can be configured to capture live
video data of a relatively large portion of an environment of

the robot 100.

The robot 100 may further comprise one or more sensors
114, wherein such sensors 114 may be or include any suitable
sensor type that can aid the robot 100 in performing autono-
mous or semi-autonomous navigation. For example, these
sensors 114 may comprise a depth sensor, an infrared sensor,
a camera, a clifl sensor that 1s configured to detect a drop-oif
in elevation proximate to the robot 100, a GPS sensor, an
accelerometer, a gyroscope, or other suitable sensor type.

The body portion 104 of the robot 100 may comprise a
battery 116 that 1s operable to provide power to other modules
in the robot 100. The battery 116 may be, for instance, a
rechargeable battery. In such a case, the robot 100 may com-
prise an interface that allows the robot 100 to be coupled to a
power source, such that the battery 116 can be relatively
casily provided with an electric charge.

The body portion 104 of the robot 100 can also comprise a
memory 118 and a corresponding processor 120. As will be
described in greater detail below, the memory 118 can com-
prise a plurality of components that are executable by the
processor 120, wherein execution of such components facili-
tates controlling one or more modules of the robot. The pro-
cessor 120 can be 1n communication with other modules 1n
the robot 100 by way of any suitable interface such as, for
instance, a motherboard. It 1s to be understood that the pro-
cessor 120 1s the “brains” of the robot 100, and 1s utilized to
process data received from the remote computing device, as
well as other modules 1n the robot 100 to cause the robot 100
to perform 1n a manner that 1s desired by a user of such robot
100.

The body portion 104 of the robot 100 can further comprise
one or more sensors 122, wherein such sensors 122 can
include any suitable sensor that can output data that can be
utilized 1n connection with autonomous or semi-autonomous
navigation. For example, the sensors 122 may be or include
sonar sensors, location sensors, infrared sensors, a camera, a
cliff sensor, and/or the like. Data that 1s captured by the
sensors 122 and the sensors 114 can be provided to the pro-
cessor 120, which can process such data and autonomously
navigate the robot 100 based at least in part upon data output
by the sensors 114 and 122.

The body portion 104 of the robot 100 may further com-
prise a drive motor 124 that 1s operable to drive wheels 126
and/or 128 of the robot 100. For example, the wheel 126 can
be a drniving wheel while the wheel 128 can be a steering
wheel that can act to pivot to change the orientation of the
robot 100. Additionally, each of the wheels 126 and 128 can
have a steering mechanism corresponding thereto, such that
the wheels 126 and 128 can contribute to the change 1n ori-
entation of the robot 100. Furthermore, while the drive motor
124 1s shown as driving both of the wheels 126 and 128, it 1s
to be understood that the drive motor 124 may drive only one
ol the wheels 126 or 128 while another drive motor can drive
the other of the wheels 126 or 128. Upon receipt of data from
the sensors 114 and 122 and/or receipt of commands from the
remote computing device (received by way of the antenna
108), the processor 120 can transmit signals to the head
rotation module 106 and/or the drive motor 124 to control
orientation of the head portion 102 with respect to the body

portion 104 of the robot 100 and/or orientation and position of
the robot 100.
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The body portion 104 of the robot 100 can further comprise
speakers 132 and a microphone 134. Data captured by way of
the microphone 134 can be transmitted to the remote com-
puting device by way of the antenna 108. Accordingly, a user
at the remote computing device can receive a real-time audio/
video feed and can experience the environment of the robot
100. The speakers 132 can be employed to output audio data
to one or more individuals that are proximate to the robot 100.
This audio mformation can be a multimedia file that is
retained 1n the memory 118 of the robot 100, audio files
received by the robot 100 from the remote computing device
by way of the antenna 108, real-time audio data from a web-
cam or microphone at the remote computing device, etc.

While the robot 100 has been shown 1n a particular con-
figuration and with particular modules 1included therein, it 1s
to be understood that the robot can be configured 1n a variety
of different manners, and these configurations are contems-
plated by the mventors and are intended to fall within the
scope of the hereto-appended claims. For instance, the head
rotation module 106 can be configured with a tilt motor so that
the head portion 102 of the robot 100 can not only rotate with
respect to the body portion 104 but can also tilt 1n a vertical
direction. Alternatively, the robot 100 may not include two
separate portions, but may include a single unified body,
wherein the robot body can be turned to allow the capture of
video data by way of the video camera 112. In still yet another
exemplary embodiment, the robot 100 can have a unified
body structure, but the video camera 112 can have a motor,
such as a servomotor, associated therewith that allows the
video camera 112 to alter position to obtain different views of
an environment. Still further, modules that are shown to be 1in
the body portion 104 can be placed in the head portion 102 of
the robot 100, and vice versa. It 1s also to be understood that
the robot 100 has been provided solely for the purposes of
explanation and 1s not intended to be limiting as to the scope
of the hereto-appended claims.

With reference now to FIG. 2, an exemplary environment
200 that facilitates communications between the robot 100
and an attestation server 1s illustrated. As described above, the
robot 100 can comprise the antenna 108 that 1s configured to
receive and transmit data wirelessly. In an exemplary embodi-
ment, when the robot 100 1s powered on, the robot 100 can
communicate with a wireless access point 202 to establish 1ts
presence with such access point 202. The robot 100 may then
obtain a connection to a network 204 by way of the access
point 202. For instance, the network 204 may be a cellular
network, the Internet, a proprietary network such as an 1ntra-
net, or other suitable network.

The environment 200 further comprises an attestation
server 206 that 1s configured to verily that contents on com-
puter readable storage in the robot 100 have not been altered
in an unauthorized manner. Such alteration may include
installation of programs that are not approved by the manu-
facturer of the robot 100, 1nstallation of an operating system
that 1s not desirably executed on the robot 100, existence of a
computer virus on the robot 100 that causes certain files to be
compromised or altered, etc. As will be described 1n greater
detail below, the attestation server 206 can request a file digest
of a randomly selected file that was known to be existent on
the robot 100 at a previous point in time, wherein such file at
the previous point 1n time 1s authorized by the manufacturer
the robot 100. In an example, the previous point 1in time can be
a time of manufacture of the robot 100 or a time of a software
update that 1s approved by the manufacturer of the robot 100.

The attestation server 206 can transmit the request for the
randomly selected file by way of the network 204, and such
request can be delivered to the robot 100 by way of the access
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point 202. The request, for instance, can be in the form of afile
path 1n a computer readable storage of the robot 100. The
robot 100 can respond to this request with a file digest corre-
sponding to the file that exists at the received file path. The file
digest can be a hash of contents of the file, for example. In
other words, the file digest can be a fingerprint that 1dentifies
the content of such file. The robot 100 can transmit the file
digest back to the attestation server 206 by way of the access
point 202 and the network 204. The attestation server 206 can
compare the file digest recerved from the robot 100 with the
file digest stored on the attestation server 206 that was known
to correspond to the file at the previous point 1n time. If the
received file digest matches the stored file digest, the attesta-
tion server 206 can transmit a validation message to the robot
100 by way of the network 204 and the access point 202. I,
however, the file digest recetved from the robot 100 does not
match the file digest retaimned at the attestation server 206,
then the attestation server 206 can transmit a message that
indicates that the content of the robot 100 has been altered 1n
an unauthorized manner (or fail to transmit a validation mes-
sage). This can cause the robot 100 to execute with limited
functionality, wherein movement of the robot 100 can be
limited or prohibited.

Additionally, a protocol will be described herein that facili-
tates prevention of replay attacks on communications
between the robot 100 and the attestation server 206. This can
be accomplished, for example, through utilization of multiple
nonces: a {irst nonce generated at the robot 100 and a second
nonce generated at the attestation server 206. During a loop
back 1n the aforementioned protocol, the attestation server
206 can ensure that the robot 100 has replied with the nonce
previously generated by the attestation server 206, and simi-
larly the robot 100 can receive communication from the attes-
tation server 206 and monitor such communications to ensure
that the communications include the nonce previously gener-
ated by the robot 100. Again, this can facilitate prevention of
malicious code from intercepting communications between
the robot 100 and the attestation server 206 and employing,
replay attacks on the attestation server 206 and/or the robot
100.

While the attestation server 206 has been described above
as retaining file digests corresponding to content of the robot,
it 1s to be understood that cloud storage can retain the 1mage
of the content of the robot, and the attestation server 206 can
request such 1mage as needed. Therealfter, the attestation
server 206 can compute {ile digests for files on the robot with,
for instance, a hashing algorithm that 1s shared with the robot.
Once validation 1s complete, the attestation server 206 can
discard the computed file digests and/or content on the robot,
and can retrieve such data from cloud storage as needed.

Now referring to FIG. 3, an exemplary system 300 that
facilitates communications between the robot 100 and the
attestation server 206 1s illustrated. In this exemplary system
300, the robot 100 1s shown to have a particular configuration
with respect to computer-readable storage thereon. It 1s to be
understood, however, that other configurations are contem-
plated. As mentioned previously, the robot 100 comprises the
memory 118. At least a portion of such memory 118 can be
dedicated as firmware 302 at a time of manufacture of the
robot 100. The firmware 302 1n the memory can be a portion
of the memory 118 that includes read-only 1nstructions, such
that content of the firmware 302 is unalterable by users of the
robot 100. At a time of manufacture the robot 100, a firmware
key 304 can be established and retained 1n the firmware 302,
wherein the firmware key 304 1s a cryptographic key (or a
derivative of the cryptographic key) that can be utilized to by
the firmware 302 to encrypt messages generated by the firm-
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ware 302. Furthermore, the firmware 302 can comprise a
robot 1dentity 306 that uniquely identifies the robot 100
amongst other robots.

The memory 118 of the robot 100 may further comprise a
software stack 310. It 1s to be understood that the software
stack 310 1s unable to read or modily the firmware key 304;
rather, a highly secure portion of code 1n the firmware 302 1s
solely able to access the firmware key 304. The software stack
310 comprises a plurality of computer executable instructions
that facilitate causing the robot 100 to operate 1n a desired
manner when such 1nstructions are executed by the processor
120. For instance, portions of the software stack 310 can
cause the robot to operate in an autonomous manner. In
another example, portions of the software stack 310 can cause
the robot to operate 1n accordance with commands recerved
from a user. It 1s thus to be understood that computer execut-
able code 1n the software stack 310 can be utilized to process
data received from the sensors 114 and 122, video from the
video camera 112, and can control the modules described
above with respect to FIG. 1 based at least 1n part upon such
data.

The software stack 310 can include a software key 312,
wherein the software key 312 is a cryptographic key that can
be utilized to encrypt messages generated at the software
stack 310. The software key 312 can be included in the soft-
ware stack 310 at the time of manufacture of the robot 100.

The software stack 310 may further comprise a network
stack 314, wherein the network stack 314 comprises com-
puter executable code that facilitates transmitting and receiv-
ing data to and from the attestation server 206. As will be
understood, the network stack 314 can comprise a set of
protocols that are utilized 1n a communications network to
transmit and receive data. In this exemplary embodiment, the
firmware 302 does not include a network stack. Thus, any
messages generated at the firmware 302 that are desirably
transmitted to the attestation server 206 will pass through the
software stack 310 (e.g., through the network stack 314). In
other embodiments, however, the firmware 302 may include
its own network stack.

The robot 100 may further comprise a hard drive 316. In an
example, content of the hard drive 316 can be retained 1n
cloud storage and/or at the attestation server 206, including
user data. For the purposes of illustration, the software stack
310 has been shown to be entirely residing in the memory
118. It 1s to be understood, however, that at least a portion of
the soitware stack 310 can be placed on the hard drive 316 and
loaded 1nto the memory 118 as needed. Accordingly, at time
of manufacture of the robot 100 and/or a time when the
software stack 310 1s updated in an authorized manner, the
hard drive 316 may include portions of the software stack
310. Therefore, it 1s desirable to prevent an individual from
removing the hard drive 316 and replacing such hard drive
316 with another hard drive loaded with different software
(e.g., a different operating system).

The attestation server 206, as described above, 1s 1n com-
munication with the robot 100 by way of a network, and can
further be in communication with the manufacturing plant
that manufactures the robot 100. The attestation server 206
can comprise a database 308, wherein the database 308 can
include the firmware key 304, the robot 1dentity 306, and the
soltware key 312, which are also included 1n the firmware 302
and the software stack 310, respectively. The firmware key
304, the robot 1identity 306, and the soitware key 312 can be
provided to the attestation server 206 by the manufacturing
plant at the time of manufacture of the robot 100.

While the database 308 1s shown as including the firmware
key 304, the robot 1dentity 306, and the software key 312, 1t 1s
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to be understood that the database 308 can include a signifi-
cant amount of additional information pertaining to contents
of the software stack 310. For example, at time of manufac-
ture of the robot 100, the manufacturing plant can provide the
attestation server 206 with an 1image of content of the robot
100. Thus, the database 308 1n the attestation server 206 can
additionally comprise a plurality of file paths that correspond
to file paths 1n the software stack 310. The database 308 can
turther comprise file digests corresponding to the files at the
file paths, wherein the file digests are indicative of content of
the files 1n the software stack 310. For 1nstance, a file digest
may be a hash of contents of a file. File digests retained 1n the
database 308 can be computed at the attestation server 206 or
can be precomputed at the manufacturing plant and provided
to the attestation server 206.

Again, while the robot 100 has been described as including
the memory 118 that comprises the firmware 302 and the
software 310, 1t 1s to be understood that 1n another exemplary
embodiment the memory 118 may include no firmware. In
another exemplary embodiment, the robot 100 may not
include a “hard drive”, but may instead include extensions to
the memory 118 such as flash memory or other suitable
memory.

With reference now to FIGS. 4-8, various exemplary meth-
odologies/control tflows are illustrated and described. While
the methodologies and control tlow are described as being a
series ol acts that are performed in a sequence, 1t 1s to be
understood that the methodologies and control flow are not
limited by the order of the sequence. For instance, some acts
may occur 1n a different order than what 1s described herein.
In addition, an act may occur concurrently with another act.
Furthermore, 1n some 1nstances, not all acts may be required
to implement a methodology or control flow described herein.

Moreover, the acts described herein may be computer-
executable instructions that can be implemented by one or
more processors and/or stored on a computer-readable
medium or media. The computer-executable instructions may
include a routine, a sub-routine, programs, a thread of execu-
tion, and/or the like. Still further, results of acts of the meth-
odologies and control flow may be stored in a computer-
readable medium, displayed on a display device, and/or the
like. The computer-readable medium may be a non-transitory
medium, such as memory, hard drive, CD, DVD, flash drive,
or the like.

With reference now to FIG. 4, an exemplary methodology
400 that can be executed by the attestation server 206 1n
connection with veritying that contents of computer readable
storage on the robot 100 have not been altered in an unautho-
rized manner 1s 1llustrated. The methodology 400 starts at
402, and at 404 a processor 1s caused to access content of a
data repository on a first computing device. Here, the first
computing device may be the attestation server, for example.
The content of the data repository can include a plurality of
file paths corresponding to a plurality of files existent on the
robot 100 at a time of manufacture the robot 100, and/or at a
previous point in time when an authorized update to software
on the robot 100 has occurred. The data repository can further
include data that 1s indicative of content of each of the plu-
rality ot files (e.g., file digests corresponding to the files on the
robot 100). Accordingly, the data repository can include the
plurality of file paths as well as data indicative of content of
files at each of the file paths on the robot 100 at a previous
point 1n time, wherein such content has been authorized by
the manufacturer of the robot 100.

Pursuant to an example, the processor can access content of
the data repository responsive to receipt of an attestation
request from the robot 100. In another example, the processor
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can access content of the data repository responsive to pas-
sage of a particular threshold amount of time. In still yet
another example, the processor can be caused to access con-
tent of a data repository in random time intervals.

At 406, a file path 1s randomly selected from amongst the
plurality of file paths, wherein the selected file path corre-
sponds to a file on the robot with known contents at a previous
point 1n time.

At 408, a request 1s transmitted to the robot, wherein the
request 1s a request for a file digest of the file on the robot 100
at the randomly selected file path. Thereafter, the robot 100
can access the memory 118 or the hard drive 316 to retrieve
the file at the randomly selected file path. The robot 100 may
then calculate a file digest for that file on the robot 100,
wherein the file digest 1s indicative of contents of the file. At
410, the file digest of the file at the randomly selected file path
1s recerved from the robot 100.

At 412, the recerved file digest 1s compared with the file
digest retained 1n a data repository at the first computing
device (at the attestation server 206). I the file digests do not
match, it can be ascertained that content of computer readable
media on the robot 100 has been altered in an unauthorized
manner. At 414, a determination 1s made regarding whether
the file digest received from the robot 100 matches the file
digest retained in the data repository. It the file digests match,
then at 416 a validation message 1s transmitted to the robot
100. This validation message can allow the robot 100 to
continue operating with full functionality. If at 414 1t 1s deter-
mined that be file digest received from the robot 100 does not
match the file digest retained 1n the data repository, then at
418 a message can be transmitted from the first computing
device to the robot 100 that causes the robot to operate with
limited functionality. For instance, movement of the robot
100 can be restricted 11 1t 1s determined that the received file
digest does not match the file digest retained at the data
repository. Pursuant to an example, either the message trans-
mitted at 416 or the message transmitted at 418 can be
received at the firmware 302 1n the memory 118 of the robot
100, and the firmware 302 can be configured with instructions
that causes the robot 100 to operate with full functionality or
with limited functionality depending on the type of message
received from the attestation server 206. The methodology
400 completes at 420.

Now referring to FIG. 5, an exemplary methodology 500
that facilitates prevention of replay attacks on communica-
tions between a first computing device and a second comput-
ing device 1s illustrated. Pursuant to an example, the method-
ology 500 can be configured for execution on the attestation
server 206. The methodology 500 starts at 302, and at 504, an
attestation request 1s received from a robot, wherein the attes-
tation request includes a first nonce. A nonce 1s a random or
pseudorandom number that 1s 1ssued in an authentication
protocol. In an example, the first nonce can have a timestamp
that 1s a portion thereof or associated therewith.

At 506, subsequent to receiving the attestation request
from the robot, a second nonce i1s generated, wherein the
second nonce 1s different from the first nonce. Furthermore,
the first nonce can be retained 1 a computer readable
medium.

At 508, a request for data 1s transmitted to the robot,
wherein the request for data includes the second nonce. As
described previously, the request for data may be a request for
a file digest of a file at a randomly selected location on the
robot.

At 510, a response to the request for data 1s received,
wherein the response includes a third nonce. It 1s desirable
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that the third nonce 1s equivalent to the second nonce gener-
ated at 506 and transmitted to the robot at 508.

At 512, a determination 1s made regarding whether the
third nonce 1s equivalent to the second nonce (whether the

robotincluded the second nonce in the reply to the request). I 3

the third nonce 1s found to be equivalent to the second nonce,
then at 514 a validation message 1s transmitted to the robot. If,
however, at 512 1t 1s determined that the third nonce 1s not
equivalent to the second nonce, then at 516 a failure message
1s transmitted to the robot 100. This faillure message can
indicate that a replay attack has been attempted and can cause
the robot 100 to operate with limited functionality. The meth-
odology 500 completes at 518.

Now turning to FIG. 6, an exemplary methodology 600 that
facilitates recerving an attestation that contents of the com-
puter readable storage on the robot 100 have not been altered
in an unauthorized manner 1s illustrated. The methodology
600, for instance, may be configured for execution on the
robot 100. The methodology 600 starts at 602, and at 604 an
attestation request 1s transmitted to an attestation server. For
example, the firmware 302 in the robot 100 may include
instructions to request an attestation at time of boot up of the
robot 100 and periodically thereafter. Accordingly, the firm-
ware 302 can be configured to imitiate transmission of an
attestation request to the attestation server.

At 606, a file path 1s received from the attestation server,
wherein the file path points to a particular file 1n computer
readable storage on the robot 100. As described previously,
this file path can be randomly selected by the attestation
server 206 from amongst a plurality of file paths.

At 608, data that 1s indicative of file contents 1n the file that
corresponds to the received file path 1s computed (e.g., a file
digest1s computed). At 610, the file digest 1s transmuitted to the
attestation server 206. There, the attestation server 206 can
determine 11 the file digest matches a known file digest cor-
responding to such file. Subsequently, the robot can receive a
validation message or a failure message. The methodology
600 completes at 612.

Now referring to FIG. 7, an exemplary methodology 700
that facilitates prevention of replay attacks between the robot
100 and the attestation server 206 1s 1llustrated. For example,
the methodology 700 can be configured for execution on the
robot 100. The methodology 700 starts at 702, and at 704 a
first nonce 1s generated. At 706, an attestation request 1s
transmitted to an attestation server, wherein the attestation
request comprises the first nonce. For instance, the attestation
request can be generated by the firmware 302 1n the memory
118 of the robot 100.

At 708, subsequent to transmitting the attestation request,
a request for data 1s received from the attestation server,
wherein the request for data comprises a second nonce. The
second nonce can be generated at the attestation server and
may be different from the first nonce.

At 710, responsive to receipt of the request for data from
the attestation server, response data can be transmitted to the
attestation server, wherein the response data comprises the
second nonce. Thus, the robot 100 can reply to the attestation
server 206 with the nonce that was previously generated by
the attestation server.

At 712, a validation message 1s received from the attesta-
tion server, wherein the validation message comprises a third
nonce. It 1s desirable that the nonce recerved 1n the validation
message at 712 be equivalent to the first nonce generated at
704.

At 714, a determination 1s made regarding whether the
third nonce received at 712 1s equivalent to the first nonce
generated at 704. If it 1s determined that the third nonce 1s
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equivalent to the first nonce, then at 716 normal operation of
the robot 1s continued. If, however, the third nonce 1s not
equivalent to the first nonce (that1s, the attestation server with
a validation message comprises a nonce that was not gener-
ated by the robot 704), then at 718 normal operation of the
robot 1s ceased. The methodology 700 completes at 720.

With reference now to FIG. 8, an exemplary control flow
diagram 800 that illustrates attestation of contents of the
software stack 310 on the robot 100 1s 1llustrated. The exem-
plary control flow diagram 800 corresponds with the archi-
tecture of the robot 100 described in connection with FIG. 3,
wherein the memory 118 of the robot 100 comprises the
firmware 302 and the software stack 310, and wherein the
software stack 310 comprises the network stack 314, such
that communication to the attestation server 206 1s through
the software stack 310. As mentioned previously, during
manufacture of the robot 100, certain information 1s shared
between the firmware 302 and the attestation server 206 and
the software stack 310 and the attestation server 206. Specifi-
cally, the firmware 302 includes the firmware key 304 and the
robotidentity 306, and the attestation server 206 also includes
the firmware key 304 and the robot identity 306. Moreover,
the software stack 310 includes the software key 312, which
1s also 1included 1n the attestation server 206.

Furthermore, the attestation server 206 can comprise an
image ol contents of the software stack 310, wherein said
image can be updated, for instance, each time an authorized
update 1s made to the software stack 310. Additionally or
alternatively, the attestation server 206 can comprise a plu-
rality of file digests corresponding to the plurality of files in
the software stack 310, and can also comprise file paths to
such files. This information can be indexed on the attestation
server 206, for example, by the robot 1dentity 306.

At 802, computer executable mstructions resident on the
firmware 302 generate an attestation request. For example,
computer executable mstructions on the firmware 302 can be
configured to cause the robot 100 to operate with limited
functionality 11 the software stack 310 1s not attested to by the
attestation server 206 at boot up time or within specific
amounts of time. The software stack 310 (which can comprise
operating system of the robot 100) recerves the attestation
request from the firmware 302, and determines whether a
cached response 1s sullicient to satisiy the attestation request.
For example, if the attestation server 206 has recently attested
to contents of the software stack 310, then at 804 the software
stack 310 can respond to the attestation request with a cached
response. Such cached response may be a validation message
that was previously transmitted to the software stack 310 by
the attestation server 206. The firmware 302 can analyze the
cached response to determine 1f such cached response 1s valid
(1f 1t has a time stamp corresponding to a relatively recent
point 1n time). I the cached response 1s invalid, or at boot up
of the robot 100, the firmware 302 can generate a full attes-
tation cycle request. In other words, at 806 the firmware 302
can inform the software stack 310 that an updated validation
message 1s desirably received from the attestation server 206.

At 808, the software stack 310 transmits a request to the
firmware 302 to generate a first nonce. Responsive to receiv-
ing such request, the firmware 302 can generate the first
nonce. Optionally, the firmware 302 can append a timestamp
to the first nonce and can further add a data packet that acts as
a sentinel to the first nonce. Furthermore, the firmware 302
can encrypt the resulting data packet (the nonce, the times-
tamp and the sentinel) with the firmware key 304. The com-
bination of the nonce, the timestamp and the sentinel can be
collectively referred to as the first nonce, and the firmware
302 canutilize the firmware key 304 to encrypt the first nonce.
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At 810, the firmware 302 can transmit the encrypted first
nonce to the software stack 310.

The software stack 310 may then further encrypt the first
nonce through utilization of the software key 312. Moreover,
optionally, the software stack 310 can add the robot 1dentity
306 to the data packet and further encrypt such data packet
with a public key that corresponds to the attestation server
206.

At 812, this data packet 1s transmitted to the attestation
server 206. Upon receipt thereof, the attestation server
decrypts the data packet using, for instance, a private key of
the attestation server 206, the firmware key, and the software
key. The attestation server 206 may then retain the first nonce
generated by the firmware 302 1n data storage. The data
transmitted to the attestation server 206 at 812 can be referred
to as an attestation request recerved at the attestation server
206. Responsive to such request, the attestation server 206
can generate a second nonce and can further randomly select
a file path that corresponds to a file on the robot 100. As
mentioned previously, the attestation server 206 comprises a
database with a number of file paths and corresponding file
digests. The attestation server 206 can randomly select a file
path for transmission to the robot 100 to verity that contents
of the software stack 310 have not been altered 1n an unau-
thorized manner. The attestation server 206 can further
encrypt this nonce and the full file path utilizing the software
key 312 and the firmware key 304 (and optionally a private
key on the attestation server 206 that corresponds to a public
key). At 814, the attestation server 206 can transmit the
encrypted second nonce and full file path to the software stack
310. The software stack 310 may then decrypt the data
through utilization of the software key 312. At 816, the soft-
ware stack 310 transmits the partially decrypted nonce and
tull file path to the firmware 302, which can further decrypt
the data packet utilizing the firmware key 304. The firmware
302 can cause the second nonce to be retained in computer
readable storage at the robot 100.

At 818, the firmware 302 causes the full file path to be
transmitted to the software stack 310. The software stack 310
accesses the file that corresponds to the full file path and
generates a file digest for such file. At 820, the software stack
310 transmuts the file digest corresponding to the full file path
to the firmware 302. The firmware 302, responsive to receipt
of the file digest, can generate a cryptographic challenge.
Such cryptographic challenge, for instance, can include an
encryption of the file digest, the robot 1dentity 306, a particu-
lar challenge command, a timestamp, and the second nonce
generated by the attestation server 206. Moreover, the firm-
ware 302 can encrypt the challenge utilizing the firmware key
304. The encrypted challenge can be transmitted to the sofit-
ware stack 310 at 822. The software stack 310 may then
turther encrypt the challenge utilizing the software key 312.
Additionally, the software stack 310 can add the robot 1den-
tity 306 to the challenge and turther encrypt the data utilizing,
the public key of the attestation server 206.

The software stack 310 then transmits this encrypted chal-
lenge to the attestation server 206 at 824. Thereatter, the
attestation server 206 decrypts the challenge utilizing the
private key of the attestation server 206, the software key 312
and the firmware key 304. The attestation server 206 can
utilize the robot identity 306 included in the challenge to
locate the appropriate file digest in the database. The attesta-
tion server 206 can compare the timestamp included in the
received challenge with a current time to ensure that the
challenge has been transmitted within a threshold amount of
time. The attestation server 206 can further check the nonce
included in the challenge to ensure that the nonce matches the
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nonce that was previously transmitted by the attestation
server 206. Moreover, the attestation server 206 compares the
file digest received in the challenge with the file digest
retained 1n the database at the attestation server 206. If the
attestation server 206 determines that the attestation chal-
lenge was transmitted within a threshold amount of time, that
the nonce included 1n the challenge matches the second nonce
generated by the attestation server 206, and that the file digest
matches the file digest in the database, then the attestation
server 206 can generate a validation message for transmaittal
to the software stack 310. The attestation server 206 can
encrypt this validation message, for example, with the soft-
ware key and the firmware key. Additionally, the attestation
server 206 can include the first nonce (generated by the firm-
ware 302) 1n the validation response. The attestation server
206 may transmit the validation response to the software
stack 310 at 826.

The software stack 310 may then decrypt the validation
response utilizing the software key 312 and can transmit the
remainder of the data to the firmware 302 at 828. The firm-
ware 302 can analyze a timestamp corresponding to the vali-
dation message to ensure that the validation response has
been received within a threshold amount of time from the
challenge request and can compare the nonce in the validation
request with the nonce previously generated by the firmware
302. If the nonces match, and the message includes a valida-
tion message, and a timestamp 1n the validation message 1s
within the threshold amount of time, then at 830 the firmware
302 can transmit a message to the software stack 310 indicat-
ing that attestation has completed. At 832, the software stack
310 can transmit a message to the attestation server 206
indicating that the attestation has completed and the transac-
tion 1s closed. It the firmware 302 determines that the nonce
in the validation message does not match the previously gen-
erated nonce, or ascertains that the message indicates that
attestation has failed, then the firmware 302 can effectively
cause the robot 100 to operate with limited functionality.

While the systems, methods and control flow diagram
described above have been described with respect to robots, 1t
1s to be understood that various other devices that include
computing technology can utilize aspects described herein.
For instance, industrial automation equipment includes vari-
ous moving parts, and may be controlled at least in part
through utilization of software. One or more of the methods
described herein pertaining to ensuring that the software uti-
lized to control this industrial automation machinery 1s valid
can be employed. Still further, automobiles are being config-
ured to perform some automated driving tasks, such as par-
allel parking Again, this can be controlled by software execut-
ing on a computing device included 1n the automobile. The
methods described herein can be utilized in connection with
ensuring that the software executing on the automobile 1s
valid to ensure that the automobile will operate as expected or
desired by the manufacturer and operator. Still further, the
systems and methods utilized herein may be employed 1n
conventional computing devices such as desktop computers,
gaming consoles, laptop computers, mobile telephones,
mobile media players, DVD players, amongst other comput-
ing devices.

Now referring to FIG. 9, a high-level illustration of an
exemplary computing device 900 that can be used 1n accor-
dance with the systems and methodologies disclosed herein 1s
illustrated. For instance, the computing device 900 may
included 1n the attestation server 206 or the robot 100. In any
event, the computing device 900 can be used 1n a system that
supports attesting to computer-executable code on a robot.
The computing device 900 includes at least one processor 902
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that executes instructions that are stored 1n a memory 904.
The memory 904 may be or include RAM, ROM, EEPROM,
Flash memory, or other suitable memory. The instructions
may be, for instance, instructions for implementing function-
ality described as being carried out by one or more compo-
nents discussed above or instructions for implementing one or
more of the methods described above. The processor 902 may
access the memory 904 by way of a system bus 906. In
addition to storing executable instructions, the memory 904
may also store cryptographic keys, nonces, file digests, etc.

The computing device 900 additionally includes a data
store 908 that 1s accessible by the processor 902 by way of the
system bus 906. The data store 908 may be or include any
suitable computer-readable storage, including a hard disk,
memory, etc. The data store 908 may include executable
instructions, cryptographic keys, nonces, file digests, file
paths, etc. The computing device 900 also includes an input
interface 910 that allows external devices to communicate
with the computing device 900. For instance, the input inter-
face 910 may be used to receive mstructions from an external
computer device, a user, etc. The computing device 900 also
includes an output interface 912 that interfaces the computing
device 900 with one or more external devices. For example,
the computing device 900 may display text, images, etc. by
way of the output interface 912.

Additionally, while 1llustrated as a single system, it 1s to be
understood that the computing device 900 may be a distrib-
uted system. Thus, for istance, several devices may be in
communication by way of a network connection and may
collectively perform tasks described as being performed by
the computing device 900.

As used herein, the terms “component” and “system’ are
intended to encompass hardware, software, or a combination
of hardware and software. Thus, for example, a system or
component may be a process, a process executing on a pro-
cessor, or a processor. Additionally, a component or system
may be localized on a single device or distributed across
several devices. Furthermore, a component or system may
refer to a portion of memory and/or a series of transistors.

It 1s noted that several examples have been provided for
purposes of explanation. These examples are not to be con-
strued as limiting the hereto-appended claims. Additionally, 1t
may be recognmized that the examples provided herein may be
permutated while still falling under the scope of the claims.

What 1s claimed 1s:
1. A method executed by a server computing device that 1s
in communication with a robot, the method comprising;

accessing content ol a data repository on the server com-
puting device, wherein the content of the data repository
comprises, for files known to exist on the robot at a prior
point in time:

respective locations of the files on the robot at the prior
point 1n time; and

data that 1s indicative of respective contents of the files on
the robot at the prior point 1n time-of;

randomly selecting one location from amongst the loca-
tions,

transmitting a request to the robot for data indicative of
current content of a file on the robot at the one location;

subsequent to the transmitting of the request, receiving
from the robot the data that 1s indicative of the current
content of the file on the robot that 1s at the one location;

comparing the data that 1s indicative of the content of the
file 1n the data repository with the data that 1s indicative
of the current content of the file recerved from the robot;
and
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transmitting an istruction to the robot when the data that 1s
indicative of the content of the file 1n the data repository
1s different from the data that 1s indicative of the current
content of the file received from the robot, wherein the
instruction i1s configured to restrict mobility of the robot.

2. The method of claim 1, wherein the server computing,
device 1s 1n
communication with the robot by way of a network.

3. The method of claim 1, wherein the network 1s the
Internet.

4. The method of claim 1, further comprising:

prior to accessing the content of the data repository on the

server computing device, receiving a request, at the
server computing device from the robot, for a randomly
selected file location, wherein the request 1s encrypted
through utilization of a first encryption key; decrypting
the request;

subsequent to decrypting the request, generating a first

nonce, wherein the first nonce comprises a plurality of
random digits; and

transmitting to the robot the first nonce together with the

request for data indicative of content of the file at the one
location.

5. The method of claim 4, wherein the request from the
robot for the randomly selected file comprises a second
nonce, wherein the second nonce 1s generated at the robot,
and further comprising:

storing the second nonce 1n the data repository.

6. The method of claim 5, wherein the data that 1s indicative
ol the current content of the file on the robot 1s included 1n a
data packet, wherein the data packet comprises a third nonce,
and the method further comprising:

comparing the third nonce with the first nonce; and causing,

the mstruction to be transmitted to the robot based at
least 1n part upon the comparing of the third nonce with
the first nonce, wherein the instruction 1s transmitted to
the robot when the third nonce 1s different from the first
nonce.

7. The method of claim 1, further comprising;

transmitting a first timestamp together with the request for

data indicative of current content of the file at the one
location to the robot, wherein the first timestamp 1den-
tifies a time that the request for data indicative of the
current content of the file at the one location 1s transmut-
ted to the robot;

receving a second timestamp irom the robot together with

the data that 1s indicative of the current content of the file
on the robot that 1s at the one location, wherein the
second timestamp 1dentifies a time that the robot trans-
mits the data that 1s indicative of the current content of
the file on the robot;

computing a difference between the first timestamp and the

second timestamp; comparing the difference with a pre-
defined threshold; and

when the difference i1s greater than the predefined thresh-

old, transmitting the instruction to the robot.

8. An attestation server that comprises a processor and a
memory, the memory comprising instructions that, when
executed by the processor cause the processor to perform acts
comprising;

recerving a request from a robot for arandomly selected file

location;

responsive to recewving the request, randomly selecting a

file location that points to a file on the robot, wherein
content of the file on the robot at a previous point 1n time
1s known:
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transmitting the file location, by way of a network, to the

robot;

subsequent to transmitting the file location, receiving, from

the robot, data that 1s indicative of current content of the
file on the robot;

comparing the data that 1s indicative of the current content

of the file on the robot with the known content of the file
on the robot at the previous point 1n time;

when the data that 1s indicative of the current content of the

file on the robot 1s different from the data that 1s indica-
tive of the content of the file on the robot at the previous
point 1n time, transmitting a data packet to the robot that
causes mobility of the robot to be restricted.

9. The attestation server of claim 8, wherein the previous
point 1n time 1s a time corresponding to manufacture of the
robot.

10. The attestation server of claim 8 being configured to
attest to validity of at least one computer-executable program
residing on the robot.

11. The attestation server of claim 8, the acts further com-
prising:

prior to randomly selecting the file location, receiving a

first nonce from the robot together with the request;
responsive to receiving the request from the robot, gener-
ating a second nonce; and

transmitting, to the robot, the second nonce together with

the file location.

12. The attestation server of claim 8, the acts further com-
prising;:

prior to transmitting the file location to the robot,

encrypting the file location through utilization of a first key

to generate a {irst encrypted file location; and
encrypting the first encrypted file location through utiliza-
tion of a second key to generate a second encrypted file
location, wherein the file location transmitted to the
mobile robot 1s the second encrypted file location.

13. The attestation server of claim 8, wherein data that 1s
indicative of the current content of the file 1s encrypted by the
robot through utilization of a first key and a second key, the
acts further comprising;:

decrypting the data that 1s indicative of the current content

of the file through utilization of the first key; and
further decrypting the data that 1s indicative of the current
content of the file through utilization of the second key.

14. The attestation server of claim 8, the acts further com-
prising:

receiving from the robot data that identifies the robot; and

accessing file locations that correspond to the robot based

upon the data that identifies the robot.

15. A method configured for execution on an attestation
server, the method comprising:

receiving a first data packet from a robot by way of a

network, wherein the first data packet comprises:
an 1dentity of the robot;

a request to attest to contents of a data repository included

in the robot; and

a first nonce generated at the robot, wherein the first nonce

comprises a first plurality of randomly generated digits;
responsive to receiving the first data packet, accessing a
database utilizing the 1dentity of the robot as an index
key to the database, wherein the database comprises

file locations corresponding to a plurality of files
known to be existent on the robot at a time of manu-

facture of the robot, wherein the database further
comprises file digests corresponding to the plurality

of files known to be existent on the robot at the time of

manufacture of the robot;
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randomly selecting a file location from the file locations
in the database that corresponds to the 1dentity of the
robot;
generating a second nonce, wherein the second nonce
comprises a second plurality of randomly generated
digits;
storing the second nonce 1 a computer-readable
medium;
transmitting a second data packet to the robot, wherein
the second data packet comprises the file location and
the second nonce;
subsequent to transmitting the second data packet to the
robot, receiving a third data packet from the robot,
wherein the third data packet comprises data that 1s
indicative of content of a file on the robot at the file
location and a third nonce;
comparing the second nonce with the third nonce;
comparing a file digest 1n the database that corresponds
to the file location transmitted to the robot with the
data that 1s indicative of content of the file on the robot
at the file location;
if the second nonce and the third nonce are equivalent
and 11 the file digest corresponds to the data that 1s
indicative of the content of the file on the robot at the
file location, transmitting a validation message to the
robot that attests to contents of the data repository 1n
the robot; and
if the second nonce and the third nonce are different or 1f
the file digest fails to correspond to the data that 1s
indicative of the content of the file on the robot at the
file location, transmitting a message to the robot that
indicates that attestation has failed.

16. The method of claim 1, further comprising:

transmitting a second instruction to the robot when the data

that 1s indicative of the content of the file 1n the data
repository 1s equivalent to the data that 1s indicative of
the current content of the file received from the robot, the
second 1nstruction configured to enable mobility of the
robot.

17. The attestation server of claim 8, the acts further com-
prising:

when the data that 1s indicative of the current content of the

file on the robot 1s equivalent to the data that 1s indicative
of the content of the file on the robot at the previous point
in time, transmitting a second data packet to the robot
that causes mobility of the robot to be unrestricted.

18. The attestation server of claim 8, the previous point in
time corresponding to when an authorized update to an oper-
ating system of the robot was 1nstalled on the robot.

19. The attestation server of claim 8, the acts further com-
prising:

updating the data that 1s indicative of the content of the file

on the robot at the previous point in time responsive to
receiving an indication that an authorized update to the
file has been made on the robot.

20. The attestation server of claim 8, the acts further com-
prising;:

comparing a time 1dentified in a first timestamp with a

current time, the first timestamp assigned to the data that
1s indicative of the current content of the file on the robot,
as recetved from the robot; and

when a difference between the time 1dentified in the first

timestamp and the current time 1s above a threshold,
transmitting the data packet to the robot that causes
mobility of the robot to be restricted.
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