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WIRELESS USER BASED NOTIFICATION
SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of application Ser. No.
13/918,819, filed Jun. 14, 2013, which 1s a continuation of
application Ser. No. 13/593,436, filed Aug. 23, 2012 (U.S.
Pat. No. 8,494,489, 1ssued Jul. 23, 2013), which 1s a continu-
ation of application Ser. No. 13/153,204, filed Jun. 3, 2011
(U.S. Pat. No. 8,275,359, 1ssued Sep. 25, 2012), which 1s a
continuation of application Ser. No. 11/764,071, filed Jun. 15,
2007 (U.S. Pat. No. 7,966,020, 1ssued Jun. 21, 2011), which
claims the benefit of provisional Application No. 60/814,254,
filed Jun. 16, 2006, which are hereby incorporated by refer-
ence herein.

BACKGROUND OF THE INVENTION

The present invention relates to notification systems of the
type used to inform a number of users of a communications
network of an emergency or commercial opportunity, and
more specifically, to a notification system for use 1n a wireless
network that more elficiently uses network resources and
inirastructure to provide location specific notifications.

There are many situations 1n which public safety or another
public mterest would benefit from notifying a number of
people about an event or expected event. For example, a
government entity may wish to notify all people living within
some defined zone of an impending storm, a serious accident,
or an activity that they need to be aware of. Further, a com-
mercial entity may wish to inform a large number of people
within a certain region of a commerce opportunmty that may
be of interest to them. Thus, the area of location specific
notifications 1s one of interest to both public agencies and
commercial businesses.

As mobile wireless phones and technology have become
adopted and utilized by a large percentage of people, they
have been recognized as a convenient and effective means for
informing people of events or otherwise communicating with
them. For example, 1n case of an emergency (criminal activ-
1ity, weather event, serious accident, etc.), it would be beneti-
cial to be able to notity all or a large percentage of mobile
phone users within a prescribed geographic area of the event.

Although a wide scale broadcast to all mobile phone num-
bers currently within a specific area 1s theoretically possible,
there are practical reasons that make it inetficient or otherwise
undesirable to implement. For example, at present only a
network cell level broadcast 1s available (that 1s sending a
message to all recipients within a cell), and even then only for
certain network topologies (e.g., GSM) and/or message deliv-
ery options (e.g., SMS messages). This approach may lack the
resolution required for an effective system and produce
unwanted or irrelevant messages to a large number of users.
Furthermore, implementing this approach requires equip-
ment upgrades for some carriers, and 1s not certain to be
adopted by regulatory agencies.

A second approach to notification systems 1s one based on
targeting the message to a specific set of users, as opposed to
a broadcast to all users capable of recerving the message. In
this approach, the set of recipients 1s determined based on a
characteristic of a user other than their ability to receive a
message broadcast within a cell site reception zone. For
example, a system may be based on registration by a set of
users interested in receiving a message regarding a certain
event or topic. When an event of interest occurs, only those
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2

registered users are sent a message. This approach has the
disadvantage that since 1t relies on a user to subscribe or
register, not every user to whom the message 1s relevant will
receive 1t. This has serious ramifications 1if, for example, the
message being provided relates to an emergency situation or
one 1n which all mobile phone users within a prescribed area

need to be mformed of a situation (e.g., an AMBER Alert or
other such indicator of potentially dangerous or criminal
activity). Similarly, if the registration process involves pro-
viding the user’s residence or work location, the method
cannot have any greater resolution than the data used to define
that information. Furthermore, because each user 1s associ-
ated with a static location (e.g., a z1p code, a neighborhood, an
address, etc.), notifications regarding those locations would
be sent regardless of where the user 1s actually located. The
result may be a spamming effect in which a user receives a
large number of notifications that go unread because most are
deemed 1rrelevant.

Another method of providing a noftification system
involves the use of network probes. Using a network probe, a
system can obtain user location information by passively
monitoring network location tratfic to a home location regis-
ter (HLR) or between other network components. A disad-
vantage of such methods 1s that they require extensive use of
network resources and increase the overall network traffic,
thereby contributing to undesirable latency and network
capacity 1ssues. In addition, coordination of the various data
sources and processing elements, and troubleshooting can be
more than trivial problems. Furthermore, network probe
methods introduce privacy issues as the subscribers are

unaware of the tracking of their location and messaging
behaviors.

The wireless industry plans to provide an SMS-based ser-
vice that 1s similar to the Wireless AMBER Alert service. As
this solution still has some disadvantages, 1t 1s not believed to
be the optimal or long-term solution. For example, an SMS-
based solution utilizing existing capabilities will suifer from
disadvantages that include significant impact on network
congestion when an alert 1s sent, potential latency 1n delivery
ol messages, and a limitation on what type and how much
information can be provided. It 1s noted that an SMS-based
service has an advantage over certain possible solutions being
considered because it 1s a capability that can be enabled 1n
networks such as global system for mobile communications
(GSM), code division multiple access (CDMA), and 1inte-
grated digital enhanced network (1IDEN), and 1s available on
a large number of phones 1n use.

In order to address concerns regarding the impact of an
alert system on wireless networks, the wireless industry has
proposed that three specific requirements be incorporated.
First, that the system be opt-1n based on a specified zip code
as with Wireless AMBER Alerts. While this will require that
consumers aflirmatively request the service, it also may,
depending on the number of consumers that subscribe, help to
control impact on the network (while still potentially inform-
ing citizens that wish to be notified via wireless phone who
otherwise may not be aware of an emergency). Combining
this wireless service with alerts from other communications
platforms may increase the likelihood of a successiul con-
sumer notification.

The second requirement 1s that the iterim service should
only transmit Presidential or Governor-level messages for the
present time. Again, this will limit the impact on the wireless
network so that during times of crises, the networks can be
utilized by consumers, first responders, and those key gov-
ernment employees that rely upon Wireless Priority Service.
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The third requirement 1s that government should commit to
delivering messages to one point (e.g., network element or
node) 1n the wireless network, as 1s the case with the existing,
Wireless AMBER Alert Program. It 1s hoped that by adopting
these three requirements, government effectively will balance
the desire to send emergency alerts over multiple communi-
cations platforms, including wireless, against the need to
keep the wireless networks functioning efficiently during an
emergency.

An effective notification or alert system offers many safety
and commercial benefits. However, while the currently pro-
posed solutions hold promise, none are operational 1 wire-
less networks today. In addition, the proposed solutions suifer
from one or more significant disadvantages. Some of the
solutions, as proposed, will require a complete reworking of
networks, some only work on certain platforms (CDMA vs.
GSM vs. 1IDEN), some are not scalable to a nationwide level,
and many would require consumers to change-out their hand-
Sets.

il

BRIEF SUMMARY OF THE INVENTION

A group of wireless device users are notified of an event. A
location data determination algorithm 1s provided to a wire-
less device, where the algorithm determines a frequency at
which the device interacts with network elements to deter-
mine its location. The location data 1s stored in a notification
server and 1dentifies a user at a specific location. When a
governmental or commercial entity wishes to 1ssue a notifi-
cation, a message 1s provided to those users whose location 1s
identified as being 1n an area defined by the entity.

In some embodiments, a method notifies a group of wire-
less device users of an event. Each wireless device accesses a
set of instructions that act to control a location updating
process for the wireless device. Location data for the wireless
device 1s obtained 1n accordance with the set of instructions.
The location data 1s provided to a notification server. The
location data 1s stored 1n a spatial database. The spatial data-
base associates the location data with a geographic region.

A request 1s then received along with a description of a
geographic area 1n which a notification message associated
with the request 1s to be distributed. The geographic area
comprises at least a portion of at least one geographic region.
The description of the geographic area 1s mapped to the
plurality of wireless devices using the location data stored in
the spatial database. The mapping 1dentifies the location of
the wireless devices relative to the geographic area. At least
one ol the wireless devices 1s 1dentified as being located
within the geographic area. The notification message 1s 1ssued
to each wireless device 1dentified as being located within the
geographic area.

In some embodiments, a notification server 1s configured to
receive a request and a description of a geographic area in
which a notification message associated with the request 1s to
be distributed. The geographic area includes at least a portion
of at least one geographic region. The notification server
compares the description of the geographic area to a plurality
of mobile devices using location data associated with each
mobile device. The comparison 1dentifies the location of the
mobile devices relative to the geographic area. At least one
mobile device 1s 1dentified as being located within the geo-
graphic area. The notification server issues the notification
message to each mobile device 1dentified as being located
within the geographic area.
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These and other advantages of the mnvention will be appar-
ent to those of ordinary skill 1in the art by reference to the
following detailed description and the accompanying draw-
ngs.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a functional block diagram of the components of
an embodiment of the wireless user notification, system of the
present invention suitable for implementation as part of a
CDMA or a GSM network.

FIG. 2 1s a geographic illustration that shows the distribu-
tion of mobile devices across an area 1n cell sectors and a
notification area identified by a notifying entity.

FI1G. 3 1s a flow diagram 1llustrating a method for providing
mobile device location information to a notification server.

FIG. 4 15 a flow diagram 1llustrating a method for sending,
notification messages to users of a wireless system.

FIG. 5 1s a signal call chart 1llustrating a method for send-
ing notification messages to users of a wireless system 1n
accordance with a notification server configured to determine
mobile device location 1n accordance with a basic resolution.

FIG. 6 1s a signal call chart 1llustrating a method for send-
ing notification messages to users ol a wireless system 1n
accordance with a notification server configured to determine
mobile device location in accordance with a low accuracy
resolution.

FIG. 7 1s a signal call chart i1llustrating a method for send-
ing notification messages to users of a wireless system 1n
accordance with a notification server configured to determine
mobile device location 1n accordance with a high accuracy
resolution.

DETAILED DESCRIPTION OF THE INVENTION

FIG. 1 1s a functional block diagram of the components of
an embodiment of the wireless user notification system of the
present mvention suitable for implementation as part of a
CDMA or a GSM network. The wireless user notification
system includes a notifying entity 100, a notification server
110, a short message service (SMS) center 120, a CDMA or
GSM network 130, a communication tower 160, a mobile
device 170 (e.g., wireless handset), and a home location reg-
ister (HLR) 195. The CDMA network includes a mobile
positioning center 135, a position determining entity 140 and
a mobile switching center (MSC) server 145. The GSM net-
work 1includes an MSC server 145 (similar to the one used in
the CDMA network), a gateway mobile location center
(GMLC) 150, a serving mobile location center (SMLC) 152,
and a base station controller (BSC) 154.

The notifying entity 100 1s any client that seeks to send a
notification message to a group of mobile devices. For
example, the notitying entity 100 could be an emergency alert
system (EAS), or any governmental or commercial entity.
The notitying entity 100 1s coupled to the notification server
110 via a network 180 (e.g., the Internet). The SMS center 1s
coupled to the notification server 110, and 1s also coupled to
the MSC server 150 via a network 190 (e.g., a Signaling
System #7 Network). The CDMA or a GSM network 130
communicates with the mobile device 170 via the communi-
cation tower 160.

In the CDMA network, the mobile positioning center 135
1s coupled to the notification server 110, the positioning deter-
mining entity 140, the MSC server 145 and the LR 1935, and
the MSC server 1s coupled to the commumnication tower 160.
In the GSM network, the MSC server 145 1s coupled to the
GMLC 150, the SMLC 152 and the base station controller
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154. The base station controller 260 1s coupled to the SMLC
152 and the communication tower 160. The GMLC 150 1s
coupled to the notification server 110 and the HLR 195.

The call flow 1n the CDMA or GSM network 1s described
as follows. The mobile device 170 executes an application to
register the mobile device 170 with the notification server
110. Upon registration, the mobile device 170 performs a
location fix and provides 1ts location information to the noti-
fication server 110. The notification server 110 downloads an
algorithm to the mobile device 170 to indicate how often the
mobile device 170 1s to perform subsequent location fixes.
The algorithm also instructs the mobile device 170 which
location determining method to execute 1n order to obtain or
trigger the location fix. The mobile device 170 i1nitiates a
location fix using the pre-programmed algorithm. The mobile
device periodically performs a location {ix such that the noti-
fication server 110 maintains current information about the
approximate location of the mobile device 170. Thus, a noti-
fication message can be sent to the mobile device 170 using
the best delivery method available when a notification alert 1s
issued. In some embodiments, the notification server 110 may
dictate the quality of service (QOS) for the location fix. For
example, the location fix may 1dentity the approximate loca-
tion of the mobile device within 200 meters.

The purpose of the algorithm 1s to distribute the location
fixes 1n a geographic area so as to ensure that there 1s minimal
(or at least non-detrimental) impact to the network inirastruc-
ture. The algorithm 1s stored on the mobile device 170, but
may be updated via over-the-air provisioning protocols, mes-
saging (e.g., SMS), or other known methods. For example,
the notification server 110 may update the algorithm in
response to the occurrence of anew event. The algorithm may
be updated manually or automatically. The notification server
110 may automatically update the algorithm using scripts
stored in the notification server 110. The scripts are associated
with certain events such that a key word associated with an
event 1n a notification request would trigger execution of the
corresponding script. Furthermore, multiple algorithms may
be stored on the mobile device 170 such that the mobile
device 170 1s configured to report its location based on mul-
tiple scenarios with a different reporting schedule for each
scenar1o. In some embodiments, the algorithm allows a car-
rier to notily users based on non-geographic criteria (e.g.,
user characteristics or a user profile). These characteristics or
profile data may be stored in the notification server 110.

The notification server 110 receives the mobile device
location update erther via the MPC 135 (1n the CDMA net-

work), the GMLC 1350 (in the GSM network), or the SMS
center 120 (or some other suitable messaging mode). The
notification server 110 then stores the mobile device location
data 1n a spatial database. Thus, the notification server 110 1s
continually updated regarding the location of the mobile
device 170.

The notifying entity 100 sends a notification request to the
notification server 110. The notifying entity 100 may send the
noftification request 1n response to an occurrence ol an event
of which users are to be notified (e.g., a fire, a chemaical spill,
a hostage situation, etc.). The notifying entity 100 1dentifies
the area 1n which users are to be notified (1.e., the notification
area). In some embodiments, the notifying entity 100 gener-
ates a polygon which defines the geographic boundary of the
notification area. For example, the notification request may be
a shape file (e.g., an Arch View Shape file, or another repre-
sentation ol a boundary shape that defines the region inside
which users are to be notified). The notification request may
also include the content of the notification and an urgency
level of the notification request (e.g., high for an emergency,

10

15

20

25

30

35

40

45

50

55

60

65

6

low for a commercial activity, medium for weather update,
etc.). In some embodiments, the notification request 1s a com-
mon alerting protocol (CAP) message that allows a warning
message to be consistently disseminated simultaneously over
many warmng systems to many applications.

The notification server 110 processes the notification
request by matching the mobile device location information
in the spatial database to the notification area described in the
notification request. In other words, the notification server
110 1dentifies which mobile devices are registered 1n the
notification area. The 1dentified mobile devices are some of
the mobile devices that may require a notification message to
be sent.

The notification server 110 determines, based on the con-
tent of the notification request, the method by which the
mobile devices are to be sent the notification message. In the
simplest case, the notification server 110 may determine that
notification messages are to be sent to all of the mobile
devices registered with the notification server 110 regardless
of current location. However, this method may overwhelm the
network because too many users are sent a notification mes-
sage simultaneously. Usually, the notification server 110 1s
required to perform some type of location determination. The
types of location determination may be categorized as a low
accuracy resolution or a high accuracy resolution.

Low accuracy resolution location determination i1s per-
formed based on the contents of the notification request. The
notification server 110 queries the home location register 195
through the MPC 135 or the GMLC 150 to 1identify the mobile
devices associated with MSCs that serve geographic regions
that that overlap the notification area. The notification server
110 then receives a list of cell identifiers of the mobile devices
registered with the MSCs that serve the notification area. The
notification server 110 then sends notification messages to the
mobile devices corresponding to the cell identifiers in the list.
Thus, notification messages are sent to the mobile devices 1n
the notification area and to the mobile devices outside of the
notification area but within a region served by an MSC that
also overlaps the notification area.

High accuracy resolution location determination 1s per-
formed 1n a way that 1s similar to the low accuracy resolution
location determination. As described above, the notification
server 110 recerves the list of cell identifiers of the mobile
devices that are currently registered in the MSC regions that
overlap the notification area. The notification server 110
matches the location of the mobile devices 1n the MSC
regions that overlap the notification area to the polygon that
defines the boundaries of the notification area. Thus, the
mobile devices within the notification area are 1dentified. In
some embodiments, the notification area 1s defined with a
builer area surrounding the polygon. For example, the builer
area may extend up to 40% beyond the perimeter of the
polygon to compensate for any 1naccuracies in the location
determination process. In this case, the high accuracy resolu-
tion locates the mobile devices 1n the notification area and the
mobile devices 1n the builer area. The notification server 110
then sends notification messages to the mobile devices
located by the high accuracy resolution. Thus, notification
messages are sent to the mobile devices 1n the notification
area and to the mobile devices 1n the buller area.

In the ligh accuracy resolution, there are fewer mobile
devices to locate compared to the low accuracy resolution. As
a result, fewer cycles of SMS messaging are required in the
high accuracy resolution case. This feature can prove benefi-
cial in a major catastrophe when the phone system 1s over-
whelmed. If a mass SMS message 1s sent to every mobile
device located 1n alarge geographic area (e.g., a zip code), the
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network may not be able to handle the increased traffic. By
targeting a limited number of mobile devices located 1n a
small area using high accuracy resolution, the strain exerted
on the network 1s minimized.

FI1G. 2 1s a geographic 1llustration that shows the distribu-
tion ol mobile devices across an area (e.g., a city neighbor-
hood) 1n regions served by an MSC (1.e., a cell sector) and a
notification area identified by a notitying entity. Cell sectors
200, 225 each define an area in which a number of mobile
devices (205, 210, 215, 230 and 255-280) are registered with
an MSC serving that cell sector. A notification area 250
defines an area which includes a subset of the mobile devices
in the cell sectors 200, 225. In some embodiments, the noti-
fication area 250 1s a polygon defined by the notifying entity.
As shown 1n the figure, the notification area 250 includes
mobile devices 255-280.

In accordance with some embodiments of the present
invention, a determination 1s made to send a notification
message to all of the mobile devices 1n a large area (e.g., in the
same Z1p code). For example, the notification server 110
determines whether to send the notification message to
mobile devices 205-245 and 255-280. Alternatively, the noti-
fication server 110 determines whether to send notification
messages to only the mobile devices registered 1n cell sectors
200, 225 (1.e., low accuracy resolution), or to send a notifica-
tion message to only the mobile devices located in the noti-
fication area 250 (1.e., high accuracy resolution). The deter-
mination may be made based on the type of notification
request sent by the notiftying agency 100 and/or depending on
how the carrier has configured the system to respond to the
notification request. Low accuracy resolution 1s used when all
of the mobile devices 1n the cell sectors 200, 225 are to be sent
a notification message but the mobile devices outside of the
cell sectors 220, 225 are not to be sent notification messages.
High accuracy resolution is used when the cell sectors 200,
225 are deemed too large and all of the mobile devices 1n the
cell sectors 200, 225 need not be sent the notification mes-
sage. In other words, only the mobile devices located 1n the
notification area 250 are to be sent notification messages.

The notification server 110 initiates the high accuracy reso-
lution location of the mobile devices 1n the notification area
250. The mobile devices 1n the notification area 250 periodi-
cally provide the noftification server 110 with their corre-
sponding location. In some embodiments, the notification
server 110 controls the pace at which the mobile devices are
located so as to not overwhelm the network. The notification
server 110 then generates messages (e.g., via SMS or another
known text messaging method) for delivery to the mobile
devices 255-280 that are located 1n the notification area 250.

The notification server 110 1s easily configurable such that
a carrier may select how the notification messages are sent
and how the network 1s arranged to distribute the notification
messages. The notification server 110 1s designed to authen-
ticate that the notification request 1s submitted by a lawiully
authorized entity such that privacy protections are main-
tained. In some embodiments, the mobile devices include
optional user controls to prevent disclosure of their location
(1.e., a privacy mode). In addition, the user can activate or
deactivate the mobile device to 1dentity 1ts current location as
understood by the network infrastructure or remain private.
This 1s one way of indicating to the user that their location 1s
known to elements of the emergency notification network.
Other configurable features of the notification server 110 are
described below.

In some embodiments, the notification messages to be sent
to the mobile devices 255-280 in the notification area 250 are
placed in a queue 1n the notification server 110. If the queue 1s
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not filled with noftification messages, the messages are
streamed to the mobile devices 255-280. I the queue 1s filled
with notification messages, the notification server 110 stores
the messages to be sent until the messages 1n the queue are
sent and the stored messages can be transferred to the queue
for delivery. The number of messages that can be stored 1n the
queue may be configured by the carrier.

In some embodiments, some mobile devices are flagged 1n
the notification server 110 to recerve a notification message
regardless of mobile device location. For example, when the
identifying information of that mobile device appears at the
notification server 110 (e.g., because the mobile device 1s in
the cell sector 200), the notification message will always be
sent to that mobile device even though the mobile device may
not be located in the notification area 2350. This feature 1s
uselul to users that have a heightened interest in events occur-
ring 1n the notification area 250 (e.g., emergency personnel,
building security, government employees, royalty, etc.). In
some embodiments, the notification server 110 may be con-
figured to send the notification messages 1 a hierarchical
manner such that mobile devices associated with users who
have a heightened interest in events occurring in the notifica-
tion area 260 recerve the notification messages before other
users (1.e., notification messages to be sent to these users are
placed at the front of the message queue).

In general, the mobile devices 1n the notification area 250
are provided with a notification message to notify users of the
event, whereas mobile devices outside the notification area
2350 are not sent notification messages. In some embodiments,
however, the mobile devices located outside of, but nearby,
the notification area 250 (e.g., 1n a cell sector that overlaps the
notification area 250) are sent messages that are different than
the notification messages sent to the mobile devices within
the notification area 250. For example, 1n a hostage crisis, the
mobile devices located within the notification area may be
sent a message that reads, “Exit the Acme Building from the
north side.” The mobile devices located proximate to but
outside of the notification area may be sent a message that
reads, “Do not enter the Acme Building or the two-block area
surrounding the Acme Building.” Messages sent to the mobile
devices 1n the notification area can instruct users to assist law
enforcement. For example, a notification message might read,
“If you are 1 the Acme Building and can safely take a pho-
tograph of any alleged perpetrators with this mobile device,
forward the photograph to (123)555-1234 . Furthermore, law
enforcement could use high accuracy location determination
to 1dentity the mobile devices within a given area. For
example, law enforcement can 1dentity which users are 1n a
building. The periodic location updates would also allow law
enforcement to detect the movement of those users. This
teature 1s helpiul for compliance with policies of the com-
mission on accreditation for law enforcement agencies
(CALEA).

The notification server 110 1s capable of alerting potential
recipients in a staggered method to reduce network impact.
The nofification server 110 typically bases the staggered
method on the size of the notification area and the number of
users relative to network capacity or operating characteristics
(e.g.,load balancing). For example, a staggered delivery algo-
rithm would generate notification messages in a notification
area at a frequency and rate based on the size of the notifica-
tion area and the number of users to be notified. A large
notification area (e.g., an entire city) requires tighter control
on messages per second while a small notification area (e.g.,
a city block, a rural area) may allow a notification message to
be sent to all mobile devices 1n the notification area at the
same time.
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FIG. 3 1s a flow diagram 1llustrating a method for providing
mobile device location information to a notification server. At
step 300, the mobile device registers with the notification
server by executing an application stored on the mobile
device. The mobile device also provides 1ts location to the
notification server.

At step 310, the notification server downloads an algorithm
to the mobile device. The algorithm instructs the mobile
device to provide location updates to the notification server.
The algonthm indicates how often the location updates are
provided to the notification server.

At step 320, the mobile device executes the algorithm to
determine its location by a location determination method
indicated 1n the algorithm and provides the corresponding
location data to the notification server. At step 330, the noti-
fication server stores the location data and information about
the corresponding mobile device 1n a spatial database.

At step 340, after a predetermined amount of time, pro-
cessing returns to step 320 where the mobile device provides
a location update to the notification server. In some embodi-
ments, the predetermined amount of time 1s configured by the
carrier. In some embodiments, the predetermined amount of
time may be set at a static duration (e.g., every two hours). In
other embodiments, the predetermined amount of time may
be dynamic (e.g., every time the mobile device enters a region
served by a different MSC). As 1s apparent from the above
description, the mobile device periodically provides location
updates to the notification server. Thus, the notification server
maintains current location information for the mobile device.

FI1G. 4 15 a flow diagram 1illustrating a method for sending
notification messages to users of a wireless system. At step
400, the notilying entity sends a notification request to the
notification server. The notitying entity 1s any lawiully autho-
rized client that seeks to send a notification message to a
group of mobile devices. The notifying entity may send a
notification request in response to an event of which users are
to be notified. In some embodiments, the notification request
1s a CAP message that allows a warning message to be con-
sistently disseminated simultaneously over many warning
systems to many applications. The notification request may
include the content of the notification, a definition of the
notification area, and an urgency level of the notification
request. The definition of the notification area may be a poly-
gon which defines the geographic boundary of the notifica-
tion area.

At step 410, a determination 1s made whether the location
of the mobile devices to be sent the notification message 1s to
be made with high accuracy resolution. The location deter-
mination method to be performed may be predetermined by
the algorithm. The carrier or the notifying entity may provide
instructions regarding the configuration of the algorithm such
that the algorithm can be updated to accommodate different
situations. I1 the location of the mobile devices to be sent the
notification message 1s to be made with high accuracy reso-
lution, processing proceeds to step 460. Otherwise, process-
ing proceeds to step 420.

At step 420, a determination 1s made whether the location
of the mobile devices to be sent the notification message 1s to
be made with low accuracy resolution. If the location of the
mobile devices to be sent the notification message 1s to be
made with low accuracy resolution, processing proceeds to
step 440. Otherwise, processing proceeds to step 430, where
the notification message 1s sent to all of the mobile devices
currently registered with the notification server. Thus, the
notification message 1s widely disseminated to a potentially
large number of mobile devices located across a potentially
large geographic area.
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At step 440, 1n accordance with low accuracy resolution
determination, the notification server identifies the mobile
devices that are located in cell sectors served by MSCs that
overlap the notification area. The notification server deter-
mines the current location of the mobile devices by accessing
the spatial database. The notification server then maps those
locations to the definition of the notification area. Any mobile
devices that are currently located 1n cell sectors that overlap
the notification area are i1dentified to recerve a notification
message.

At step 450, the notification server sends a notification
message to the mobile devices that are located 1n the cell
sectors that overlap the notification area. Thus, the notifica-
tion message 1s sent to the mobile devices 1n the notification
area and to mobile devices served by the same MSCs as the
mobile devices 1n the notification area.

At step 460, 1n accordance with high accuracy resolution
determination, the notification server identifies the mobile
devices that are located in the notification area by mapping
the mobile device locations 1n the spatial database to the
C
S

lefinition of the notification area 1n the notification request. In

ome embodiments, the notification area 1s defined with a
buifer area. For example, the buller area may extend up to
40% beyond the perimeter of the notification area. Thus,
mobile devices are located 1n the notification area and the
butler area.

At step 470, the notification server sends a notification
message to the mobile devices that are located 1n the notifi-
cation area. In some embodiments, the notification message 1s
also sent to the mobile devices 1n the buifer area.

At optional step 480, the notification server sends a differ-
ent notification message to the mobile devices that are located
proximate to but outside of the notification area. The mobile
devices proximate to the notification area may be located 1n a
cell sector that overlaps the notification area or in the buifer
area. The different notification message sent to these mobile
devices may describe the event occurring 1n the notification
area as a warning to not enter the notification area. Processing
then terminates.

FIG. 5 1s a signal call chart 1llustrating a method for send-
ing notification messages to users ol a wireless system 1n
accordance with a notification server configured to determine
mobile device location 1n accordance with a basic resolution.
A public safety answering point (PSAP) or government
agency sets up a connection with the notification server and
then sends a CAP message (500). The notification server core
receives the CAP message and matches a notification area
(e.g., apolygon)identified in the CAP message to MSC areas
via a spatial query to a database (510). The database may be
included within the notification server, or may be an external
database coupled to the notification server. The database
returns a list ol mobile subscribers that are or have been
registered 1n the MSC areas serving the notification area to a
message queue (520) and to the notification server core (530).
A timer decides the number of messages to send at a time, and
the MSCs to which the messages are sent. Based on the
location information in the CAP message, the notification
server core 1identifies which MSCs are 1n that location such
that notification messages can be sent to the mobile devices in
those MSCs. The notification messages are formatted and put
into a queue (540). The queue sends the list of mobile devices
and the notification messages to be sent to a message delivery
system (e.g., SMSC, MMSC, MAG, etc.) (350). The message
delivery system then delivers the notification messages to the
mobile devices (560). Successiul delivery of the notification
messages 1s acknowledged to the notification server core

(570) and the PSAP (580).
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FIG. 6 1s a signal call chart 1llustrating a method for send-
ing notification messages to users of a wireless system 1n
accordance with a notification server configured to determine
mobile device location 1n accordance with a low accuracy
resolution. A PSAP sends a CAP message to the notification
server (600). The CAP message 1dentifies a notification area.
The notification server core recerves the CAP message. The
notification server core matches a location identified in the
CAP message to MSC areas via a spatial query to a database
(605). The database returns a list of mobile subscribers that
are or have been registered in the MSC areas serving the
notification area to a message queue (610) and to the notifi-
cation server core (6135). The notification server core also
queries a GMLC (1n a GSM network) oran MPC (1n a CDMA
network) for a location using the notification area from the
CAP message (620). The GMLC or the MPC queries an HLR
through an Lh interface to identily the mobile devices located
in the MSCs that serve the notification area (625). The HLR
responds to the GMLC/MPC with identifiers for the mobile
devices (1.e., cell IDs) registered with the MSCs that server
the notlﬁcatlon area (630). The cell IDs are then provided to
the queue (635). A list of mobile devices corresponding to the
cell IDs are provided to the notification server core to identily
the mobile devices 1in the notification area (640). A timer
decides the number of messages to send at a time, and the
MSC to which the messages are sent. The notification mes-
sages are formatted and put into the queue (645). The queue
sends the list of the mobile devices and the notification mes-
sages 1o be sent to the message delivery system (650). The
message delivery system then delivers the notification mes-
sages to the mobile devices (655). Successiul delivery of the
notification messages 1s acknowledged to the notification
server core (660) and the PSAP (665).

FI1G. 7 1s a signal call chart 1llustrating a method for send-
ing notification messages to users of a wireless system 1n
accordance with a notification server configured to determine
mobile device location 1n accordance with a high accuracy
resolution. A PSAP sends a CAP message to the notification
server (700). The CAP message 1identifies a notification area.
The notification server core recetves the CAP message. The
notification server core matches a location i1dentified 1n the
CAP message to MSC areas via a spatial query to a database
(705). The database returns a list of mobile subscribers that
are or have been registered with the MSCs that serve the
notification area to a message queue (710) and to the notifi-
cation server core (715). The notification server core also
queries the GMLC/MPC for a location using the notification
area from the CAP message (720). The GMLC/MPC queries
the HLR through an Lh iterface to identily the mobile
devices currently registered with the MSCs that serve the
notification area (725). The HLR responds to the GMLC/
MPC with cell IDs of the mobile devices registered with the
MSCs that serve the notification area (730). The cell IDs are
then provided to the queue (735). The list of mobile devices
corresponding to the cell IDs are provided to the notification
server core to 1dentily the mobile devices located 1n the noti-
fication area (740).

The notification server core matches the list of the mobile
devices to the notification area (e.g., the polygon) and, 1n
some cases, a bulfer area used for a location error rate to
determine the list of mobile devices to send notification mes-
sages, and the number and order of location requests to be
performed at a time. Thus, the notification server core decides
a possible range of mobile devices to notify and the number of
mobile devices to notily at a time. This information 1s pro-
vided to the queue (745). The queue then begins sending the

location requests to the GMLC/MPC (745) and to each 1den-
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tified mobile device (750). An assisted GPS session begins in
accordance with regular network 1nitiated location standards.
The mobile devices return their location to the queue (755).
The queue provides the locations to notification server core
(760). The queue manages the incoming data so as to not
overload the network. The notification server core matches
the mobile devices to the polygon and 1dentifies the mobile
devices to notity.

The timer decides the number of messages to send at a time,
and the MSC to which the messages are sent. The notification
messages are formatted and put 1into the queue (763). The
queue sends the list of the mobile devices and the notification
messages to be sent to the message delivery system (770). The
message delivery system then delivers the notification mes-
sages to the mobile devices (775). Successiul delivery of the

notification messages 1s acknowledged to the notification
server core (780) and the PSAP (785).

As 1s apparent from the above description, 1n the high
accuracy resolution, there are fewer mobile devices to locate
compared to the low accuracy resolution. As a result, fewer
cycles of SMS messaging are required 1n the high accuracy
resolution case. This feature can prove beneficial 1n a major
catastrophe when the phone system 1s overwhelmed. ITamass
SMS message 1s sent to every mobile device located 1n a large
geographic area (e.g., a zip code), the network may not be
able to handle the increased traffic. By targeting a limited
number of mobile devices located 1n a small area using high
accuracy resolution, the strain exerted on the network 1s mini-
mized.

The present invention has been described in terms of spe-
cific embodiments. As will be understood by those skilled 1n
the art, the embodiments illustrated above may be modified,
altered, and changed without departing from the scope of the
present invention. The scope of the present invention 1s
defined by the appended claims.

The mvention claimed 1s:

1. A computer-implemented method comprising:

transmitting, by a wireless device, location updates indica-
tive of locations of the wireless device to a server system
via a wireless communications network 1n response to
location updating being active on the wireless device
and the wireless device being connected to the wireless
communications network, the transmitting of the loca-
tion updates being performed in accordance with an
algorithm downloaded to the wireless device, the down-
loaded algorithm dynamically controlling when each of
the location updates 1s transmitted by the wireless
device;

receving by the wireless device a notification message
from the server system over the wireless communica-
tions network, the notification message being based at
least 1 part on a most recent location update of the
location updates;

providing a user nofification to a user of the wireless
device, the user notification being based at least 1n part
on the notification message; and

providing a user control on the wireless device to control
activation of a location privacy mode, wherein the loca-
tion privacy mode, when activated, maintains privacy of
locations of the wireless device with respect to the server
system while the wireless device 1s connected to the
wireless communications network.

2. The method of claim 1, wherein the downloaded algo-

rithm specifies at least one location-determining method to
determine a current location of the wireless device.
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3. The method of claim 2, wherein the downloaded algo-
rithm specifies to use a global positioning system (GPS) as the
location-determining method responsive to a requirement for
high accuracy.

4. The method of claim 1, wherein the downloaded algo-
rithm 1s configured to vary dynamically respective time inter-
vals between respective location updates.

5. The method of claim 1, wherein the notification message
1s further based at least in part on a user profile associated with
the user of the wireless device.

6. The method of claim 3, further comprising receiving a
turther message from the server system, the further message
being based at least in part on the user profile and on a
geographic area different from a most recent location indi-

cated by the most recent location update.

7. The method of claim 1, wherein the downloaded algo-
rithm varies respective time intervals between respective
location updates based at least 1n part on at least two different
scenarios.

8. The method of claim 1, wherein the downloaded algo-
rithm 1s capable of being updated via the wireless communi-
cations network.

9. The method of claim 8, wherein the downloaded algo-
rithm 1s capable of being updated using an over-the-air pro-
visioning protocol.

10. The method of claim 1, wherein the providing the user
noftification to the user comprises displaying at least part of
the notification message on a display of the wireless device.

11. The method of claim 1, wherein the notification mes-
sage 1s Turther based at least in part on a proximity of a most
recent location indicated by the most recent location update to
a location of an event.

12. A non-transitory computer-readable medium storing
computer-readable instructions thereon, the computer-read-
able 1instructions executable by a processor of a wireless
device to cause the wireless device to:

in response to location updating being active and the wire-

less device being connected to a wireless communica-
tions network, transmit location updates to a server sys-
tem over the wireless communications network in
accordance with an algorithm downloaded to the wire-
less device, the location updates indicative of locations
of the wireless device, the algorithm being configured to
dynamically control when each of the location updates is
to be transmitted by the wireless device;
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recetve a notification message from the server system over
the wireless communications network, the notification
message being based at least 1n part on a most recent
location update of the location updates;

provide a user notification to a user of the wireless device,

the user notification being based at least 1n part on the
notification message; and

provide a user control on the wireless device to control

activation of a location privacy mode, wherein the loca-
tion privacy mode, when activated, maintains privacy of
locations of the wireless device with respect to the server
system while the wireless device 1s connected to the
wireless communications network.

13. The computer-readable medium of claim 12, wherein
the computer-readable instructions defining the algorithm
specily at least one location-determining method to deter-
mine a current location of the wireless device.

14. The computer-readable medium of claim 12, wherein
the computer-readable instructions defimng the algorithm
specily to use a global positioming system (GPS) as the loca-
tion-determining method responsive to a requirement for high
accuracy.

15. The computer-readable medium of claim 12, wherein
the computer-readable instructions defining the algorithm are
configured to vary dynamically respective time intervals
between respective location updates.

16. The computer-readable medium of claim 12, wherein
the computer-readable mstructions are configured to provide
the user notification to the user of the wireless device by
displaying at least part of the notification message on a dis-
play of the wireless device.

17. The computer-readable medium of claim 12, wherein
the computer-readable instructions are configured to recerve a
further message from the server system, the further message
being based at least 1n part on a user profile and on a geo-
graphic area diflerent from a most recent location indicated
by the most recent location update.

18. The computer-readable medium of claim 12, wherein
the computer-readable instructions defimng the algorithm
vary respective time intervals between respective location
updates based at least 1n part on at least two different sce-
narios.

19. The computer-readable medium of claim 12, wherein
the computer-readable 1nstructions are configured to partici-
pate 1n registration with the server system.
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