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(57) ABSTRACT

A method includes receiving a request to associate a user-
specified domain name with an application function, 1denti-
tying a registrar system based on the user-specified domain
name, and generating a domain record file including domain
record information that, when processed by the registrar sys-
tem, 1s operable to cause association of the user-specified
domain name with the application function. The method also
includes 1dentifying a configuration URL based on the user-
specified domain name. The configuration URL includes a
configuration hostname associated with the registrar system
and a configuration pathname that corresponds to a record-
setting API that 1s operable to modily one or more domain
name records that are associated with the user-specified
domain name. The method also includes transmitting the

domain record file to the registrar system using the configu-
ration URL.

25 Claims, 10 Drawing Sheets

*(-‘IE'E

o= ——L L H
i 150,
i 150 @

. @ E j- 150 |

........



130

llll.-l-_ll_lll_.ll.l-..l_...I.I-_._.l!l__.......-..l-.._t_..l.,‘lilll‘llllllllll"ll'il

US 9,137,094 B1
120

150

-:-‘---:.--_--n-_-.-l:i.-__l—_ll_ln—__--““*-J

W AW S N RN DR Ok sl O OB Ul B S O D al R WY Gmr A LR L L S A A 'll"'-"l'1

S

Sheet 1 of 10

Sep. 15, 2015

AW

1

U.S. Patent

L_-nﬂl_ln-I--I-I'-_-—-f-‘-."—_-‘---'-*n"'ﬂl"_ﬁ

LL.



US 9,137,094 B1

Sheet 2 of 10

Sep. 15, 2015

U.S. Patent

092 -

o0rz - 012 -~




U.S. Patent Sep. 15, 2015 Sheet 3 of 10 US 9,137,094 B1

310
\a

VERIFY THAT YOU OWN EXAMPLE.COM

CLICK'CONTINUE' TO START THE VERIFICATION PROCESS.

CONTINUE /] |

- 312

. DO THIS LATER

320
a

Ly 1

SELECT YOUR DOMAIN HOST

WE'VE DETECTED THAT YOUR DOMAIN IS REGISTERED WITH THE FOLLOWING
HOST, BUT YOU CAN ADJUST IT IF NECESSARY:

22
| | REGISTRAR SERVICE | V|
~ 326

P A L e it i

 CONTINUE

324
IF YOUR HOST IS5 NOT LISTED, SELECT 'OTHER'.

DO THIS LATER
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o~ 330

330 CHOOSE YOUR SETUP PLAN

VERIFY MY DOMAIN AND ROUTE MY MAIL TO APPLICATION SERVICE.

334
RN

(O VERIFY MY DOMAIN ONLY. I'LL SET UP MY MAIL ROUTING SEPAHATELY.
~ 336

340

r

SIGN INTO YOUR DOMAIN HOST

SIGN IN WiTH YOUR REGISTRAR SERVICE USERNAME AND PASSWORD TO ALLOW
APPLICATION SERVICE TO:

» CREATE A TXT RECORD TO VERIFY DOMAIN OWNERSHIP (2)
» CHANGE YOUR MX RECORDS TO ROUTE MAIL TO APPLICATION SERVICE.

342
USERNAME fj

PASSWORD ¥

FORGOT YOUR PASSWORD?
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f/350
SETUP IN PROGRESS
SETTING UP APPLICATION SERVICE FOR EXAMPLE.COM...
]
V\“352
f’jﬂo

EREE n m m 4 7 37+ g g7y 1T 1TTTTTITTTTTTTTTITTTTTTTTT T T s b AT e L L —— - - L, Rl il il L, Ml P L Ml

REGISTRAR SERVICE

LOG IN TC YOUR REGISTRAR SERVICE ACCOUNT TO CONFIGURE
YOUR DOMAIN FOR USE WITH APPLICATION SERVICE.

412
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PASSWORD |

~ 414
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I s e aomononnaan o [ T ey

REGISTRAR SERVICE

APPLICATION SERVICE IS REQUESTING PERMISSION TO:

e CREATE A TXT RECORD TO VERIFY DOMAIN OWNERSHIP

¢ CHANGE YOUR MX RECORDS TO ROUTE MAIL TO APPLICATION
SERVICE

LEARN MORE
~ 422

/1 ACCEPT 3

A CANCEL

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr
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514
\a

212 \ GET /api/dnsrecords/example.com?access_token=324d342sf — 576
Host: example.org

Content-Type: apphcation/x-www-form-urlencoded

US 9,137,094 B1

520
\a

oY "StatUS":“SUCCESS“!
//"Iist of _rrsets”:{

ol L I, Tl A i

-
L)

{ // RASet with 3 MX records

" L4 4

532~ “name” : “exampic.com”,~— 528
!iﬂty.peﬂ : EEMX‘H?
HQIESSH : HIN?:
“tt1” - 3600,

“rdata_hst” : |
530~ “] MAIL1.EXAMPLE.ORG.”,
530~ “S MAILZ2 EXAMPLE.ORG.”,
530~ “10 MAIL3. EXAMPLE.ORG.”

]
b

J

{ /f RRSet of 2 CNAME records
“name” : “example.com”, ¥ 532
“type” . “CNAME”, —~ 528
Eﬁﬁlassiﬁ : Eﬂmﬂiﬁ
“ttl” - 100,

“rdata_list” : [ >_ 226

530~ 192.0.43.10”,
530 ~192.0.43.11”

I

i
1// End of list of RRSets
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610
a,

514
TA-F’OST /api/dnsrecords/example.com?access_token=324d342sf <4~- 516
Host: example.org
- Content-Type: application/json
610~ "list_of _rrsets_to_delete” :
. [ R
{ // RRSet of 3 MX records to delete R
‘name” . “example.com’, €~ 620
“type” . "MX", #5622
“‘class” ; “IN7,
‘" - 3600, |
“rdata_list” : ”\}._ 514
[
624 ~p"1 MAIL1.EXAMPLE.ORG.”,
624~ o MAILZ2. EXAMPLE.QORG.”,
624~ 10 MAIL3.EXAMPLE.ORG.”

]
}! IL_'__,;-r'.'“"J
1.// End of delete list

618~k list_of_rrsets_to_add" :
; [ N

{ // RRSet with 5 MX records to add
‘name’” : “example.com’, &~ 620
“type” | "MX " s~ 622
“class” : “IN”,
“tt1” : 3600,
“rdata_list” .

[ > 618
624~ "1 ASPMX.L.LEXAMPLE.NET.”, |
624~ "5 ALT1. ASPMX.L.EXAMPLE.NET.”,
624~ "5 ALT2. ASPMX.L.EXAMPLE.NET.", |
624~ “10 ASPMX2.EXAMPLE.NET.”, ;
624~ “10 ASPMX3.EXAMPLE.NET.

]

}I “"H-I;
17/ End of add list

l.‘.il--"
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640
\a

"status” : "FAIL", s;
"error’: “The user does not have privileges to change the dns records”

FIG. 6C
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~ 710

RECEIVE REQUEST TO ASSOCIATE A
USER-SPECIFIED DOMAIN NAME WITH
APPLICATION FUNCTION

~ 740

IDENTIFY CONFIGURATION URL FOR THE |
USER-SPECIFIED DOMAIN NAME

~ 760

REQUEST ACCESS TO THE
CONFIGURATION URL USING THE
AUTHORIZATION CREDENTIAL

770

| TRANSMIT THE DOMAIN RECORD FILE TO |
: THE REGISTRAR SYSTEM
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METHOD FOR SETTING DNS RECORDS

BACKGROUND

The Domain Name System (DNS) 1s a hierarchical, dis-
tributed naming system that associates domain names with
Internet Protocol (IP) addresses. The manner in which
domain names function 1s dictated by DNS records that are
associated with the domain name. The owner of a domain
name can set DNS records to cause a domain name to function
in a desired manner.

Some applications, including desktop applications, mobile
applications, and browser-based applications, allow a domain
name to be used with the application. As an example, a web-
based email service can be used with email addresses that are
associated with domain names that are owned an individual or
organization that uses the service. As another example, a
subdomain can be created and used by the owner of the
domain name to access a web-based service that 1s provided
by a third party. Typically, the owner of the domain name 1s
required to set or change DNS records 1n order to use these
types of features.

For many individuals and organizations, DNS record
administration 1s a poorly understood process. This causes
usability challenges for features that rely on or encourage
DNS record changes 1n order to work correctly. One known
solution 1s to provide istructions that explain the DNS record
changes that need to be made. Such instructions typically task
the mdividual or organization with copying and pasting or
retyping DNS record settings from the application into a
configuration tool that1s provided by a domain name registrar
or hosting service. If any errors are made, the service will not
work, and the individual or organization may have difficulty
detecting and understanding the errors. This can lead to frus-

tration, and increased demands for technical support.

SUMMARY

The disclosure relates to setting DNS records.

One aspect of the disclosed embodiments 1s a method that
includes receiving, at one or more computers, a request to
associate a user-specified domain name with an application
tfunction. The method also includes 1dentifying, at the one or
more computers, a registrar system based on the user-speci-
fied domain name. The method also includes generating, at
the one or more computers, a domain record file including
domain record information that, when processed by the reg-
istrar system, 1s operable to cause association of the user-
specified domain name with the application function. The
method also includes identifying, at the one or more comput-
ers, a configuration URL based on the user-specified domain
name. The configuration URL includes a configuration host-
name associated with the registrar system and a configuration
pathname that corresponds to a record-setting API that 1s
operable to modily one or more domain name records that are
associated with the user-specified domain name. The method
also includes transmitting the domain record file from the one
or more computers to the registrar system using the configu-
ration URL.

Another aspect of the disclosed embodiments 1s a storage
medium including program 1nstructions executable by the
one or more processors that, when executed, cause the one or
more processors to perform operations. The operations
include receiving, from a user system at one or more server
computers, a request to associate a user-specified domain
name with an application function. The operations also
include 1dentifying, at the one or more server computers, a
registrar system based on the user-specified domain name.
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The operations also include generating, at the one or more
server computers, a domain record file including domain
record information that, when processed by the registrar sys-
tem, 1s operable to cause association of the user-specified
domain name with the application function. The operations
also include 1dentitying, at the one or more server computers,
a configuration URL based on the user-specified domain
name. The configuration URL includes a configuration host-
name associated with the registrar system and a configuration
pathname that corresponds to a record-setting API that 1s
operable to modily one or more domain name records that are
associated with the user-specified domain name. The opera-
tions also include transmitting the domain record file from the
one or more server computers to the registrar system using the
configuration URL.

Another aspect of the disclosed embodiments 1s an appa-
ratus that includes one or more processors and one or more
memory devices for storing program instructions that are
used by the one or more processors. The program instruc-
tions, when executed by the one or more processors, cause the
one or more processors to receive, from a user system at the
OnNe Or More processors, a request to associate a user-specified
domain name with an application function. The program
instructions also cause the one or more processors to 1dentify,
at the one or more processors, a registrar system based on the
user-specified domain name. The program instructions also
cause the one or more processors to generate, at the one or
more processors, a domain record file including domain
record information that, when processed by the registrar sys-
tem, 1s operable to cause association of the user-specified
domain name with the application function. The program
instructions also cause the one or more processors to identity,
at the one or more processors, a configuration URL based on
the user-specified domain name, the configuration URL
including a configuration hostname associated with the reg-
istrar system and a configuration pathname that corresponds
to a record-setting API that 1s operable to modity one or more
domain name records that are associated with the user-speci-
fied domain name. The program instructions also cause the
one or more processors to transmit the domain record file
from the one or more processors to the registrar system using
the configuration URL.

BRIEF DESCRIPTION OF THE DRAWINGS

The description herein makes reference to the accompany-
ing drawings wherein like reference numerals refer to like
parts throughout the several views, and wherein:

FIG. 1 1s a block diagram showing an example of a system
for setting DNS records.

FIG. 2 1s a block diagram showing an example of a host
computer.

FIGS. 3A-3E are 1llustrations showing examples of con-
figuration screens that can be used 1n the system for setting

DNS records of FIG. 1.

FIGS. 4A-4B are alternative examples of configuration
screens that can be used 1n the system for setting DNS records

of FIG. 1.

FIGS. SA-5B are examples of communications between a
client computing device and an application provider system.

FIGS. 6A-6C are examples of communications between
the client computing device and the application provider sys-
tem.
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FIG. 7 1s a flow chart showing an example of a process for
setting DNS records.

DETAILED DESCRIPTION

The disclosure herein relates to setting DNS records. The
systems and methods taught herein can be applied to allow an
application function to be associated with a domain name that
1s owned by the user of the application. As used herein, the
term “user” can refer to any or all of an individual, an orga-
nization, or a domain administrator that sets DNS records on
behalf of an individual or organization. The application func-
tion can be any type of computer program or system. As one
example, the application function can be an internet-based
email client. In some of the examples discussed herein, the
application function i1s implemented by the user’s computer.
In other examples that are discussed herein, the application
function 1s implemented by one or more remote computers
that are associated with an application provider service. Thus,
the systems and methods discussed herein are applicable both
to locally-installed software applications and cloud-based
soltware-as-a-service platiorms.

As taught herein, application functions can be associated
with the user-specified domain name by 1dentifying a regis-
trar system that 1s associated with the domain name and
generating a domain record file that includes domain record
information. When processed by the registrar system, the
domain record information will cause the registrar system to
associate the user-specified domain name with the applica-
tion function. Transmission of the domain record file 1s
accomplished by identifying a configuration URL. In this
system, the configuration URL may not be provided by the
user, but rather can be determined based on the 1dentity of the
domain registrar and the user-specified domain name. This 1s
accomplished by provision of a record-setting API at the
registrar system that allows addition, deletion, and/or replace-
ment ol domain name records by way of URLSs that follow a
predetermined pattern that can be readily determined without
the need for user knowledge of the URL 1tself.

FIG. 1 shows an example of a system 100 for setting DNS
records. The system 100 can, 1n some implementations, be
automatic or semi-automatic. The system 100 can include a
user system 110, an application provider system 120, and a
registrar system 130 that are 1n communication via a network
140. The user system 110 can be any manner of computer or
computing device, such as a desktop computer, a laptop com-
puter, a tablet computer, or a smart-phone (a computationally-
enabled mobile telephone). The application provider system
120 and the registrar system 130 can each include one or more
server computers such as the host computing devices 150.
The network 140 can be one or more communications net-
works of any suitable type 1n any combination, including
wireless networks, wired networks, local area networks, wide
area networks, cellular data networks, and the internet.

In the system 100, an application function 1s implemented
by one or more computers. In one example, the application
function 1s implemented by one or more computers that are
associated with the user system 110. In another example, the
application function 1s implemented by one or more comput-
ers that are associated with the application provider system
120, such as the host computing devices 150. The systems and
methods described herein allow a user-specified domain
name to be associated with the application function in
response to a request to do so from the user, which may be
received, for example, 1n the form of a user input at the user
system 110. In examples where the application function 1s
implemented at the user system 110, the application provider
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system 120 1s unnecessary, and the communications
described herein can occur solely between the user system
110 and the registrar system 130 via the network 140. In
examples where the application function 1s implemented at
the application provider system 120, the request to associate
the user-specified domain name can be received at the user
system 110 and transmitted to the application provider sys-
tem 120 via the network 140. The application provider system
120 can then communicate via the network with the user
system 110 and the registrar system 130.

FIG. 2 1s a block diagram of an example of a hardware
configuration for the host computing device 150 that can be
utilized to implement the system for setting DNS records. The
host computing devices 150 can each include a CPU 210. The
CPU 210 of the host computing devices 150 can be conven-
tional central processing units. Alternatively, the CPU 210
can be any other type of device, or multiple devices, capable
of manipulating or processing information now-existing or
hereafter developed. Although the disclosed examples can be
practiced with a single processor as shown, e.g. CPU 210,
advantages in speed and elfficiency can be achieved using
more than one processor.

The host computing device 150 can each include memory
220, such as a random access memory device (RAM). Any
other suitable type of storage device can be used as the
memory 220. The memory 220 can include code and data 222
that can be accessed by the CPU 210 using a bus 230. The
memory 220 can further include one or more application
programs 224 and an operating system 226. The application
programs 224 can include software components 1n the form of
computer executable program instructions that cause the
CPU 210 to perform the operations and methods described
herein.

A storage device 240 can be optionally provided 1n the
form of any suitable computer readable medium, such as a
hard disc drive, a memory device, a flash drive or an optical
drive. One or more mput devices 250, such as a keyboard, a
mouse, or a gesture sensitive mput device, receive user mputs
and can output signals or data indicative of the user inputs to
the CPU 210. One or more output devices can be provided,
such as a display device 260. The display device 260, such as
liquid crystal display (LCD) or a cathode-ray tube (CRT),
allows output to be presented to a user, for example, 1n
response to receiving a video signal.

Although FIG. 1 depicts the CPU 210 and the memory 220
of the host computing devices 150 as being integrated nto a
single unit, other configurations can be utilized. The opera-
tions of the CPU 210 can be distributed across multiple
machines (each machine having one or more of processors)
which can be coupled directly or across a local area or other
network. The memory 220 can be distributed across multiple
machines such as network-based memory or memory in mul-
tiple machines performing the operations of the host comput-
ing device 150. Although depicted here as a single bus, the bus
230 of each of the host computing devices 150 can be com-
posed of multiple buses. Further, the storage device 140 of
cach of the host computing devices 150 can be directly
coupled to the other components of the respective host com-
puting device 150 or can be accessed via a network and can
comprise a single integrated unit such as a memory card or
multiple units such as multiple memory cards. The host com-
puting device 150 can thus be implemented 1n a wide variety
of configurations.

FIGS. 3A-3E show examples of configuration screens that
can be shown to a user at a display screen of the user system
110 during execution of a process for setting DNS records, as
will be described herein. The user can be the owner of a
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user-specified domain name, or a person acting on behalf of
the owner of the user-specified domain name. The process
described herein can be performed 1n response to a request
that1s made by the user to associate the user-specified domain
name with an application function. The application function
can be implemented by either or both of the user system 110
and the application provider system 120. In examples where
the process 1s implemented solely by the user system 110, the
example configuration screens shown 1n FIGS. 3A-3E can be
caused to be displayed at a display screen of the user system
110 by software that 1s executed by the user system 110. In
examples where the application function 1s implemented by
the application provider system 120, the configuration
screens shown i FIGS. 3A-3E can be caused to be displayed
at a display screen of the user system 110 by software that 1s
executed at the application provider system 120, and 1n
response to information that 1s recerved at the user system 110
from the application provider system 120. The example
described herein will be made 1n respect to the system 100 1n
which the application function 1s implemented by the appli-
cation provider system 120, but 1t should be understood that
this example 1s equally applicable to an example 1n which the
application function 1s implemented by the user system 110.

Initially, a request to associate a user-specified domain
name with an application function 1s transmitted from the
user system 110 to the application provider system 120. The
request can be generated at the user system 110 1n response to
a user input that 1s recetved at an input device that 1s associ-
ated with the user system 110. Alternatively, the request can
be generated at the user system 110 automatically such as in
response to execution of a software function. The application
provider system 120 1n response to the request transmits
information to the user system 110 that causes the first con-
figuration screen 310 to be displayed at the user system 110.
The first configuration screen 310 informs the user that a
verification process will be performed to verify that the user
1s, 1 fact, the owner of the user-specified domain name,
which 1s i1dentified 1n the figures as “example.com™ or 1s
acting on behalf of the owner of the user-specified domain
name. A user mput can be received to confirm that the veri-
fication process can be performed, such as at a button 312.

Based on the user-specified domain name, the application
provider system 120 can attempt to determine the identity of
the domain registrar, such as the registrar system 130 that 1s
responsible for maintaiming DNS records for the user-speci-
fied domain name. This can be done, for example, by access-
ing publicly-available records, such as WHOIS records. As
shown 1n FIG. 3B, a second configuration screen 320 can be
displayed at the user system 110 based on information that 1s
received from the application provider system 120. The sec-
ond configuration screen 320 can display the identity 322 of
the registrar system 130 as was automatically determined.
Alternatively or 1n addition, a user operable control 324 can
be provided to allow the user to specily the identity of the
registrar system 130. The user can then confirm that the
identity of the registrar system 130 1s properly identified
using a button 326. Operation of the button 326 transmits
information to the application provider system 120 that con-
firms or indicates the identity of the registrar system 130.

In a third configuration screen 330, as shown 1 FIG. 3C,
the user 1s asked to indicate whether the user-specified
domain name should be associated with the application func-
tion. In this example, a first option 332 can be selected by the
user to cause both verification of ownership of the user-
specified domain name and to cause association of the user-
specified domain name with the application function, which,
in this example, 1s an internet-based email client. A second
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option 334 can be displayed and selected by the user if
desired. In this case, the second option 334 allows the user to
verily ownership of the domain name without associating the
user-specified domain name with the application function.
Other options could be displayed, such as allowing associa-
tion of the user-specified domain name with additional appli-
cation functions. Once the appropriate selection has been
made, the user can confirm its selection using a button 336.
Operation of the button 336 can cause transmission of the
user’s selection to the application provider system 120.

FIG. 3D shows a fourth configuration screen 340, which
can be displayed at the user system 110 1n response to 1nfor-
mation that 1s recerved from the application provider system
120. The fourth configuration screen 340 includes one or
more form fields 342. Using the form fields 342, the user can
supply at least one authorization credential to the application
provider system 120. In the example shown 1n FIG. 3D, the at
least one authorization credential includes a username and a
password that allow access to an account at the registrar
system 130 that 1s associated with the user-specified domain
name. The at least one authorization credential can be utilized
by the application provider system 120 to communicate with
the registrar system 130, access configuration information
regarding the user-specified domain name, and set one or
more DNS records that are associated with the user-specified
domain name at the registrar system 130, as will be explained
further herein. After the at least one authorization credential
has been supplied by the user 1n the form fields 342, the at
least one authorization credential can be transmitted from the
user system 110 to the application provider system 120 using
a button 344. Subsequent to submission of the at least one
authorization credential at the fourth configuration screen
340, the application provider system 120 can contact the
registrar system 130 and set one or more DNS records that are
associated with the user-specified domain name. While this
process 1s taking place, a fifth configuration screen 350 can be
displayed at the user system 110 based on information that 1s
received from the application provider system 120. The fifth
configuration screen 350 can include, for example, a progress
bar 352. After the process 1s completed, confirmation of suc-
cessiul completion of the process can be reported to the user
via a further configuration screen (not shown).

FIGS. 4A and 4B show a first alternative configuration
screen 410 and a second alternative configuration screen 420.
The first alternative configuration screen 410 and the second
alternative configuration screen 420 can be displayed at the
user system 110 based on information that is transmaitted from
the registrar system 130 to the user system 110. These con-
figuration screens can be used to provide at least one autho-
rization credential to the application provider system 120 in
lieu of receiving a username and password from the user
system 110 at the application provider system 120, as
explained on connection with FIG. 3D.

Information for displaying the first alternative configura-
tion screen 410 at the user system 110 can be transmitted by
the registrar system 130 in response to a request that 1s
received at the registrar system 130 from the application
provider system 120 as part of a token-based authentication
system. Using the {irst alternative configuration screen 410,
the user can input at least one authorization credential, such as
a username and password, into form fields 412. A button 414
can then be used to cause the username and password, as
supplied in the form fields 412, to be transmitted from the user
system 110 to the registrar system 130. Upon receirving the
username and password from the user system 110, the regis-
trar system can transmit information to the user system 110
that causes the second alternative configuration screen 420 to
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be displayed at the user system 110. The second alternative
configuration screen 420 can inform the user that the appli-
cation provider system 120 1s requesting permission to per-
form one or more operations at the registrar system 130. The
user can grant the requested permissions to the application
provider system 120 using a button 422 that 1s provided as
part of the second alternative configuration screen 420. In
response to recetving this authorization from the user system
110, the registrar system 130 can 1ssue at least one authori-

zation credential to the application provider system 120, such
as an authorization token. The authorization token can be
stored at the application provider system 120 and subse-
quently be used to perform operations at the registrar system
130, such as setting one or more DNS records that are asso-
ciated with the user-specified domain name.

One example of a token-based authorization scheme that
can be utilized 1n the example shown 1n FIGS. 4A and 4B 1s
the OAuth protocol, which utilizes tokens that may be
referred to herein as Oauth tokens. Other protocols could be
used to provide the at least one authorization credential.

Using the at least one authorization credential, the appli-
cation provider system 120 can communicate with the regis-
trar system 130. As an example, an application programming,
interface can be implemented at the registrar system 130 1n
order to permit the application provider system to set DNS
records that are associated with the user-specified domain
name. In one implementation, the application programming
interface of the registrar system 130 supports create, read,
update, and delete operations.

FIG. 5A shows an example of a commumnication 500 from
the application provider system 120 to the registrar system
130, 1n which the application provider system 120 requests
data describing the DNS settings that are currently being
applied to the user-specified domain name. The communica-
tion 510 1s directed to a configuration URL that 1s identified
by the application provider system 120 based on the user-
specified domain name. The configuration URL 1ncludes a
configuration host name 512 that 1s associated with the reg-
istrar system 130 and a configuration path name 514 that 1s
associated with the user-specified domain name. The con-
figuration path name 514 may be referred to herein as a path
component of the configuration URL. In the communication
510, the configuration host name 512 1s “example.org,” and
the configuration path name 514 1s ““/api/dnsrecords/ex-
ample.com.” The communication 510 1s 1n the form of an http
GET request and also includes the at least one authorization
credential as a query string 516, which 1n this case 1s in the
form of a text-based access token. Upon recerving the com-
munication 510 and determining that the application provider
system 1s authorized to access information regarding the DNS
records associated with the user-specified domain name, the
registrar system can transmit a response message 320 to the
application provider system 120. In this example, the
response message 520 1s in the form of a text document in
JSON format. Other formats can be used including markup
languages such as the XML format.

The response message 520 can include a status message
522, which, 1n this case, indicates that the request to retrieve
resource records regarding the user-specified domain name
was successiul. The response message 520 also includes a list
of resource record sets 3524. In this example, the list of
resource record sets 524 includes two resource record sets
526, cach of which includes information regarding the DNS
settings that are associated with the user-specified domain
name. Each of the resource record sets 326 can include infor-
mation such as a resource record type 528, one or more
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resource record values 530, the identity of the user-specified
domain name 3532, and optionally, any other data associated
with the resource records.

As shown 1n FIG. 6A, the application provider system 120
can modily the DNS settings that are associated with the
user-specified domain name by generating a domain record
file 610 and transmitting the domain record file 610 to the
registrar system 130 using, for example, an http POST
request. The domain record file 610 1s transmitted to the
registrar system 130 using the configuration URL including
the configuration host name 512, the configuration path name
514, and optionally, the query string 516. The domain record
file 610 can be a text document 1n a format such as JSON,
XML, or any other suitable format.

The domain record file 610 can 1nclude information that
instructs the registrar system 130 to modify the DNS settings
that are associated with the user-specified domain name. As
an example, the domain record file 610 can 1nclude a delete
instruction 612 and information 1dentifying a set of one or
more resource records to be deleted, such as a first set of
resource records 614. The domain record file 610 can also
include, as an example, an add instruction 616 and informa-
tion 1dentifying one or more resource records to be added to
the resource records that are associated with the user-speci-
fied domain name, which, 1n this example, are provided 1n the
form of a second set of resource records 618. The first set of
resource records 614 and the second set of resource records
618 can each include information such as an i1dentity of the
user-specified domain name 620 a type of resource record
622, one or more resource record values 624, and any other
data that 1s associated with the resource record values 624.

The information contained in the domain record file 610,
when processed by the registrar system 130, causes the reg-
istrar system 130 to change one or more DNS settings that are
associated with the user-specified domain name. For
example, the delete 1nstruction 612, when processed by the
registrar system 130, causes the registrar system 130 to delete
cach resource record that 1s specified by the first set of
resource records 614 and the add instructions 616, when
processed by the registrar system 130, causes the registrar
system 130 to add the resource records from the second set of
resource records 618 to the resource records that are associ-
ated with the user-specified domain name at the registrar
system 130.

After the registrar system 130 processes the domain record
file 610, a status message can be transmitted to the application
provider system 120 from the registrar system 130, as shown
in FIGS. 6B-6C. A first status message 630 (FIG. 6B) 1ndi-
cates that the registrar system 130 successtully processed the
changes indicated i1n the domain record file 610. A second
status message 640 (FIG. 6C) indicates that the registrar
system 130 failed to successtully process the information 1n
the domain record file 610. The second status message 640
can further indicate the reason for the error. For example, 1f
the application provider system 120 1s not properly authenti-
cated with the registrar system 130, the second status message
640 can indicate that the application provider system 120
does not have the privileges necessary to modily the DNS
records that are associated with the user-specified domain
name.

FI1G. 7 1s a flow chart showing an example of a process 700
for setting DNS records.

The operations described 1n connection with the process
700 can be performed at one or more computers, such as at
one of the host computing devices 150. When an operation 1s
performed by one or more computers, 1t 1s completed when 1t
1s performed by one computer. The operations described 1n
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connection with the process 700 can be embodied as a non-
transitory computer readable storage medium including pro-
gram 1nstructions executable by one or more processors that,
when executed, cause the one or more processors to perform
the operations. For example, the operations described 1n con-
nection with the process 700 could be stored at the memory
220 of one of the host computing devices 150 and be execut-
able by the CPU 110 of the respective host computing device
150.

In operation 710, a request to associate the user-specified
domain name with the application function 1s recerved. As an
example, a user mput can be made at the user system 110, and
in response to that user input, the user system 110 can trans-
mit the request to the application provider system 120.

In operation 720, a registrar system 1s 1dentified based on
the user-specified domain name. In one example, the identity
of the registrar system can be determined at the application
provider system based on the user-specified domain name
using records that are accessible to the application provider
system 120, such as publicly-available user information.

In operation 730, the authorization credential 1s recerved.
In one example, the application provider system requests at
least one authorization credential 1in the form of a username
and password from the user system 110, and the authorization
credential 1s then received from the user system 110. In
another example, the application provider system 120
requests an authorization credential from the registrar system
130 1n the form of a token-based authentication credential,
which 1s transmitted from the registrar system 130 to the
application provider system 120 after the registrar system 130
receives permission from the user system 110.

In operation 740, a domain record file 1s generated. The
domain record file can mclude domain record information
that, when processed by the registrar system 130, 1s operable
to cause association of the user-specified domain name with
the application function. The domain record information can
identify at least one resource record corresponding to the
user-specified domain name, and at least one resource record
value corresponding to the at least one resource record. In
some examples, the domain record file 1s a JavaScript object
notation document. In other examples, the domain record file
1s an extensible markup language document.

In operation 750, a configuration URL for the user-speci-
fied domain name 1s identified. The configuration URL can
include a configuration host name that 1s associated with the
registrar system 130. The configuration URL can also include
a configuration pathname that corresponds to a record-setting
API that 1s operable to modily one or more domain name
records that are associated with the user-specified domain
name. In some examples, the user-specified domain name can
be included as a component of the configuration pathname.

In operation 760, access to the configuration URL 1s
requested using the authorization credential. As an example,
the application provider system 120 can transmit a request
regarding the domain record information to the registrar sys-
tem along with the authorization credential.

In operation 770, the domain record file 1s transmitted. In
one example, the application provider system 120 transmuits
the domain record file to the registrar system 130. As an
example, the domain record file can be transmitted as the
body of an http POST request.

The foregoing description describes only some exemplary
implementations of the described techniques. Other imple-
mentations are available. For example, the particular naming,
of the components, capitalization of terms, the attributes, data
structures, or any other programming or structural aspect 1s
not mandatory or signmificant, and the mechanisms that imple-
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ment the mvention or 1ts features may have different names,
formats, or protocols. Further, the system may be 1mple-
mented via a combination of hardware and software, as
described, or entirely 1n hardware elements. Also, the particu-
lar division of functionality between the various system com-
ponents described herein 1s merely exemplary, and not man-
datory; functions performed by a single system component
may instead be performed by multiple components, and func-
tions performed by multiple components may instead per-
formed by a single component.

The words “example” or “exemplary” are used herein to
mean serving as an example, istance, or illustration. Any
aspect or design described herein as “example” or “exem-
plary” 1s not necessarily to be construed as preferred or
advantageous over other aspects or designs. Rather, use of the
words “example” or “exemplary” 1s mntended to present con-
cepts 1n a concrete fashion. As used in this application, the
term ““or” 1s intended to mean an inclusive “or” rather than an
exclusive “or”. That 1s, unless specified otherwise, or clear
from context, “X includes A or B” 1s intended to mean any of

the natural inclusive permutations. That 1s, 1 X includes A; X
includes B; or X includes both A and B, then “X includes A or
B” 1s satisfied under any of the foregoing istances. In addi-
tion, the articles “a” and “an™ as used 1n this application and
the appended claims should generally be construed to mean
“one or more” unless specified otherwise or clear from con-
text to be directed to a singular form. Moreover, use of the
term “an embodiment” or “one embodiment” or “an 1mple-
mentation” or “one implementation” throughout 1s not
intended to mean the same embodiment or implementation
unless described as such.

The implementations of the computer devices (e.g., clients
and servers) described herein can be realized in hardware,
soltware, or any combination thereof. The hardware can
include, for example, computers, intellectual property (IP)
cores, application-specific integrated circuits (ASICs), pro-
grammable logic arrays, optical processors, programmable
logic controllers, microcode, microcontrollers, servers,
microprocessors, digital signal processors or any other suit-
able circuit. In the claims, the term “processor” should be
understood as encompassing any of the foregoing hardware,
either singly or in combination. The terms “signal” and “data™
are used interchangeably. Further, portions of each of the
clients and each of the servers described herein do not nec-
essarily have to be implemented 1n the same manner.

Operations that are described as being performed by a
single processor, computer, or device can be distributed
across a number of different processors, computers or
devices. Similarly, operations that are described as being
performed by different processors, computers, or devices can,
in some cases, be performed by a single processor, computer
or device.

Although features may be described above or claimed as
acting 1n certain combinations, one or more features of a
combination can in some cases be excised from the combi-
nation, and the combination may be directed to a sub-combi-
nation or variation of a sub-combination.

The systems described herein, such as client computers and
server computers, can be implemented using general purpose
computers/processors with a computer program that, when
executed, carries out any of the respective methods, algo-
rithms and/or mstructions described herein. In addition or
alternatively, for example, special purpose computers/pro-
cessors can be utilized which can contain specialized hard-
ware for carrying out any of the methods, algorithms, or
instructions described herein.
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Some portions of above description include disclosure pre-
sented 1 terms of algorithms and symbolic representations of
operations on information. These algorithmic descriptions
and representations are the means used by those skilled 1n the
data processing arts to most effectively convey the substance
of their work to others skilled in the art. These operations,
while described functionally or logically, are understood to be
implemented by computer programs. Furthermore, 1t has also
proven convenient at times, to refer to these arrangements of
operations as modules or by functional names, without loss of
generality. It should be noted that the process steps and
istructions of implementations of this disclosure could be
embodied 1n software, firmware or hardware, and when
embodied 1n software, could be downloaded to reside on and
be operated from different platforms used by real time net-
work operating systems.

Unless specifically stated otherwise as apparent from the
above discussion, 1t 1s appreciated that throughout the
description, discussions utilizing terms such as “processing”
or “computing” or “calculating” or “determining” or *“dis-
playing” or the like, refer to the action and processes of a
computer system, or similar electronic computing device,
that manipulates and transforms data represented as physical
(electronic) quantities within the computer system memories
or registers or other such information storage, transmission or
display devices.

At least one implementation of this disclosure relates to an
apparatus for performing the operations herein. This appara-
tus may be specially constructed for the required purposes, or
1t may comprise a general-purpose computer selectively acti-
vated or reconfigured by a computer program stored on a
computer readable storage medium that can be accessed by
the computer.

All or a portion of the embodiments of the disclosure can
take the form of a computer program product accessible from.,
for example, a non-transitory computer-usable or computer-
readable medium. The computer program, when executed,
can carry out any of the respective techniques, algorithms
and/or 1nstructions described herein. A non-transitory com-
puter-usable or computer-readable medium can be any device
that can, for example, tangibly contain, store, communicate,
or transport the program for use by or 1n connection with any
processor. The non-transitory medium can be, for example,
any type of disk including tloppy disks, optical disks, CD-
ROMs, magnetic-optical disks, read-only memories (ROMs),
random access memories (RAMs), EPROMs, EEPROMs,
magnetic or optical cards, application specific mntegrated cir-
cuits (ASICs), or any type of media suitable for tangibly
containing, storing, communicating, or transporting elec-
tronic nstructions.

It 1s to be understood that the disclosure 1s not to be limited
to the disclosed embodiments but, on the contrary, 1s intended
to cover various modifications and equivalent arrangements
included within the spirit and scope of the appended claims.

What 1s claimed 1s:

1. A method comprising:

receiving, at one or more computers, a request to associate
a user-specified domain name with an application func-
tion;

identifying, at the one or more computers, a registrar sys-

tem based on the user-specified domain name;

generating, at the one or more computers, a domain record
file including domain record information that, when pro-
cessed by the registrar system, 1s operable to cause asso-
ciation of the user-specified domain name with the
application function;
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identifying, at the one or more computers, a configuration
URL based on the user-specified domain name, the con-
figuration URL including a configuration hostname
associated with the registrar system and a configuration
pathname that 1s associated with the user-specified
domain name and corresponds to a record-setting API at
the registrar system that 1s operable to modify one or
more domain name records that are associated with the
user-specified domain name; and

transmitting the domain record file from the one or more

computers to a location specified by the configuration
pathname and a server identified by the configuration
hostname at the registrar system using the configuration
URL.

2. The method of claim 1, wherein the domain record
information 1dentifies at least one resource record corre-
sponding to the user-specified domain name and at least one
resource record value corresponding to the at least one
resource record.

3. The method of claim 2, wherein the domain record file 1s
a JavaScript Object Notation (JSON) document.

4. The method of claim 2, wherein the domain record file 1s
Extensible Markup Language (XML ) document.

5. The method of claim 2, wherein the configuration path-
name includes the user-specified domain name as a path
component thereof.

6. The method of claim 5, further comprising:

recerving at least one authorization credential; and

requesting, from the registrar system, access to the con-

figuration URL using the at least one authorization cre-
dential.

7. The method of claim 6, wherein the at least one autho-
rization credential 1s a token that 1s transmitted from the
registrar system in response to a request that 1s recerved at the
registrar system.

8. The method of claim 7, wherein the token 1s an OAuth
token.

9. The method of claim 6, wherein the at least one autho-
rization credential includes a username and a password that
are recerved at the registrar system.

10. The method of claim 1, wherein the domain record
information includes information identitying a first set of one
or more resource records, a delete mstruction for causing the
registrar system to delete each resource record from the first
set of one or more resource records, information identifying a
second set of one or more resource records, and an add
istruction for causing the registrar system to add each
resource record from the second set of resource records.

11. A non-transitory storage medium including program
instructions executable by one or more processors that, when
executed, cause the one or more processors to perform opera-
tions, the operations comprising:

receving, at one or more computers, a request to associate

a user-specified domain name with an application func-
tion;
identifying, at the one or more computers, a registrar sys-
tem based on the user-specified domain name;

generating, at the one or more computers, a domain record
file including domain record information that, when pro-
cessed by the registrar system, 1s operable to cause asso-
ciation of the user-specified domain name with the
application function;

identifying, at the one or more computers, a configuration

URL based on the user-specified domain name, the con-
figuration URL including a configuration hostname
associated with the registrar system and a configuration
pathname that 1s associated with the user-specified
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domain name and corresponds to a record-setting API at
the registrar system that 1s operable to modify one or
more domain name records that are associated with the
user-speciiied domain name; and

transmitting the domain record file from the one or more

computers to a location specified by the configuration
pathname and a server identified by the configuration
hostname at the registrar system using the configuration
URL.

12. The storage medium of claim 11, wherein the domain
record information identifies at least one resource record
corresponding to the user-specified domain name and at least
one resource record value corresponding to the at least one
resource record.

13. The storage medium of claim 12, wherein the domain
record file 1s a JavaScript Object Notation (JSON) document.

14. The storage medium of claim 12, wherein the domain
record file 1s an Extensible Markup Language (XML) docu-
ment.

15. The storage medium of claim 12, wherein the configu-
ration pathname includes the user-specified domain name as
a path component thereof.

16. The storage medium of claim 13, further comprising:

receiving at least one authorization credential; and

requesting, from the registrar system, access to the con-
figuration URL using the at least one authorization cre-
dential.

17. The storage medium of claim 16, wherein the at least
one authorization credential 1s a token that 1s transmitted from
the registrar system in response to a request that 1s recerved at
the registrar system.

18. The storage medium of claim 17, wherein the token 1s
an OAuth token.

19. The storage medium of claim 16, wherein the at least
one authorization credential includes a username and a pass-
word that are received at the registrar system.

20. The storage medium of claim 11, wherein the domain
record information includes information identifying a first set
of one or more resource records, a delete instruction for
causing the registrar system to delete each resource record
from the first set of one or more resource records, information
identifying a second set of one or more resource records, and
an add 1nstruction for causing the registrar system to add each
resource record from the second set of resource records.

21. An apparatus, comprising;:

one or more processors; and

one or more memory devices for storing program instruc-

tions used by the one or more processors, wherein the

program instructions, when executed by the one or more

processors, cause the one or more processors 1o:

receive, at the one or more processors, a request 1o asso-
ciate a user-specified domain name with an applica-
tion function;
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identify, at the one or more processors, aregistrar system
based on the user-specified domain name;

generate, at the one or more processors, a domain record
file including domain record information that, when
processed by the registrar system, 1s operable to cause
association of the user-specified domain name with
the application function;

identify, at the one or more processors, a configuration
URL based on the user-specified domain name, the
configuration URL including a configuration host-
name associated with the registrar system and a con-
figuration pathname that 1s associated with the user-
specified domain name and corresponds to a record-
setting API at the registrar system that 1s operable to
modily one or more domain name records that are
associated with the user-specified domain name; and

transmit the domain record file from the one or more
processors to the location specified by the configura-
tion pathname and the server 1dentified by the con-

figuration hostname at the registrar system using the
configuration URL.

22. The apparatus of claim 21, wherein the domain record
information identifies at least one resource record corre-
sponding to the user-specified domain name and at least one
resource record value corresponding to the at least one
resource record, and the domain record file 1s at least one of a
JavaScript Object Notation (JSON) document or an Exten-
sible Markup Language (XML) document.

23. The apparatus of claim 22, wherein the configuration
pathname 1ncludes the user-specified domain name as a path
component thereof.

24. The apparatus of claim 23, wherein the program
instructions further cause the one or more processors to:

receive at least one authorization credential, wherein the at
least one authorization credential 1s at least one of a
token that 1s transmitted from the registrar system in
response to a request that 1s received at the registrar
system or a username and a password that are recerved at
the registrar system; and

request, Irom the registrar system, access to the configura-
tion URL using the at least one authorization credential.

25. The apparatus of claim 21, wherein the domain record
information includes information identitying a first set of one
or more resource records, a delete mstruction for causing the
registrar system to delete each resource record from the first
set of one or more resource records, information identifying a
second set of one or more resource records, and an add

istruction for causing the registrar system to add each
resource record from the second set of resource records.
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