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Host sends write request and write data to storage controlier
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Fig. 13
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Storage controller checks target TPV and target area of the
write access by referring the write request

1201

% Storage controller checks mapping information.
Have a chunk already been assigned to the target
segment?

N
Storage controller assigns a new
chunk to store the write data

1203

Storage controller stores the write

data to the new chunk
1204
Storage controller stores the
wrife data to the existing chunk

1205

Storage controller updates access information
N Has storage controller checked all segments of
the target area?
Y
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Storage controller checks target TPV and target area of the
read access by referring the read request

1301

N Storage controller checks mapping information.
Have a chunk already been assigned to the target
segment?

Y 1302

Storage controller transfers data
stored in the chunk to the host 1303

Storage conftroller updates access
information
1304

Storage controller transfers zero
data to the host

X 4305

N Has s_tBrage controller checked all segments of
the target area?
I
storage controlier advances the Y 1306
check to the next segment

Fig. 17

“Storage controller checks target conventional volume and
target area of the write access by referring the write request

il i
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Storage controller updates access information

Fig. 18
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Storage controller checks target conventional volume and
target area of the read access by referring the read request

1501
Storage controller transfers data stored in the target area to
the host
1502
Storage controller updates access information
1503

Fig. 20
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Host issues a release request to storage controller

1601
Storage controller checks target TPV and target area to be
releasable by referring the release request
1602
Storage controller updates releasability information regarding
the area |
1603
Fig. 21
208
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(Cstant >

N Storage controller checks releasability information
Are there segments marked as releasable?

Y 1701
Storage controller updates releasability
information §
| 1702

Storage controller release chunks by updating
mapping information and pool information S
1703

Fig. 23
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Storage controller detects a disk failure
Storage controller discovers affected area of TPVs and
conventional volumes regarding the failure
Storage controller checks access frequency of the affected
area by referring access information

According the access frequency, storage controller classifies
the area to three priorities (High / Middle / Low)

Storage controller records the priory in recovery priority
iInformation

Fig. 24
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Management computer analyzes performance requirement for
data stored on area in volumes (TPVs and conventional
| volumes) 1901

According the performance requirement regarding area,
management computer classifies area of volumes to three
priorties (High / Middle / Low)

1902

Management computer records the priority in recovery priority
information

1903
Management computer issues a recovery priority registration

request with the recovery priority information

1904
Storage controller updates recovery priority information by

referring the received recovery priority information

Fig. 26

1905

Management computer analyzes availably requirement or
importance for data stored on area in volumes (TPVs and
conventional volumes) 2001

According the availability requirement / importance regarding
area, management computer classifies area of volumes to
three priorities (High / Middle / Low)

2002

Management computer records the priority in recovery priority
information

Management computer issues a recovery priority registration
request with the recovery priority information
Storage controller updates recovery priority information by
referring the received recovery priority information

Fig. 27
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Storage controller detects a disk failure

2101

Storage controller discovers affected area of TPVs regarding
the failure

Storage controller resets recovery priority information with

2102

initial value (i.e. L.ow priority)

2103

Storage controller checks mapping information.

A Have a chunk already been assigned to the target
segment?

Y
Y _~“Storage controller checks releasability information.
Is the segment marked as releasable?
N

Storage controller classifies the
segment as high priority for recovery

2104

2105
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- S_to_fage controller updates recovery
priority information
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N Has storage controller checked all segments of
the area?
' Y
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By referring volume information, internal volume information
and/or mapping information in addition to recovery priority

information, storage system obtains recovery priority of each 2201
location on the disk to be recovered
Storage controller recovers data on the disk to another disk
according to the obtained priority
| 2202

Fig. 29
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1

METHOD AND APPARATUS TO UTILIZE
LARGE CAPACITY DISK DRIVES

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 12/561,500, now U.S. Pat. No. 8,285,952, filed

Sep. 17, 2009, which 1s incorporated herein by reference 1n 1ts
entirety.

BACKGROUND OF THE INVENTION

The present invention relates generally to storage systems
and, more particularly, to methods and apparatuses that uti-
lize large capacity disk drives.

The capacity of a single HDD (Hard Disk Drive) umt
provided by HDD vendors 1s increasing at a rapid rate 1n the
HDD market. The capacity of a SSD (Solid State Disk) unit is
also increasing. In order to avoid loss of data due to the failure
of a disk unit, most storage systems adopt data protection with
redundancy such as mirroring and RAID technology. As dis-

closed in “A Case for Redundant Arrays of Inexpensive Disks
(RAID)” by D. A. Patterson, G. Gibson and R. H. Kats,

published 1n Proc. ACM SIGMOD, pp. 109-116, June 1988,
RAID configurations are classified 1n accordance with so-
called RAID levels. RAID4, RAIDS and RAID6 configura-
tions use parity code generated from stored data as redundant
information. By using the parity code, data stored in multiple
disks 1n a distributed manner can be reconstructed for an
occurrence of a disk failure. In this manner, high data avail-
ability 1s accomplished. In the article, having the same data 1n
multiple disks, so called mirroring, 1s introduced as one
method to protect data and 1s categorized as RAIDI.

U.S. Pat. No. 7,386,758 discloses an Object-based Storage
Device (OSD)thatuses RAID technology and perform recon-
struction of data according to the OSD’s information indicat-
ing where each object 1s stored 1n the OSD.

Because the recovery of data 1s achieved by copying and/or
generating the same data as the data stored 1n the failed disk,
the recovery process needs considerable time. This disk fail-
ure causes the following mfluences from occasion of the disk
failure to completion of the recovery: the reduction of possi-
bility to avoid unavailability and data loss due to the reduction
of redundancy, and the deterioration of performance due to
the load of copying data.

Applying large capacity disk drives causes the lengthening
ol the above duration because the amount of data to be recov-
ered becomes large 1n comparison with using traditional
small capacity disk drives. Therefore, a disk failure recovery
method that aligns to the users’ applications and usage 1s
required at present.

BRIEF SUMMARY OF THE INVENTION

Exemplary embodiments of the invention provide a storage
system which has the capability to prioritize the location of
data to be recovered at the occurrence of a disk failure. In one
embodiment, the prioritization 1s achieved by monitoring the
access characteristics such as access frequency. The storage
system monitors the access characteristics as usage of data
and determines the prionty regarding the recovery process
according to the statistics. In another embodiment, the prior-
ity 1s specified by the host computer or management com-
puter based on the usage and/or importance of data stored in
the storage system. The priority 1s registered to the storage
system by the host computer or management computer. The
storage system performs recovery from a disk failure accord-
ing to the specified priority. In yet another embodiment, the
priority 1s determined by the storage system based on the area
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2

assignment/release (1.e., usage) of thin provisioned volumes.
Using the above approaches, the area to store data 1n one disk
drive can be classified mnto multiple priorities and recovery
from the failure of the disk can be performed according to the
priority. The nvention 1s particularly advantageous when
applied to the recovery of data stored 1n a large capacity disk
drive.

In accordance with an aspect of the present mvention, a
method of utilizing storage 1n a storage system comprises
prioritizing a plurality of storage areas in the storage system
for data recovery with different priorities; and performing
data recovery of the storage system at an occurrence of a
failure mvolving one or more of the storage areas in the
storage system based on the priorities. Data recovery for one
storage area having a higher priority 1s to occur before data
recovery for another storage area having a lower priority in
the storage system.

In some embodiments, the prioritizing comprises monitor-
ing access characteristics of the storage areas in the storage
system; and prioritizing the storage areas 1n the storage sys-
tem for data recovery with different priorities based on the
monitored access characteristics. The access characteristics
comprise at least one of access Ifrequency, access rate, or
access 1nterval.

In specific embodiments, the prioritizing comprises
assigning the different priorities for the storage areas 1n the
storage system. The different priorities are assigned based on
at least one of usage or importance of data in the storage areas.
The method turther comprises, if the different priorities are
assigned based on the usage of data in the storage areas,
analyzing the usage of data stored in each of the storage areas
to determine the priorities and updating the different priori-
ties for the storage areas 1n the storage system based on the
analyzed usage; and 1f the different priorities are assigned
based on the importance of data 1n the storage areas, analyz-
ing the importance of data stored 1n each of the storage areas
to determine the priorities and updating the different priori-
ties for the storage areas 1n the storage system based on the
analyzed importance.

In some embodiments, for a storage volume which 1s a thin
provisioned volume, the prioritizing comprises determining
the different priorities based on area assignment and release
of the thin provisioned volume using information regarding
assignation process and information regarding release pro-
cess for the thin provisioned volume.

In accordance with another aspect of the invention, a stor-
age system comprises a data processor and a memory; a
plurality of storage areas which have different priorities for
data recovery; and a storage controller which performs data
recovery of the storage system at an occurrence of a failure
involving one or more of the storage areas in the storage
system based on the priorities. Data recovery for one storage
area having a higher priority 1s to occur before data recovery
for another storage area having a lower priority in the storage
system.

Another aspect of the invention 1s directed to a computer-
readable storage medium storing a plurality of instructions
for controlling a data processor to utilize storage 1n a storage
system. The plurality of instructions comprise instructions
that cause the data processor to prioritize a plurality of storage
areas 1n the storage system for data recovery with different
priorities; and instructions that cause the data processor to
perform data recovery of the storage system at an occurrence
of a failure 1volving one or more of the storage areas 1n the
storage system based on the priorities. Data recovery for one
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storage area having a higher priority 1s to occur before data
recovery for another storage area having a lower priority in
the storage system.

These and other features and advantages of the present
invention will become apparent to those of ordinary skill 1n
the art 1n view of the following detailed description of the
specific embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 illustrates an example of a hardware configuration
of a system 1n which the method and apparatus of the mven-
tion may be applied.

FIG. 2 1llustrates an example of a memory 1n the storage
system of FIG. 1.

FIG. 3 1llustrates the structure and method for providing
thin provisioned volumes.

FI1G. 4 illustrates an example of the mapping information.

FI1G. 5 1llustrates an example of the pool information.

FIG. 6 illustrates an example of the volume information.

FIG. 7 1llustrates an example of the relationship among
disks, parity groups, pool volumes, and conventional vol-
umes.

FI1G. 8 1llustrates an exemplary method for generating par-
ity information.

FIG. 9 1llustrates an exemplary method for calculating a
new parity value when the relevant date 1s updated.

FI1G. 10 illustrates an exemplary method for reconstructing,
a data stripe from the parity and the other data stripes.

FIG. 11 illustrates an example of the internal volume infor-
mation.

FI1G. 12 illustrates an example of the parity group informa-
tion.

FIG. 13 1s an example of a flow diagram illustrating an
overview of a process for a write request from the host com-
puter.

FIG. 14 1s an example of a flow diagram illustrating an
overview ol a process for a read request from the host com-
puter.

FIG. 135 1s an example of flow diagram 1llustrating a write
process for the thin provisioned volume.

FIG. 16 illustrates an example of the access mformation
regarding access for segments.

FIG. 17 1s an example of a flow diagram 1llustrating a read
process for the thin provisioned volume.

FIG. 18 1s an example of a flow diagram illustrating a write
process for the conventional volume.

FI1G. 19 1llustrates an example of the access information for
the conventional volume.

FI1G. 20 1s an example of a flow diagram 1llustrating a read
process for the conventional volume.

FIG. 21 1s an example of a flow diagram illustrating a
release request process for the thin provisioned volume.

FI1G. 22 1llustrates an example of the releasability informa-
tion.

FIG. 23 1s an example of a flow diagram illustrating a
process of releasing chunks of the thin provisioned volume.

FIG. 24 1s an example of a flow diagram illustrating a
process to determine recovery priority of each area of the
conventional volumes and thin provisioned volumes.

FIG. 25 illustrates an example of the recovery priority
information.

FIG. 26 1s an example of a flow diagram illustrating a
process for registration of recovery priority of each area of the
volumes based on performance requirement.
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FIG. 27 1s an example of a flow diagram illustrating a
process for registration of recovery priority of each area of the

volumes based on importance of data.

FIG. 28 1s an example of a flow diagram illustrating a
process to generate recovery priority of each area of the thin
provisioned volumes based on area assignment/release (1.¢.,
usage) of the thin provisioned volumes.

FIG. 29 1s an example of a flow diagram illustrating a
process for recovery from a disk failure according to the
recovery priority.

DETAILED DESCRIPTION OF THE INVENTION

In the following detailed description of the invention, rei-
erence 1s made to the accompanying drawings which form a
part of the disclosure, and 1n which are shown by way of
illustration, and not of limitation, exemplary embodiments by
which the mvention may be practiced. In the drawings, like
numerals describe substantially similar components through-
out the several views. Further, it should be noted that while the
detailed description provides various exemplary embodi-
ments, as described below and as 1llustrated 1n the drawings,
the present invention 1s not limited to the embodiments
described and illustrated herein, but can extend to other
embodiments, as would be known or as would become known
to those skilled in the art. Reference in the specification to
“one embodiment,” “this embodiment,” or “these embodi-
ments” means that a particular feature, structure, or charac-
teristic described in connection with the embodiment 1s
included 1n at least one embodiment of the invention, and the
appearances of these phrases 1n various places in the specifi-
cation are not necessarily all referring to the same embodi-
ment. Additionally, in the following detailed description,
numerous specilic details are set forth 1n order to provide a
thorough understanding of the present invention. However, 1t
will be apparent to one of ordinary skill 1n the art that these
specific details may not all be needed to practice the present
invention. In other circumstances, well-known structures,
materials, circuits, processes and interfaces have not been
described in detail, and/or may be 1llustrated 1in block diagram
form, so as to not unnecessarily obscure the present invention.

Furthermore, some portions of the detailed description that
follow are presented 1n terms of algorithms and symbolic
representations of operations within a computer. These algo-
rithmic descriptions and symbolic representations are the
means used by those skilled in the data processing arts to most
clfectively convey the essence of their innovations to others
skilled 1n the art. An algorithm 1s a series of defined steps
leading to a desired end state or result. In the present inven-
tion, the steps carried out require physical manipulations of
tangible quantities for achieving a tangible result. Usually,
though not necessarily, these quantities take the form of elec-
trical or magnetic signals or instructions capable of being
stored, transferred, combined, compared, and otherwise
mampulated. It has proven convenient at times, principally
for reasons of common usage, to refer to these signals as bits,
values, elements, symbols, characters, terms, numbers,
instructions, or the like. It should be borne 1n mind, however,
that all of these and similar terms are to be associated with the
appropriate physical quantities and are merely convenient
labels applied to these quantities. Unless specifically stated
otherwise, as apparent from the following discussion, 1t 1s
appreciated that throughout the description, discussions uti-
lizing terms such as “processing,” “computing,” “calculat-
ing,” “determining,” “displaying,” or the like, can include the
actions and processes of a computer system or other informa-
tion processing device that mampulates and transforms data
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represented as physical (electronic) quantities within the
computer system’s registers and memories into other data
similarly represented as physical quantities within the com-
puter system’s memories or registers or other mformation
storage, transmission or display devices.

The present invention also relates to an apparatus for per-
forming the operations herein. This apparatus may be spe-
cially constructed for the required purposes, or it may include
one or more general-purpose computers selectively activated
or reconfigured by one or more computer programs. Such
computer programs may be stored 1n a computer-readable
storage medium, such as, but not limited to optical disks,
magnetic disks, read-only memories, random access memo-
ries, solid state devices and drives, or any other types of media
suitable for storing electronic information. The algorithms
and displays presented herein are not inherently related to any
particular computer or other apparatus. Various general-pur-
pose systems may be used with programs and modules in
accordance with the teachings herein, or 1t may prove conve-
nient to construct a more specialized apparatus to perform
desired method steps. In addition, the present invention 1s not
described with reference to any particular programming lan-
guage. It will be appreciated that a variety of programming
languages may be used to implement the teachings of the
invention as described herein. The instructions of the pro-
gramming language(s) may be executed by one or more pro-
cessing devices, e.g., central processing units (CPUs), pro-
cessors, or controllers.

Exemplary embodiments of the invention, as will be
described 1n greater detail below, provide apparatuses, meth-
ods and computer programs for prioritizing the location of
data to be recovered during failure which are particularly
advantageous 1n large capacity disk drives.

According to exemplary embodiments, a method of the
invention

A. System Configuration

FI1G. 1 illustrates an example of a hardware configuration
of a system 1n which the method and apparatus of the mven-
tion may be applied. A storage system 100 has a storage
controller 110, a main processor 111, a switch 112, a host

interface 113, a memory 200, a cache 300, a disk controller
400, a disk 600 (e.g., HDD and SSD), and backend path 601

(e.g., Fibre Channel, SATA, SAS, and 1SCSI(IP)).

The main processor 111 performs various processes
regarding the storage controller 110. The main processor 111
and other components use the following information stored 1in
the memory 200 as shown 1n FIG. 2: mapping information
201, pool information 202, volume information 203, access
information 204, segment group Information 203, internal
volume information 206, parity group information 207,
releasability information 208, and recovery priority informa-
tion 209.

The main processor 111 performs the processes by execut-
ing the following programs stored in memory 200 as shown 1n
FIG. 2: write process program 211, read process program
212, release registration program 213, release program 214,
recovery priority determination program 215, recover prior-
ity registration program 216, and recovery program 217. The
details of these processes are described later.

The host 500 and management computer 520 are con-
nected to the host interface 113 via the SAN 900 (e.g., Fibre

Channel, Fibre Channel over Ethernet, and 1SCSI(IP)). The
host 500 and management computer 320 and storage control-

ler 110 are connected with each other via the LAN 902 (e.g.,

IP network).
The host 500 has a file system 501, an operating system OS
502, and an application program 503. To run these programs,
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the host 500 also has resources such as processor, memory,
storage devices not shown in FIG. 1.

The management computer 520 has a file system 501, an
OS 3502, and a management program 523. To run these pro-
grams, the management computer 520 also has resources
such as processor, memory, storage devices not shown in FIG.
1. The management computer 520 maintains the recovery
priority information 529 on the memory as described below.

B. Overview of Method for Providing Volumes

In one embodiment, the storage system 100 provides thin
provisioned volumes (1TPVs) 610 and conventional (not thin
provisioned) volumes 630. Regarding these types of volumes,
U.S. Pat. No. 7,162,600 to Kano discloses a storage system
that provides conventional volumes and thin provisioned vol-
umes. FIG. 3 illustrates the structure and method to provide
TPVs 610. The storage system 100 has pool volumes 620 and
divides the pool volumes 620 1into a number of fixed-length
areas called chunks 690. The storage system 100 assigns a
chunk 690 to a segment of a virtual volume (TPV) on write
access. In other words, the physical storage area 1s assigned
on demand. In FIG. 3, a TPV 610 1s constituted by multiple
segments virtually, and a chunk 690 1s allocated from the pool
volume 620 and assigned to a segment (1.¢., a fixed length area

(page) of TPV 610). For example, the chunk 4 1s assigned to
the segment 6 1n FIG. 3. That 1s, a TPV 610 1s a page-based
volume.

To achieve this, the storage controller 110 uses the map-
ping information 201 and pool information 202. FIG. 4 1llus-
trates an example of the mapping information 201. This infor-
mation maintains the mapping between chunks and segments
of each volume. The status of assignation 1s “No” if no chunk
1s assigned to the segment. This mformation can be con-
structed as a list or a directory of each element for faster
search.

FIG. 35 1llustrates an example of the pool information 202.
This information manages whether a chunk 1s used or not. By
using this information, the storage controller 110 1s able to
find free (unused) chunks 1n the write process described
below. This mformation also can be constructed as a list or
directory of each element to search a free chunk quickly.

The storage system 100 also provides conventional vol-
umes 630. The storage controller 110 allocates storage areas
to the whole area of the conventional volume 630 at the
creation of the volume as shown 1n FIG. 1. In order to manage
the storage area for the conventional volumes 630, the storage
controller 110 uses the volume information 203.

FIG. 6 shows an example of the volume information 203.
This mformation includes the type (1.e., conventional or
TPV), size, and public volume ID for each volume. This
volume ID 1s used to recognize the volume by other comput-
ers including the host computers 500. With the internal vol-
ume 1D, as described below, the storage controller 110 can
recognize the relationship between the conventional volumes
630 and the parity groups 603 (see FIG. 7) by also referring to
the internal volume information 206 and parity group infor-
mation 207. The volume information 203 also maintains the
relation (mapping) between the public volume ID and inter-
nal volume ID of a conventional volume 630.

The volume mformation 203 1s also used to supply the
TPVs 610 as data storage volumes provided by the storage
system 100 to the host 500, by referring to the TPV ID. In
other words, the volume information 203 maintains the rela-
tion (mapping) between the public volume ID and the TPV
ID. The volume information 203 also includes information
regarding the segment size of each volume of not only the
TPV 610 but the conventional volume 630. That 1s, both the
TPV and conventional volume have a fixed-length segment.
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The segment size may be selectable and registered by the user
via the host 500, the management computer 520, and/or the
management terminal of the storage system 100.

C. Panity Groups and Data Protection

FIG. 7 illustrates the relationship among the disks 600,
parity group 603, pool volumes 620, and conventional vol-

umes 630. The panty group 603 1s a collection of multiple
physical storage disks 600. With the RAID technology, data
and parity generated from the data are distributed among
multiple disks 600 within the parity group 603. The parity
group provides storage resources to store the data 1n a distrib-
uted manner. The storage area provided by the parity group 1s
subdivided 1into volumes (1.e., conventional volumes 630 and
pool volumes 620). Each of the conventional volumes 630
and a pool volume 620 can also include storage areas of
multiple parity groups 603.

FIGS. 8, 9, and 10 illustrate exemplary methods for gen-
erating parity and reconstructing data based on the RAID
technology. Specifically, FIG. 8 illustrates an exemplary
method for generating the parity information. Parity 1s gen-
crated by means of an XOR (exclusive OR) calculation,
wherein Data-A, Data-B and Data-C are data sets (stripes)
that generate one unit of parity and represent information
units distributed to each disk in a single parity group. In
particular, the parity 1s calculated using the formula: Data-A
XOR Data-B XOR Data-C=Parity.

To maintain the above relationship between the data stored
in the physical disks and the parity, the parity must be changed
when the stored data 1s changed. FIG. 9 illustrates an exem-
plary method for calculating a new parity value when the
relevant data 1s updated. The new parity value 1s obtained
using the following calculation: new Data-A XOR old
Data-A XOR old Parity=new Parity.

Because the above relationship between the data and the
parity 1s always maintained, one data stripe can be recon-
structed from the other data stripe and the parity value. That
1s, 11 a portion of the stored data 1s lost due to a failure of a disk
in a parity group, the lost data stripe can be recovered. F1G. 10
illustrates an exemplary method for reconstructing a data
stripe from the parity and the other data stripes. Specifically,
Data-C can be reconstructed using the following calculation:
Data-A XOR Data-B XOR Parity=Data-C. The storage sys-
tems configured 1n accordance with the RAID level 6
(RAID6) can recover the data even upon losing two data
stripes because the RAID6 maintains two parity codes and
distributes them to two different disks.

Moreover, data stored 1n disks 600 may be protected also
by mirroring of the data (1.e., RAID1). With mirroring, in the
recovery of data stored in a failed disk 600, data stored 1n disk
600 that forms a mirroring pair with the failed disk 600 1s
copied to another disk 600.

To manage the above relationship among the disks 600,
parity groups 603, and volumes, the storage controller 110
maintains the internal volume information 206 and parity
group information 207. FIG. 11 shows an example of the
internal volume information 206. This information indicates
the relationship regarding how an area on parity groups 603 1s
assigned to each of the volumes (i.e., conventional volume
630 and pool volume 620). This information has the internal
volume ID, type of each volume, size of each volume, parity
group 1D, and start address of the area for the volume. FI1G. 12
shows an example of the parity group information 207. This
information maintains the construction of each parity group
603 and type of data protection for the parity group 603. For
example, parity group #0 1s constructed by four disks 600 and
secured with mirroring (i1.e., RAID1). In the example, disk #0
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and disk #1 make a mirroring pair and have the same data as
well as a pair made with disk #2 and disk #3.

D. Overview of Write Process

FIG. 13 1s an example of a flow diagram illustrating an
overview ol a process for a write request from the host com-
puter 500. At step 1001, the host 500 1ssues a write request
and transiers write data to the storage controller 110. At step
1002, the storage controller 110 checks the target volume of
the write access by referring to the write request. At step 1003,
if the type of the target volume 1s TPV, the storage controller
110 performs a write process for TPV (step 1004). Otherwise,
the storage controller 110 performs a write process for con-
ventional volume (step 1005). Each of the detailed write
processes 1s described below.

E. Overview of Read Process

FIG. 14 1s an example of a flow diagram illustrating an
overview ol a process for a read request from the host com-
puter 500. At step 1101, the host 500 1ssues a read request to
the storage controller 110. At step 1102, the storage controller
110 checks the target volume of the read access by referring
to the read request. At step 1103, 11 the type of the target
volume 1s TPV, the storage controller 110 performs a read
process for TPV (step 1104). Otherwise, the storage control-
ler 110 performs a read process for conventional volume (step
1105). Each of the detailed read processes 1s described below.

F. Write Process for TPV

FIG. 151s an example of a flow diagram 1llustrating a write
process for the TPV 610. At step 1201, the storage controller
110 checks the target TPV 610 and the target area of the write
access by referring to the write request. At step 1202, the
storage controller 110 checks the mapping information 201
for a segment 1n the target area. If a chunk has already been
assigned to the segment, the process proceeds to step 1205, If
not, the process proceeds to step 1203.

At step 1203 (a chunk has not been assigned), the storage
controller 110 assigns a new chunk to store the write data. To
do this, the storage controller 110 updates the mapping infor-
mation 201 and pool mformation 202. By using the pool
information 202, the storage controller 110 finds the new
chunk from internal storage. At step 1204, the storage con-

troller 110 stores the write data to the new chunk, and then the
process proceeds to step 1206.

At step 1205 (a chunk has been assigned), the storage
controller 110 stores the write data to the existing chunk.

At step 1206, the storage controller 110 updates the access
information 204. This information records the access charac-
teristics regarding the segment (1.¢., page). At step 1207, if the
storage controller 110 has checked all segments of the target
area, the process ends. If not, the storage controller 110
advances the check to the next segment (step 1208).

FIG. 16 illustrates an example of the access mnformation
204 regarding the access for the segments. As shown 1n FIG.
16, this maintains information regarding access to each seg-
ment group such as the access rate per unit time, last access
time, and average access length, for each of read and write. A
segment group 1s a collection of segment of the TPV and it 1s
composed of a fixed number of contiguous segments. The
number of segments 1n one segment number 1s defined 1n the
segment group mformation 205 and can be selected by the
users directly or via the management computer 320. When the
value 1s set to one, a segment group becomes equivalent to a
segment. Using a small number as the number of segments 1n
a segment group realizes fine statistics while it increase the
s1ze ol the memory to store the statistics. The information
regarding the average access length may be initialized at a
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certain interval. By referring this information, the access fre-
quency and access interval related to each segment group can
be obtained.

G. Read Process for TPV

FIG. 17 1s an example of a tlow diagram 1llustrating a read
process for TPV 610. At step 1301, the storage controller 110
checks the target TPV 610 and target area of the read access
by referring to the read request. At step 1302, the storage
controller 110 checks the mapping information 201 for a
segment 1n the target area. If a chunk has already been
assigned to the segment, the process proceeds to step 1303, If
not, the process proceeds to step 1305.

At step 1303 (a chunk has been assigned), the storage
controller 110 transiers data stored in the chunk to the host
500. At step 1304, the storage controller 110 updates the
access mformation 204. At step 1305 (a chunk has not been
assigned), the storage controller 110 sends data of zero (0) to
the host 500. Finally, at step 1306, 11 the storage controller 110
has checked all segments of the target area, the process ends.
If not, the storage controller 110 advances the check to the
next segment (step 1307).

H. Write Process for Conventional Volume

According to embodiments of this invention, the access
information 204 1s recorded (1.e., access characteristics 1s
monitored) also for the conventional volumes 630.

FIG. 18 1s an example of a flow diagram illustrating a write
process for the conventional volume 630. At step 1401, the
storage controller 110 checks the target conventional volume
630 and target area o the write access by referring to the write
request. At step 1402, the storage controller 110 stores the
write data to the target area of the write access. At step 1403,
the storage controller 110 updates the access information 204.

FIG. 19 1llustrates an example of the access information
204 for the conventional volume. This 1s the same as the
access information 204 shown 1n FIG. 16 except for having
the conventional volume ID and the conventional volume
segment 1D.

I. Read Process for Conventional Volume

FI1G. 20 1s an example of a flow diagram 1llustrating a read
process for the conventional volume 630. At step 1501, the
storage controller 110 checks the target conventional volume
630 and target area of the read access by referring to the read
request. At step 1502, the storage controller 110 transfers data
stored 1n the target area of the read access to the host 500. At
step 1503, the storage controller 110 updates the access infor-
mation 204.

J. Release Request Process for TPV

The host 300 can inform of no longer used areas (1.e.,
segments) to the storage system 100 and require reclaiming
the chunks 690 from the segments.

FIG. 21 1s an example of a flow diagram illustrating a
release request process for the TPV 610. At step 1601, the
host 500 searches unused area of TPVs 610 and 1ssues a
release request to the storage controller 110. The above pro-
cess of seeking unused segments may be performed by thefile
system 501 because the file system 501 can recognize the
status of data storing and the usage of storage areca in the TPV
610. At step 1602, the storage controller 110 checks the target
TPV 610 and target area to be released by referring to the
received request. At step 1603, the storage controller 110
updates the releasability information 208 for the target area.

FI1G. 22 illustrates an example of the releasability informa-
tion 208. This information indicates the releasability of each
segment. With the release request, the storage controller 110
changes “releasable” to “Yes™ for the target area.
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K. Process of Releasing Chunks of TPV

FIG. 23 1s an example of a flow diagram illustrating a
process of releasing chunks of the TPV 610. This process 1s
repeated at a predetermined interval or performed when the
load ofthe storage system 110 1s low. At step 1701, the storage
controller 110 checks the releasability information 208. If
there are segments marked as releasable, the process proceeds
to step 1702. If not, the process ends. At step 1702, the storage
controller 110 updates the releasability information 208. The
storage controller 110 changes “releasable” status to “No” for
the segment having chunks 690 to be released. At step 1703,
the storage controller 110 releases the chunks 690 from the
above segments by updating the mapping information 201
and pool information 202.

L. Recovery Prionity Determination Process

FIG. 24 1s an example of a flow diagram illustrating a
process to determine recovery priority of each area of the
conventional volumes 630 and TPVs 610. In this example, the
priority 1s determined according to access characteristics
such as access rate, frequency, and interval. At step 1801, the
storage controller 110 detects a failure of a disk 600. At step
1802, the storage controller 110 finds the affected area of the
TPVs 610 and conventional volumes 630 regarding the fail-
ure. The storage controller 110 can obtain the atfected area by
referring to the mapping information 201, internal volume
information 206, and parity group information 207 1n regard
to the failed disk 600. At step 1803, the storage controller 110
checks the access iformation 204 for the atfected area 1n
order to obtain the access characteristics such as access Ire-
quency. At step 1804, the storage controller 110 classifies the
areato several (e.g., three) priorities such as high, middle, and
low according to the access characteristics. For example, the
storage controller 110 obtains order (ranking) of access fre-

quency for each area or segment group and separate them into
the three classes. At step 1805, the storage controller 110
records the obtained priority 1n the recovery priority informa-
tion 209.

FIG. 25 illustrates an example of the recovery priority
information 209. In this example, the volume ID column
shows the 1dentifiers used 1n the volume information 203. As
shown 1n FIG. 25, the areas 1n volumes including conven-
tional volume 630 and TPV 610 are classified into multiple
classes such as high prionty group, middle priority group, and
low priority group for the recovery process. In this example,
an area having high access frequency has high priority and an
area having low access frequency has low priority. Other
factors of access characteristics can be used as another
example of determining the priorty. In regard to the manner
to indicate an area, as another example, the segment ID or
segment group ID can also be applied instead of using the
start address and area length. As another example of method
regarding the invention, access characteristics monitored by
host 500 may be used to determine the priority.

M. Recovery Priority Registration Process for Perfor-
mance Requirement

As another method to obtain the priority or classification
for recovery from a disk failure, registration of the priority
from host 500 or management computer 520 can be per-
formed. FIG. 26 1s an example of a flow diagram 1illustrating
a process for registration of recovery priority of each area of
the volumes based on performance requirement. In this
example, the host 500 or management computer 520 analyzes
the performance requirement of each area of each volume.
For example, the data of database application, especially
index of data base, requires performance. The data of trans-
action application also requires performance. The host 500 or
management computer 520 can assign high priority to the
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area storing such data. The host 500 or management computer
520 can evaluate the difference of performance requirement
among multiple applications.

At step 1901, the management computer 520 analyzes the
performance requirement for data stored on area in volumes.
At step 1902, the management computer 520 obtains the
location of the data and classifies the area into several (e.g.,
three) priorities such as high, middle, and low according to
the analyzed difference of the performance requirement. At
step 1903, the management computer 520 records the
obtained priority in the recovery priority information 529. An
example of the recovery priority information 209 as shown 1n
FIG. 25 can also be applied for this information 529. At step
1904, the management computer 520 1ssues a recovery reg-
istration request to the storage controller 110. With this
request, the content of the recovery priority information 529
1s transierred to the storage controller 110. At step 1905, the
storage controller 110 updates the recovery priority informa-
tion 209 by referring to the recerved information. As another
example, the management computer 520 may specily just the
high priority area instead of multiple classes.

N. Recovery Prionity Registration Process Based on
Importance of Data

Another factor to consider 1s the importance of data. In
other words, the priority may be evaluated based on the neces-
sity to avoid loss of the data. FIG. 27 1s an example of a tlow
diagram 1llustrating a process for registration of recovery
priority of each area of the volumes based on importance of
data. In this example, the host 500 or management computer
520 analyzes the importance of each area of each volume. For
example, the metadata used by the file system 501, OS 502,
and application program 503 1s important because the loss of
the metadata may cause the loss or unavailability of the whole
data used by the software. The host 500 or management
computer 520 can assign high priority to the area storing such
data. In addition, from the user’s viewpoint, most application
programs 503 maintain both of important user data and unim-
portant data. That 1s, there 1s a difference of importance. The
host 500 or management computer 520 can evaluate the dif-
ference ol importance among multiple types of data main-
tained by multiple applications.

At step 2001, the management computer 520 analyzes the
importance mentioned above for the data stored on area 1n
volumes. At step 2002, the management computer 520
obtains the location of the data and classifies the area mto
several (e.g., three) priorities such as high, middle, and low
according to the analyzed difference of importance or neces-
sity to avoid loss of the data. At step 2003, the management
computer 520 records the obtained priornty in the recovery
priority information 529. An example of the recovery priority
information 209 as shown 1n FIG. 25 can also be applied for
this information 529. At step 2004, the management com-
puter 520 1ssues a recovery registration request to the storage
controller 110. With this request, the content of the recovery
priority information 529 1s transferred to the storage control-
ler 110. At step 20035, the storage controller 110 updates the
recovery priority information 209 by referring to the recerved
information. As another example, the management computer
520 may specily just the high priority area instead of multiple
classes.

O. Recovery Priority Determination Based on Processes
tor TPV

As described above, processes to provide TPVs 610
include the assignation and release request of the chunk 910.
The mformation regarding the assignation process and the
release process can be used to generate the recovery priority
information 209. FIG. 28 1s an example of a tlow diagram
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illustrating a process to generate recovery priority of each
area ol the thin provisioned volumes based on area assign-
ment/release (1.e., usage) of the thin provisioned volumes. By
this process, areas that are expected to continue storing data
acquire high priorty for recovery from a disk failure.

At step 2101, the storage controller 110 detects a failure of
a disk 600. At step 2102, the storage controller 110 finds the
alfected area of the TPVs 610 regarding the failure. The
storage controller 110 can obtain the affected area by refer-
ring mapping information 201, internal volume information
206, and parity group information 207 in regard to the failed
disk 600. At step 2103, the storage controller 110 resets the
recovery priority information 209 to “Low” as the initial
value. At step 2104, the storage controller 110 checks the
mapping information 201 for a segment in the atiected area.
If a chunk has already been assigned to the segment, the
process proceeds to step 2105. If not, the process proceeds to
step 2108. At step 2105, the storage controller 110 checks the
releasability information 208 for the segment. I the segment
1s marked as releasable, the process proceeds to step 2108. If
not, the process proceeds to step 2106. At step 2106, the
storage controller 110 classifies the area of the segment as
high priority for recovery. At step 2107, the storage controller
110 records the obtained priority in the recovery priority
information 209. At step 2108, 1f the storage controller 110
has checked all segments of the affected area, the process
ends. IT not, the storage controller 110 advances the check to
the next segment (step 2109).

P. Recovery Process

FIG. 29 1s an example of a flow diagram illustrating a
process for recovery from a disk failure according to the
recovery priority described above. At step 2201, the storage
controller 110 obtains the recovery priority of each area on
the disk 600 to berecovered. The storage controller 110 refers
to the volume information 203, internal volume information
206, and/or mapping information 201 to recognize the loca-
tion on the disk 600. The storage controller 110 also refers to
the recovery priority information 209 to obtain the priority. At
step 2202, the storage controller 110 recovers the data stored
in the failed disk 600 to another disk 600 by using the afore-
said methods according to the obtained prionity.

To achieve the recovery based on the priorty, the storage
controller 110 can allocate computing resource (e.g., process-
ing time of main processor 111 and disk controller 400,
memory 200, and bandwidth of backend paths 601) to each of
the concurrent recovery processes for multiple locations
according to the priority of each location. The storage con-
troller 110 can also control execution order of recovery pro-
cesses according to the priority. With the methods and pro-
cesses described above, disk failure recovery methods that
align to the users’ applications and usage can be achieved.

Of course, the system configuration illustrated 1n FIG. 1 1s
purely exemplary of information systems in which the present
invention may be implemented, and the mnvention 1s not lim-
ited to a particular hardware configuration. The computers
and storage systems implementing the invention can also
have known I/O devices (e.g., CD and DVD dnives, tloppy
disk drives, hard drives, etc.) which can store and read the
modules, programs and data structures used to implement the
above-described invention. These modules, programs and
data structures can be encoded on such computer-readable
media. For example, the data structures of the invention can
be stored on computer-readable media independently of one
or more computer-readable media on which reside the pro-
grams used 1n the invention. The components of the system
can be interconnected by any form or medium of digital data
communication, €.g., a communication network. Examples
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of communication networks include local area networks,
wide area networks, e.g., the Internet, wireless networks,
storage area networks, and the like.

In the description, numerous details are set forth for pur-
poses of explanation 1n order to provide a thorough under-
standing of the present invention. However, 1t will be apparent
to one skilled 1n the art that not all of these specific details are
required 1n order to practice the present invention. It 1s also
noted that the invention may be described as a process, which
1s usually depicted as a flowchart, a flow diagram, a structure
diagram, or a block diagram. Although a flowchart may
describe the operations as a sequential process, many of the
operations can be performed 1n parallel or concurrently. In
addition, the order of the operations may be re-arranged.

As 1s known 1n the art, the operations described above can
be performed by hardware, software, or some combination of
software and hardware. Various aspects of embodiments of
the invention may be implemented using circuits and logic
devices (hardware), while other aspects may be implemented
using 1nstructions stored on a machine-readable medium
(software), which if executed by a processor, would cause the
processor to perform a method to carry out embodiments of
the invention. Furthermore, some embodiments of the inven-
tion may be performed solely 1in hardware, whereas other
embodiments may be performed solely in software. More-
over, the various functions described can be performed 1n a
single unit, or can be spread across a number of components
in any number of ways. When performed by soitware, the
methods may be executed by a processor, such as a general
purpose computer, based on instructions stored on a com-
puter-readable medium. If desired, the instructions can be
stored on the medium 1n a compressed and/or encrypted for-
mat.

From the foregoing, it will be apparent that the invention
provides methods, apparatuses and programs stored on com-
puter readable media for prioritizing the location of data to be
recovered during failure which are particularly advantageous
in large capacity disk drives. Additionally, while specific
embodiments have been illustrated and described in this
specification, those of ordinary skill in the art appreciate that
any arrangement that 1s calculated to achieve the same pur-
pose may be substituted for the specific embodiments dis-
closed. This disclosure 1s intended to cover any and all adap-
tations or variations of the present mnvention, and 1t 1s to be
understood that the terms used 1n the following claims should
not be construed to limit the invention to the specific embodi-
ments disclosed 1n the specification. Rather, the scope of the
inventionis to be determined entirely by the following claims,
which are to be construed in accordance with the established
doctrines of claim interpretation, along with the full range of
equivalents to which such claims are entitled.

What 1s claimed 1s:

1. A storage system comprising:

a plurality of storage devices; and

a controller being operable to manage a plurality of storage

areas, which are provided by using the plurality of stor-
age devices, and a volume of a plurality of volumes
which 1s allocated a storage area of the plurality of
storage areas for storing data in accordance with recerv-
ing a write command to the volume and being operable
to detect failure of a portion of the plurality of storage
devices, and being operable, after detecting the failure,
to find a plurality of allocated storage areas that are
alfected by the failure of the portion and to prioritize the
plurality of allocated storage areas that are found to be
aifected by the failure of the portion with different pri-
orities for a recovery process to the portion of the plu-
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rality of storage devices having the failure, based on
information managed by the controller which relates to
the allocated storage areas,

wherein data stored in an allocated storage area, of the
plurality of allocated storage areas that are found to be
affected by the failure of the portion, having a higher
priority 1s handled for the recovery process before data
stored 1n another allocated storage area, of the plurality
of allocated storage areas that are found to be atfected by
the failure of the portion, having a lower priority based
on the priorities; and

wherein the controller 1s operable to discover the plurality
of allocated storage areas atfected by the failure of the
portion based on a location of the failure 1n the plurality
of storage devices, first information indicating how an
area on parity groups 1s assigned to each of the volumes,
and second information indicating construction of each
parity group of the parity groups from the plurality of
storage devices, and 1s operable to prioritize the plurality
of allocated storage areas based on the discovery.

2. The storage system according to claim 1:

wherein for a volume which 1s a thin provisioned volume,
the controller 1s operable to priontize the plurality of
allocated storage areas based on area assignment and
release of the thin provisioned volume using informa-
tion regarding assignation process and information
regarding release process for the thin provisioned vol-
ume.

3. The storage system according to claim 1:

wherein the controller 1s operable to perform the recovery
process based on the priorities and parity value gener-
ated from the stored data as redundant information;

wherein the failure of the portion 1s detected on a failed
disk; and

wherein data stored 1n an allocated storage area related to
the portion having the failure on the failed disk 1s stored
in another disk with no detected failure based on the
IeCOVery process.

4. The storage system according to claim 1:

wherein the controller 1s operable to discover the plurality
of allocated storage areas affected by the failure of the
portion, for a volume which 1s a thin provisioned vol-
ume, further based on mapping mmformation mapping
chunks of one or more storage pools and segments of the
thin provisioned volume.

5. The storage system according to claim 1:

wherein the controller 1s operable to perform the recovery
process based on the priorities and parity value gener-
ated from the stored data as redundant information, and

wherein data stored 1n an allocated storage area related to
the portion having the failure is stored 1n another portion
of the plurality of storage devices based on the recovery
process.

6. The storage system according to claim 1:

wherein the controller 1s operable to manage a storage pool
having the plurality of storage areas and to allocate the
storage area from the storage pool to the volume 1n

accordance with receiving the write command to the
volume.

7. The storage system according to claim 1:

wherein the controller 1s operable to monitor access char-
acteristics of the plurality of allocated storage areas, and
to use the monitored access characteristics to prioritize
the plurality of allocated storage areas after the failure 1s
detected.




storing a computer program executed 1n a storage system
comprising a plurality of storage devices and a controller
managing the plurality of storage devices, the computer pro-
gram comprising:

according to claim 11:

according to claim 11, wherein the computer program further
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8. The storage system according to claim 7: a code for performing the recovery process based on the
wherein the access characteristics comprise at least one of priorities and parity value generated from the stored data
access frequency, access rate, or access interval. as redundant information:
9. The storage system according to claim 1: wherein the failure of the portion 1s detected on a failed
wherein the different priorities are assigned based on at 5 disk: and
least one of usage or importance of data stored 1n each ot wherein data stored in an allocated storage area related to

the plurality of allocated storage areas.

10. The storage system according to claim 1:

wherein the controller 1s operable to control the plurality of
allocated storage areas according to Redundant Arrays 10
of Inexpensive Disks (RAID) technology, and to refer to
information of the RAID {for the plurality of allocated
storage areas when the controller prioritizes the plurality
ol allocated storage areas.

11. A non-transitory machine-readable storage medium 15

the portion having the failure on the failed disk 1s stored
in another disk with no detected failure based on the
recovery process.

14. The non-transitory machine-readable storage medium
according to claim 11,

wherein the plurality of allocated storage areas atfected by
the failure of the portion are discovered, for a volume
which 1s a thin provisioned volume, further based on
mapping mformation mapping chunks of one or more
storage pools and segments of the thin provisioned vol-
ume.

15. The non-transitory machine-readable storage medium
according to claim 11, wherein the computer program further
COmMprises:

a code for performing the recovery process based on the
priorities and parity value generated from the stored data
as redundant information,

wherein data stored 1n an allocated storage area related to
the portion having the failure is stored 1n another portion
of the plurality of storage devices based on the recovery
process.

16. The non-transitory machine-readable storage medium
according to claim 11, wherein the computer program further
COmMprises:

a code for managing a storage pool having the plurality of

storage areas; and

a code for allocating the storage area from the storage pool
to the volume 1n accordance with recerving the write
command to the volume.

17. The non-transitory machine-readable storage medium
according to claim 11, wherein the computer program further
COmprises:

a code for monitoring access characteristics of the plurality

of allocated storage areas; and

a code for using the monitored access characteristics to
prioritize the plurality of allocated storage areas after the
failure 1s detected.

18. The non-transitory machine-readable storage medium

according to claim 17:

wherein the access characteristics comprise at least one of
access frequency, access rate, or access interval.

19. The non-transitory machine-readable storage medium

according to claim 11:

wherein the different priorities are assigned based on at
least one of usage or importance of data stored in each of
the plurality of allocated storage areas.

20. The non-transitory machine-readable storage medium
according to claim 11, wherein the computer program further
COmprises:

a code for controlling the plurality of allocated storage
arcas according to Redundant Arrays of Inexpensive
Disks (RAID) technology; and

a code for referring to information of the RAID for the
plurality of allocated storage areas when the controller
prioritizes the plurality of allocated storage areas.

a code for managing a plurality of storage areas which are 20
provided by using the plurality of storage devices;

a code for managing a volume of a plurality of volumes
which 1s allocated a storage area of the plurality of
storage areas for storing data in accordance with recerv-
ing a write command to the volume; 25

a code for detecting failure of a portion of the plurality of
storage devices;

a code for, after detecting the failure, finding a plurality of
allocated storage areas that are affected by the failure of
the portion and prioritizing the plurality of allocated 30
storage areas that are found to be atfected by the failure
of the portion with different priorities for a recovery
process to the portion of the plurality of storage devices
having the failure, based on information managed by the
controller which relates to the allocated storage areas, 35

wherein data stored in an allocated storage area, of the

plurality of allocated storage areas that are found to be
aifected by the failure of the portion, having a higher
priority 1s handled for the recovery process before data
stored 1n another allocated storage area, of the plurality 40
of allocated storage areas that are found to be atffected by
the failure of the portion, having a lower priority based
on the priorities; and

wherein the plurality of allocated storage areas affected by
the failure of the portion are discovered based on a 45
location of the failure 1n the plurality of storage devices,
first information indicating how an area on parity groups
1s assigned to each of the volumes, and second informa-
tion indicating construction of each parity group of the
parity groups Irom the plurality of storage devices, and 50
the plurality of allocated storage areas are prioritized
based on the discovery.

12. The non-transitory machine-readable storage medium

wherein the code for prioritizing, for a volume which 1s a 55
thin provisioned volume, the plurality of allocated stor-
age areas based on area assignment and release of the
thin provisioned volume using information regarding
assignation process and information regarding release
process for the thin provisioned volume. 60

13. The non-transitory machine-readable storage medium

COmprises: I T
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