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UNAUTHORIZED LOCATION DETECTION
AND COUNTERMEASURES

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of U.S. application Ser.
No. 12/976,908, filed Dec. 22, 2010, the contents of which are

incorporated herein by reference 1n their entirety.

TECHNICAL FIELD

The present mvention relates generally to methods and
apparatus for locating wireless devices, also called mobile
stations (MS), such as those used 1n analog or digital cellular
systems, personal communications systems (PCS), enhanced
specialized mobile radios (ESMRs), and other types of wire-
less communications systems. More particularly, but not
exclusively, the present invention relates to a method for
detecting and preventing unauthorized location of a mobile
device.

BACKGROUND

The location of a mobile wireless device utilizes one or
more positioning techniques 1n order to estimate the location
and 1n some cases, the speed, direction-of-travel, and altitude
of the mobile device (also known as the mobile, mobile sta-
tion (MS), handset, or user equipment (UE).

Determining the position of a mobile device involves two
main steps: collection of radio signal measurements, and a
local or remote position estimate computation based on those
measurements. Signal collection can be performed by a
receiver within or co-located with the mobile device.

Hybrid positioning, using multiple methods positionming,
methods, 1s used to increase the accuracy or yield of a location
estimate.

Location Technique Standardization

The location techniques used 1n different wireless commu-
nications networks (WCN) using different radio transmission
technologies are subject to standardization. Notable stan-
dards development organizations include the 3" Generation
Partnership Program (3GPP), the 3" Generation Partnership
Program 2(3GPP2), and the Open Mobile Alliance (OMA..)

Location techniques standardized for the Global System
for Mobility (GSM) are detailed 1n 3GPP Technical Specifi-
cationTS 43.039, “Functional stage 2 description of Location
Services (LCS) in GERAN”. The GSM location techmiques
include: cell coverage based positioning, Enhanced Observed
Time Difference (E-OTD) positioning, Assisted Global Navi-
gation Satellite System (A-GNSS) based positioming; and
Uplink Time Difference of Arrival (U-TDOA) positioning.

Location techniques standardized for the Wide-band
CDMA system (better known as Universal Mobile Telecom-

munications System (UMTS)) are detailed mm 3GPP Techni-

cal Specification 25.303, “Stage 2 functional specification of

User Equipment (UE) positioning in UTRAN.” The UMTS
location techniques include: cell coverage based positioning,
Observed Time Difference Of Arrival (OTDOA) positioning,
A-GNSS based positioning, and U-TDOA.

Location techniques standardized for the Evolved Univer-
sal Mobile Telecommumnications System (more commonly
known as the Long-Term Evolution or LTE system) are
described in 3GPP Technical Specification 36.305, “Stage 2

functional specification of User Equipment (UE) positioning
in E-UTRAN.” The current (release 9) LTE .

location tech-
niques include: uplink and downlink cell coverage based
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positioning, Observed Time Difference Of Arrival (OTDOA)
positioning, and A-GNSS based positioning. While not yet

standardized, the U-TDOA positioning technique is appli-
cable to LTE.

Location techmques standardized for the IS-95 (CDMA-
One) and 1S-2000 (CDMA-2000) radio access networks are
described 1n 3GPP2 Specifications C.S0022-0, “Position
Determination Service Standards for Dual Mode Spread
Spectrum Systems,” and C.S0022-A “Position Determina-
tion Service for CDMA2000 Spread Spectrum Systems.” The
3GPP2 standardized techmques include cell-based position-
ing, Advanced Forward Link Trlateration (AFLT) and
Assisted Global Positioning Satellite positioning.
Mobile-Based and Mobile-Assisted Location Techniques

Mobile location techniques use radio signals collected at
the mobile device to generate a location estimate. Mobile
Location techniques for wireless communication devices can
be broadly categorized as mobile-based or mobile-assisted
dependent on the use of precursor information and where the
final location estimate 1s calculated. Mobile location tech-
niques can be combined with each other and with network-
based location techniques (Uplink time-difference-of-arrival
(U-TDOA) and/or angle of arrival (AoA)) to achieve the
highest yields and accuracies.

The least accurate, but highest availability mobile location
method 1s called cell-1D Positioning. The cell-ID, cell cover-
age based positioning or cell-ID positioning technique uses
radio broadcast information from the cellular network
already 1n use to allow mobility. Translation of the cell-ID (or
cell/sector ID) 1nto a latitude and longitude may be performed
at the mobile or at a networked, landside server. The basic
cell-ID location can be improved with the addition of time or
power-based ranging.

Enhanced Cell-ID (ECID) positioning uses cell-ID posi-
tioning with the addition of timing and power measurements
made by the mobile of the downlink broadcast beacon from
the serving and neighboring cell sites. ECID 1s considered a
mobile-based location technique as the signal collection and
measurement 1s performed at the mobile but location calcu-
lation 1s generally preformed at a network server. Although
not explicitly standardized this technique has been commer-
cially deployed.

Enhanced Observed Time Difference (E-OTD) positioning,
1s a mobile-based technique for unsynchronized wireless net-
works. The EOTD system uses the time-of-arrival of a cell
broadcast radio signals at the mobile device receiver. Col-
lected signal timing and cell-ID information 1s then transmiut-
ted to a networked, landside server. The EOTD system must
supply the geographic location and the collected timing ofif-
sets for each cell transmitter 1n order to determine a location
estimate.

A variation of ECID 1s Radio Fingerprinting. Radio Fin-
gerprinting may be implemented as a mobile-based technique
uses downlink (network-to-mobile) radio signal collected by
the mobile. Radio Fingerprinting 1s also called Wireless Sig-
natures, Multipath Fingerprinting, Database Correlation
Method (DCM), or Pilot Correlation. The radio fingerprinting
technique uses the propagation characteristics of a retlected
and refracted radio signal as recerved by the mobile device to
determine a location by matching with a signal from a data-
base of recorded or modeled signal propagation characteris-
tics (also called radio fingerprints). Although not explicitly
standardized this technique has been commercially deployed

Observed Time Difference Of Arrival (OTDOA) 1S
mobile-based technique that uses the relative timing oflset of
the broadcast beacons from different cells. A time difference

of arrtval technique, OTDOA requires a minimum of three
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cell beacons to determine a location. The purely downlink-
TDOA based location estimation will typically be combined

with a cell-ID-with-ranging location estimate and databased
information on the geographic location of the reported cell
beacon transmitter antenna to create a final hybrid location

estimate.

Advanced (or Enhanced) Forward Link Trilateration
(AFLT or EFLT) 1s a mobile-based technology used only 1n
WCN with precise timing and base station synchronization.
Mobile-based AFLT requires reception of beacons from four
or more cells and knowledge (normally via cell broadcast) of
the geographw locations of those cells. Network-assisted
AFLT requires reception of three or more cell beacons by the
mobile device and a communications channel to a landside
server which uses the mobile device-collected signal mea-
surements and geographic locations of the cells to calculate a
location estimate.

Assisted Global Navigation Satellite System (A-GNSS)
and Assisted Global Positioning Satellite positioning 1s tech-
nically a mobile-based technique since the satellite broadcast
signals used for location are collected at the mobile device via
a specialized recerver and antenna. Network-generated assis-
tance information 1s transmitted to the receiver to increase
receiver sensitivity and decrease the time-to-first-fix.
A-GNSS may be deployed as network-assisted, mobile-
based where the signals are collected and final location 1s
produced local to the mobile device, or as network-assisted,
network-computed, where the collected signal information 1s
transmitted to a landside server for final location estimation.

The mventive techniques and concepts described herein
apply to time and frequency division multiplexed (TDMA/

FDMA) radio communications systems including the widely
used IS-136 (TDMA), GSM, and OFDM-based wireless sys-

tems, such as the IEEE 802.16e “WIMAN” and 802.20
“WIMAX” system and the 3GPP Long Term Evolution (LTE
and LTE Advanced) system, as well as code-division radio
communications systems such as CDMA (IS-93, 1S-2000)
and Universal Mobile Telecommunications System (UTMS),
the latter of which 1s also known as W-CDMA. The Global
System for Mobile Communications (GSM) model used
herein as examples 1s an exemplary but not exclusive envi-
ronment 1n which the present invention may be used.

SUMMARY

With the advent of wide area wireless location systems for
mobile telecommunications, the need to detect and foil
unwanted, unauthorized location attempts become para-
mount to ensure privacy and security of users in a wireless
world. By detecting location related events and messaging at
the mobile device, the user 1s alerted to location disclosure.

As explained in more detail 1n the following paragraphs, a
location sentry system for use 1n a mobile device can be used
to detect unauthorized attempts to locate a mobile device.
Generally, the location sentry system can be configured to
detect unauthorized location attempts by gathering informa-
tion indicative of changes to the internal state of a mobile
device along with sent/recetved messages and storing the
information as event records 1n a log. The sentry system can
be configured to analyze the log of events and determine that
an event, or a sequence of events, 1s indicative of an attempt to
locate the mobile device.

Once an unauthorized attempt has been detected, the loca-
tion sentry system can be configured to log the attempt and/or
alert a user. In the same, or another embodiment, the location
sentry system may also be configured to prevent the location
attempt and/or provide incorrect information to the wireless

10

15

20

25

30

35

40

45

50

55

60

65

4

network. In addition to the foregoing, other techniques are
described in the claims, the detailed description, and the
figures.

The foregoing 1s a summary and thus contains, by neces-
sity, simplifications, generalizations and omissions of detail.
Those skilled 1n the art will appreciate that the summary 1s
illustrative only and 1s not intended to be 1n any way limiting.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing summary as well as the following detailed
description are better understood when read 1n conjunction
with the appended drawings. For the purpose of illustrating
the mvention, there 1s shown in the drawings exemplary con-
structions of the invention; however, the invention 1s not
limited to the specific methods and instrumentalities dis-
closed.

FIG. 1 illustrates a high-level block diagram of a mobile
device that can include the location sentry system.

FIG. 2 shows a high-level depiction of the location sentry
implemented as a privileged client application

FIG. 3 shows a high-level depiction of the location sentry
implemented within a hardware virtualization environment.

FIG. 4 shows a high-level depiction of the location sentry
implemented as part of the mobile device operating system

FIG. 5 depicts the generalized procedure for discovery of
an unauthorized location attempt.

FIG. 6 depicts the generalized procedure for discovery of
an unauthorized location attempt.

FIG. 7 depicts the generalized procedure for discovery of
an unauthorized location attempt.

FIG. 8 shows a high-level depiction of the spoofing capa-
bilities of the location sentry.

DETAILED DESCRIPTION OF ILLUSTRATIV.
EMBODIMENTS

(Ll

We will now describe illustrative embodiments of the
present invention. First, we provide a detailed overview of the
problem and then a more detailed description of our solutions.

Wide area wireless location system have been deployed to
support emergency services and telematics. With growing
public awareness ol location-based services came the fears
that unauthorized locations were being made without the
users express consent and being used by commercial entities
such as marketers and advertisers.

As wireless data services proliferate, with wireless data-
capable devices already exceeding the personal computer 1n
number and accesses to the internet. As location 1s a legal
requirement for mobile devices, 1t 1s expected that unautho-
rized location will also proliferate.

Unauthorized location 1s detected at the mobile device.
Detection of a location 1s by means of analysis of messaging,
events and patterns of events that indicate an unauthorized
location attempt has been mmitiated (or 1s in progress, or has
just completed). These events range from standardized loca-
tion request messaging to patterns of messaging dependent on
the location technology, data and control linkage, and radio
access technology.

Trending 1s the recording of time-stamped event data that
could be part of a location attempt. Trend data becomes the
historical data that can lead to recognition of a location event.
Heuristic algorithms can be employed to assist 1n the recog-
nition of unusual messaging, events and timings.

FIG. 1

Referring now to FIG. 1, it 1llustrates a mobile device 100

in which the mvention can be implemented. Generally,
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mobile device 100 can be a cellular phone, a personal digital
assistant (PDA), a pager with a graphics display, a smart-
phone, or any other type of mobile communications unit. As
shown, mobile device 100 can include a memory 110, which
can be random access memory (RAM), read-only memory
(ROM), clectronically programmable read-only ROM
(EPROM), etc. In at least one exemplary embodiment, loca-
tion sentry 102 can be one or more modules of executable
instructions that can be stored 1n memory 110. A processor,
e.g., processor 104, can be operatively coupled to memory
102 via a communication bus. When powered, processor 104
can read information from memory 110 and execute mstruc-
tions. Processor 104 can be any type of processor suitable to
operate 1n a mobile environment. For example, an exemplary
processor could be based on the Advanced RISC Machine
(ARM) v7 1nstruction set and optimized for use 1n smart-
phone environments.

Continuing with the general description of FIG. 1, mobile
device 100 can also include user intertace 106, which could
be a touch display or a display/keyboard combination. User
interface 106 can be configured to render one or more notifi-
cations in the instance that sentry 102 detects an unauthorized
attempt to locate mobile device 100. Mobile device 100 can
include a global positioning system (GPS) receiver 112 (1llus-
trated 1n dashed lines to indicate that 1t 1s considered optional)
coupled to a specialized antenna. In an exemplary embodi-
ment of the mvention where mobile device 100 includes GPS
receiver 112, mobile device 100 can be configured to use 1t to
sample satellite signals. GPS 112 can then use the signals to
calculate its position or send the signals to the wireless net-
work for processing. FI1G. 1 also depicts radio 108. Radio 108
can include all the hardware and firmware necessary to send
and receive radio signals to a wireless network base station,
etc. For example, radio 108 can include the physical trans-
ceiver, antenna, chipset, and any firmware to enable mobile
device 100 to communicate with a wireless network.

FIG. 2

Referring now to FIG. 2, 1t depicts the detection procedure
tor the location sentry. Each incoming message 1s monitored
201. Each internal subsystem activation on the mobile device
1s monitored 202 and each outgoing message 1s monitored
203. A record, including a timestamp 1s made for each moni-
tored event 204. The record 1s stored 1n a relational database
205 on the wireless device 100 for future use. The database
205 also stores location authorizations, both Ad Hoc and
persistent.

Detection 206 of unauthorized attempts to locate the
mobile device 100 1s a two stage process. Each monitored
event 1s examined for a location recognition event 207. The
location recogmition analysis looks at the message type and
message contents to detect a location event.

The trending analysis 208 uses historical information or
modeled information from the database 205 to assess the
probability of an unauthorized location event. Trending
analysis detects on the basis of repeated actions and devia-
tions from past message sequences and activations. In a spe-
cific example, location sentry can include a module of execut-
able instructions that looks at each message and calculates the
probability that the event 1s an unauthorized attempt to locate
the mobile device 100 by comparing the message to informa-
tion stored 1n database 205.

For example, database 205 can include a data structure that
lists the process 1dentifiers for processes that are authorized to
access a location subsystem and/or the conditions under
which a process can access the location subsystem. Database
205 can also 1include a list of processes that are authorized to
send location information and/or the conditions under which
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a process can send location information. Suppose mobile
device 100 includes a map program, 1n a specific example the
map program may be authorized to access location subsystem
and send location information to the network when user input
1s received directing 1t to do so; otherwise, the map program
may not be authorized to access the location subsystem and/
or send location information.

Design of a Mobile-Based Application

The location sentry can be a mobile-based application, the
general design of mirrors that of an internet firewall and
malicious soltware (anti-virus) scanning software but
designed to detect location related events. Depending on the
preferences of the implementer, three options for the design
of the location sentry are foreseen.

Client Application Option

If implemented as a client software, the location sentry
insinuates itself into the various hardware drivers, protocol
stacks and application programming interfaces (API’s)
implementations as to have access all incoming and outgoing
messages, subsystem activations and intra-system messaging
between other applications.

FIG. 3

FIG. 3 shows a high-level depiction of such a client appli-
cation. The mobile device 301 has a wireless radio recerver
subsystem 302 that can recerve demodulated messages from
a receiver such as radio 108 of FIG. 1 and pass them to the
operating system 306 via a virtual or physical data intercon-
nection 304. The LS (location sentry) client application 305
encapsulates the operating system’s receiver API 313 and
monitors the incoming message stream for location-related
traffic. For example, the LS client application 305 can imple-
ment the interfaces used by receiver API 313 to interface with
wireless radio receiver 302 and receive demodulated mes-
sages; analyze them; and then pass them to receiver API 313.

Location hardware (such as a GPS chipset) or location
software (routines for signal collection for location) are
shown 1n FI1G. 3 as the location subsystem 309, communicat-
ing with the operating system 306 via a virtual or physical
data interconnection 308. The location sentry application 307
encapsulates the operating system’s application program
interface for the location subsystem 312. Similar to LS client
305, LS client 307 can be configured to implement the inter-
faces used by location subsystem API 312 so that 1t can
receive messages; analyze them; and pass them between
operating system 306 and location subsystem 309.

A location sentry 310 gateway and API for outgoing mes-
saging allows for analysis of messaging before being deliv-
ered to the wireless radio transmitter 303 via a virtual or
physical data interconnection 311. The LS client application
310 encapsulates the operating system’s transmitter gateway
API 314 and monzitors the outgoing message stream for loca-
tion-related traffic. Any detected outbound location-related
messages can then be filtered, edited, or substituted before
transmission.

Hardware Virtualization Option

The location sentry may be implemented as part of a hard-
ware virtualization (HV) package. The HV package transpar-
ently encapsulates the mobile device’s operating system
allowing tull functionality while granting the location sentry
tull access to all incoming and outgoing messages, subsystem
activations state changes, and intra-system messaging.

FIG. 4

Referring to F1G. 4, 1t shows a high level example depiction
of the location sentry implementation as part of a hardware
virtualization package 416. The mobile device 401 has a
wireless radio recerver subsystem 402 that passes demodu-
lated messages to the hardware virtualization environment
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(HVE) 416 via a virtual or physical data interconnection 404.
The mobile device operating system 406 operates within the
hardware virtualization environment 412, which 1itself 1s an
operating system with a complement of hardware 1nterfaces
and driver applications. The LS client application 405 here
acts as a bridge between the HVE 412 and the wireless
receiver APl 413, analyzing and filtering location related
radio messaging.

Location hardware (such as a GPS chipset) or location
software (routines for signal collection for location) are
shown 1n FI1G. 4 as the location subsystem 409, communicat-
ing with the operating system 406 via a virtual or physical
data interconnection 408 which passes thru the location sub-
system API 412 and the Location Sentry 407 allowing for
deactivation, filtering and substitution of location or location-
related measurements.

A location sentry 410 gateway and API for outgoing mes-
saging allows analysis of messaging before being delivered to
the wireless radio transmitter 403 via a virtual or physical data
interconnection 411. As part of the hardware virtualization
environment 416, the location sentry 410 can filter, edit, or
substitute location-related messaging generated within the
location subsystem 409 or OS 406 before transmission.

In this exemplary embodiment, the virtualization environ-
ment 416 can emulate the interfaces for the wireless radio
receiver subsystem 402, the wireless radio transmitter sub-
system 403, and/or the location subsystem 409. In this
example, the operating system 406 would not have to be
modified nor would application program interfaces be encap-
sulated. Rather, the hardware virtualization environment 416
could be configured to trap attempts by the various APIs to
access hardware resources and/or subsystems and analyze
any messages they attempt to pass. In addition, the HVE 416
can be configured to analyze received messages prior to
reporting them to the receiver application program interface
413.

Custom Designed Secure Mobile Option

The location sentry can be implemented as part of custom-
1zed secure mobile device. Effectively acting as part of the
customized operating system and hardware level firmware,
the location sentry gains full access to all incoming and out-
golng messages, state changes, subsystem activations and
intra-system messaging.

FIG. 5

FIG. 5 depicts an example of the location sentry imple-
mented as part of the mobile device’s operating system 506.
This implementation could be achieved by the writing of a
custom operating system or patching of the core system struc-
tures within the operating system, allowing the location sen-
try specific drivers to replace existing drivers and daemons in
the modified operating system.

The mobile device 501 has a wireless radio receiver sub-
system 302 that passes demodulated messages to the hard-
ware operating system 506 via a virtual or physical data
interconnection 504. The LS application 505 1s the gateway
and API for the mcoming messaging to the operating system
506 and analyzes and falterers location related radio messag-
ing before routing to the correct application. In this example,
LS application 505 could be a modified version of the wire-
less radio recerver application program interface.

Location hardware (such as a GPS chipset) or location
software (routines for signal collection for location) are
shown 1n FI1G. 3 as the location subsystem 509, communicat-
ing with the operating system 306 via a virtual or physical
data interconnection 308. The location sentry 507 1s the gate-
way and API for the for exchange of messages between the
operating system 306, an application, and the location sub-
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system 509 allowing for deactivation, filtering and substitu-
tion of location or location-related measurements.

A location sentry 510 gateway and API for outgoing mes-
saging allows analysis of messaging before being delivered to
the wireless radio transmitter 503 via a virtual or physical data
interconnection 511. As part of the operating system 506
drivers, daemons, and APIs, the location sentry 310 can filter,
edit, or substitute location-related messaging before trans-
mission.

Location Request and Response Types

A location attempt can be immediate, with a timely
response expected. A location attempt can be immediate with
delayed delivery. A location attempt can be delayed with the
response sent after a set delay or triggering event. A location
attempt can be store and burst, with multiple location estima-
tions stored with the collected responses transmitted after a
set delay or triggering event.

Mobile States and States Transitions

A mobile device has two general states, active and 1dle.
While 1n the 1dle state, the mobile conserves power by limit-
ing on-board activity and keeping transmission facilities
powered down. While 1n 1dle mode, the mobile device typi-
cally periodically activates receiver facilities to check the
local beacon(s) for relevant messages. When 1n active mode,
the mobile device uses control or traffic channel resources (or
in a packet radio network, control plane and user plane
resources) to transier data between the mobile device and the
wireless communications network.

The terms control channel, traffic channel, control plane
and user plane are indicative of the design of the wireless
network.

In a WCN designed for switched-circuit, predominately
voice traific, transmissions; control channels are used for
messaging between the wireless network that controls mobile
device states, radio settings, and network access. Limited
bandwidth, limited duration data sessions (predominately
Short-Message-Service (SMS) may also be supported on the
control channel. A traffic channel 1s a radio network equiva-
lent of a switched circuit and 1s designed to support high
bandwidth, high duration voice and data sessions.

In a WCN designed for packet-data transmaissions, control
data 1s deemed the control plane while data traffic (including
packetized voice) 1s deemed user plane. The control plane,
defined as the messaging between the wireless network that
controls mobile device states, radio settings, and network
access parameters. The user plane, defined as the messaging
between peer entities, allows for data transmissions between
soltware applications local to the mobile device and land-
based (or mobile-based) server-based applications. Gener-
ally, the wireless communications network (WCN) 1s
unaware of the contents of the user plane. User plane trans-
mitted message contents may be encrypted to prevent snoop-
ing. User plane conveyed data can be used by privileged
mobile-resident applications to access the mobile’s location
subsystems.

Generic Detection of Mobile-Based Location Attempts

Mobile-based (and mobile-assisted) location techniques
require the collection of radio information at the mobile-
device. This radio information may be the reception of satel-
lite signaling for GNSS positioming or the radio information
may be collected from cell broadcasts (forward-link) for the

EOTD, OTDOA, or AFLT positioning techniques.
Mobile-Based Active Mobile Location

An active mobile 1s engaged in an information transfer
using the wireless communication network radio resources.
To locate active mobile using a mobile-based location tech-
nique, the mobile must receive location-related messaging
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(activation and potentially assistance data), the mobile will
collect location information, e.g., GPS coordinates, beacon
measurements from surrounding base stations, satellite mea-
surements etc., the mobile will activate location-related hard-
ware (i applicable) and then the mobile must transmait the
location or location-related signal data. All of these mobile
actions can be detected and any can act as a trigger for analy-
s1s for recognition of a location event 1n progress.

FIG. 6

FIG. 6 shows a simplified 1llustration of a location recog-
nition event. In this example, the Wireless Communications
Network 601 sends a message (or messaging) 603 to the
mobile device 602.

The Location Sentry 604 examines the incoming message
(s) 603. If an unauthorized location event 1s detected, e.g., an
event 1indicative of receipt of a location request and/or data
used to assist 1n a location calculation, the Location Sentry
604 can respond 606 with an error message, a default loca-
tion, or a spooied location.

Mobile-Based Idle Mobile Location

An 1dle mobile acts as a receiver, listening to the broadcast
channel(s) for messages specific to 1ts on-air identity. To
locate an 1dle mobile using mobile-based techniques, the
mobile first must be brought active and then location-related
messaging used to activate the mobile-based software (and
potentially hardware) before alocation or location data can be
developed. The change i state followed by the location-
related messaging 1s an indicator of a location attempt.

FIG. 7

FIG. 7 illustrates the example of location detection via
device state changes and subsystem activations.

The mobile achieves IDLE state 701 sometime after suc-
cessiully accessing the radio access network. Due to incom-
ing radio messaging or internal application-level messaging,
the mobile 1s moved to the ACTIVE 701 state. The location
sentry detects an unauthorized activation of the onboard loca-
tion subsystem 703, causing an alert to be generated and
optionally displayed on a display of the mobile device. Simi-
lar to that described above, the onboard location subsystem
703 can include both the circuitry-based systems (e.g. GNSS)
and also the software API based (e.g. AFLT, OTDOA). For
example, an unauthorized activation could be detected by
comparing a process i1dentifier of a process that attempts to
access the location subsystem 703 to a list stored 1n a data-
base. In the imnstance that the process identifier 1s not 1n the list,
the location sentry can be configured to determine that this 1s
an unauthorized attempt.

Detection of Locally Activated Location Attempts

A soltware application local to the mobile device may
request unauthorized positioning. Two examples of possible
infiltration include use of the SIM-toolkit or software “apps”
running under the control of the mobile-devices operating,

system.
SIM Toolkat

Since 1996 the SIM (subscriber 1dentity module) Toolkait
(STK) has provided a method for retention of small software
applications and data on the SIM. These SIM-based applica-
tions can 1nteract with the subsystems of the mobile device
via the SIM toolkit APIs. Almost every SIM (U-SIM, R-SIM)
comes equipped with the STK making 1t the most spread
application platform for mobile phones/equipment. Implan-
tation of a rogue SIM-based application could be used to
generate location estimates periodically or 1n response to an
external event. Detection of the SIM-based rogue application
will be by analysis of the STK API, the activation of the
location subsystem or attempted transmission of the location
data. Thus, 1n an exemplary embodiment where the LS 1s
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implemented as a client application, the LS can encapsulate
the STK API. In an exemplary embodiment where the LS 1s
implemented as part of a HVE, the LS can be configured to
receive requests from the SIM card and analyze them. Simi-
larly, 1n an exemplary embodiment where the LS 1s imple-
mented as part of a secured mobile operating system, the LS

can recerve requests from the SIM card and analyze them.
Mobile Malware

With the wide acceptance of smart-phones, phones with
general purpose operating systems, means that the whole
menagerie ol malware; including viruses, Trojans, and root-
kits are available to induce unauthorized location attempts.

Detection of the malware application attempting to induce
an unauthorized location attempt can be accomplished by
analyzing the location API(s), the activation of the location
subsystem, or attempted transmission of the location data, for
messages that indicate that a malware application 1s attempt-
ing to access these subsystems.

Technology Specific Location Attempt Recognition
Mobile-Based, Mobile Assisted

For many of the mobile-based or mobile-assisted wireless
location techniques, a control channel or control-plane 1imple-
mentation has been standardized. User plane implementa-
tions of each of the following techniques are possible so the
location sentry application, as designed, can recognize either
implementation.

GNSS Positioning

In GNSS Positioning, the mobile must be or become active,
a location must be requested and satellite signals must be
collected at the mobile device. Location computation may be
local or at a land-side processor with the mobile transmitting
the location or collected satellite signal data.

Triggers for recognition of a GNSS positioning attempt
include an event indicating a possible state change, an event
indicting a location request was recerved, an event indicating
that a GNSS recerver was activated, an event indicating that a
location was computed, or an event indicating that location
coordinates or collected satellite data was placed 1n the out-
bound transmission queue.

AGNSS Positioning

In AGNSS Positioning, the mobile must be or become
active, assistance data must be provided, a location must be
requested and satellite signals must be collected at the mobile
device. Location computation may be local or at a land-side
processor with the mobile transmitting the location or col-
lected satellite signal data.

Triggers for recogmition of a GNSS positioning event
include an event indicating a possible state change, an event
indicating receipt of assistance data, an event indicating that
a location request was received, an event indicating that the
GNSS recerver was activated, an event indicating that loca-
tion coordinates were computed, and/or an event indicating
that location coordinates or collected satellite data was placed
in the outbound transmission queue.

SUPL Positioning,

In SUPL Positioning the user plane 1s used, assistance data
must be provided, a location must be requested and satellite
signals must be collected at the mobile device. Location com-
putation may be local or at a land-side processor with the
mobile transmitting the location or collected satellite signal
data.

Triggers for recogmition of a GNSS positioning event
include an event indicating the receipt of assistance data, an
event indicating that a location request was recerved, an event
indicating that the GNSS receiver was activated, an event
indicating that location coordinates were calculated, and/or
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an event indicating that location coordinates or collected sat-
cllite data was placed the outbound transmission queue.
OTDOA Positioning

With OTDOA positioning, beacon timing information 1s
collected from the broadcasts of the wireless communications
network and either the control plane or user plane may be
used. Location computation may be local or at a land-side
processor with the mobile transmaitting the location or col-
lected beacon data.

Triggers for recognition of a OTDOA positioning event
include an event indicating that assistance data was recerved,
an event indicating that a location request was received, an
event indicating that a specialized receiver scanning mode
was activated, an event indicating that coordinates were com-
puted, and/or an event indicating that coordinates or collected
location data was placed 1n the outbound transmission queue.
AFLT Positioning

With OTDOA positioning, beacon timing imnformation 1s
collected from the broadcasts of the wireless communications
network and either the control plane or user plane may be
used. Location computation may be local or at a land-side
processor with the mobile transmitting the location or col-
lected beacon data.

Triggers for recognition of a AFLT positioming event
include an event indicating that assistance data was received,
an event indicating that a location request was received, an
event indicating that a specialized receiver scanning proce-
dure was activated, an event indicating ordered changes in the
collection of beacon timing, an event indicating that the loca-
tion was computed, or an event indicating that coordinate or
collected location-related data was placed 1n the outbound
transmission queue.

EOTD Positioning,

With EOTD positioming, beacon timing information 1s col-
lected from the broadcasts of the wireless communications
network and either the control plane or user plane may be
used. Location computation may be local or at a land-side
processor with the mobile transmitting the location or col-
lected beacon data.

Triggers for recognition of a EOTD positioning event
include an event indicating that the assistance data was
received, an event indicating that a location request was
received, an event indicating that a specialized recerver scan-
ning mode was activated, an event indicating that coordinates
were computed, and/or an event indicating that coordinates or
collected location data was placed 1n the outbound transmis-
5101 queue.

ECID Positioning

With ECID positioning, serving cell beacon timing infor-
mation and power measurements from nearby cell sites 1s
collected from the broadcasts of the wireless communications
network. Location computation may be local or at a land-side
processor with the mobile transmitting the location or col-
lected beacon data.

Triggers for recognition of a ECID positioning event
include an event indicating that a location request was
received, timing changes in the reporting of beacons, an event
indicating that a specialized receiver scanning mode was
activated, an event indicating that coordinates were com-
puted, and/or an event indicating that coordinates or collected
location data was placed in the outbound transmission queue.
RF Fingerprinting Positioning

With RF Fingerprinting positioning, also known as wire-
less signatures, power measurements from nearby cell sites
are collected from the broadcasts of the wireless communi-
cations network. This power imnformation can be combined
with the serving cell identification and timing range (e.g.
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Timing Advance, Round-Trip-Time, or Serving-One-Way-
Delay) from the serving cell as a hybrid location. Location
computation may be local or at a land-side processor with the
mobile transmitting the location or collected beacon data.
Regardless of mobile-based or network-assisted location
computation, the power measurements must be compared to
the recorded or modeled measurements from the calibration
database to find the best match and thus the most probable
location.

Triggers for recognition of an RF Fingerprinting position-
ing event include an event indicating that a location request
was recerved, timing changes in the reporting of beacons, an
event indicating that a specialized recerver scanning mode
was activated, an event indicating that coordinates were
locally computed, and/or an event indicating that coordinates
or collected location data was placed 1n the outbound trans-
mission queue.

Alternative Embodiments

Location Spoolfing

Once a fraudulent or simply unwanted location attempt has
been detected, prevention or spoofing of a mobile device’s
location may be desired. For example, the location sentry can
remove the location mnformation from the outgoing message
queue and/or spoot the location or location-related measure-
ment information. Spoofing of location 1includes:
Local Interception and Replacement

The location sentry can, with 1ts emplacement 1nto the exit
queue for the mobile device’s transmitter, replace a location
estimate with coordinates for a default location, a previous
location, or a current dithered (lower accuracy) location.
Local Spoofing of Received Satellite Information

The location sentry can, with 1ts emplacement 1nto the exit
queue for the mobile transmitter, replace location related
signal measurements (such as GPS pseudo-ranges) with
degraded measurements.
Local Spoofing of Received Network Information

The location sentry can, with 1ts emplacement 1nto the exit
queue for the mobile transmitter, replace recerved network
based information, such as the serving cell identifier or the
identifiers and received power levels from neighboring cells
with minimal disruptions. A specific example of a spoofing
technique 1n a spread spectrum system could be configuring
the mobile device to randomly select from any of the active
set cells to report a cell-1ID location. Another specific example
of a spooling method could be to report a subset of detected
neighboring beacons. For instance, 11 the mobile only reports
a single serving and a single neighboring cell, ECID,
OTDOA, and AFLT techniques are negated while the com-

munications and mobility are not atfected.
Falsification of Mobile Location Capabilities

When an unauthorized location attempt 1s detected, the
location sentry can, with its emplacement 1nto the exit queue
for the mobile transmitter, block outgoing location-related
messaging and mstead respond to the location request with a
location-type-not-supported message, concealing the true
location capabilities of the mobile device.
FIG. 8

FIG. 8 graphically depicts the procedure for implementing,
ol a spoofing scheme. The mobile device based location sen-
try detects an unauthorized location event 801. Based on user
preferences and/or mobile device capabilities as stored 1n the
database 805, location spoofing 804 may be used to report
incorrect, inaccurate or a previously recorded (in the database
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805) location. Location spoofing 804 may also be used to
report the mobile device capabilities as not supporting the
requested location technique.

If the mobile device 1s equipped with a GNSS receiver and
GNSS positioning 1s requested, satellite spoofing 802 may be
used to report inadequate satellite coverage, degraded satel-
lite broadcast measurements, substituted satellite broadcast
measurements, or preset/recorded prior satellite broadcast
measurements.

If a unauthorized beacon-based location or beacon mea-
surement request 1s recerved, beacon spooling 803 may be
used. A subset of the actual detected beacons or degraded
beacon signal strengths would be used to generate an 1naccu-
rate location or delivered for landside processing.

For each spoofing method, the altered messaging or loca-
tion would be send over the radio air interface as an outgoing,
transmission 806.

One example of location spoofing would be a privileged
mobile device where the user 1s never tracked. In this case,
every mobile location attempt and every network measure-
ment would be distorted or degraded to prevent precise loca-
tion.

CONCLUSION

The true scope the present invention 1s not limited to the
presently preferred embodiments disclosed herein. Insofar as
the block diagrams and/or examples described above contain
one or more functions and/or operations, 1t will be understood
by those within the art that each function and/or operation
within such block diagrams, or examples can be imple-
mented, individually and/or collectively, by a wide range of
hardware, software, firmware, or virtually any combination
thereot. While particular aspects of the present subject matter
described herein have been shown and described, it will be
apparent to those skilled 1n the art that, based upon the teach-
ings herein, changes and modifications may be made without
departing from the subject matter described herein and 1ts
broader aspects and, therefore, the appended claims are to
encompass within their scope all such changes and modifica-
tions as are within the scope of the subject matter described
herein. Accordingly, except as they may be expressly so lim-
ited, the scope of protection of the following claims 1s not
intended to be limited to the specific embodiments described
above.

What 1s claimed:

1. A mobile device operable to communicate with a wire-
less network and configured to detect unauthorized location
attempts, comprising:

a processor; and

a memory coupled to the processor, the memory including

instructions that upon execution cause the processor to

execute an operational procedure, the memory compris-

ng:

instructions for identifying a sequence of events that
includes an event indicating that a location subsystem
of the mobile device was activated;

instructions for determiming that the sequence of events
1s indicative of an unauthorized attempt to locate the
mobile device, wherein the 1instructions for determin-
ing that the sequence of events 1s indicative of an
unauthorized attempt to locate the mobile device
comprise 1nstructions for determining that the
sequence of events includes an event indicating that a
global positioning system receiver of the mobile
device was activated, and an event indicating that data
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used to assist 1n a location calculation was recerved
from a wireless network; and

istructions for responding to a location request by send-
ing a default location or a spoofed location to the
wireless network, including: instructions for sending,
location information for a default location to the wire-
less network; instructions for sending location infor-
mation for a previous location to the wireless net-
work; instructions for sending inaccurate satellite
measurement information to the wireless network:
instructions for sending inaccurate location-related
signal measurement data to the wireless network;
instructions for sending a cell-1D 1dentifier randomly
selected from a group of active set cells to the wireless
network; and instructions for sending 1dentifiers for a
subset of detected beacon signals to the wireless net-
work.

2. The mobile device of claim 1, wherein the instructions
for determining that the sequence of events 1s indicative of an
unauthorized attempt to locate the mobile device further com-
prise:

instructions for determining that the sequence of events

includes an event indicating that location information
was placed 1n an outgoing message queue.

3. The mobile device of claim 1, wherein the instructions
for determining that the sequence of events 1s indicative of an
unauthorized attempt to locate the mobile device further com-
prise:

instructions for determining that the sequence of events

includes an event indicating that the mobile device
entered into a scanning mode for receiving beacon tim-
ing information from a plurality of base stations.

4. The mobile device of claim 1, wherein the instructions
for determining that the sequence of events 1s indicative of an
unauthorized attempt to locate the mobile device further com-
prise:

instructions for determining that the sequence of events

includes an event indicating that a request for location
information was received from the wireless network.

5. The mobile device of claim 1, wherein the instructions
for determining that the sequence of events 1s indicative of an
unauthornized attempt to locate the mobile device further com-
prise:

instructions for determining that the sequence of events

includes an event indicating that a program executing on
the mobile device requested to access the location sub-
system; and

instructions for determining that the program 1s not autho-

rized to access the location subsystem.

6. The mobile device of claim 5, wherein the program is a
program stored on a SIM card.

7. The mobile device of claim 1, wherein the instructions
for determining that the sequence of events 1s indicative of an
unauthornized attempt to locate the mobile device further com-
prise:

instructions for determining that the sequence of events

includes an event indicating that the mobile device tran-
sitioned from an 1dle mode to an active mode.

8. The mobile device of claim 1, wherein the memory
further comprises:

instructions for displaying an alert indicating that an unau-

thorized attempt to locate the mobile device was 1denti-
fied.

9. The mobile device of claim 1, wherein the memory
further comprises:
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instructions for sending an error message to the wireless
network indicating that the mobile device cannot sup-
port a location attempt.

10. The mobile device of claim 1, wherein the memory
turther comprises:

instructions for sending a message to the wireless network

that indicates that the mobile device does not include a
location subsystem.

11. The mobile device of claim 1, wherein the memory
turther comprises:

instructions for sending information to the wireless net-

work indicating that satellite coverage 1s 1nadequate to
receive satellite signals.
12. The mobile device of claim 1, wherein the memory
turther comprises:
instructions for arecerver-location sentry client application
that encapsulates an application program interface for a
wireless receiver, wherein the receiver-location sentry
client application 1s configured to analyze imcoming
messages recerved by the wireless recerver;

instructions for a transmitter-location sentry client appli-
cation that encapsulates an application program inter-
face for a wireless transmitter, wherein the transmaitter-
location sentry client application 1s configured to
analyze messages placed into an outgoing queue for
transmission to the wireless network; and

instructions for a location-subsystem-location sentry client

application that encapsulates an application program
interface for the location subsystem, wherein the loca-
tion-subsystem-location sentry client application 1s con-
figured to analyze messages sent to the location sub-
system.

13. The mobile device of claim 1, wherein the memory
turther comprises:

instructions for runming an operating system for the mobile

device within a virtualization environment, wherein the
virtualization environment 1s configured to monitor
messages received by the wireless receiver, messages
placed into an outgoing queue for transmission to the
wireless network, and messages sent to the location sub-
system for messages indicative of attempts to locate the
mobile device.

14. The mobile device of claim 1, wherein the memory
turther comprises:

instructions for a wireless receiver application program

interface, wherein the wireless receiver application pro-
gram 1nterface 1s configured to monitor incoming mes-
sages for messages that include location requests and/or
messages that include data used to assist 1n a location
calculation;

instructions for a wireless transmitter application program

interface, wherein the wireless transmitter application
program 1nterface 1s configured to monitor outgoing
messages for messages that include location 1informa-
tion; and

instructions for a location subsystem application program

interface, wherein the location subsystem application
program 1interface 1s configured to monitor messages
sent to the location subsystem for unauthorized attempts
to activate the location subsystem.

15. A non-transitory computer-readable storage medium
including a location sentry system for use 1n a mobile device,
the computer-readable storage medium comprising;:

instructions for logging a group of events in a database of

the mobile device;
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instructions for detecting, in the group of events, an event
indicating that location information was placed in an
outgoing message queue for transmission to a base sta-
tion;

instructions for determining that the group of events 1s

indicative of an unauthorized attempt to locate the
mobile device;

instructions for logging the group of events as an attempt to

locate the mobile device; and

instructions for transmitting a default location or a spooted

location, 1mcluding: instructions for transmitting loca-
tion information for a default location; instructions for
transmitting location information for a previous loca-
tion; instructions for transmitting inaccurate satellite
measurement information; instructions for transmitting
inaccurate location-related signal measurement data;
istructions for transmitting a cell-ID i1dentifier ran-
domly selected from a group of active set cells; and
instructions for transmitting 1dentifiers for a subset of
detected beacon signals;

wherein the instructions for determining that the group of

events 1s indicative of an unauthorized attempt to locate
the mobile device turther comprise at least one of: (a)
istructions for determining that an event 1s present
within the group of events that indicates that a location
subsystem was accessed; (b) instructions for determin-
ing that an event 1s present within the group of events
that indicates that a global positioning system recetver of
the mobile device was activated; (c¢) instructions for
determining that an event 1s present within the group of
events that indicates that the mobile device entered 1nto
a scanning mode for receiving beacon timing iforma-
tion from a plurality of base stations; and (d) instructions
for determining that an event is present within the group
of events that indicates that data used to assist 1n a
location calculation was received by the mobile device.

16. The computer-readable storage medium of claim 135,
wherein the instructions for determining that the group of
events 1s indicative of an unauthorized attempt to locate the
mobile device further comprise:

instructions for determining that an event 1s present within

the group of events that indicates that a location sub-
system was accessed.

17. The computer-readable storage medium of claim 15,
wherein the instructions for determining that the group of
events 1s indicative of an unauthorized attempt to locate the
mobile device further comprise:

instructions for determining that an event 1s present within

the group of events that indicates that the mobile device
entered 1nto a scanning mode for receiving beacon tim-
ing information from a plurality of base stations.

18. The computer-readable storage medium of claim 135,
wherein the instructions for determining that the group of
events 1s indicative of an unauthorized attempt to locate the
mobile device further comprise:

instructions for determining that an event 1s present within

the group of events that indicates that a request for loca-
tion 1nformation was received.

19. The computer-readable storage medium of claim 15,
wherein the instructions for determining that the group of
events 1s indicative of an unauthorized attempt to locate the
mobile device further comprise:

instructions for determining that an event 1s present within

the group of events that indicates that an unauthorized
program executing on the mobile device attempted to
access the location subsystem.
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20. The computer-readable storage medium of claim 15,
wherein the instructions for determining that the group of
events 1s indicative of an unauthorized attempt to locate the
mobile device further comprise:

instructions for determining that an event 1s present within 3

the group of events that indicates that data used to assist
in a location calculation was recerved from a wireless
network.

21. The computer-readable storage medium of claim 15,
wherein the instructions for determining that the group of
events 1s indicative of an unauthorized attempt to locate the
mobile device further comprise:

instructions for determining that an event 1s present within

the group of events that indicates that the mobile device
transitioned from an 1dle mode to an active mode. 15

22. The computer-readable storage medium of claim 15,
turther comprising:

istructions for displaying an alert indicating that an

attempt to locate the mobile device was detected.

23. The computer-readable storage medium of claim 15,
turther comprising: instructions for removing the location
information from the outgoing message queue.

24. The computer-readable storage medium of claim 15,
turther comprising:

instructions for sending an error message to the network

responsive to the determination that the group of events
1s indicative of an unauthorized attempt to locate the
mobile device.

25. The computer-readable storage medium of claim 15,
turther comprising;:

instructions for sending a message to the network that

indicates that the mobile device does not include a loca-
tion subsystem in response to the determination that the
group of events 1s indicative of an unauthorized attempt
to locate the mobile device.

26. The computer-readable storage medium of claim 15,
turther comprising:

instructions for sending mmformation that indicates inad-

equate satellite coverage to a wireless network 1n
response to the determination that the group of events 1s
indicative of an unauthornized attempt to locate the
mobile device.

277. The computer-readable storage medium of claim 15,
turther comprising:
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instructions for a receiver-module that encapsulates an
application program 1interface for a wireless receiver,
wherein the receiver-module 1s configured to analyze
incoming messages for requests for location informa-
tion and/or data used to assist 1n a location calculation;

instructions for a transmitter-module that encapsulates an
application program interface for a wireless transmuitter,
wherein the transmitter-module 1s configured to analyze
messages placed into an outgoing queue for unautho-
rized attempts to transmit location information; and

instructions for a location-subsystem-module that encap-
sulates an application program interface for the location
subsystem, wherein the location-subsystem-module 1s
configured to analyze messages for unauthorized
attempts to access the location subsystem.

28. The computer-readable storage medium of claim 15,

further comprising:

instructions for runming an operating system for the mobile
device within a virtualization environment, wherein the
virtualization environment 1s configured to analyze mes-
sages recerved by the wireless recerver, messages placed
into an outgoing queue for transmission to a wireless
network, and messages sent to location the subsystem
for messages indicative of unauthorized attempts to
locate the mobile device.

29. The computer-readable storage medium of claim 15,

turther comprising:

instructions for a wireless receiver application program
intertace, wherein the wireless receiver application pro-
gram interface 1s configured to monitor incoming mes-
sages Tor messages that include location requests and/or
messages that include data used to assist 1n a location
calculation;

instructions for a wireless transmitter application program
interface, wherein the wireless transmitter application

program interface 1s configured to monitor outgoing
messages for unauthorized attempts to transmait location
information; and

instructions for a location subsystem application program
interface, wherein the location subsystem application
program interface 1s configured to monitor for unautho-
rized attempts to activate the location subsystem.
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