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METHODS AND PROCESSES FOR STORING
AND UTILIZING STATE INFORMATION FOR
SERVICE PROVIDERS

FIELD

Aspects of the embodiments relate to methods, computer
readable media, apparatuses, or computer systems that store
and utilize state information for service providers.

BACKGROUND

Generally, state information or a small piece of data may be
sent from a website and stored on a user’s web browser. This
state information may also be referred to as a cookie, which
may also be known as an HTTP cookie, web cookie, web-
based cookie, or browser cookie. A cookie may be generally
a small piece of data sent from a website and stored in a user’s
web browser while a user 1s browsing a website. When the
user browses the same website 1n the future, the data stored 1n
the cookie can be retrieved by the website to notify the web-
site of the user’s previous activity. Cookies were designed to
be a reliable mechanism for websites to remember the state
information of the website or activity the user had taken in the
past. This state information may include clicking particular
buttons, logging in, or arecord of which pages were visited by
the user even months or years ago.

Other kinds of cookies perform essential functions in the
modern Web. Perhaps most importantly, authentication cook-
1es are the most common method used by web servers to know
whether the user 1s logged 1n or not, and which account they
are logged in under. Without such a mechanism, the site
would not know whether to send a page containing sensitive
information, or require the user to authenticate himself by
logging-1n. The security of an authentication cookie generally
depends on the security of the 1ssuing website and the user’s
web browser. If not implemented correctly, a cookie’s data
can be intercepted by someone trying to gain unapproved
access to the user’s data and possibly to the originating web-
site.

BRIEF SUMMARY

Aspects of the embodiments address one or more of the
1ssues mentioned above by disclosing methods, computer
readable media, and apparatuses for storing and utilizing state
information for service providers.

According to an aspect of the mvention, a computer-as-
sisted method that provides a method for storing and utilizing
state 1nformation for service providers. The method may
include the steps of: 1) storing a web-based cookie on a cloud
environment; 2) requesting the web-based cookie on the
cloud environment from a receiving party and a device and
providing 1dentification to the cloud environment; 3) authen-
ticating and certitying the request from the recetving party; 4)
providing the web-based cookie to the receiving party; 5)
using the web-based cookie on the device; and 6) returning
the web-based cookie to the cloud environment.

According to an aspect of the mvention, a computer-as-
sisted method that provides a system for storing and utilizing
state 1nformation for service providers. The method may
include the steps of: 1) storing a web-based cookie on an
clectronic vault; 2) requesting the web-based cookie on the
clectronic vault from a receiving party and a device and
providing 1dentification to the electromic vault; 3) authenti-
cating and certifying the request from the receiving party; 4)
providing the web-based cookie to the recerving party; 5)
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using the web-based cookie on the device; and 6) returning
the web-based cookie to the electronic vault.

According to an aspect of the mvention, a computer-as-
sisted method that provides a system for storing and utilizing
state information for service providers. The method may
include the steps of: 1) storing state information on a vault; 2)
requesting state imformation on the vault from a receiving
party and a device and providing 1dentification to the vault; 3)
authenticating and certitying the request from the receiving
party; 4) providing the state information to the receiving
party; 3) using the state information on the device; and 6)
returning the state information to the vault.

According to another aspect of this invention, an apparatus
may comprise: at least one memory; and at least one proces-
sor coupled to the at least one memory and configured to
perform, based on instructions stored in the at least one
memory: 1) storing state information on an electronic vault;
2) requesting state information on the electronic vault from a
receiving party and a device and providing i1dentification to
the electronic vault; 3) authenticating and certifying the
request from the recerving party; 4) providing the state infor-
mation to the receiving party; 5) using the state information
on the device; and 6) returning the state information to the
clectronic vault.

According to another aspect of the invention, a computer-
readable storage medium storing computer-executable
instructions that, when executed, cause a processor to per-
form a method may comprise: 1) storing state information on
a vault; 2) requesting state information on the vault from a
receiving party and a device and providing i1dentification to
the vault; 3) authenticating and certitying the request from the
receiving party; 4) providing the state information to the
receiving party; 5) using the state information on the device;
and 6) returning the state information to the vault.

These and other aspects of the embodiments are discussed
in greater detail throughout this disclosure, including the
accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention 1s 1llustrated by way of example and
not limited 1n the accompanying figures 1n which like refer-
ence numerals indicate similar elements and in which:

FIG. 1 shows an illustrative operating environment in
which various aspects of the mnvention may be implemented.

FIG. 2 1s an illustrative block diagram of workstations and
servers that may be used to implement the processes and
functions of certain aspects of the present invention.

FIG. 3 1llustrates a flow chart for storing and utilizing state
information for service providers in accordance with aspects
of the mvention.

FIG. 4 illustrates another flow chart for storing and utiliz-
ing state information for service providers 1n accordance with
aspects of the invention.

DETAILED DESCRIPTION

In accordance with various aspects of the invention, meth-
ods, computer-readable media, and apparatuses are disclosed
for storing and utilizing state information for service provid-
ers. This method/process may enhance privacy and enables a
system of trust with the consumer and service providers or
webservices. Additionally, the method/process may give the
consumer an additional security mechanism because the con-
sumer does not need to worry about cookie stealing, imper-
sonation, and so forth. The method/process may provide a
one-stop shop where the consumer’s user preferences and the
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ways the consumer wants to do business may all be stored
within the state information and the cookie.

FIG. 1 illustrates an example of a suitable computing sys-
tem environment 100 that may be used according to one or
more illustrative embodiments. The computing system envi-
ronment 100 1s only one example of a suitable computing
environment and 1s not imtended to suggest any limitation as
to the scope of use or functionality of the ivention. The
computing system environment 100 should not be interpreted
as having any dependency or requirement relating to any one
or combination of components shown 1n the 1llustrative com-
puting system environment 100.

The invention 1s operational with numerous other general
purpose or special purpose computing system environments
or configurations. Examples of well known computing sys-
tems, environments, and/or configurations that may be suit-
able for use with the invention include, but are not limited to,
personal computers, server computers, hand-held or laptop
devices, multiprocessor systems, microprocessor-based sys-
tems, set top boxes, programmable consumer electronics,
network PCs, minicomputers, mainirame computers, distrib-
uted computing environments that include any of the above
systems or devices, and the like.

With reference to FIG. 1, the computing system environ-
ment 100 may include a computing device 101 wherein the
processes discussed herein may be implemented. The com-
puting device 101 may have a processor 103 for controlling
overall operation of the computing device 101 and its associ-
ated components, including RAM 105, ROM 107, commu-
nications module 109, and memory 115. Computing device
101 typically includes a variety of computer readable media.
Computer readable media may be any available media that
may be accessed by computing device 101 and include both
volatile and nonvolatile media, removable and non-remov-
able media. By way of example, and not limitation, computer
readable media may comprise a combination ol computer
storage media and communication media.

Computer storage media include volatile and nonvolatile,
removable and non-removable media implemented in any
method or technology for storage of information such as
computer readable instructions, data structures, program
modules or other data. Computer storage media include, but 1s
not limited to, random access memory (RAM), read only
memory (ROM), electronically erasable programmable read
only memory (EEPROM), flash memory or other memory
technology, CD-ROM, digital versatile disks (DVD) or other
optical disk storage, magnetic cassettes, magnetic tape, mag-
netic disk storage or other magnetic storage devices, or any
other medium that can be used to store the desired informa-
tion and that can be accessed by computing device 101.

Communication media typically embodies computer read-
able structions, data structures, program modules or other
data in a modulated data signal such as a carrier wave or other
transport mechanism and includes any information delivery
media. Modulated data signal 1s a signal that has one or more
of 1ts characteristics set or changed 1n such a manner as to
encode mformation 1n the signal. By way of example, and not
limitation, communication media includes wired media such
as a wired network or direct-wired connection, and wireless
media such as acoustic, RF, infrared and other wireless
media.

Computing system environment 100 may also include
optical scanners (not shown). Exemplary usages include
scanning and converting paper documents, €.g., correspon-
dence, receipts, and the like to digital files.

Although not shown, RAM 103 may include one or more
are applications representing the application data stored 1n
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RAM memory 105 while the computing device 1s on and
corresponding software applications (e.g., soltware tasks),
are running on the computing device 101.

Communications module 109 may include a microphone,
keypad, touch screen, and/or stylus through which a user of
computing device 101 may provide mput, and may also
include one or more of a speaker for providing audio output
and a video display device for providing textual, audiovisual
and/or graphical output.

Software may be stored within memory 115 and/or storage
to provide 1nstructions to processor 103 for enabling comput-
ing device 101 to perform various functions. For example,
memory 115 may store soitware used by the computing
device 101, such as an operating system 117, application
programs 119, and an associated database 121. Alternatively,
some or all of the computer executable instructions for com-
puting device 101 may be embodied 1n hardware or firmware
(not shown). Database 121 may provide various information
including attributes about service providers and characteris-
tics about different service providers that may be recerved
from different points in system 100, e.g., computers 141 and
151 or from communication devices, e.g., communication
device 161.

Computing device 101 may operate 1n a networked envi-
ronment supporting connections to one or more remote com-
puting devices, such as branch terminals 141 and 151. The
branch computing devices 141 and 151 may be personal
computing devices or servers that include many or all of the
clements described above relative to the computing device
101. Branch computing device 161 may be a mobile device

communicating over wireless carrier channel 171.

The network connections depicted 1n FIG. 1 include a local
area network (LAN) 125 and a wide area network (WAN)
129, but may also include other networks. When used 1n a
L AN networking environment, computing device 101 1s con-
nected to the LAN 125 through a network interface or adapter
in the communications module 109. When used in a WAN
networking environment, the server 101 may include a
modem 1n the commumnications module 109 or other means
for establishing communications over the WAN 129, such as
the Internet 131. It will be appreciated that the network con-
nections shown are illustrative and other means of establish-
ing a communications link between the computing devices
may be used. The existence of any of various well-known
protocols such as TCP/IP, Ethernet, FTP, HI'TP and the like 1s
presumed, and the system can be operated 1n a client-server
conflguration to permit a user to retrieve web pages from a
web-based server. Any of various conventional web browsers
can be used to display and manipulate data on web pages. The
network connections may also provide connectivity to a
CCTYV or image/iris capturing device.

Additionally, one or more application programs 119 used
by the computing device 101, according to an 1illustrative
embodiment, may include computer executable instructions
for 1nvoking user functionality related to communication
including, for example, email, short message service (SMS),
and voice mput and speech recognition applications.

Embodiments of the invention may include forms of com-
puter-readable media. Computer-readable media include any
available media that can be accessed by a computing device
101. Computer-readable media may comprise storage media
and communication media. Storage media include volatile
and nonvolatile, removable and non-removable media imple-
mented in any method or technology for storage of informa-
tion such as computer-readable 1nstructions, object code, data
structures, program modules, or other data. Communication
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media include any information delivery media and typically
embody data 1n a modulated data signal such as a carrier wave
or other transport mechanism.

Although not required, various aspects described herein
may be embodied as a method, a data processing system, or as
a computer-readable medium storing computer-executable
instructions. For example, a computer-readable medium stor-
ing instructions to cause a processor to perform steps of a
method 1n accordance with aspects of the imvention 1s con-
templated. For example, aspects of the method steps dis-
closed herein may be executed on a processor on a computing
device 101. Such a processor may execute computer-execut-
able mstructions stored on a computer-readable medium.

Referring to FIG. 2, an illustrative system 200 for imple-
menting methods according to the present invention 1s shown.
The system 200 may be a service provider system 1n accor-
dance with aspects of this mvention. As 1illustrated, system
200 may include one or more workstations 201. Workstations
201 may be local or remote, and are connected by one of
communications links 202 to computer network 203 that 1s
linked via communications links 205 to server 204. In system
200, server 204 may be any suitable server, processor, com-
puter, or data processing device, or combination of the same.
Server 204 may be used to process the mstructions received
from, and the transactions entered into by, one or more par-
ticipants.

Computer network 203 may be any suitable computer net-
work including the Internet, an intranet, a wide-area network
(WAN), a local-area network (LAN), a wireless network, a
digital subscriber line (DSL) network, a frame relay network,
an asynchronous transter mode (ATM) network, a virtual
private network (VPN), or any combination of any of the
same. Communications links 202 and 205 may be any com-
munications links suitable for communicating between work-
stations 201 and server 204, such as network links, dial-up
links, wireless links, and/or hard-wired links. Connectivity
may also be supported to a CCTV or image/iris capturing,
device.

The steps that follow 1n the figures may be implemented by
one or more of the components 1n FIGS. 1 and 2 and/or other
components, including other computing devices.

An aspect of the mvention provides a method and/or pro-
cess for storing and utilizing state information for service
providers. An additional aspect of the invention provides a
method and/or process for storing and utilizing web-based
cookies for service providers.

FIG. 3 shows a flow chart for a method and/or process for
storing and utilizing state information for service providers.
As 1llustrated 1n FI1G. 3, the method may include one or more
of the following steps: 1) storing state information on a vault
302; 2) requesting state information on the vault from a
receiving party and a device and providing i1dentification to
the vault 304; 3) authenticating and certifying the request
from the recerving party 306; 4) providing the state informa-
tion to the receiving party 308; 5) using the state information
on the device 310; and 6) returning the state information to the
vault 312.

FIG. 3 illustrates the first step 1n the process, storing state
information on a vault 302. The vault may be an electronic
vault, which 1s an electronic repository to store cookies. The
vault may be encrypted to ensure that the state information 1s
kept secure and safe. Additionally, in other aspects of this
invention, the vault may also be a cloud environment. In yet
other aspects of this invention, the state information may be
web-based cookies. Users may be able to set preferences on
the cookies such as an address or credit card information for
identification.
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FIG. 3 illustrates another step in the process, requesting
state information on the vault from a receiving party and a
device and then providing that identification to the vault 304.
During this step, after the state information has been stored on
a vault, a receiving party may request state information on the
vault. Additionally, a device from a receiving party may
request state information on the vault. After the request for
state information has been completed by the receiving party
and/or a device, the receving party or the device may then
provide 1dentification to the vault. The 1dentification of the
receiving party or the device may include address or credit
card information or other pieces of identification information.
As was described above, the state information may be web-
based cookies. Additionally, as was described above, the elec-
tronic vault may also be a cloud environment.

FIG. 3 1llustrates another step 1n the process, authenticating
and certitying the request from the receiving party 306. Dur-
ing this step, after the state information has been 1dentified,
the request from the recerving party may be authenticated and
certified by a processor or a receiving party system 200 as
described above. The certification and authentication may
tollow specific rules previously input into the receiving party
system 200.

FIG. 3 illustrates another step in the process, providing
state information to the receiving party 308. During this step,
after the request from the receiving party has been authenti-
cated and certified, the state information 1s provided to the
receiving party from the vault. The state information may be
released from the vault and sent to and provided to the receiv-
ing party. As was described above, the state information may
be web-based cookies. Additionally, as was described above,
the electronic vault may also be a cloud environment.

FIG. 3 1llustrates another step in the process, using the state
information on the device 310. During this step, after the state
information has been provided and sent from the electronic
vault to the receiving party, the state information may now be
utilized or used by the recerving party. The receiving party
may use the state information on a device. The recerving party
may use the state information 1 other manners without
departing from this mvention. As was described above, the
state information may be web-based cookies. Additionally, as
was described above, the electronic vault may also be a cloud
environment.

FIG. 3 illustrates another step 1n the process, a last step 1n
the process, returning the state information to the vault 312. In
this step, after the recerving party has used the state informa-
tion, the state information may be returned to the vault. The
state information may be returned to the electronic vault so
that the state information can be utilized again by another
receiving party. As was described above, the state information
may be web-based cookies. Additionally, as was described
above, the electronic vault may also be a cloud environment.

In another embodiment of this invention, FIG. 4 shows a
flow chart for another method and/or process 1n accordance
with this invention. As illustrated 1n FIG. 4, the method may
include one or more of the following steps: 1) storing web-
based cookies on a cloud environment 402; 2) requesting the
web-based cookies on the cloud environment from a receiv-
ing party and a device and providing identification to the
cloud environment 404; 3) authenticating and certifying the
request from the receiving party 406; 4) providing the web-

based cookies to the receiving party 408; 5) using the web-
based cookies on the device 410; and 6) returning the web-
based cookies to the cloud environment 412.

FIG. 4 1llustrates the first step 1n the process, storing web-
based cookies on a cloud environment 402. Generally, the
cloud environment may provide a central location to store,
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upload, and download documents, data, or web-based cook-
ies or state information. The cloud environment may be a
server located at a remote location. The end users may access
the cloud environment through a web browser or the internet.
The cloud environment may be encrypted to ensure that the
web-based cookies are kept secure and safe. Additionally, in
other aspects of this invention, the cloud environment may
also be an electronic vault. In yet other aspects of this mnven-
tion, the web-based cookies may be state information associ-
ated with the user. Users may be able to set preferences on the
cookies such as an address or credit card information, which
may be used for identification.

FI1G. 4 1llustrates another step 1n the process, requesting the
web-based cookies on the cloud environment from a receiv-
ing party and a device and then providing that identification to
the cloud environment 404. During this step, after the web-
based cookies have been stored on the cloud environment, a
receiving party or relying party may request state information
on the cloud environment. Additionally, a device from a
receiving party may request the web-based cookies on the
cloud environment. After the request for web-based cookies
has been completed by the receiving party and/or a device, the
receiving party or the device may then provide identification
to the cloud environment. The identification of the recerving,
party or the device may include address or credit card infor-
mation or other pieces of identification information.

FI1G. 4 1llustrates another step in the process, authenticating,
and certifying the request from the receving party 406. Dur-
ing this step, after the web-based cookies have been 1denti-
fied, the request from the receving party may be authenti-
cated and certified by a processor or a recerving party system
200 as described above. The certification and authentication
may follow specific rules previously mput into the recerving,
party system 200.

FIG. 4 1llustrates another step in the process, providing
web-based cookies to the recerving party 408. During this
step, after the request from the receiving party has been
authenticated and certified, the web-based cookies may be
provided to the receiving party from the cloud environment.
The web-based cookies may be released from the cloud envi-
ronment and sent to and provided to the receiving party.

FIG. 4 illustrates another step 1n the process, using the
web-based cookies on the device 410. During this step, after
the web-based cookies have been provided and sent from the
cloud environment to the receiving party, the web-based
cookies may now be utilized or used by the receiving party.
The recewving party may use the web-based cookies on a
device. The recerving party may use the web-based cookies 1n
other manners without departing from this invention.

FI1G. 4 illustrates another step 1n the process, a last step in
the process, returning the web-based cookies to the cloud
environment 412. In this step, after the recerving party has
used the web-based cookies, the web-based cookies may be
returned to the cloud environment. The web-based cookies
may be returned to the cloud environment so that the web-
based cookies can be utilized again by another receiving
party.

Aspects of the embodiments have been described 1n terms
ol illustrative embodiments thereol. Numerous other embodi-
ments, modifications and variations within the scope and
spirit ol the appended claims will occur to persons of ordinary
skill in the art from a review of this disclosure. For example,
one of ordmary skill 1in the art will appreciate that the steps
illustrated in the 1llustrative figures may be performed 1n other
than the recited order, and that one or more steps illustrated
may be optional 1n accordance with aspects of the embodi-
ments. They may determine that the requirements should be
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applied to third party service providers (e.g., those that main-
tain records on behalf of the company).

We claim:

1. A method, comprising:

storing, by a computing system and 1in an electronic vault of

a cloud-computing environment, a set of state informa-
tion recerved from a computing device, the set of state
information comprising a web-browser cookie compris-
ing credit-card information;

recerving, by the computing system and from the comput-

ing device, a request for the set of state information
comprising the web-browser cookie, the request com-
prising the credit-card information;

authenticating, by the computing system and based on the

credit-card information, the request; and

responsive to authenticating the request based on the

credit-card information, providing, by the computing
system and to the computing device, the set of state
information comprising the web-browser cookie.
2. The method of claim 1, wherein authenticating the
request comprises determining that the request, recerved from
the computing device, and the web-browser cookie, stored in
the electronic vault of the cloud-computing environment,
both comprise the credit-card information.
3. The method of claim 1, comprising:
receving, by the computing system and from a different
computing device, a subsequent request for the set of
state 1nformation comprising the web-browser cookie,
the subsequent request comprising the credit-card infor-
mation;
authenticating, by the computing system and based on the
credit-card information, the subsequent request; and

responsive to authenticating the subsequent request based
on the credit-card information, providing, by the com-
puting system and to the different computing device, the
set of state information comprising the web-browser
cookie.

4. The method of claim 1, wherein the set of state informa-
tion comprises one or more user preferences set by a user of
the computing device and stored by the computing device in
the web-browser cookie.

5. The method of claim 4, wherein the one or more user
preferences comprise the credit-card information, an address,
and one or more other 1tems of identification information.

6. The method of claim 1, comprising encrypting, by the
computing system, the set of state information comprising the
web-browser cookie.

7. The method of claim 1, wherein the computing device
comprises a mobile device.

8. A system, comprising:

a cloud-computing environment comprising an electronic

vault; and

at least one processor; and

a memory storing instructions that when executed by the at

least one processor cause the system to:

store, 1n the electronic vault, a set of state information
received from a computing device, the set of state
information comprising a web-browser cookie com-
prising credit-card information;

receive, from the computing device, a request for the set
of state information comprising the web-browser
cookie, the request comprising the credit-card infor-
mation;

authenticate, based on the credit-card information, the
request; and
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responsive to authenticating the request based on the
credit-card information, provide, to the computing
device, the set of state information comprising the
web-browser cookie.

9. The system of claim 8, wherein the instructions, when
executed by the at least one processor, cause the system to
authenticate the request based on a determination by the
system that the request, received from the computing device,
and the web-browser cookie, stored 1n the electronic vault of
the cloud-computing environment, both comprise the credit-
card information.

10. The system of claim 8, wherein the 1nstructions, when
executed by the at least one processor, cause the system to:

receive, Irom a different computing device, a subsequent

request for the set of state information comprising the
web-browser cookie, the subsequent request comprising,
the credit-card information;

authenticate, based on the credit-card information, the sub-

sequent request; and

responsive to authenticating the subsequent request based

on the credit-card information, provide, to the different
computing device, the set of state information compris-
ing the web-browser cookie.

11. The system of claim 8, wherein the set of state infor-
mation comprises one or more user preferences set by a user
of the computing device and stored by the computing device
in the web-browser cookie.

12. The system of claim 11, wherein the one or more user

preferences comprise the credit-card information, an address,
and one or more other 1tems of identification information.

13. The system of claim 8, wherein the 1nstructions, when
executed by the at least one processor, cause the system to
encrypt the set of state information comprising the web-
browser cookie.

14. The system of claim 8, wherein the computing device
comprises a mobile device.

15. One or more non-transitory computer-readable media
having instructions stored thereon that when executed by one
or more computers cause the one or more computers to:

store, 1n an electronic vault of a cloud-computing environ-

ment, a set of state information recerved from a comput-
ing device, the set of state information comprising a
web-browser cookie comprising credit-card informa-
tion;
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recetve, from the computing device, a request for the set of
state 1nformation comprising the web-browser cookie,
the request comprising the credit-card information;

authenticate, based on the credit-card information, the
request; and

responsive to authenticating the request based on the

credit-card 1nformation, provide, to the computing
device, the set of state information comprising the web-
browser cookie.

16. The one or more non-transitory computer-readable
media of claim 15, wherein the instructions, when executed
by the one or more computers, cause the one or more com-
puters to authenticate the request based on a determination by
the one or more computers that the request, recerved from the
computing device, and the web-browser cookie, stored 1n the
clectronic vault of the cloud-computing environment, both
comprise the credit-card information.

17. The one or more non-transitory computer-readable
media of claim 15, wherein the 1nstructions, when executed
by the one or more computers, cause the one or more com-

puters to:
recetve, from a different computing device, a subsequent

request for the set of state information comprising the
web-browser cookie, the subsequent request comprising
the credit-card information;

authenticate, based on the credit-card information, the sub-

sequent request; and

responsive to authenticating the subsequent request based

on the credit-card information, provide, to the different
computing device, the set of state information compris-
ing the web-browser cookie.

18. The one or more non-transitory computer-readable
media of claim 15, wherein the set of state information com-
prises one or more user preferences set by a user of the
computing device and stored by the computing device in the
web-browser cookie.

19. The one or more non-transitory computer-readable
media of claim 18, wherein the one or more user preferences
comprise the credit-card information, an address, and one or
more other 1tems of 1dentification information.

20. The one or more non-transitory computer-readable
media of claim 15, wherein the 1nstructions, when executed
by the one or more computers, cause the one or more com-
puters to encrypt the set of state information comprising the
web-browser cookie.
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