12 United States Patent

Barrett

US009117064B2

(10) Patent No.: US 9,117,064 B2

(54) METHOD AND SYSTEM FOR
TRANSMITTING AUTHENTICATION
CONTEXT INFORMATION

(71) Applicant: III HOLDINGS 1, LLC, Wilmington,
DE (US)

(72) Inventor: Michael Barrett, Phoenix, AZ (US)

(73) Assignee: III Holdings 1, LLC, Wilmington, D.
(US)

(L]

*3)  Notice: Subject to any disclaimer, the term of this
] y
patent 1s extended or adjusted under 35

U.S.C. 154(b) by O days.

This patent 1s subject to a terminal dis-
claimer.

(21) Appl. No.: 14/072,405
(22) Filed: Nov. 5, 2013

(65) Prior Publication Data
US 2014/0059657 Al Feb. 27, 2014

Related U.S. Application Data

(63) Continuation of application No. 13/420,469, filed on
Mar. 14, 2012, now Pat. No. 8,607,314, which 1s a

continuation of application No. 12/797,531, filed on
Jun. 9, 2010, now Pat. No. 8,181,231, which 1s a

(Continued)
(51) Imt. CL.
GO6F 21/00 (2013.01)
GO6F 21/31 (2013.01)
GO6F 21/33 (2013.01)
GO6F 21/41 (2013.01)
HO4L 29/06 (2006.01)
(52) U.S. CL
CPC ...l GO6F 21/31 (2013.01); GO6F 21/33

(2013.01); GOGF 21/41 (2013.01); HO4L
63/0815 (2013.01); HO4L 63/205 (2013.01)

INTEI'\I;FABE l._..! (10

4

45) Date of Patent: *Aug. 25, 2015
(38) Field of Classification Search

CPC e e GO6F 21/00

USPC e, 713/182—-186

See application file for complete search history.

(56) References Cited
U.S. PATENT DOCUMENTS

5,544,322 A 8/1996 Cheng et al.
5,684,950 A 11/1997 Dare et al.

(Continued)
OTHER PUBLICATIONS

Office Action dated Jun. 17, 2004 for U.S. Appl. No. 10/334,270.
(Continued)

Primary Examiner — William Powers
(74) Attorney, Agent, or Firm — Meyertons, Hood, Kivlin,
Kowert & Goetzel, P.C.

(57) ABSTRACT

A system of the present invention uses an identity provider to
provide the authentication services for multiple service pro-
viders. An 1dentity provider communicates with one or more
service providers. A user that wishes to gain access to a
service provider 1s authenticated through the use of the 1den-
tity provider. A user desiring to access a service provider 1s
first authenticated by the identity provider. The 1dentity pro-
vider determines 11 the user meets the desired class level and
provides various information related to the authentication.
When the user attempts to access a second service provider
that 1s associated with the same 1dentity provider, the second
service provider accesses the identity provider and deter-
mines that the user was recently authenticated. The i1dentity
provider then transmits the relevant information regarding the
authentication process to the second service provider, which
can then allow or deny the user access to the second service
provider.
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METHOD AND SYSTEM FOR
TRANSMITTING AUTHENTICATION
CONTEXT INFORMATION

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of, claims priorty to and
the benefit of, U.S. Ser. No. 13/420,469 filed Mar. 14, 2012
and entitled “METHOD AND SYSTEM FOR TRANSMIT-
TING AUTHENTICATION CONTEXT INFORMATION.”
The 469 application 1s a continuation of, claims priority to
and the benefit of, U.S. Pat. No. 8,181,231 1ssued May 15,
2012 (aka U.S. patent application Ser. No. 12/797,531 filed
on Jun. 9, 2010) and entitled “METHOD AND SYSTEM
FOR TRANSMITTING AUTHENTICATION CONTEXT
INFORMATION.” The ’231 patent 1s a confinuation of,
claims priority to and the benefit of, U.S. Pat. No. 7,761,909
issued on Jul. 20, 2010 (aka U.S. patent application Ser. No.
11/673,366 filed on Feb. 9, 2007) and entitled “METHOD
AND SYSTEM FOR TRANSMITTING AUTHENTICA.-
TION CONTEXT INFORMATION.” The 909 patent 1s a
continuation of, claims priority to and the benefit of, U.S. Pat.
No. 7,207,038 1ssued Apr. 17, 2007 (aka U.S. patent applica-

tion Ser. No. 10/334,270 filed on Dec. 31, 2002) and entitled
“METHOD AND SYSTEM FOR TRANSMITTING

AUTHENTICATION CONTEXT INFORMATION.” All of
which are imcorporated herein by reference.

FIELD OF INVENTION

This application generally relates to exchanging informa-
tion among computer systems, and more particularly, to a
method and system for exchanging authentication context
information among various computers.

BACKGROUND OF THE INVENTION

Computer systems are often interconnected in various
ways. For example, a computer may be connected to the
Internet 1 order to remotely access various systems to
accomplish certain tasks, such as managing an account, pur-
chasing goods or services, communicating with others and/or
the like. In certain instances, 1t 1s desirable for a user to be
uniquely 1dentified, for various reasons. For example, a user
may wish to have customized news information displayed via
a web browser; a user may wish to iteract with other users
while being 1dentified such as on a message board; and/or a
user may wish to access sensitive information, such as an
on-line e-mail account, financial data, and/or the like.

Currently, many remote service providers, such as those
using the Internet, utilize a log-1n procedure that may require,
for example, that a user first registers with a particular service
provider, provide or get assigned a unique identifier and pass-
word, and use the unique ID and password with each access to
the particular system. However, with the proliferation of ser-
vices available via the Internet, 1t may become cumbersome
for a user to provide a different ID and password for each
system the user wishes to access. As such, the user may be
tempted to use a less secure ID and password (such as readily
identifiable characteristics), or decide not to use a particular
service provider at all.

It may be desirable to provide an easier method for a user
to access various systems. One such method may utilize a
single log-1n that 1s applicable for multiple sites. For example,
once a user logs 1n to one application (for example, an appli-

cation to access his brokerage account), that log-in data may
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be stored and used again when the user wishes to access his
bank account. Thus, when the user accesses his bank account,
there 1s no need to separately log-in to the bank account, as the
bank account program 1s able to use the previous log-1n 1nfor-
mation. Moreover, even 11 the bank account and brokerage
account are with unrelated entities, the user need only use one
log-1n procedure.

A need exists to standardize the procedure by which a user
1s authenticated. More particularly, it 1s desirable that the
criteria used to authenticate a user be made available to the
various service providers, such that the service provider can
be assured that an authentication 1s at a suificient security
level (e.g., the level of authentication needed to allow a user to
post messages on a message board 1s likely to be lower than
the level of authentication needed to allow a user to perform
financial transactions.)

SUMMARY OF THE INVENTION

A system of the present invention uses an “identity pro-
vider” to facilitate authentication services for multiple ser-
vice providers. Each identity provider communicates with
one or more service providers such that a user that wishes to
gain access to a service provider 1s authenticated through the
use of the identity provider.

A method of the present invention involves a user accessing
a first service provider wherein the service provider 1s con-
figured to use an 1dentity provider to authenticate the user to
determine 11 the user 1s properly authorized to use the service
provider. The identity provider analyzes the user and provides
the authentication information to the service provider, which
can then allow or deny the user access to the first service
provider. Thereatter, when the user attempts to access a sec-
ond service provider that 1s associated with the same identity
provider, the second service provider accesses the identity
provider and determines that the user was recently authenti-
cated. The identity provider then sends the relevant informa-
tion regarding the authentication process to the second ser-
vice provider, which can then allow or deny the user access to
the second service provider’s services. In the event that the
level of authentication was not at a sutficient level, the second
service provider may allow the identity provider to authenti-
cate the user with a higher degree of certainty.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the present invention
may be dertved by referring to the detailed description and
claims when considered in connection with the Figures,
where like reference numbers refer to similar elements
throughout the Figures, and:

FIG. 1 presents a block diagram overview of an exemplary
system of the present invention;

FIG. 2 1s a flow chart 1llustrating an exemplary procedure
used to authenticate a user; and

FIG. 3 1s a flow chart 1llustrating an exemplary procedure
used when a user was recently authenticated.

DETAILED DESCRIPTION OF
EMBODIMENTS

EXEMPLARY

The present invention may be described herein 1n terms of
various functional components and various processing steps.
It should be appreciated that such functional components may
be realized by a variety of different hardware or structural
components configured to perform the specified functions.
For purposes of illustration only, exemplary embodiments of
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the present mvention will be described herein. Further, it
should be noted that, while various components may be suit-
ably coupled or connected to other components, such connec-
tions and couplings may be realized by a direct connection
between components, or by a connection through other com-
ponents and devices.

In general, the present invention includes an “identity pro-
vider” to facilitate authentication services for multiple ser-
vice providers. In one embodiment, each 1dentity provider 1s
suitably coupled to one or more service providers such that a
user that wishes to gain access to a service provider 1s authen-
ticated through the use of the 1dentity provider. One method to
facilitate such a single log-1n system 1s to utilize an identity
provider. With reference to FIG. 1, a user may be able to use
Interface A (106) to access Service Provider A (104) and may
later wish to use Interface B (110) to access Service Provider
B (108). It should be understood that both Interface 106 and
Interface 110 may take one of many different forms, such as
a web mterface. Service Providers 104 and 108 may provide
various types of services, including, but not limited to, finan-
cial services, access to various computer systems, and/or the
like.

Each of service provider 104, service provider 108, and
identity provider 102 may be embodied as computers. The
computer may provide a suitable website or other Internet-
based graphical user interface which 1s accessible by users. In
one embodiment, the Internet Information Server, Microsoft
Transaction Server, and Microsoft SQL Server, are used 1n
conjunction with the Microsoit operating system, Microsoit
NT web server software, a Microsoit SQL database system,
and a Microsoft Commerce Server. Additionally, components
such as Access or SQL Server, Oracle, Sybase, Informix
MySQL, Intervase, etc., may be used to provide an ADO-
compliant database management system. The term
“webpage™ as 1t 1s used herein 1s not meant to limit the type of
documents and applications that might be used to interact
with the user. For example, a typical website might include, in
addition to standard HITML documents, various forms, Java
applets, Javascript, active server pages (ASP), common gate-
way 1nterface scripts (CGI), extensible markup language
(XML), dynamic HITML, cascading style sheets (CSS),
helper applications, plug-ins, and the like.

In a prior art configuration, a user would typically be
required to submit a means of authentication (such as an 1D
and password) at Interface 106. The authentication informa-
tion would typically be processed by Service Provider 104.
The user would then usually provide authentication informa-
tion at Interface 110, which would be processed by Service
Provider 108.

Communication between the parties to the transaction and
the system of the present invention 1s accomplished through
any suitable communication means, such as, for example, a
telephone network, Intranet, Internet, point of interaction
device (point of sale device, personal digital assistant, cellular
phone, kiosk, etc.), online communications, off-line commu-
nications, wireless communications, transponder communi-
cations and/or the like. One skilled 1n the art will also appre-
ciate that, for security reasons, any databases, systems, or
components of the present invention may consist of any com-
bination of databases or components at a single location or at
multiple locations, wherein each database or system includes
any of various suitable security features, such as firewalls,
access codes, encryption, de-encryption, compression,
decompression, and/or the like.

The computing units may be connected with each other via
a data commumnication network. The network may be a public
network and assumed to be msecure and open to eavesdrop-

10

15

20

25

30

35

40

45

50

55

60

65

4

pers. In the illustrated implementation, the network may be
embodied as the internet. In this context, the computers may
or may not be connected to the internet at all times. For
instance, the customer computer may employ a modem to
occasionally connect to the internet, whereas the bank com-
puting center might maintain a permanent connection to the
internet. Specific information related to the protocols, stan-
dards, and application software utilized 1n connection with
the Internet may not be discussed herein. For further infor-
mation regarding such details, see, for example, D NAIK,
INTERNET STANDARDS AND ProTOCOLS (1998); Java 2 COMPLETE,
various authors, (Sybex 1999); DeporaH Ray aND Eric Ray,
Masteriné HTML 4.0 (1997). LosumN, TCP/IP CLEARLY
ExrLamNeD (1997). All of these texts are hereby incorporated
by reference.

In an embodiment of the present invention, 1dentity pro-
vider 102 1s configured to 1ssue an ID to a user. In a typical
situation, when a user accesses a service provider and wishes
to obtain an ID, the user 1s sent to the identity provider to
complete a sign-up process to obtain an ID. In the alternative,
identity providers may be available to provide IDs to users
who wish to obtain them. In such a situation, a user would
typically be aware of what service providers the identity
provider 1s associated with before attempting to obtain the ID.

Identity provider 102 may 1ssue information to the user or
obtain mnformation from the user 1n order to authenticate the
user and associate the user with an ID. For example, an 1D
may be associated with a password (either 1ssued by Identity
provider 102 or by the User); with unique information asso-
ciated with the User (such as an account number, date of birth,
mother’s maiden name, or other such information that may be
readily known to the User but more difficult to obtain by an
unauthorized person); with biometric credentials (such as a
retina or fingerprint scan); with information possessed by the
user (such as a smart card or magnetic striped card); and/or
the like. For each of the situations described above, 1dentity
provider 102 saves the relevant information in a way such that
the ID 1s associated the password, unique mformation, or
biometric credentials. For example, a look-up table or data-
base system may be used, where the ID 1s stored 1n one field
and the password, unique imnformation, or biometric creden-
tials 1s stored 1n another field. In addition, information i1den-
tifying the user 1s typically stored 1n the same manner.

The unique information stored 1in the look-up table or data-
base may require that the user have access to various hard-
ware. For example, a retinal scan machine may be necessary
to scan the retina and convert the mformation to a digital
format. Such a retinal scan machine may be coupled to a
computing system used by the user 1n obtaining the ID. Other
hardware that could be used include smart card readers, mag-
netic card readers, fingerprint readers, facial recognition sys-
tems and the like. Each such system 1s typically configured to
convert some sort of data into a form readable by the com-
puter systems.

Database may be any type of database, such as relational,
hierarchical, object-oriented, and/or the like. Common data-
base products that may be used to implement the databases
include DB2 by IBM (White Plains, N.Y.), any of the data-
base products available from Oracle Corporation (Redwood
Shores, Calif.), Microsoft Access or MSSQL by Microsoit
Corporation (Redmond, Wash.), or any other database prod-
uct. Database may be organized in any suitable manner,
including as data tables or lookup tables. Association of cer-
tain data may be accomplished through any data association
technique known and practiced 1n the art. For example, the
association may be accomplished either manually or auto-
matically. Automatic association techniques may include, for
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example, a database search, a database merge, GREP,
AGREP, SQL, and/or the like.

In an embodiment of the present invention, after such an
initial granting of an ID and associating the ID to the User, a
User can access various service providers. In one embodi-
ment, when attempting to access a service provider, the ser-
vice provider re-directs the user to the identity provider. In a
web embodiment, a pop-up window, a frame, or the like may
be used to display the information from the identity provider.
A user provides his information (such as ID and password,
unique information, biometric information, etc.) at Interface
106. Service provider 104 may provide a connection to 1den-
tity provider 102, but not be made aware of the information
being transmitted between the user and 1dentity provider 102.
Identity Provider 102 verifies the authentication information
and sends the appropriate information back to the Service
Provider 104. Such information may indicate whether the
identity of the user has been venfied. If verified, Service
Provider 104 allows the user to access various information
which the user 1s entitled to access.

However, different service providers may desire different
levels of authentication. For example, a service provider that
allows users to post messages to a message board may require
less authentication than a service provider that allows users to
transter funds among various equities or bank accounts. Cer-
tain authentications may incorporate a user-chosen ID and
password. More secure authentication methods may use a
server-authenticated Secure Sockets Layer (*“SSL”) session.
Thus, providing information regarding how a user was
authenticated can be important.

The process by which the user 1s authenticated may be very
important to the service providers 104 and 108. In one
embodiment, identity provider 102 supplies various informa-
tion 1indicative ol the various methods and information used to
facilitate authentication of the user. Such information may
include the method used to authenticate the user, the security
protocols used and/or the like. In one embodiment of the
present invention, a set of criteria 1s created that defines a list
of characteristics used by 1dentity provider 102 to verify the
user. The list of characteristics includes the following:

Identification—characteristics that describe the processes
and mechanism identity provider 102 uses to mitially
create an association between a User and the ID by
which the User will be known by the identity provider.

Physical Protection—Characteristics that specily physical
controls on the facility housing the identity provider’s
(102) systems (e.g., site location and construction,
access controls and the like).

Operational Protection—Characteristics that describe pro-
cedural security controls employed by 1dentity provider
102.

Technical Protection—Characteristics that describe how
the secret (the knowledge or possession of which allows
the User to authenticate to the identity provider) 1s kept
secure.

Authentication Method—Characteristics that define the
mechanisms by which the User authenticates his identity
to 1dentity provider 102 (for example, does the User
supply a password or does he supply a fingerprint, etc.)

A class 1s a set of characteristics that are deemed acceptable
by a service provider. For example, multiple, varying and/or
different authentication statements may satisty the require-
ments for a particular service provider with respect to par-
ticular users. If the method of authenticating the User 1s too
low, 1t can be alleviated by the use of more secure operational
protection or technical protection.
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By introducing a layer of classes and defining a list of
representative acceptable classes, the process by which iden-
tity provider 102 communicates with service providers 104
and 108 may be standardized and various service providers
may standardize on what 1s an acceptable authentication
based on the services being provided by the service provider.
For example, a service provider may define a class that 1t
considers acceptable for use by an 1dentity provider. There-
aiter, when identity provider 102 provides authentication ser-
vices for that particular service provider, the authentication
services can be provided at an acceptable security level.

This definition of acceptable authentication parameters
may allow a particular identity provider to provide an authen-
tication of the user that 1s of the appropriate certainty. In
addition, the process by which service providers can indicate
preferences when requesting a “step-up” authentication
assertion (enhanced authentication) from identity provider
102 can be pre-established. Furthermore, Identity providers

can provide a list of their capabilities in a standardized format,
such as Web Service Definition Language (“WSDL”), which

allows service providers to select an appropriate identity pro-
vider based on 1ts authentication needs (for example, service
providers that act as message boards may need a less secure
method of authenticating users than a financial services pro-
vider). Moreover, various identity providers can provide a list
of 1ts capabilities such that a message board may not be likely
to use the same 1dentity provider as a brokerage firm, but a
brokerage firm may use the same identity provider as a bank-
ing {irm.

Authentication quality refers to the level of assurance that
a service provider can place in an authentication assertion 1t
receives from 1dentity provider 102. A service provider can
make a request to identity provider 102 as to the level of
authentication or the authentication method desired. For
example, the level of authentication required to post a mes-
sage may be less than the authentication required to view an
account balance, which may, 1n turn, require less authentica-
tion than transfers of funds. In addition, there may be con-
figurations 1n which a service provider requires more authen-
tication when processing small amounts of money than when
processing large (e.g., more than $100,000) amounts of
money.

In an embodiment of the present invention, there are 4
levels of authentication quality: 1) a match on a particular
authentication context statement; 2) a match within a specific
authentication context class; 3) a match or better on a particu-
lar authentication context class; and 4) a match within an
ordered list (which 1s designated by the service provider) of
authentication context classes.

Option 1 1s used in the instance where 1dentity provider 102
and the requesting service provider have previously agreed on
the details of a particular authentication context that either
does not fall into one of the previously defined classes or
needs to be constrained more tightly.

Option 2 1s the typical scenario and may be selected as the
default. A service provider will often want an authentication
that meets a certain level of security, as defined by a specific
authentication context class.

Option 3 allows i1dentity provider 102 to decide the best
method of authentication to be used. A user that 1s authenti-
cated at what 1s predetermined to be a higher level of certainty
may likely be authenticated by a service that only requests a
specific, lower level of authentication.

Option 4 provides greater control to the service provider
over the authentication context classes to which the authen-
tication assertions it receives conform to.
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Identity provider 102 returns an authentication assertion to
the service provider, indicating the authentication context
class to which the user surpassed. The authentication asser-
tion may be 1n the same class as requested, or may be 1n a
different class (which may result in a rejection of the user by
the service provider 11 the class 1s determined to be less secure
lower than the requested class.) The returned authentication
context includes a URL specitying the associated authentica-
tion context statement.

The authentication statement that 1s transmitted between
identity provider 102 and the service provider may be in a
various number of different forms. In one embodiment of the
present invention, an eXtensible Markup Language (“XML™)
schema 1s predefined and the above-listed information 1s
transmitted using the pre-defined XML schema. In one
embodiment, there are several fields of information that are
transmitted between identity provider 102 and the service
provider. There may be a header field which contains various
preliminary information, such as the name of the Identity
Provider, the public key of the Identity provider, version
information, and the like.

If the authentication 1s established by something that the
user knows, various fields of information may be transmitted
using the predefined XML schema. For example, the number
of 1tems used to establish identification. There may be one
item used to establish the identity of the user (such as an
account number), two 1tems (such as a user ID and password),
three or more items (user ID, password, and one or more
separate 1dentifiers (such as account number, date of birth,
maiden name, query/response pair, etc.)). In the instance
where a password 1s used, information regarding the pass-
word may be transmitted as well. For example, the number
possible password combinations available under the authen-
tication system may be transmitted. (For example, a system
utilizing 4 numeric digits as a password has only 10,000
possible combinations, while a system using a 12-place
alphanumeric phrase as a password has over 7x10°® possible
combinations.) In addition, information regarding whether or
not the password expires, periodically, lockout controls for
multiple failed authentication, etc. may be included in the
XML schema also.

In one embodiment, 1t authentication of the user takes
place via something the user possesses, the method of authen-
tication 1s transmitted between the identity provider and the
user provider. Possible exemplary authentications of this type
include the use of a smart card, the swiping ol a magnetic
card, digital signature, and the like. In one embodiment, 1f
authentication of the user takes place via something the user
1s, the method of authentication 1s transmitted between the
identity provider and the user provider. Examples of this type
of authentication include fingerprint key, retina scans, and
facial recognition.

Along with the above-listed authentication information,
various other mnformation may also be provided by the 1den-
tity provider. For example, the date/time of the authentication
event, the date/time of the previous authentication event for
the user, the date/time of the creation of the user account, the
IP address of the user, and/or the like.

With reference to FIG. 2, a flow chart illustrating an exem-
plary operation of an embodiment of the invention will be
described. A user mitially attempts to access a first service
provider A (step 202), wherein service provider A uses an
identity provider to authenticate the user. In a typical situation
a relationship between service provider A and the identity
provider 1s pre-established. The user provides information to
the 1dentity provider (step 204). For example, the user may be
required to provide a PIN, a user ID, a password, a biometric
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identifier, and/or the like, 1n order to assert, to the satisfaction
ol the identity provider, that the User 1s who he says he 1s. The
information may be supplied to the identification provider 1n
a number of ways. For example, the user may be linked
directly to the 1dentity provider, where the user provides the
necessary information. In another embodiment, the user may
submit the information to the service provider, which then
torwards the imnformation to the identity provider. I the user
does not have a pre-existing relationship with the identity
provider, the user may then establish an identity, as described
above with respect to FIG. 1.

In the situation where the user has previously submitted
information to the identity provider, the identity provider then
compares the submitted information with its previously
stored records 1n order to verily the identity of the User (step
206). The 1dentity provider then transmits the results of 1ts
authentication process to the service provider (step 208). The
results of the authentication process includes whether or not
the user was authenticated and, as described above, the vari-
ous criteria used to authenticate the user. After the user 1s
properly authenticated, the service provider may request
additional information, provide information and/or begin to
provide 1ts services (e.g., message board login, travel reser-
vations, email functions, account maintenance, etc.).

Thereatter, with reference to FI1G. 3, when a user attempts
to access a second service provider B, the process 1s simpli-
fied. For example, a User attempts to access a second service
provider B (step 302). When service provider B contacts the
identity provider, the 1dentity provider can determine whether
the user was recently authenticated when accessing service
provider B. The time frame for being considered 1s adjustable
but it typically less than 1 hour. Thereaiter, service provider B
exchanges mnformation with the identity provider, including
the results of the previous authentication and the various
criteria used to authenticate the user (step 304). The previous
authentication and associated criteria are next evaluated by
the service provider (step 306). I the previous authentication
meets the predetermined class for the service provider, ser-
vice provider B can begin to supply its services (step 314). IT
the previous authentication does not meet the criteria of the
class, the user may be re-authenticated at another (presum-
ably more secure) class. This 1s accomplished by the user
providing additional information to the identity provider
(step 308), the identily provider veritying the identity of the
user (step 310), and the identity provider transmitting the
results of the authentication along the with various critena
used to authenticate the user (step 312). Such steps can be
accomplished 1n a manner similar to those described above
with respect to FIG. 1.

With respect to both FIG. 2 and FIG. 3, it should be under-
stood that, should the user fail to properly authenticate with
the 1dentity provider, such mformation is transmitted to the
service provider, such that the service provider may be con-
figured to prevent the user from beginning a session with the
service provider.

The present invention 1s described herein with reference to
block diagrams, flowchart illustrations of methods, systems,
and computer program products according to various aspects
of the invention. It will be understood that each functional
block of the block diagrams and the flowchart illustrations,
and combinations of functional blocks in block diagrams and
flowchart 1llustrations, respectively, may be implemented by
computer program instructions. These computer program
instructions may be loaded on a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the imstruc-
tions which execute on the computer or other programmable
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data processing apparatus create means for implementing the
functions specified 1n the flowchart block or blocks.

For the sake of brevity, conventional data networking,
application development and other functional aspects of the
systems (and components of the individual operating compo-
nents of the systems) may not be described in detail herein.
Furthermore, the connecting lines shown 1n the various fig-
ures contained herein are intended to represent exemplary
functional relationships and/or physical couplings between
the various elements. It should be noted that many alternative
or additional functional relationships or physical connections
may be present in a practical electronic transaction system.

These computer program instructions may also be stored in
a computer-readable memory that can direct a computer or
other programmable data processing apparatus to function in
a particular manner, such that the istructions stored 1in the
computer-readable memory produce an article of manufac-
ture including mstruction means which implement the func-
tion specified 1n the flowchart block or blocks. The computer
program 1nstructions may also be loaded on a computer or
other programmable data processing apparatus to cause a
series of operational steps to be performed on the computer or
other programmable apparatus to produce a computer-imple-
mented process such that the instructions which execute on
the computer or other programmable apparatus provide steps
for implementing the functions specified in the flowchart
block or blocks.

Accordingly, functional blocks of the block diagrams and
flowchart 1llustrations support combinations of means for
performing the specified functions, combinations of steps for
performing the specified functions, and program instruction
means for performing the specified functions. It will also be
understood that each functional block of the block diagrams
and flowchart 1llustrations, and combinations of functional
blocks 1n the block diagrams and flowchart 1llustrations, can
be implemented by either special purpose hardware-based
computer systems which perform the specified functions or
steps, or suitable combinations of special purpose hardware
and computer instructions.

The system may include a host server or other computing,
systems including a processor for processing digital data, a
memory coupled to said processor for storing digital data, an
input digitizer coupled to the processor for inputting digital
data, an application program stored in said memory and
accessible by said processor for directing processing of digi-
tal data by said processor, a display coupled to the processor
and memory for displaying information derived from digital
data processed by said processor and a plurality of databases,
said databases including client data, merchant data, financial
institution data and/or like data that could be used 1n associa-
tion with the present invention. As those skilled in the art wall
appreciate, user computer will typically include an operating
system (e.g., Windows NT, 95/98/2000, Linux, Solaris, etc.)
as well as various conventional support software and drivers
typically associated with computers. User computer can be in
a home or business environment with access to a network. In
an exemplary embodiment, access 1s through the Internet
through a commercially-available web-browser software
package.

Aswill be appreciated by one of ordinary skill in the art, the
present invention may be embodied as a method, a data pro-
cessing system, a device for data processing, and/or a com-
puter program product. Accordingly, the present imnvention
may take the form of an entirely software embodiment, an
entirely hardware embodiment, or an embodiment combining
aspects of both software and hardware. Furthermore, the
present invention may take the form of a computer program

10

15

20

25

30

35

40

45

50

55

60

65

10

product on a computer-readable storage medium having com-
puter-readable program code means embodied 1n the storage
medium. Any suitable computer-readable storage medium
may be utilized, including hard disks, CD-ROM, optical stor-
age devices, magnetic storage devices, and/or the like.

In the foregoing specification, the mnvention has been
described with reference to specific embodiments. However,
it will be appreciated that various modifications and changes
can be made without departing from the scope of the present
invention. The specification and figures are to be regarded 1n
an 1illustrative manner, rather than a restrictive one, and all
such modifications are intended to be included within the
scope ol present invention.

Benefits, other advantages, and solutions to problems have
been described above with regard to specific embodiments.
No element described herein 1s required for the practice of the
invention unless expressly described as “essential” or “criti-
cal”

I claim:

1. A method comprising;:

transmitting, by a first computer system for facilitating

authentication of a user, authentication information of
said user from said first computer system to a second
computer system,

wherein said authentication information includes facility

housing information related to said first computer sys-
tem,
wherein said facility housing information comprises at
least one of: characteristics of physical controls of a
facility housing said first computer and characteristics of
procedural security controls of said first computer, and

wherein said second computer system provides services, 1n
response to said authentication information being satis-
fied.

2. The method of claim 1, further comprising receiving, at
said first computer system, information indicative of an 1den-
tity of said user.

3. The method of claim 1, further comprising authenticat-
ing, by said first computer system, an 1dentity of said user.

4. The method of claim 1, wherein a class 1s defined by a
service provider.

5. The method of claim 1, wherein said authentication
information further comprises at least one of: data identifying
said first computer, or data 1identifying previous verifications
of said user.

6. The method of claim 1, wherein a request from said
second computer system to said first computer system for
additional authentication credentials 1s in response to deter-
mining that said authentication information 1s not satisfied.

7. The method of claim 1, wherein a class 1s at least one of:
indicative of information used 1n authenticating said user,
contains data regarding the method of authentication used 1n
performing said authenticating of said user, or contains data
regarding security characteristics of said first computing sys-
tem.

8. The method of claim 1, further comprising;

providing data regarding authenticating said user from said

first computer system to a third computer system,
wherein said user attempts to access said third computer
system, coupled to said first computer system, wherein
said third computer system determines that said user was
authenticated by said first computer system, and
wherein said third computer system provides services in
response to said authentication information substan-
tially complying with a class stored by said third com-
puter system.
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9. The method of claim 8, wherein, 1n response to said third
computer rejecting access to said third computing system 1n
response to said authentication imformation not complying,
with said class, and 1n response to submitting additional infor-
mation indicative of an identity of said user to said first
computer system, said first computer system authenticates
said 1dentity of said user and transmits data regarding said
authenticating to said third computer system, wherein 1n
response, said third computer system provides services, in

response to said data complying with said class.

10. The method of claim 1, wherein said authentication
information 1s transmitted using an XML schema.

11. The method of claim 1, wherein said second computer
system transmits a request to said first computer system for

additional authentication information, 1 response to said
authentication being satisfied.

12. The method of claim 1, wherein said second computer
system transmits user credentials to said first computer sys-
tem.

13. The method of claim 1, further comprising receiving
information relating to said user from a third computer sys-
tem.

14. The method of claim 1, wherein said authentication
information includes environment information related to said
first computer system.

15. The method of claim 1, wherein said authentication
information includes environment information related to said
first computer system, wherein said environment information
comprises at least one of characteristics of a process used to
initially associate user credentials to said user, characteristics
of a process used to verily an 1dentity of said user, or charac-
teristics ol a methodology by which a secret 1s secured.

16. The method of claim 1, wherein said authentication
information 1s satisfied by complying with a class stored at
said second computer system.

17. A method comprising:

receiving, by a second computer system and from a first

computer system for facilitating authentication of a user,
authentication information of said user, wherein said

10

15

20

25

30

35

12

authentication information includes facility housing
information related to said first computer system,
wherein said facility housing information comprises at
least one of: characteristics of physical controls of a
facility housing said first computer and characteristics of
procedural security controls of said first computer,
determining, by said second computer system, that said
authentication information 1s satisfied; and

providing services, by said second computer system, and 1n
response to said determining.

18. The method of claim 17, wherein said first computer

system recerves miformation mdicative of an identity of said

user and authenticates said identity of said user to create
authentication information.

19. A second computer system comprising;

a processor for facilitating authentication of a user,

a tangible, non-transitory memory configured to commu-

nicate with the processor,

the tangible, non-transitory memory having instructions

stored thereon that, 1n response to execution by the pro-
cessor, cause the processor to perform operations coms-
prising:
receving, by said processor and from a first computer
system for facilitating authentication of a user, authen-
tication information of said user, wherein said authenti-
cation information includes facility housing information
related to said first computer system,
wherein said facility housing information comprises at
least one of: characteristics of physical controls of a
facility housing said first computer and characteristics of
procedural security controls of said first computer,

determiming, by said processor, that said authentication
information 1s satisfied; and

providing services, by said processor, and 1n response to

said determining.

20. The system of claim 19, wherein said processor trans-
mits a request to said first computer system for additional
authentication information, in response to said authentication
information complying with a class.
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