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(57) ABSTRACT

Embodiments of the present invention provide a method,
device, and system for scheduling a data flow, which are used
to improve the processing etliciency. A network side device
marks a priority of a subsequent uplink and/or downlink data
flow of a UE corresponding to a downlink data packet in the
downlink data packet, and enables a downstream node to
schedule an access network resource or air interface resource
according to the priority. Therefore, a bearer does not need to
be modified during the process of distinguishing different
service tlows and performing differentiation scheduling on
different service flows, thereby reducing the workload and

improving the processing elliciency.

10 Claims, 3 Drawing Sheets
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A network side device recerves at least one data packet, or

a data packet of a period of time, obtains a service type or

service content of the data packet when recerving the data /601

packet, and predicts a priority of a subsequent uplink and/

or downlink data flow according to the service type or the
service content of the data packet

v

The network side device marks, in a priority marking field
in a downlink data packet, the priority of the subsequent | - 101
uplink and/or downlink data flow of a UE corresponding to

the downlink data packet

v

Send the downlink data packet, so that a downstream node

schedules an access network resource or air mterface | 102

resource for the subsequent uplink and/or downlink data
flow according to the priority

FIG. 6
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A network side device receives a forwarded downlink /701

data packet of a UE

v

Inspect a priority marking field in the forwarded /702
downlink data packet

v

Schedule an access network resource or air interface

resource according to a priority of a subscquent uplink | 703
and/or downlink data flow of the UE corresponding to |/

the downlink data packet, where the priority 1s marked
n the priority marking field
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METHOD, DEVICE AND SYSTEM FOR
SCHEDULING DATA FLOW

CROSS-REFERENCE TO RELAT
APPLICATIONS

T
»

This application 1s a continuation of International Appli-
cation No. PCT/CN2011/074408, filed on May 20, 2011,
which claims priority to Chinese Patent Application NO.

201010249588.6, filed on Aug. 10, 2010, both of which are
incorporated herein by reference 1n 1ts entirety.

FIELD OF TECHNOLOGY

The present invention relates to the field of communica-
tions technologies, and 1n particular to a method, device, and
system for scheduling a data tlow.

BACKGROUND

With the evolution of mobile communication technologies,
more and more Internet services can be used 1n mobile com-
munication. In the new generation mobile communication, a
user can use all Internet services as in the fixed broadband
communication. In the prior art, different Internet service
flows of the same mobile user are transmitted between a user
equipment (UE) and a packet data gateway (GGSN/PGW)
through the same end-to-end bearer, and different service
flows transmitted by the same bearer cannot be directly dis-
tinguished during air interface scheduling. In order to distin-
guish different service flows, different scheduling manners
are adopted for different services. In the prior art, a deep
packetinspection (DPI) device may be deployed on a gateway
node of a user plane of a core network or 1n a service network
to perform service flow 1dentification. The DPI device on the
gateway node of the core network or the imndependent DPI
device 1n the service network performs deep mspection on a
data packet. Then an inspection result 1s notified to an appli-
cation function (AP) of a policy and charging control (Policy
and Charging Control, PCC) system or a policy and charging
rule function (Policy and Charging Rule Function, PCRF),
and the PCC system triggers a process of establishing or
moditying a bearer, so that service tlows with different QoS
requirements are bound into different end-to-end bearers of
corresponding QoS values and transmitted. A node of an
access network performs scheduling according to a QoS
attribute of a bearer, so as to achieve the objective of perform-
ing distinguishing and differentiation scheduling on different

service tlows.

In the prior art, at the time of distinguishing different ser-
vice flows and performing differentiation scheduling on dii-
ferent service tlows, the workload of the PCC system to
modily a bearer 1s large, and the processing efficiency 1s low.

SUMMARY

Embodiments of the present invention provide a method,
device, and system for scheduling a data flow, which are used
to improve the processing efficiency.

An embodiment of the present invention provides amethod
for scheduling a data flow, including:

marking, by a network side device, 1n a priority marking
field 1n a downlink data packet sent to a user equipment UE,
a priority of a subsequent uplink and/or downlink data tlow of
the UE corresponding to the downlink data packet; and

10

15

20

25

30

35

40

45

50

55

60

65

2

sending the downlink data packet, so that a downstream
node schedules an access network resource or air interface
resource for the subsequent uplink and/or downlink data flow
according to the priority.

An embodiment of the present invention provides a method
for scheduling a data flow, including:

receving, by a network side device, a forwarded downlink
data packet of a UE;

inspecting a priority marking field 1n the forwarded down-
link data packet; and

scheduling an access network resource or air interface
resource according to a priority of a subsequent uplink and/or
downlink data flow of the UE corresponding to the downlink
data packet, where the priority 1s marked in the priority mark-
ing field.

An embodiment of the present invention provides a device
for scheduling a data flow, including:

a marking module, configured to mark, 1n a priority mark-
ing field in a downlink data packet sent to a user equipment
UE, a priority of a subsequent uplink and/or downlink data
flow of the UE corresponding to the downlink data packet;
and

a sending module, configured to send the downlink data
packet, so that a downstream node schedules an access net-
work resource or air interface resource for the subsequent
uplink and/or downlink data flow according to the priority.

An embodiment of the present invention provides a device
for scheduling a data flow, including:;

a forwarding module, configured for a network side device
to receive a forwarded downlink data packet of a UE;

an 1nspecting module, configured to mspect a priority
marking field in the forwarded downlink data packet; and

a scheduling module, configured to schedule an access
network resource or air interface resource according to a
priority of a subsequent uplink and/or downlink data flow of
the UE corresponding to the downlink data packet, where the
priority 1s marked in the priority marking field.

An embodiment of the present invention provides a system
for scheduling a data flow, including:

an upstream network device, configured to mark, 1n a pri-
ority marking field in a downlink data packet sent to a user
equipment UE, a priority of a subsequent uplink and/or down-
link data flow of the UE corresponding to the downlink data
packet; and send the downlink data packet, so that a down-
stream node schedules an access network resource or air
interface resource for the subsequent uplink and/or downlink
data flow according to the priority; and

a downstream network device, configured for a network
side device to recerve the forwarded downlink data packet of
the UE; 1mspect the priority marking field in the forwarded
downlink data packet; and schedule the access network
resource or the air interface resource according to the priority
ol the subsequent uplink and/or downlink data flow of the UE
corresponding to the downlink data packet, where the priority
1s marked in the priority marking field.

The embodiments of the present invention provide the
method, the device and the system for scheduling a data flow.
The network side device marks the priority of the subsequent
uplink and/or downlink data flow of the UE corresponding to
the downlink data packet in the downlink data packet, so that
the downstream node 1s enabled to schedule the access net-
work resource or the air interface resource according to the
priority. Therefore, a bearer does not need to be modified
during the process of distinguishing different service flows
and performing differentiation scheduling on different ser-
vice flows, thereby reducing the workload and improving the
processing efliciency.
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BRIEF DESCRIPTION OF THE DRAWINGS

To 1llustrate the technical solutions 1n the embodiments of
the present invention more clearly, the following briefly
describes the accompanying drawings required for describing
the embodiments or the prior art. Apparently, the accompa-
nying drawings in the following descriptions show merely
some embodiments of the present invention, and persons of
ordinary skill in the art may still derive other drawings from
the accompanying drawings without creative efforts.

FI1G. 11s a flow chart of a method for scheduling a data flow
according to an embodiment of the present invention;

FI1G. 2 1s a topological structure diagram of a system which
executes an embodiment of the present invention;

FIG. 3 1s a schematic diagram of a marking manner of
taking DSCP as an example according to an embodiment of
the present ivention;

FI1G. 4 15 a schematic diagram of another marking manner
of taking DSCP as an example according to an embodiment of
the present invention;

FIG. 5 1s a schematic diagram of marking a priority of an
uplink service flow once every several data packets according,
to an embodiment of the present invention;

FIG. 6 1s a flow chart of another method for scheduling a
data flow according to an embodiment of the present imnven-
tion;

FI1G. 7 1s a flow chart of still another method for scheduling
a data tlow according to an embodiment of the present mnven-
tion;

FIG. 8 1s a structural diagram of still another device for
scheduling a data flow according to an embodiment of the
present invention;

FIG. 9 1s a structural diagram of still another device for
scheduling a data flow according to an embodiment of the
present invention; and

FIG. 10 1s a structural diagram of still another device for
scheduling a data flow according to an embodiment of the
present invention.

DETAILED DESCRIPTION

FI1G. 1 1s a flow chart of a method for scheduling a data flow
according to an embodiment of the present invention. This
embodiment includes the following:

Step 101: A network side device marks, 1n a priority mark-
ing field of a downlink data packet sent to a user equipment
UE, a priority of a subsequent uplink and/or downlink data
flow of the UE corresponding to the downlink data packet.

Step 102: Send the downlink data packet, so that a down-
stream node schedules an access network resource or air
interface resource for the subsequent uplink and/or downlink
data flow according to the priority.

An executing object of the embodiment of the present
invention 1s the network side device, for example, may be a
DPI device. The DPI device, for example, may include a DPI
module mtegrated in a GGSN/SAE GW, an SGSN/MME, or
an independent DPI device. FIG. 2 1s a topological structure
diagram of a system which executes the embodiment of the
present invention. The SGSN/MME is a serving GPRS (gen-
eral packet radio service) support node/mobility management
entity, and the GGSN/SAE GW 1s a gateway GPRS node/
system architecture evolution gateway.

As shown 1n the figure, the DPI device may be independent
or may also be integrated with the GGSN/SAE GW. Trans-
mission from a server to the GGSN/SAE GW 1s performed
through an IP network. Transmission from the GGSN/SAE
GW to a base station 1s performed through a bearer.
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4

In the embodiment of the present invention, firstly the
priority of the subsequent uplink and/or downlink data flow of
the UE corresponding to the downlink data packet 1s marked
in the priority marking field in the downlink data packet. For
example, the priority can be classified into eight levels,
respectively identified with numbers 1 to 7, where 1 identifies
the lowest priority, 7 identifies the highest priornity, and
besides, 0 1s used to 1dentily an unknown priority. It should be
noted that, this 1s only an example, and 1s not intended to limit
the embodiment of the present invention. For example, when
the subsequent uplink data flow 1s the highest priority, the
priority marking field m a corresponding downlink data
packet may be marked with 7; when the priority of the sub-
sequent downlink data tlow 1s the lowest priority, the priority
marking field 1n a corresponding downlink data packet may
be marked with 1. The downstream node may 1nclude: a base
station, a radio network controller RNC, a radio access net-
work device, or a fixed network device.

The prionity marking field of the embodiment of the
present invention may include: a differentiated services code
point DSCP, type of service TOS, a traific class Traific Class,
a flow label Flow Label or a field of a GPRS tunneling
protocol for bearing the data packet.

In the embodiment of the present invention, the whole of
the priority marking field may be used to mark a priority of the
uplink data flow, or may also be used to mark a priority of the
downlink data flow, and the priority marking field may also be
used to mark both the priority of the uplink data flow and the
priority of the downlink data flow at the same time. When
priorities of the uplink and downlink data flows are marked at
the same time, an agreement with the downstream node may
be accomplished, and the agreement 1s about which downlink
data packet marks the priority of the uplink data flow and
which downlink data packet marks the priority of the down-
link data flow; the agreement also may not be accomplished,
and stead, the uplink or the downlink 1s distinguished in the
data packet. The foregoing distinguishing method includes:
one part of the priority marking field 1s used to mark the
priority of the subsequent downlink data flow, and the other
part 1s used to mark the priority of the subsequent uplink data
flow; or one part of the priority marking field 1s used to mark
the prionty of the subsequent downlink data flow or the pri-
ority of the subsequent uplink data flow, and the other part 1s
used to mark the uplink or the downlink. For example, the first

3 bits of the DSCP may be used to mark the priority of the
uplink data tlow, and the last 3 bits of the DSCP may be used
to mark the priority of the downlink data flow, which are
shown 1n FI1G. 3. Still for example, the first 1 bit of the DSCP
may be used to mark whether the priority marking field indi-
cates the uplink or the downlink, and the last 5 bits mark a
specific priority value, which are shown 1n FIG. 4.

Step 103: According to a subscription type of the UE,
adjust the priority of the subsequent uplink and/or downhnk
data flow or the priority of the downlink data packet. For
example, when a user 1s a VIP user, all of the priorities of the
downlink data packets of the user may be set to the highest
priority, or may be set to a priority one or more levels higher
than that of a common user. For example, in an emergency or
in a burst state, in order that all services of some particular
users are given resource scheduling with the highest level,
priorities of all uplink and downlink data packets of the par-
ticular users may be directly set to the highest level or a higher
level, and at the same time, priorities of all uplink and down-
link data packets of other non-particular users are set to the
lowest level or a lower level.
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The priorities of service tlows in the embodiment of the
present invention may be marked once every several data
packets, as shown 1n FIG. 5.

In the method for scheduling a data flow according to the
embodiment of the present invention, the priority of the sub-
sequent uplink and/or downlink data flow of the UE corre-
sponding to the downlink data packet 1s marked 1n the down-
link data packet, so that the downstream node 1s enabled to
schedule the access network resource or the air interface
resource according to the priority. Therefore, a bearer does
not need to be modified during the process of distinguishing,
priorities of different service tlows and performing differen-
tiation scheduling on different service tlows, thereby reduc-
ing the workload and improving the processing efficiency.

FIG. 6 1s a flow chart of another method for scheduling a
data flow according to an embodiment of the present imnven-
tion. This embodiment includes the following:

Step 601: A network side device receives at least one data
packet, or a data packet of a period of time, obtains a service
type or service content of the data packet when recerving the
data packet, and predicts a priority of a subsequent uplink
and/or downlink data flow according to the service type or the
service content of the data packet. Or

Step 602: Set the priority of the subsequent uplink and/or
downlink data flow according to a network or operator policy.

Step 101: The network side device marks, 1n a priority
marking field 1n a downlink data packet sent to a user equip-
ment UE, the prionity of the subsequent uplink and/or down-
link data flow of the UE corresponding to the downlink data
packet.

Step 102: Send the downlink data packet, so that a down-
stream node schedules an access network resource or air
interface resource for the subsequent uplink and/or downlink
data flow according to the priority.

An executing object of the embodiment of the present
invention 1s the network side device, for example, may be a
DPI device. The DPI device, for example, may include a DPI
module 1ntegrated in a GGSN/SAE GW, or an independent
DPI device. The difference between this embodiment of the
present invention and the last embodiment lies 1n that the step
of predicting the priority of a data flow 1s added.

In the embodiment of the present invention, firstly at least
one data packet or a data packet of a period of time 1s received.
When one data packet 1s received, the data packet 1s analyzed
to obtain a service type of the data packet and record the
service type. After at least one data packet i1s recerved, a
corresponding number of at least one service type 1s also
recorded. Stmilarly, after the data packet of a period of time 1s
received, a corresponding number of service types are also
recorded. In the embodiment of the present mvention, the
priority of the subsequent uplink data flow may be predicted
through the type of the received uplink data packet, the pri-
ority of the subsequent downlink data flow may be predicted
through the type of the recerved downlink data packet, the
priority of the subsequent uplink data flow may be predicted
through the types of the received uplink and downlink data
packets, the priority of the subsequent downlink data flow
may be predicted through the types of the received uplink and
downlink data packets, the priority of the subsequent uplink
data flow may be predicted through the content of the recerved
uplink data packet, the priority of the subsequent downlink
data flow may be predicted through the content of the recerved
downlink data packet, the priority of the subsequent uplink
data flow may be predicted through the content of the recerved
uplink and downlink data packets, and the priority of the
subsequent downlink data flow may be predicted through the
content of the recerved uplink and downlink data packets. The
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6

embodiment of the present invention 1s described with an
example that the priority of the subsequent uplink data flow 1s
predicted through the type of the recerved uplink data packet.
If there 1s no specific description, other conditions can be
deemed to be the same as the example.

The obtaining a service type of the uplink data packet may
include: detecting the service type of the uplink data packet
by deep packet mspection DPI; or obtaining an IP address
and/or a port of a recerving end of the uplink data packet by
shallow packet mspection to obtain a service type corre-
sponding to an IP address and/or a port of a sending end of the
downlink data packet according to the set correspondence
between an IP address and/or port and a service type. A
specific application of the uplink data packet may be detected
by deep packet inspection, and thereby the service type of the
uplink data packet can be distinguished. Because services
provided by some servers are relatively fixed, a service type of
a data packet can be accurately conjectured according to 1P
addresses of these servers. Therefore, 11 the correspondence
between an IP address and a service type 1s set, an IP address
and/or a port of a receiving end of the uplink data packet can
be obtained by shallow packet inspection, and a correspond-
ing service type can be found according to the correspon-
dence.

The obtaining service content of the uplink data packet
may include: detecting the service content of the data packet
by deep packet inspection. A specific application of the uplink
data packet may be detected by deep packet inspection, and
thereby the service content of the uplink data packet can be
identified.

The priority of the subsequent uplink data flow then 1s
predicted according to the service type of the uplink data
packet. The predicting method may include: when receiving
one uplink data packet, searching for the priority of the uplink
data packet according to the correspondence between a ser-
vice type and a priority, and taking the priority of the uplink
data packet as the priority of the subsequent uplink data tlow;
when recerving at least two uplink data packets, searching for
the priority of the at least two uplink data packets according to
the correspondence between a service type and a priority, and
taking a statistical value of the priority of the at least two
uplink data packets as the priornity of the subsequent uplink
data flow; when recerving an uplink data packet of a period of
time, searching for the priority of the uplink data packet of a
period of time, and taking a statistical value of the priority of
the uplink data packet of a period of time as the priority of the
subsequent uplink data flow. The method of searching for the
priority of the uplink data packet may include searching for
the correspondence between a service type and a priority. The
taking the statistical value of the priority of the at least two
uplink data packets or the uplink data packet of a period of
time as the priority of the subsequent uplink data flow may
include the statistical method of computing an arithmetic
mean value, a geometric mean value, and a weighted mean
value of their priorities.

For example, the correspondence between a service type
and a priority may be defined, as shown 1n the following table:

FIP pP2P

HTTP Flow

It1s assumed that HTTP traffic 1n a period of time 1s 100%,
then the priority of the subsequent uplink data flow 1n this
period of time may be 7 after statistics 1s taken; 1t 1s assumed
that Flow tratfic 1n a period of time 1s 100%, then the priority
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of the subsequent uplink data flow 1n this period of time may
be 6 after statistics 1s taken; it 1s assumed that the HTTP tratfic
in a period of time 15 5% and P2P ftraffic 1s 95%, then the
priority of the subsequent uplink data flow 1n this period of
time 1s 1; and 1t 1s assumed that the HTTP traific in a period of
time 15 95% and the P2P tratfic 1s 5%, then the priority of the
subsequent uplink data flow in this period of time 1s 7.

The prionity marking field of the embodiment of the
present invention may include: a differentiated services code

pomt DSCP or type of service TOS 1n IPv4; or a traflic class
Traffic Class, a tlow label Flow Label or a field of a GPRS

tunneling protocol for bearing the data packet in IPv6.

In the embodiment of the present invention, the manner of
marking the priority marking field may include the following,
two types: one part of the priority marking field 1s used to
mark the priority of the downlink data packet, the other part s
used to mark the priority of the subsequent uplink data flow,
and FIG. 3 1s a schematic diagram of a marking manner of
taking DSCP as an example according to the embodiment of
the present invention; or one part of the priority marking field
1s used to mark the priority of the downlink data packet or the
priority of the subsequent uplink data flow, the other part 1s
used to mark whether the identification indicates the uplink or
the downlink, and FIG. 4 1s a schematic diagram of a marking,
manner of taking DSCP as an example according to the
embodiment of the present invention. It may also be defined
in this embodiment that: when the priority marking field 1s 0O,
it indicates that the data packet or data tlow 1s not detected.
Theretfore, the priority cannot be known. In this case, the
priority marking field 1s O, representing an intermediate pri-
ority.

The embodiment of the present invention may also include
the following step:

Step 103: According to a subscription type of the UE,
adjust the priority of the subsequent uplink data flow or the
priority of the downlink data packet. For example, when a
user 1s a VIP user, all of the priorities of the downlink data
packets of the user may be set to the highest priority, or may
be set to a priority one or more levels higher than that of a
common user. For example, in an emergency or 1n a burst
state, 1n order that all services of some particular users are
given resource scheduling with the highest level, priorities of
all uplink and downlink data packets of the particular users
may be directly set to the highest level or a higher level, and
at the same time, priorities of all uplink and downlink data
packets of other non-particular users are set to the lowest level
or a lower level.

The priorities of service tlows 1in the embodiment of the
present invention may be marked once every several data
packets, as shown 1n FIG. 5.

In the method for scheduling a data flow according to the
embodiment of the present invention, the priority of the sub-
sequent uplink and/or downlink data flow of the UE corre-
sponding to the downlink data packet 1s marked in the down-
link data packet, so that the downstream node 1s enabled to
schedule the access network resource or the air interface
resource according to the priority. Therefore, a bearer does
not need to be modified during the process of distinguishing
priorities of different service tlows and performing differen-
tiation scheduling on different service flows, thereby reduc-
ing the workload and improving the processing efficiency.
Further, the recerved data packet 1s analyzed 1n a predicting
manner to obtain a priority of the subsequent data flow.

FI1G. 7 1s a flow chart of still another method for scheduling
a data flow according to an embodiment of the present mnven-
tion. This embodiment includes the following:
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Step 701: A network side device receives a forwarded
downlink data packet of a UE;

Step 702: Inspect a priority markmg field 1n the forwarded
downlink data packet;

Step 703: Schedule an access network resource or air inter-
face resource according to a priority of a subsequent uplink
and/or downlink data flow of the UE corresponding to the
downlink data packet, where the priority 1s marked in the
priority marking field.

An executing object of the embodiment 1s the network side
device, for example, may be a base station or an RNC. The
embodiment of the present invention 1s used to schedule the

data flow marked in the embodiment shown 1n FIG. 1 or FIG.
6.

In the embodiment of the present invention, firstly the
torwarded downlink data packet of the UE 1s recetved, and
then the priority marking field in the forwarded downlink data
packet 1s inspected. The priority marking field of the embodi-
ment of the present invention may include: a differentiated
services code point DSCP or type of service TOS 1n IPv4; or

a tratfic class Tratlic Class, a flow label Flow Label or a field

of a GPRS tunneling protocol for bearing the data packet 1n
[Pv6.

In the embodiment of the present invention, the marking
manner of the priority marking field may include the follow-
ing two types: one part of the priority marking field 1s used to
mark the priority of the downlink data packet, the other part 1s
used to mark the priority of the subsequent uplink data flow,
and FIG. 3 shows a marking manner of taking DSCP as an
example; or one part of the priority marking field 1s used to
show the priority of the downlink data packet or the priority of
the subsequent uplink data flow, the other part 1s used to show
whether the priornty indicates the uplink or the downlink, and
FIG. 4 shows another marking manner of taking DSCP as an
example. It may also be defined 1n this embodiment that:
when the priority marking field 1s O, it represents that the data
packet or data tlow 1s not detected. Therefore, the priority
cannot be known. In this case, the priority marking field 1s O,
representing an intermediate priority.

The access network or air interface uplink resource 1s
scheduled according to the priority of the subsequent uplink
data flow marked in the priority marking field. For example,
the resource can be allocated to the one with a priority of 7
preferentially, while the resource can be allocated to the one
with a priority of 1 1n the last.

In the method for scheduling a data flow according to the
embodiment of the present invention, the priority of the sub-
sequent uplink and/or downlink data flow of the UE corre-
sponding to the downlink data packet 1s marked 1in the down-
link data packet, so that the downstream node 1s enabled to
schedule the access network resource or the air interface
resource according to the priority. Therefore, a bearer does
not need to be modified during the process of distinguishing
priorities of different service tlows and performing differen-
tiation scheduling on different service flows, thereby reduc-
ing the workload and improving the processing eificiency.

FIG. 8 1s a structural diagram of still another device for
scheduling a data flow according to an embodiment of the
present invention. This embodiment includes:

a marking module 801, configured to mark, 1n a priority
marking field in a downlink data packet sent to a user
equipment UE, a priority of a subsequent uplink and/or
downlink data flow of the UE corresponding to the
downlink data packet; and

a sending module 802, configured to send the downlink
data packet, so that a downstream node schedules an
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access network resource or air interface resource for the
subsequent uplink and/or downlink data flow according
to the priornty.

The device according to the embodiment of the present
invention may also include:

a recerving module 803, configured to receive at least one
data packet, or a data packet of a period of time, obtain a
service type or service content of the data packet when
receiving the data packet, and predict the priority of the
subsequent uplink and/or downlink data flow according
to the service type or the service content of the data
packet; or

a setting module 804, configured to set the priority of the
subsequent uplink and/or downlink data flow according
to a network or operator policy.

The obtaining a service type of the data packet in the

embodiment of the present invention includes:

detecting a service type of the data packet by deep packet
inspection; or

obtaining an IP address and/or a port of a receiving end of
the uplink data packet or a sending end of the downlink
data packet by shallow packet inspection, and getting a
service type corresponding to the IP address and/or the
port of the recerving end of the uplink data packet or the
sending end of the downlink data packet according to a
set correspondence between an IP address and/or port
and a service type; or

The obtaiming service content of the data packet includes:

detecting the service content of the data packet by deep
packet mspection.

The predicting the priority of the subsequent uplink and/or
downlink data flow according to the service type or the ser-
vice content of the data packet in the embodiment of the
present invention includes:

when receiving one data packet, searching for the priority
of the data packet according to the correspondence
between a service type or service content and a priority
and taking the priority of the data packet as the priority
of the subsequent uplink and/or downlink data flow;

when receiving at least two data packets, searching for the
priority of the at least two data packets according to the
correspondence between a service type or service con-
tent and a priority, and taking a statistical value of the
priority of the at least two data packets as the priority of
the subsequent uplink and/or downlink data flow; and

when recerving a data packet of a period of time, searching
for the prionity of the data packet of a period of time
according to the correspondence between a service type
or service content and a priority, and taking a statistical
value of the priority of the data packet of a period of time
as the priority of the subsequent uplink and/or downlink
data tlow.

The priority marking field in the embodiment of the present

invention includes:

a differentiated services code point DSCP, type of service
TOS, a traffic class Tratfic Class, a flow label Flow Label
or a field of a GPRS tunneling protocol for bearing the
data packet;

one part of the priority marking field 1s used to mark the
priority of the subsequent downlink data flow, and the
other part 1s used to mark the priority of the subsequent
uplink data flow, or

one part of the priority marking field 1s used to mark the
priority of the subsequent downlink data flow or the
prlorlty of the subsequent uplink data tlow, and the other
part 1s used to mark the uplink or the downlink.
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The embodiment of the present invention may also include:

an adjusting module 805, configured to adjust the priority
of the subsequent uplink and/or downlink data flow
according to the subscription type of the UE.

The downstream node of the embodiment of the present
invention may include:

a base station, a radio network controller RNC, a radio

access network device, or a fixed network device.

The embodiment of the present invention 1s used to execute
the method of the embodiment 1n FIG. 1 or FIG. 6.

In the method for scheduling a data flow according to the
embodiment of the present invention, the priority of the sub-
sequent uplink and/or downlink data tlow of the UE corre-
sponding to the downlink data packet 1s marked in the down-
link data packet, so that the downstream node 1s enabled to
schedule the access network resource or the air interface
resource according to the priornity. Therefore, a bearer does
not need to be modified during the process of distinguishing
priorities ol different service tlows and performing differen-
tiation scheduling on different service flows, thereby reduc-
ing the workload and improving the processing etficiency.

FIG. 9 1s a structural diagram of still another device for
scheduling a data flow according to an embodiment of the
present invention. This embodiment includes:

a forwarding module 901, configured for a network side

device to recetve a forwarded downlink data packet of a
UE;

an mspecting module 902, configured to 1nspect a priority
marking field in the forwarded downlink data packet;
and

a scheduling module 903, configured to schedule an access
network resource or air interface resource according to a
priority of a subsequent uplink and/or downlink data
flow of the UE corresponding to the downlink data
packet, where the priority 1s marked 1n the priority mark-
ing field.

The priority marking field in the embodiment of the present

invention may include:

a differentiated services code point DSCP, type of service
TOS, a traffic class Traffic Class, a flow label Flow Label
or a field of a GPRS tunneling protocol for bearing the
data packet;

and/or

one part of the priority marking field 1s used to mark the
priority of the subsequent downlink data flow, and the
other part 1s used to mark the priority of the subsequent
uplink data flow, or

one part of the priority marking field 1s used to mark the
priority of the subsequent downlink data flow or the
prlorlty of the subsequent uplink data flow, and the other
part 1s used to mark the uplink or the downlink.

The embodiment of the present invention 1s used to execute

the method of the embodiment 1n FIG. 7.

In the method for scheduling a data flow according to the
embodiment of the present invention, the priority of the sub-
sequent uplink and/or downlink data tlow of the UE corre-
sponding to the downlink data packet 1s marked in the down-
link data packet, so that the downstream node 1s enabled to
schedule the access network resource or the air interface
resource according to the priority. Therefore, a bearer does
not need to be modified during the process of distinguishing
priorities ol different service tlows and performing differen-
tiation scheduling on different service flows, thereby reduc-
ing the workload and improving the processing etficiency.

FIG. 10 1s a structural diagram of still another device for
scheduling a data flow according to an embodiment of the
present invention. This embodiment includes:
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an upstream network device 1001, configured to mark, in a
priority marking field 1n a downlink data packet sent to a
user equipment UE, a priority of a subsequent uplink
and/or downlink data flow of the UE corresponding to
the downlink data packet; and send the downlink data
packet, so that a downstream node schedules an access
network resource or air interface resource for the subse-
quent uplink and/or downlink data flow according to the
priority; and

a downstream network device 1002, configured for a net-
work side device to recerve the forwarded downlink data

packet of the UE; inspect the priority marking field in the

forwarded downlink data packet; and schedule the
access network resource or the air interface resource
according to the priority of the subsequent uplink and/or
downlink data flow of the UE corresponding to the
downlink data packet, where the priority 1s marked 1n the
priority marking field.

The embodiment of the present invention 1s used to execute
the method of the embodiment 1n FIG. 1, FIG. 2 or FIG. 7.

In the method for scheduling a data flow according to the
embodiment of the present invention, the priority of the sub-
sequent uplink and/or downlink data flow of the UE corre-
sponding to the downlink data packet 1s marked 1n the down-
link data packet, so that the downstream node 1s enabled to
schedule the access network resource or the air interface
resource according to the priority. Therefore, a bearer does
not need to be modified during the process of distinguishing,
priorities of different service tlows and performing differen-
tiation scheduling on different service flows, thereby reduc-
ing the workload and improving the processing etficiency.

Through the above description of the embodiments, 1t 1s
clear to persons skilled in the art that the present invention
may be implemented by software plus necessary universal
hardware, and definitely may also be implemented by hard-
ware, but 1n many cases, the software implementation 1s pre-
terred. Based on such an understanding, the technical solu-
tions of the present invention essentially, or the part
contributing to the prior art may be implemented 1n the form
of a software product. The computer software product 1is
stored 1n a readable storage medium, for example, a tloppy
disk, a hard disk, or an optical disk of the computer, and
includes several instructions for instructing a computer
device (which may be a personal computer, a server, a net-
work device, and the like) to execute the methods described in
the embodiments of the present invention.

The foregoing descriptions are merely specific embodi-
ments of the present invention, but are not intended to limit
the protection scope of the present invention. Any variation or
replacement made by persons skilled in the art within the
technical scope disclosed 1n the present invention shall all fall
within the protection scope of the present invention. There-
fore, the protection scope of the present invention shall fall
within the protection scope defined by the appended claims.

What 1s claimed 1s:

1. A method for scheduling a data flow, comprising:

marking, by a network side device, 1n a priority marking
field in a downlink data packet sent to a user equipment
(UE), a priority of a subsequent uplink and/or downlink
data flow of the UE corresponding to the downlink data
packet; and

sending the downlink data packet, so that a downstream
node schedules an access network resource or air inter-
face resource for the subsequent uplink and/or downlink
data flow according to the priority;
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wherein the method further comprising;

receving at least one data packet, or a data packet of a
period of time, obtaining a service type or service con-
tent of the data packet when receiving the data packet,
and predicting the priority of the subsequent uplink and/
or downlink data flow according to the service type or
the service content of the data packet; or setting the
priority of the subsequent uplink and/or downlink data
flow according to a network or operator policy;

wherein the predicting the priority of the subsequent uplink
and/or downlink data flow according to the service type
or the service content of the data packet comprises at
least one of the following:

when receiving one data packet, searching for a priority of
the data packet according to correspondence between a
service type or service content and a priority and taking,
the priority of the data packet as the priority of the
subsequent uplink and/or downlink data flow;

when recerving at least two data packets, searching for a
priority of the at least two data packets according to
correspondence between a service type or service con-
tent and a priority, and taking a statistical value of the
priority of the at least two data packets as the priority of
the subsequent uplink and/or downlink data flow;

when receiving a data packet of a period of time, searching
for a priority of the data packet of a period of time
according to correspondence between a service type or
service content and a priority, and taking a statistical
value of the priority of the data packet of a period of time
as the priority of the subsequent uplink and/or downlink
data flow.

2. The method accordmg to claim 1, wherein

the obtaining a service type of the data packet comprises:

detecting the service type of the data packet by deep packet
ispection; or

obtaining an IP address and/or a port of a recerving end of
an uplink data packet or a sending end of a downlink data
packet by shallow packet mspection, and obtaining a
service type corresponding to the IP address and/or the
port of the recerving end of the uplink data packet or the
sending end of the downlink data packet according to set
correspondence between an IP address and/or port and a
service type;

or

the obtaining service content of the data packet comprises:

detecting the service content of the data packet by deep
packet ispection.

3. The method according to claim 1, wherein the priority

marking field comprises:

a differentiated services code point (DSCP), type of service
(TOS), a traffic class Traflic Class, a flow label Flow
Label or a field of a GPRS tunneling protocol for bearing
the data packet;

and/or

one part of the priority marking field 1s used to mark a
priority of a subsequent downlink data flow, and the
other part 1s used to mark a priority of a subsequent
uplink data flow, or

one part of the priority marking field 1s used to mark the
priority of the subsequent downlink data flow or the
prlorlty of the subsequent uplink data flow, and the other
part 1s used to mark an uplink or a downlink.

4. The method according to claim 1, further comprising:

adjusting the priority of the subsequent uplink and/or
downlink data flow according to a subscription type of

the UE.
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5. The method according to claim 1, wherein the down-

stream node comprises:

a base station, a radio network controller (RNC), a radio
access network device, or a fixed network device.

6. A device for scheduling a data tlow, comprising;:

a processor and a non-transitory processor-readable
medium having processor-executable instructions
stored thereon, the processor-executable instructions
including a marking module, configured to mark, in a
priority marking field in a downlink data packet sent to a
user equipment (UE), a priority of a subsequent uplink
and/or downlink data flow of the UE corresponding to
the downlink data packet;

a sending module, configured to send the downlink data
packet, so that a downstream node schedules an access
network resource or air interface resource for the subse-
quent uplink and/or downlink data flow according to the
priority; and

a recerving module, configured to recerve at least one data

packet, or a data packet of a period of time, obtain a
service type or service content of the data packet when
receiving the data packet, and predict a priority of a
subsequent uplink and/or downlink data flow according
to the service type or the service content of the data
packet; or a setting module, configured to set the priority
of the subsequent uplink and/or downlink data flow
according to a network or operator policy;
herein the device 1s configured to:
hen recerving one data packet, search for a priority of the
data packet according to correspondence between a ser-
vice type or service content and a priority and taking the
priority of the data packet as the priority of the subse-
quent uplink and/or downlink data flow;
when receiving at least two data packets, search for a
priority of the at least two data packets according to
correspondence between a service type or service con-
tent and a priority, and take a statistical value of the
priority of the at least two data packets as the priority of
the subsequent uplink and/or downlink data flow;
when recerving a data packet of a period of time, search for

a priority of the data packet of a period of time according

to correspondence between a service type or service

content and a priority, and take a statistical value of the
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priority of the data packet of a period of time as the
priority of the subsequent uplink and/or downlink data
tlow.

7. The device according to claim 6, wherein

the device 1s configured to:

detect the service type of the data packet by deep packet
inspection; or

obtain an IP address and/or a port of a recerving end of an
uplink data packet or a sending end of a downlink data
packet by shallow packet inspection, and obtain a ser-
vice type corresponding to the IP address and/or the port
of the receiving end of the uplink data packet or the
sending end of the downlink data packet according to a
set correspondence between an IP address and/or port
and a service type;

or

the device 1s configured to:

detect the service content of the data packet by deep packet
imspection.

8. The device according to claim 6, wherein the priority

marking field comprises:

a differentiated services code point (DSCP), type of service
(TOS), a traflic class Traflic Class, a tlow label Flow
Label or a field of a GPRS tunneling protocol for bearing,
the data packet;

and/or

one part of the prionty marking field 1s used to mark a
priority of a subsequent downlink data flow, and the
other part 1s used to mark a priority of a subsequent
uplink data flow, or

one part of the priority marking field 1s used to mark the
priority of the subsequent downlink data flow or the
priority of the subsequent uplink data tflow, and the other
part 1s used to mark an uplink or a downlink.

9. The device according to claim 6, further comprising:

an adjusting module, configured to adjust the priority of the
subsequent uplink and/or downlink data flow according
to a subscription type of the UE.

10. The device according to claim 6, wherein the down-

stream node comprises:

a base station, a radio network controller (RNC), a radio
access network device, or a fixed network device.
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