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BANDWIDTH OPTIMIZATION FOR REMOTE
DESKTOP PROTOCOL

CROSS-REFERENCE TO RELAT
APPLICATION

T
»

The present application 1s a continuation application of
copending U.S. patent application Ser. No. 13/306,804 filed
Nov. 29, 2011, which 1s hereby incorporated by reference in
its entirety for all purposes.

FIELD

The disclosure relates 1n general to remote desktop proto-
cols, and more particularly to providing improved bandwidth
optimization for remote desktop protocol.

BACKGROUND

The remote desktop protocol (RDP) 1s a communication
protocol used for providing access to a remote device using a
graphical interface. RDP can be used, for example, 1in a client/
server application to provide a user of a first computing device
a graphical interface showing a desktop environment of a user
session runnming on a remote server device. The RDP 1s gen-
erally used to transport large quantities of image data (as well
as other types of data) over a communication network in order
to provide the graphical interface from the remote device to
the user’s device with minimal delay, so to enable the user to
interact with the remote device 1n real-time. In environments
in which the communication network has limited bandwidth,
and/or 1n environment in which communication between the
user’s and the remote devices 1s subject to packet loss and/or
communication delays, the performance of the RDP may
suifer. For instance, the user may experience a choppy and/or
incomplete version of the graphical user interface running on
the remote device. In order to improve the user’s experience,
methods and systems are needed to reduce the bandwidth
utilization of the RDP, and to minimize performance degra-
dation of the RDP across lossy and/or delayed communica-
tion links.

SUMMARY

In one aspect of the disclosure, a method for processing a
first data stream received from a remote server to generate a
second data stream conforming to a remote desktop protocol
(RDP) may comprise: facilitating processing of the first data
stream received from the remote server to retrieve package
data units (PDUs) associated with packet data, wherein each
PDU associated with packet data has a header including an
index value related to the packet data and indicative of a
storage location; 1n response to recerving a first PDU 1nclud-
ing first packet data, facilitating decompression of the first
packet data using a decompression algorithm and facilitating
storage of the decompressed first packet data i a location of
a memory cache corresponding to the index value included 1n
the header of the first PDU;; 1n response to receiving a second
PDU, facilitating retrieval of second packet data from a loca-
tion of the memory cache corresponding to the index value
included 1n the header of the second PDU; facilitating gen-
eration of the second data stream conforming to the RDP and
including the decompressed first packet data and the retrieved
second packet data; and facilitating streaming of the gener-
ated second data stream conforming to the RDP to a local
client.
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In one aspect of the disclosure, a method for processing a
first data stream conforming to a remote desktop protocol
(RDP) to stream a second data stream to a remote client
device comprises: facilitating processing of the first data
stream conforming to the RDP to identily package data units
(PDUs) including packet data and, for each PDU including
packet data, to calculate a hash value from the packet data;
facilitating a search, 1n a memory cache storing hash values,
for a stored hash value matching the hash value calculated
from the packet data, for each PDU including packet data;
facilitating selectively storing 1n a location of the memory
cache the hash value calculated from the packet data of a
PDU, if the search fails to find a stored hash value matching
the calculated hash value; facilitating selectively compress-
ing the packet data of the PDU, 1f the search fails to find a
stored hash value matching the calculated hash value; facili-
tating generating an altered PDU for each PDU of the first
data stream including packet data, wherein the altered PDU
includes a header having an index value indicative of the
location 1in the memory cache storing the hash value calcu-
lated from the packet data or of a location in the memory
cache storing the hash value matching the hash value calcu-
lated from the packet data, and wherein the altered PDU
selectively includes the compressed packet data, 1 the search
fails to find a stored hash value matching the calculated hash
value; and facilitating streaming to the remote client device
the second data stream including the generated altered PDU
for each PDU of the first data stream 1ncluding packet data.

In one aspect of the disclosure, a machine-readable storage
medium encoded with instructions executable by one or more
processors to perform one or more operations for processing,
a irst data stream received from a remote server to generate a
second data stream conforming to a remote desktop protocol
(RDP). The one or more operations may comprise: facilitat-
ing processing ol the first data stream received from the
remote server to retrieve package data units (PDUSs) associ-
ated with packet data, wherein each PDU associated with
packet data has a header including an index value related to
the packet data and indicative of a storage location; in
response to receiving a first PDU including first packet data,
facilitating decompression of the first packet data using a
decompression algorithm and facilitating storage of the
decompressed first packet data 1n a location of a memory
cache corresponding to the index value included 1n the header
of the first PDU; 1n response to recewving a second PDU,
facilitating retrieval of second packet data from a location of
the memory cache corresponding to the index value included
in the header o the second PDU; facilitating generation of the
second data stream conforming to the RDP and including the
decompressed {first packet data and the retrieved second
packet data; and facilitating streaming of the generated sec-
ond data stream conforming to the RDP to a local client.

In one aspect of the disclosure, a machine-readable storage
medium encoded with instructions executable by one or more
processors to perform one or more operations for processing,
a {irst data stream conforming to a remote desktop protocol
(RDP) to stream a second data stream to a remote client
device. The one or more operations may comprise: facilitat-
ing processing of the first data stream conforming to the RDP
to 1dentily package data units (PDUSs) including packet data
and, for each PDU including packet data, to calculate a hash
value from the packet data; facilitating a search, in a memory
cache storing hash values, for a stored hash value matching
the hash value calculated from the packet data, for each PDU
including packet data; facilitating selectively storing 1n a
location of the memory cache the hash value calculated from
the packet data of a PDU, if the search fails to find a stored
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hash value matching the calculated hash value; facilitating
selectively compressing the packet data of the PDU, 1if the
search fails to find a stored hash value matching the calculated
hash value; facilitating generating an altered PDU {for each
PDU of the first data stream including packet data, wherein
the altered PDU includes a header having an index value
indicative of the location 1n the memory cache storing the
hash value calculated from the packet data or of a location in
the memory cache storing the hash value matching the hash
value calculated from the packet data, and wherein the altered
PDU selectively includes the compressed packet data, 11 the
search fails to find a stored hash value matching the calculated
hash value; and facilitating streaming to the remote client
device the second data stream 1ncluding the generated altered
PDU for each PDU of the first data stream including packet
data.

In one aspect of the disclosure, a hardware apparatus for
processing a first data stream received from a remote server to
generate a second data stream conforming to a remote desk-
top protocol (RDP) comprises one or more modules config-
ured to perform one or more operations. The one or more
operations may comprise: facilitating processing of the first
data stream received from the remote server to retrieve pack-
age data units (PDUs) associated with packet data, wherein
cach PDU associated with packet data has a header including
an 1ndex value related to the packet data and indicative of a
storage location; 1n response to recerving a first PDU 1nclud-
ing first packet data, facilitating decompression of the first
packet data using a decompression algorithm and facilitating
storage of the decompressed first packet data 1n a location of
a memory cache corresponding to the index value included 1n
the header of the first PDU;; 1n response to receiving a second
PDU, facilitating retrieval of second packet data from a loca-
tion of the memory cache corresponding to the index value
included 1n the header of the second PDU; facilitating gen-
eration of the second data stream conforming to the RDP and
including the decompressed first packet data and the retrieved
second packet data; and facilitating streaming of the gener-
ated second data stream conforming to the RDP to a local
client.

In one aspect of the disclosure, a hardware apparatus for
processing a {irst data stream conforming to a remote desktop
protocol (RDP) to stream a second data stream to a remote
client device comprises one or more modules configured to
perform one or more operations. The one or more operations
may comprise: facilitating processing of the first data stream
conforming to the RDP to identify package data units (PDUs)
including packet data and, for each PDU including packet
data, to calculate a hash value from the packet data; facilitat-
ing a search, in a memory cache storing hash values, for a
stored hash value matching the hash value calculated from the
packet data, for each PDU including packet data; facilitating,
selectively storing 1n a location of the memory cache the hash
value calculated from the packet data of a PDU, i1 the search
fails to find a stored hash value matchmg the calculated hash
value; facilitating selectively compressing the packet data of
the PDU, 1f the search fails to find a stored hash value match-
ing the calculated hash value; facilitating generating an
altered PDU for each PDU of the first data stream including
packet data, wherein the altered PDU includes a header hav-
ing an index value indicative of the location 1n the memory
cache storing the hash value calculated from the packet data
or of a location 1n the memory cache storing the hash value
matching the hash value calculated from the packet data, and
wherein the altered PDU selectively includes the compressed
packet data, 1f the search fails to find a stored hash value
matching the calculated hash value; and facilitating stream-
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ing to the remote client device the second data stream 1nclud-
ing the generated altered PDU for each PDU of the first data

stream 1ncluding packet data.

In one aspect of the disclosure, an apparatus for processing,
a first data stream received from a remote server to generate a
second data stream conforming to a remote desktop protocol

(RDP) may comprise: means for facilitating processing of the
first data stream received from the remote server to retrieve
package data umits (PDUs) associated with packet data,
wherein each PDU associated with packet data has a header
including an index value related to the packet data and 1indica-
tive of a storage location; means for, 1n response to receiving
a first PDU including first packet data, facilitating decom-
pression of the first packet data using a decompression algo-
rithm and facilitating storage of the decompressed first packet
data 1n a location of a memory cache corresponding to the

index value included in the header of the first PDU; means for,
in response to receiving a second PDU, facilitating retrieval
of second packet data from a location of the memory cache
corresponding to the index value included in the header of the
second PDU; means for facilitating generation of the second
data stream conforming to the RDP and including the decom-
pressed first packet data and the retrieved second packet data;
and means for facilitating streaming of the generated second
data stream conforming to the RDP to a local client.

In one aspect of the disclosure, an apparatus for processing,
a {irst data stream conforming to a remote desktop protocol
(RDP) to stream a second data stream to a remote client
device may comprise: means for facilitating processing of the
first data stream conforming to the RDP to identily package
data units (PDUSs) including packet data and, for each PDU
including packet data, to calculate a hash value from the
packet data; means for facilitating a search, in a memory
cache storing hash values, for a stored hash value matching
the hash value calculated from the packet data, for each PDU
including packet data; means for facilitating selectively stor-
ing 1n a location of the memory cache the hash value calcu-
lated from the packet data of a PDU, 11 the search fails to find
a stored hash value matching the calculated hash wvalue;
means for facilitating selectively compressing the packet data
of the PDU, 11 the search fails to find a stored hash value
matching the calculated hash value; means for facilitating
generating an altered PDU for each PDU of the first data
stream 1ncluding packet data, wherein the altered PDU
includes a header having an index value indicative of the
location 1in the memory cache storing the hash value calcu-
lated from the packet data or of a location in the memory
cache storing the hash value matching the hash value calcu-
lated from the packet data, and wherein the altered PDU
selectively includes the compressed packet data, 11 the search
fails to find a stored hash value matching the calculated hash
value; and means for facilitating streaming to the remote
client device the second data stream i1ncluding the generated
altered PDU for each PDU of the first data stream including
packet data.

It 1s understood that various configurations of the subject
technology will become readily apparent to those skilled 1n
the art from the disclosure, wherein various configurations of
the subject technology are shown and described by way of
illustration. As will be realized, the subject technology 1s
capable of other and different configurations and 1ts several
details are capable of modification in various other respects,
all without departing from the scope of the subject technol-
ogy. Accordingly, the summary, drawings and detailed
description are to be regarded as 1llustrative 1n nature and not
as restrictive.




US 9,094,374 B2

d
BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a simplified diagram of a system, in
accordance with various aspects of the subject technology.

FIG. 2 illustrates a simplified connection diagram of a
Virtual Desktop Accelerator (VDA) system, 1n accordance
with various aspects of the subject technology.

FIG. 3 illustrates a simplified flow diagram of a process
performed with a VDA system, 1n accordance with various
aspects of the subject technology.

FIG. 4 illustrates a simplified signal timing diagram of a
process performed with a VDA system, in accordance with
various aspects of the subject technology.

FIG. 5 illustrates a flow diagram of a process performed
with a VDA client, 1n accordance with various aspects of the
subject technology.

FIG. 6 illustrates a flow diagram of a process performed
with a VDA server, 1n accordance with various aspects of the
subject technology.

FIG. 7 1s a conceptual block diagram illustrating an
example of a computing device.

FIGS. 8A and 8B ecach respectively illustrate a simplified
block diagram of a client device and a server, 1n accordance
with various aspects of the subject technology.

FIGS. 9A, 9B, and 9C are block diagrams representing,
examples of a method, a machine-readable storage medium
encoded with 1nstructions, and an apparatus for processing a
first data stream received from a remote server to generate a
second data stream conforming to a remote desktop protocol
(RDP), 1n accordance with one aspect of the disclosure.

FIGS.10A,10B, and 10C are block diagrams representing,
examples of a method, a machine-readable storage medium
encoded with 1nstructions, and an apparatus for processing a
first data stream conforming to a remote desktop protocol
(RDP) to stream a second data stream to a remote client
device, 1n accordance with one aspect of the disclosure.

DETAILED DESCRIPTION

The detailed description set forth below 1s mtended as a
description of various configurations of the subject technol-
ogy and 1s not imntended to represent the only configurations in
which the subject technology may be practiced. The
appended drawings are incorporated herein and constitute a
part of the detailed description. The detailed description
includes specific details for the purpose of providing a thor-
ough understanding of the subject technology. However, 1t
will be apparent to those skilled 1n the art that the subject
technology may be practiced without these specific details. In
some 1nstances, well-known structures and components are
shown 1n block diagram form in order to avoid obscuring the
concepts of the subject technology. Like components are
labeled with 1dentical element numbers for ease of under-
standing.

The remote desktop protocol (RDP) 1s a communication
protocol used to provide access to a remote device using a
graphical interface. The RDP can be used, for example, 1n a
client/server application to provide a user of a first computing
device a graphical interface showing a desktop environment
of a user session running on a remote server device. The RDP
can also be used to provide the user of the first computing
device with a graphical interface showing a desktop environ-
ment of another local or remote computing device. The RDP
can be especially useful 1n client/server implementations 1n
which client applications and client terminals are designed so
that the majority of the heavily used resources are at a remote
computing machine, such as a centralized server, connected
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to the client terminal via a network. The client terminal may
have minimal memory, disk storage, and processor power, but
may be designed under the premise that most users connected
to a powertul server do not need the additional processing
power. Indeed, the client terminal may only require suificient
processing power and memory storage to recetve a stream of
RDP data, to process and display the RDP data on the client
terminal, to recetve user iput data, and to transmit the user
input data to the server. With these client terminals, the total
cost of ownership 1s mimmized, because of the reduced
resources and because the clients can be centrally adminis-
tered from the server.

More particularly, the RDP can be used for a remote con-
nection from a RDP client device running a Windows oper-
ating system (OS) based device to a RDP server. The RDP can
also be used for aremote connection from a RDP client device
running other types of operating systems, such as Linux,
UNIX. Android, 10S, or any other appropriate OS platform.
The RDP server can send screen image data, such as by
sending multiple screen 1mages forming a grid of 16x16
bitmap i1mages per screen frame. In general, the screen
images may form a major portion of the data being transmiut-
ted using the RDP protocol, and may be transmitted 1n a
bitmap format. The RDP server can alternatively or addition-
ally send other types of data, including text data, RDP header
data, RDP control data, binary data blocks, and/or the like. In
general, the data transported by the RDP protocol (including
image, text, RDP header, RDP control, and binary data block
data, or the like) can be referred to as packet data herein. In
some 1nstances, one or more of the screen 1mages may be
repeated in different screen frames, or one or more of the
other types of data may be repeated in different packets.
However, even 1n situations in which one or more of the
screen 1mages (or other types of data) are repeated, the RDP
protocol retransmits all of the screen images 1n each frame (or
other types of data in each packet), every time, without any
optimization. In order to improve the efficiency of the RDP
protocol, methods and systems that provide RDP data cach-
ing may obviate the need to retransmait all screen 1mages 1n
cach frame (and/or retransmit all repeated packet data). For
example, a memory cache may store the images sent by the
RDP server at the client, the RDP server may be configured to
later send only the image index of a stored 1mage if the image
1s repeated, and the RDP client may be configured to load the
stored/repeated 1mage from the memory cache on the RDP
client when an image index 1s received. Similarly, the
memory cache may store data recerved from the RDP server
at the client, the RDP server may be configured to send only
the data index of stored data 11 the data is repeated, and the
RDP client may be configured to load the stored/repeated data
from the memory cache. The use of a memory cache may thus
help 1n increasing the etficiency and lowering the bandwidth
usage of the RDP protocol.

Additionally, the images sent 1n the RDP protocol from the
RDP server can be compressed to further increase the effi-
ciency and reduce the bandwidth usage of the RDP. For
example, the screen 1images may be compressed by different
image compression algorithms, such as 1image compression
conforming to the JPEG, TIFF, or RLE standards. The
memory cache storing the images on the RDP client may store
the 1images as de-compressed images, such that the terminal
server need not compress the repeated 1images and the termi-
nal clientdevice (1.e., the device running the RDP client) need
not require decompression logic to repeatedly decompress
images loaded from the memory cache. As such, the RDP data
caching may further reduce the processing load on the RDP
server and client by requiring fewer screen images to be
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compressed and decompressed, thereby further improving
the performance of the protocol as the number of repeated
1mages 1ncreases.

Furthermore, the RDP protocol commonly uses a run-
length encoding (RLE) image compression algorithm which
may not be an optimal image compression algorithm. Hence,
the efliciency of the RDP protocol can further be improved by
compressing each screen 1image using a compression algo-
rithm having a higher compression ratio, such as JPEG, TIFF,
or other similar high-compression-ratio 1image compression
algorithms. By using a compression algorithm having a
higher compression ratio, the quantity of image data that
needs to be transierred over the network can be minimized.

Finally, the RDP uses packets conforming to the transport
control protocol/internet protocol (TCP/IP) standard to com-
municate between the client device and the remote server
device. While the use of the TCP/IP transport protocol may
provide suitable performance 1n a network environment hav-
ing a short latency (e.g., anetwork latency of less than 90 ms),
an RDP session running over a TCP/IP link may experience
severely degraded performance when the network latency
increases (e.g., for network latencies of more than 90-100
ms). In network environments having higher network laten-
cies (e.g., latencies of 90-100 ms or more), the performance of
the RDP may be improved by using a user datagram protocol
(UDP) or improved UDP (e.g., UDP Plus) transport protocol
for communicating RDP packet data between the client
device and the remote server.

Overall System

FI1G. 1 1llustrates a simplified diagram of a system 100, in
accordance with various aspects of the subject technology.
The system 100 may include one or more client computing
devices 102 (e.g., client devices 102a, 1025, and 102¢, refer-
enced generally as client device 102) 1n communication with
a server computing device 108 (server) via either a public
network 118 or a corporate network 114. In some aspects, the
server 108 1s configured to allow remote sessions (e.g.,
remote desktop sessions) wherein users can access applica-
tions and files on the server 108 by logging onto the server 108
from a client device 102. Such a connection may be estab-
lished using any of several well-known techniques such as the
Remote Desktop Protocol (RDP) on a server running an oper-
ating system that 1s based on or compatible with operating
systems including Windows, Linux, UNIX, Android, 10S, or
other operating system platforms. In some aspects, the client
devices 102 may communicate with the server 108 using file
transier protocol (FTP), hypertext transier protocol (HTTP),
hypertext transier protocol secure (HTTPS), or other suitable
protocols.

By way of illustration and not limitation, a client device
102 can represent a computer, a mobile phone, a laptop com-
puter, a thin client device, a personal digital assistant (PDA),
a portable computing device, or a suitable device with a
processor. In one example, a client device 102 1s a smartphone
(e.g., 1Phone, Android phone, Blackberry, etc.). In certain
configurations, a client device 102 can represent a cashier
device, an audio player, a game console, a camera, a cam-
corder, an audio device, a video device, a multimedia device,
or a device capable of supporting a connection to a remote
server. In one example, a client device 102 can be mobile. In
another example, a client device 102 can be stationary.
According to one aspect of the disclosure, a client device 102
may be a device having at least a processor and memory,
where the total amount of memory of the client device 102
could be less than the total amount of memory 1n a server 108.
In one example, a client device 102 does not have a hard disk.
Inone aspect, a client device 102 may comprise tlash memory
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instead ol a hard disk. In one aspect, a client device may
include one or more client devices.

In one aspect, aclient device 102 1s a conventional personal
computer (PC). In another aspect, a client device 102 1s a
specific-purpose client device designed for a specific-purpose
(rather than a general purpose). The specific-purpose client
device may be, for example, a client device designed as a
cashier machine at a department store, a client device
designed to carry out specific tests or measurements, a client
device designed to carry out a specific medical application for
diagnosis and/or treatment of a patient, etc.

In one aspect, a server 108 may represent a computer, a
laptop computer, a computing device, a database, an in-house
server, a repository server, a configuration application server,
a domain name system (DNS) server, a dynamic host con-
figuration protocol (DHCP) server, a virtual machine (e.g.,
VMware® Virtual Machine), a desktop session (e.g.,
Microsolit Terminal Server), a published application (e.g.,
Microsolit Terminal Server) or a suitable device with a pro-
cessor. In a preferred aspect, a server 108 1s stationary. In
another aspect, a server 108 can be mobile. In yet another
aspect, a server 108 can be embedded. In certain configura-
tions, a server 108 may be any device that can represent a
client device. In a preferred aspect, the server 108 1s not a
client. In one aspect, a server 108 may include one or more
servers, or functions of one or more servers.

In one example, a first device 1s remote to a second device
when the first device 1s not directly connected to the second
device. In one example, a first remote device may be con-
nected to a second device over a communication network
such as a Local Area Network (LAN), a Wide Area Network
(WAN), and/or other network for remote operations.

When a client device 102 and a server 108 are remote with
respect to each other, a client device 102 may connect to a
server 108 over a public network 118 and/or the corporate
network 114, for example, via a modem connection, a LAN
connection including the Ethernet or a broadband WAN con-
nection including DSL, Cable, T1, T3, Fiber Optics. Wi-F1, or
a mobile network connection including GSM, GPRS, 3G.
WiMax or other remote network connection. The public net-
work 118 or the corporate network 114 can be a LAN net-
work, a WAN network, a wireless network, the Internet, an
intranet or other remote network. In one aspect, the public
network 118 or the corporate network 114 may include one or
more routers for routing data between client devices and/or
servers. A remote device (e.g. client device, server) on a
network may be addressed by a corresponding network
address, such as, but not limited to, an Internet protocol (IP)
address, an Internet name, a Windows Internet name service
(WINS) name, a domain name or other system name. These
illustrate some examples as to how one device may be remote
to another device. But the subject technology 1s not limited to
these examples.

According to certain aspects of the present disclosure, the
terms “server’” and “remote server’ are generally used syn-
onymously i1n relation to a client device, and the word
“remote” may indicate that a server 1s 1n communication with
other device(s), for example, over a network connection(s).
Similarly, the terms “client device” and “‘remote client
device” are generally used synonymously 1n relation to a
server, and the word “remote” may indicate that a client
device 1s 1n communication with a server(s), for example,
over a network connection(s).

In one aspect of the disclosure, a “client device” may be
sometimes referred to as a client or vice versa. Similarly, a
“server” may be sometimes referred to as a server device or
viCe versa.




US 9,094,374 B2

9

In some aspects, the server 108 may comprise a RDP server
104 and a virtual desktop accelerator (VDA) server 106.
Although the server 108 1s shown as comprising both of these
servers, one or both servers may be placed outside the server
108. Alternatively, the RDP and VDA servers 104 and 106
may be components or applications (e.g., server applications)
running on a same server 108 or on different servers. The
server 108 may further comprise various other servers such as
a DNS server, a DHCP server, and/or an application server. In
some aspects, one or more of these servers may be combined
together as a single server. In some aspects, the server 108
may also be referred to as an 1n-house server because the
server 108 may primarily operate to communicate with cli-
ents 102a and 1025 over a private network such as the corpo-
rate network 114. In some aspects, client device 102c1son the
same domain.

In some aspects, at least a portion of the server 108 may be
accessible from the public network 118. For example, as
shown 1n FIG. 1, the RDP and VDA servers 104 and 106 are
accessible from the public network 118. Thus, the client
device 102¢ may commumnicate with the server 108 (e.g., the
RDP server 104 and/or the VDA server 106) via the public
network 118.

As shown 1n FIG. 1, each client device 102 can include a
RDP client and/or a VDA client. In one aspect, the RDP client
1s an application or component running on the client device
102. The RDP client can be configured to connect to the RDP
server 104 through the network (114 or 118) to receive an
RDP data stream from the RDP server 104, to display
recetved RDP data on the client device 102, and to transmit
user 1nput data back to the RDP server 104. Similarly, the
VDA client (also referred to as a VDA client component) 1s an
application or component running on the client device 102.
The VDA client 1s configured to connect to the VDA server
106 through the network (114 or 118) to recerve a VDA data
stream from the VDA server 106, to process the received
VDA data so as to generate a corresponding RDP data stream,
and to transmit or stream the generated RDP data stream to
the RDP client on the client device 102.

According to various aspects of the subject technology, the
clients 102 may each be running a windows-based operating

system, such as any of the Windows Embedded family of

operating systems (e.g., Windows Embedded Compact, Win-
dows Embedded Standard. Windows Embedded Enterprise,
Windows FEmbedded POSReady, Windows Embedded
NAVReady, Windows Embedded Server, etc.) or other suit-
able embedded 1images. The clients may alternatively be run-
ning Linux, UNIX, Android, 10S, or any other appropnate
operating system.

Virtual Desktop Accelerator (VDA) System

FIG. 2 1illustrates a simplified connection diagram of a
VDA system, 1n accordance with various aspects of the sub-
ject technology. The system may include a server 108, and at
least one client device 102 1n communication with the server
through one or more networks 114/118.

The client device 102 may include a RDP client 110 con-
figured to establish a connection with RDP server 104 so as to
receive a RDP stream (or RDP data stream) from the RDP
server 104. The client device 102 may further include a VDA
client 112 configured to establish a connection with VDA
server 106 so as to receive a VDA stream (or VDA data
stream) from the VDA server 106. Additionally, the RDP
client 110 and VDA client 112 may be configured to commu-
nicate with each other on the client device 102.

The server 108 may include a RDP server 104 and a VDA
server 106 configured to communicate with each other. The
VDA server 106 may further be configured to communicate
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with the VDA client 112, while the RDP server 104 may be
configured to communicate with RDP client 110 either
directly (though network(s) 114/118) and indirectly (through
VDA server 106, network(s) 114/118, and VDA client 112).

The VDA system 200 includes the VDA server 106 of
server 108 and the VDA client 112 of client device 102. In
general, the connections (e.g., VDA connection and RDP
connection) established with the VDA system and/or the
VDA system components are logical connections such as
packet switched communication sessions through a packet
switched network.

The VDA client 112 and VDA server 106 can be used to
increase the efficiency of an RDP connection between the
RDP client 110 and the RDP server 104. In particular, the
VDA client 112 can be configured to intercept a RDP con-
nection request transmitted by the RDP client 110 to the RDP
server 104, and to establish a VDA connection with the VDA
server 106, so as to establish a virtual RDP connection
between RDP client 110 and RDP server 104 that 1s routed
through (or passes through) the VDA client 112, the estab-
lished VDA connection, and the VDA server 106. The VDA
client 112 and server 106 each include respective memory
caches 113 and 107, which may be used by the VDA connec-
tion to increase the efliciency of data transmissions and
reduce bandwidth usage.

In one aspect of the disclosure, the VDA client 112 1s
configured to intercept a connection request sent by the RDP
client 110 to the RDP server 104 (or RDP server component)
of server 108 and, based on the intercepted connection
request, to establish a connection to a VDA server 106 (or
VDA server component) of server 108. If the VDA client 112
successiully identifies or locates a VDA server 106 on server
108, and successtully establishes a VDA connection to the
VDA server 106, the VDA client 112 routes an RDP connec-
tion between RDP client 110 and RDP server 104 through the
VDA client 112, the established VDA connection, and the
VDA server 106. The VDA client may thus function as a
proxy RDP server with respect to RDP client 110, by receiv-
ing RDP requests from RDP client 110 and transmitting an
RDP data stream to RDP client 110. Similarly, the VDA
server 106 may function as a proxy RDP client with respect to
RDP server 104, by transmitting RDP requests to RDP server
104 and recerving an RDP data stream from RDP server 104.
However, 11 the VDA client 112 1s unable to identily or locate
a VDA server on server 108, or 1s unable to establish a VDA
connection to VDA server 106, the VDA client 112 can for-
ward to the RDP server 104 the connection request inter-

cepted from the RDP client 110, such that a direct RDP
connection between the RDP client 110 and the RDP server
104 can be established.

The connection request intercepted by the VDA client 112
generally includes an iternet protocol (IP) address for the
RDP server 104 the RDP client 110 1s trying to connect to, as
well as communication port information for the RDP server
104 and a version number for the RDP protocol to be used. As
a part of establishing a VDA connection with the VDA server
106, the VDA client 112 generally sends to the VDA server
106 connection information including one or more of the
internet protocol (IP) address for the RDP server 104
retrieved from the intercepted connection request, communi-
cation port information for the RDP server 104 retrieved from
the mtercepted connection request, and information on the
maximum number and/or size of cache memory butfers (e.g.,
memory cache 113) that the VDA client 112 can support for
storing screen 1mages or other data. In response to receiving,
the connection request, the VDA server 106 determines
whether a VDA connection should be established with the
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VDA client 112 based on the connection imnformation. The
VDA server 106 may additionally attempt to establish a RDP
connection with the RDP server 104 by sending a connection
request to the RDP server 104.

If a connection (e.g., a VDA connection) 1s successiully
established between the VDA client 112 and VDA server 106,
and 11 a connection (e.g., a RDP connection) 1s successiully
established between the VDA server 106 and RDP server 104,

the VDA system 200 can begin routing data streams. For

example, the VDA system 200 can begin routing an RDP
stream between the RDP server 104 and RDP client 110

through the VDA connection, and thereby increase the effi-
ciency of data transmissions and reduce bandwidth usage of
such transmissions through network(s) 114/118.

When routing a data stream, the VDA system 200 1s con-
figured to receive, at the VDA server 106, an RDP data stream
from the RDP server 104. The VDA server 106 processes the

received RDP data stream to create a VDA data stream for
transmission to the VDA client 112. In particular, the VDA
server 106 can parse the RDP stream containing RDP content,
identily 1mage data or other types of data (referred generally
as packet data) included 1n the RDP stream, and generate an
altered RDP stream by adding cache headers to image data (or
other types of packet data), compressing the image data (e.g.,
using JPEG or TIFF image compression) or the packet data
(e.g., using ZIP compression), and removing duplicative
image or other types of packet data. The VDA server 106 can
additionally bulk compress (e.g., by using a compression
application such as zlib) and encrypt the altered RDP stream
(including 1image data and/or other types of packet data) to
create the VDA stream. The VDA stream 1s then transmitted
to the VDA client 112 through the network(s) 114/118.

In the VDA client 112, the VDA stream can be decrypted
and bulk decompressed to reconstruct the altered RDP
stream. The decompressed data can then be parsed by the
VDA client 112 to identify and retrieve cache headers, com-
pressed 1image data, and/or other types of packet data. The
VDA client 112 can decompress the 1mage or other packet
data, and process the cache headers to reconstruct the RDP
stream. In one aspect, cache headers include commands for
performing operations on memory cache 113, such as storing
received image data or other packet data in the memory cache,
retrieve stored 1image or other packet data from the memory
cache, and flushing (or clearing) the memory cache. The VDA
client 112 thus reconstructs the RDP stream from the VDA
stream, and transmits the reconstructed RDP stream to the
RDP client 110.

The VDA client 112 can be an application or component
running on the client device 102 running the RDP client 110.
Alternatively, VDA client 112 can be an application or com-
ponent running on a router, mtermediary server, or other
computing device located near RDP client 110 (and remote
from RDP server 104), and used to transport the RDP con-
nection request between RDP client 110 and RDP server 104.
The VDA client 112 may perform functions including: inter-
cepting a connection request between the RDP client 110 and
the RDP server 104; connecting to a VDA server 106 (or VDA
server component) on the server 108 or RDP server 104
machine; understanding and parsing of a VDA stream;
decrypting data packets recerved from a VDA server 106;
decompressing compressed data recerved from the VDA
server (such as data compressed using a zlib compression
algorithm); decompressing RDP screen images recetved 1n
different formats and modes (e.g., JPEG, TIFF, or the like);
and caching (or storing) uncompressed (or decompressed)
images or other packet data 1n a memory cache 113.
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In one aspect, the VDA server 106 may be a standalone
server, or server application or server component running on
the server 108 or the RDP server 104. In another aspect, the
VDA server 106 can be a standalone server, or an application
or component running on a router, intermediary server, or
other computing device located near RDP server 104 (and
remote from RDP client 110), and used to transport the RDP
connection request between RDP client 110 and RDP server
104. The VDA server 106 1s generally active on a machine
(e.g., server 104,106, or 108) remote to the client 102, and the
VDA server 106 listens for connections from one or more
VDA clients 112. In response to receiving a connection
request from and/or establishing a VDA connection with a
VDA client 112, the VDA server 106 can try to connect to the
RDP server 104 at the IP address and port provided in the
connection request received from the VDA client 112. In
establishing a connection to the RDP server 104, the VDA
server 106 may function as a RDP client (1.e., a proxy RDP
client) with respect to the RDP server 104. The VDA server
106 can return a success response (e.g., a connection
acknowledgment ACK response message) to the VDA client
112 it the connection to the RDP server 104 1s successtul:;
otherwise, the VDA server 106 may send a failure response
(e.g., a connection NACK response message) to the VDA
client 112.

The VDA server 106 may perform functions including:
establishing a connection to the RDP server 104; accepting
connections from one or more VDA clients 112; understand-
ing and parsing a RDP data stream; compressing RDP screen
images in different formats (e.g., JPEG, TIFF, or the like) or
RDP packet data 1n different formats (e.g., ZIP, or the like):
maintaining a memory cache 107 storing hash values; storing
a hash function used to generate a unique hash value/key for
cach image or other packet data in the RDP stream; compress-
ing data using a bulk compression algorithm (e.g., using zlib
compression); and encrypting compressed data and forward-
ing the encrypted data to a VDA client 112.

When the VDA server 106 parses the RDP content received
as part of the RDP data stream, the VDA server 106 can
compute a hash value or hash key (for example, a 64-bit hash
value/key) from each 1dentified 1mage or each identified data
packet included 1in the RDP data stream. The VDA server 106
can then search the memory cache 107 of the VDA server 106
for the computer hash value to determine whether any match-
ing hash value 1s stored 1n the memory cache 107. If a match-
ing hash value 1s found, the VDA server 106 determines that
the 1mage or other packet data corresponding to the hash
value has previously been transmitted to the VDA client 112,
and that the 1mage data or other packet data 1s stored 1n the
memory cache 113 of the VDA client 112 at a location cor-
responding to the index value of the location at which the
matching hash value 1s found. The VDA server 106 then
generates an altered RDP data stream which includes, for
cach 1dentified 1mage or data packet, a cache header and,
optionally, compressed 1image data or packet data. If a hash
value matching the computed hash value 1s found in the
memory cache 107, the VDA server 106 includes in the
altered data stream a cache header including the cache com-
mand “CACHE_FETCH” followed by the index value of the
location 1n memory cache 107 at which the hash value was
located. If no matching hash value was found 1n memory
cache 107, the VDA server 106 stores the computed hash
value at alocation corresponding to an index value in memory
cache 107, optionally compresses the image data (e.g., using
a JPEG or TIFF compression algorithm) or the packet data
(e.g., using a ZIP compression algorithm), and includes in the
altered data stream a cache header including the command
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“CACHE_STORE”, followed by the index value and the
compressed 1mage data or the packet data. Finally, the VDA
server 106 bulk compresses the altered RDP stream (e.g.,
using a zlib compression algorithm) and encrypts the com-
pressed stream to form the VDA data stream, and sends the
VDA data stream to the VDA client 112.
VDA System Processing and Signaling

FI1G. 3 illustrates a ssmplified flow diagram of a process 300
for improving the bandwidth optimization of a communica-
tion link using a VDA system, in accordance with various
aspects of the subject technology. The process may be used to
provide an enriched user experience and an improved band-
width usage on communication links using the RDP protocol
between a client machine 102 and a server machine 108.

The process 300 begins with operation 301, 1n which a
VDA client 112 intercepts a connection between a RDP client
110 and a RDP server 104. In particular, the VDA client 112
may intercept a connection request transmitted by the RDP
client 110 for the RDP server 104. The connection request can
include a network address for the RDP server 104 (or server
108), such as an IP address and an identification for a com-
munication port of the RDP server 104. The VDA client 112
may itercept the connection request mitiated by the RDP
client 110 by targeting a standard port (e.g., a RDP port) used
by the RDP client 110 for establishing RDP communications.
The connection request may be intercepted to prevent a direct
RDP connection from being established between the RDP
client 110 and RDP server 104. The connection request may
turther be intercepted to enable VDA client 112 to route
communications between the RDP client 110 and RDP server
104 through the VDA client 112 and VDA server 106, so as to
proxy the RDP connection and apply data caching (e.g., cach-
ing of packet data such as image data or other types of data)

and other VDA methods transparently without a user’s (or
RDP client’s 110) knowledge.

In operation 303, the VDA client 112 and VDA server 106
negotiate connection parameters for a VDA connection, and
establish the VDA connection through the network(s) 114/
118. In particular, VDA client 112 may retrieve from the
intercepted connection request the network address for the
RDP server 104 (or server 108), and may try to establish a
connection with a VDA server 106 associated with the RDP
server 104 (or running on or associated with server 108). For
example, VDA client 112 can send a connection request for
establishing a VDA connection to the server 108 (e.g., to a
predefined port of the server 108, such as a dedicated VDA
port on which VDA server 106 1s listening), to the VDA server
106 associated with the network address of the RDP server
104, or to another appropriate entity.

If no VDA server 106 1s present on the VDA port, associ-
ated with RDP server 104, and/or runming on server 108, the
VDA client 112 may not be able to establish a VDA connec-
tion with a VDA server. In such situations, the VDA client 112
may receive a connection response message including failure
(e.g., a NACK message) or may not receive a connection
response message within a determined time period. The VDA
client 112 may determine that no VDA connection can be
established, and may forward the intercepted connection
request message from RDP client 110 to the RDP server 104
to enable a direct RDP connection to be established between
the RDP client 110 and the RDP server 104.

If a VDA server 106 1s present on the VDA port, associated
with RDP server 104, and/or running on server 108, the VDA
server 106 may send a connection response message (e.g., a
connection acknowledgment ACK) to the VDA client 112.
The VDA client 112 and VDA server 106 may proceed to

negotiate connection parameters for establishing a VDA con-
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nection between each other. The connection parameters may
include a memory cache size (e.g., sizes for memory caches
107 and 113) and/or a version (or version number) or other
details of the RDP protocol. Once the connection parameters
for the VDA connection are negotiated, a VDA connection 1s
established between the VDA client 112 and VDA server 106.

The VDA server 106 will generally accept the connection
request from the VDA client 112, and can store the connection
parameters (e.g., memory cache size and RDP protocol ver-
s1on details) for the VDA connection to the VDA client 112.
In response to establishing the VDA connection with the VDA
client 112, the VDA server 106 may receive from the VDA
client 112 the RDP connection details included 1n the inter-
cepted connection request, including the network address of
the RDP server 104 and/or communication port information
for the RDP server 104. The VDA server 106 can send a
connection request to the RDP server 104 at the indicated
address or port. The connection request can include the con-
nection details provided by the VDA client, including the
RDP protocol version details. If the RDP server 104 validates
the connection request (e.g., ii the connection parameters
included 1n the request are valid and/or compatible with the
RDP server 104), the RDP server 104 can establish an RDP
connection to the VDA server 106 and send a connection
acknowledgment message to the VDA server 106. The VDA
server 106 may then have an active RDP connection to the
RDP server 104, and may be able to connect to the RDP server
104. The VDA server 106 may send to the VDA client 112 a
connection acknowledgement indicating that a RDP connec-
tion to the RDP server 104 has been established and, 1n turn,
the VDA client 112 may send a connection response to the
RDP client 110 indicating that a RDP connection has been
established.

If the VDA server 106 1s unable to establish a RDP con-
nection to the RDP server 104, the VDA server may send a
failure response message (e.g., aNACK message) to the VDA
client 112. In response to recerving the NACK message, the
VDA client 112 may either send a connection NACK mes-
sage to the RDP client 110, or the VDA client 112 may
forward the 1intercepted connection request message recerved
from RDP client 110 to the RDP server 104 to enable a direct
RDP connection to be established between the RDP client
110 and RDP server 104.

Operation 303 may conclude with RDP connections being,
established between the RDP client 110 and the VDA client
112 and between the VDA server 106 and the RDP server 104,
and with a VDA connection being established between the
VDA client 112 and VDA server 106. In particular, 1f the RDP
connections and VDA connection are successiully estab-
lished, the VDA client 112 may function as a proxy RDP
server with respect to RDP client 110 and the VDA server 106
may function as a proxy RDP client with respect to RDP
server 104. However, if any of the RDP connections or VDA
connection cannot be established, a direct RDP connection
between the RDP client 110 and RDP server 104 may be
established. As such, the VDA client 112 may be interoper-
able with servers 108 that do not have a VDA server 106 by
allowing a RDP connection to be established between the
RDP client 110 and RDP server 104 when any of the appro-
priate VDA and RDP connections cannot be established.

In operation 305, the streaming of data begins from the
RDP server 104. The data 1s streamed as an RDP data stream
from the RDP server 104 to the VDA server 106. The RDP
data stream may follow the RDP protocol version details
communicated as part connection requests 1n operation 303.
The VDA server 106 receives the RDP data stream (or RDP

stream) from the RDP server 104, and parses the received
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RDP stream. In particular, the VDA server 106 may parse
cach protocol data umit (PDU) received as part of the RDP
stream so as to 1dentily image content (or, generally, packet
data content) included 1n the RDP stream. For each identified
image (or PDU including image data, or data packet) included
in the RDP stream, the VDA server 106 retrieves the image (or
packet data) and calculates a hash value (e.g., a 64-bit hash
value, or a value which may be referred to as a hash key) for
the 1mage (or packet data). The hash value may also be
referred to as a hash key, an image hash value, an 1mage hash
key, or an image key. For each calculated hash value, the VDA
server 106 searches the memory cache 107 for the hash value.
The VDA server 106 may then perform one of three exem-
plary operations based on the results of the search for the hash
value 1n the memory cache 107.

First, 11 the hash value 1s not found in the memory cache
107, the VDA server 106 finds an appropriate location in the
memory cache 107 to store the hash value. For example, the
hash value can be stored 1n an empty storage location, or the
hash value can be stored so as to overwrite data previously
stored 1n a storage location. In one aspect, the hash value 1s
stored 1n the memory cache using a circular list such that the
hash value 1s stored to overwrite the oldest stored hash value.
In another aspect, the hash value 1s stored using a least-
recently-used algorithm such that the hash value is stored to
overwrite the stored hash value not having been used 1n the
longest time. In yet another aspect, the hash value i1s stored
using another appropriate cache replacement algorithm.
Once the hash value 1s stored 1n the memory cache 107, the
VDA server 106 1dentifies an index value indicative of the
location at which the hash value 1s stored in the memory cache
107. The image corresponding to the hash value 1s then com-
pressed using an appropriate 1mage compression algorithm,
for example by using a JPEG or TIFF compression having a
selected compression mode such as a visually lossy compres-
sion mode, a visually lossless compression mode, or a loss-
less compression mode. Alternatively, the packet data can
optionally be compressed using an appropriate compression
algorithm, for example a ZIP compression. The VDA server
106 then creates an altered RDP protocol data unit (PDU)
which includes a cache header preceding the compressed
image data (or compressed packet data). The cache header
includes the cache command “CACHE STORE” and the
index value indicative of the location at which the hash value
1s stored in the memory cache 107.

Second, 1f the hash value 1s found 1n the memory cache
107, the VDA server 106 retrieves the index value of the
memory location at which the hash value 1s stored. The VDA
server 106 then creates an altered RDP PDU including a
cache header having the cache command “CACHE_FETCH”
tollowed by the retrieved index value. In general, an altered
RDP PDU having the cache header command
“CACHE_FETCH?” does not include image data (or packet
data) or compressed 1image data (or compressed packet data).

Third, 1f the VDA server 106 encounters an error with the
memory cache 107, determines that the memory cache 107
has been corrupted, determines that the memory cache 107 1s
out of synchronization with a corresponding memory cache
113 on the associated VDA client 112, and/or receives an
error indicating that the memory cache 113 1s out of memory,
the VDA server 106 can disable data caching by sending an
altered RDP PDU including a cache header having the cache
command “CACHE_FLUSH”. In general, the VDA server
106 compresses the image data using an appropriate 1mage
compression algorithm (or, optionally, compresses the packet
data), and creates an altered RDP protocol data unit (PDU)
which includes the cache header and the compressed 1image
data (or the packet data). The cache header includes the cache

command “CACHE_FLUSH” followed by two bytes set to 0.
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In operation 305, the VDA server 106 thus receives and
parses a recerved RDP data stream to create an altered RDP
stream 1n which PDUs including 1image data (or packet data)
are replaced with altered PDUs. Portions of the RDP stream
(e.g., PDUs) that do not include image data (or packet data)
may remain substantially intact and unmodified in the altered
RDP stream. Each altered PDU includes one of: a cache

command “CACHE_STORE”, an index value, and com-
pressed 1mage data (or packet data); a cache command

“CACHE_FETCH” and an index value; or a cache command
“CACHE_FLUSH” and compressed image data (or packet
data).

In operation 307, the VDA server 106 applies bulk com-
pression to the altered RDP stream, such as compression
using a compression algorithm or library such as zlib, or
another appropriate compression algorithm or library. The
VDA server 106 then encrypts the compressed altered RDP
stream using an appropriate encryption algorithm, to ensure
the security of the encrypted stream. The VDA server 106
may then transmit the encrypted, compressed, and altered
RDP stream as a VDA data stream (or VDA stream) to the

VDA client 112.
In operation 309, the altered RDP stream 1s transmitted as

a VDA data stream by the VDA server 106 to the VDA client
112 through the network(s) 114/118, and 1s received by the
VDA client 112. Because of the data caching and compres-
sion used, the VDA data stream output by the VDA server 106
may occupy substantially less bandwidth than the RDP data
stream received by the VDA server 106. The VDA data stream
may therefore occupy substantially less bandwidth as it 1s
transmitted through network(s) 114/118 than an equivalent
RDP data stream would have occupied.

In operation 311, the VDA client 112 having recerved the
encrypted, compressed, and altered RDP stream (1.e., the
VDA data stream) decrypts the recerved data stream, and bulk
decompresses the decrypted stream. The decryption and
decompression are performed by using decryption and
decompression methods complementary to the encryption
and compression methods used 1n operation 307.

The VDA client 112 then proceeds to parse and reconstruct
the altered RDP stream 1n operation 313. In particular, the
VDA client 112 may parse each protocol data unit (PDU)
received as part of the altered RDP stream so as to identily
PDUs that contain 1mage content (or packet data content).
The PDUs containing image content (or packet data content)
may correspond to the altered PDUSs created 1n operation 3035
and each including a cache header. For each identified PDU
containing image content (or packet data content) included 1n
the altered RDP stream, the VDA client 112 may retrieve and
process the cache header and any associated image data (or
packet data). The VDA client 112 performs one of three
exemplary operations based on the retrieved cache header.

First, 1f the cache header includes the cache command
“CACHE_STORE”, the VDA client 112 retrieves the index
value and the compressed image data (or packet data)
included in the PDU. The VDA client 112 decompresses the
image data using an appropriate image decompression algo-
rithm, for example by using a JPEG or TIFF decompression
having a decompression mode (e.g., visually lossy, visually
lossless, or lossless) corresponding to the compression algo-
rithm and mode used 1n operation 305. The VDA client 112
stores the decompressed 1mage data (or packet data) at a
location 1n memory cache 113 corresponding to the retrieved
index value. The VDA client 112 further reconstructs a RDP
PDU including the decompressed image data (or packet data).

Second, 1f the cache header includes the cache command

“CACHE_FETCH?”, the VDA client 112 retrieves the index
value including 1n the PDU. The VDA client 112 then

retrieves from the memory cache 113 image data (or packet
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data) stored 1n a location corresponding to the retrieved index
value, and reconstructs a RDP PDU including the retrieved

image data (or packet data).

Third, 1 the cache header includes the cache command
“CACHE_FLUSH?”, the VDA client 112 flushes (1.e., emp-

ties, clears, or deletes contents of) the memory cache 113. The
VDA client 112 further resets the memory cache 113. The
VDA client 112 retrieves the compressed image data (or
packet data) included 1n the PDU, and decompresses the
image data using an appropriate image decompression algo-
rithm. The VDA client 112 further reconstructs a RDP PDU
including the decompressed 1image data (or packet data).

The VDA client 112 may thus reconstruct an RDP stream
based on the decompressed altered RDP stream and the
reconstructed RDP PDUSs. In particular, the VDA client 112
may reconstruct the RDP stream by using the decompressed
altered RDP stream, and by replacing each PDU identified as
containing i1mage content (or packet data content) with a
reconstructed RDP PDU including decompressed image data
(or packet data).

The VDA client 112 transmits the reconstructed RDP
stream to the RDP client 110. For this purpose, the VDA client
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PDU that includes image data (or packet data) 1s replaced by
a cache header and, optionally, image data (or packet data), as

shown 1n the following;:

. Cache Image Dataor ...
RDP Stream Data Header packet data RDP Stream Data
(optional)

The cache header can have a length o1 3 bytes, and can have
a structure 1ncluding a cache command (e.g.,
“CACHE_STORE”, “CACHE_FETCH”, or *“CACHE_

FLUSH”) and a cache index, as shown 1n the following;:

Cache Index
(2 bytes)

Cache Command

(1 byte)

As a result, the altered RDP data stream may have any of
the following structures depending on the cache command
included in the cache header:

.. RDP CACHE__STORE Cache Index Compressed ... RDP
Stream Data . .. Image or Stream Data . . .
Packet Data
.. RDP CACHE_ FETCH Cache Index .. RDP
Stream Data . . . Stream Data . . .
.. RDP CACHE_FLUSH 00 Compressed ...RDP
Stream Data . .. Image or Stream Data . . .

112 may function as a proxy RDP server with respect to the
RDP client 110, and may transmit to the RDP client 110 an
RDP stream that 1s substantially identical to the RDP stream
transmitted by the RDP server 104 to the VDA server 106.

Operations 305 through 313 may be performed substan-
tially continuously as long as an RDP data stream 1s received
by VDA server 106 for transmission to RDP client 110. The
operations 305-313 may alternatively be performed repeat-
edly or intermittently as RDP data 1s received from RDP
server 104.

In operation 315, the VDA connection between VDA client
112 and VDA server 106 1s disconnected. The VDA client 112
or VDA server 106 can be disconnected, for example, 1n
response to recerving a disconnect request from the RDP
client 110 or the RDP server 104. In response to receiving a
disconnect request, the VDA client 112 and/or VDA server
106 disconnectthe VDA connection, clear all cache data from
the memory caches 113 and 107, and send disconnection
requests to each other.

As described 1n relation to operation 303, the VDA server
106 creates an altered RDP stream 1n which each PDU in the
RDP stream that includes image data (or, more generally,
packet data) 1s modified or altered. For example, the VDA
server 106 may receive a RDP data stream such as the fol-
lowing;:

RDP PDU
including 1image data
(or packet data)

RDP Stream Data RDP Stream Data

The VDA server may parse the received RDP data stream
to produce an altered RDP data stream in which each RDP
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The process 300 results 1n the memory caches 107 and 113
respectively storing hash values and image data (or packet
data). In particular, the memory cache 107 can store hash
values only, and may generally not store image data (or packet
data). Conversely, memory cache 113 can store image data (or
packet data) only, and may generally not store hash values.
Each storage location 1in the memory cache 107 may have an
associated index value, and each index value may have an
associated (or corresponding) storage location in the memory
cache 113. When the memory caches 107 and 113 are 1n
synchronization, each storage location 1n memory cache 107
storing a hash value and having an index value has a corre-
sponding storage location in memory cache 113 having the
same 1ndex value and storing image data (or packet data) that
corresponds to the stored hash value.

FIG. 4 illustrates a simplified signal timing diagram 400, 1n

accordance with various aspects of the subject technology.
The signal timing diagram 400 shows signals exchanged
between the RDP client 110, VDA client 112, VDA server
106, and RDP server 104 1n establishing a VDA communica-
tion connection session between RDP client 110 and RDP
server 104 and streaming data therebetween.

The signal timing diagram 400 begins with the RDP client
110 transmitting a connection request for the RDP server 104
in operation 401. The VDA client 112 intercepts the connec-
tion request transmitted by RDP client 110 1n operation 403
and, 1n response to itercepting the connection request, trans-
mits a connection request for a VDA server associated with
the RDP server 104 identified in the itercepted connection
request (operation 4035). IT a VDA server 106 associated with
the RDP server 104 is located, the VDA server 106 and VDA

client 112 negotiate connection parameters for and establish
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a VDA connection 1n operation 407. Meanwhile, the VDA
server 106 may send a connection request to the RDP server
104 1dentified in the intercepted connection request (opera-
tion 409). If the VDA server 106 1s successiul in establishing
a connection with RDP server 104, the RDP server transmits
a connection acknowledgement message to the VDA server
106 in operation 411. In response to receiving the connection
acknowledgement message, the VDA server 106 sends a con-
nection acknowledgement message to the VDA client 112
which, 1 turn, can send a connection acknowledgement mes-
sage to the RDP client 110.

Once RDP connections are established between RDP
server 104 and VDA server 106 and between VDA client 112
and RDP client 110, and once a VDA connection 1s estab-
lished between VDA server 106 and VDA client 112, the data
streaming can begin. In operation 415, the RDP server 104
begins streaming of an RDP data stream to the VDA server
106. The VDA server 106 receives the stream, and parses,
compresses and encrypts the received RDP stream into a
VDA stream 1n operation 417. The VDA server 106 then
transmits the VDA stream to the VDA client 112 1n operation
419. The VDA client 112 decrypts, decompresses, and parses
the VDA stream 1n operation 421 to reconstruct a RDP stream
in operation 421, and the RDP stream 1s transmitted to the
RDP client 1n operation 423.

The VDA client 112 and VDA server 106 (generally refer-
enced as VDA system 200), as described in relation to FIGS.
2, 3, and 4, can thus provide improved bandwidth optimiza-
tion for RDP.

In particular, the VDA system 200 can minimize the band-
width usage for transmitting an RDP data stream including
image data (or packet data) through a network 114/118 by
using improved compression methods, including the use of
image compression algorithms having higher compression
ratios (e.g., JPEG, TIFF) and/or data compression algorithms
(e.g., ZIP); the use of image compression algorithms having
different compression modes that may be selected to optimize
image compression depending on the desired end-user expe-
rience (e.g., use of visually lossy, visually lossless, and loss-
less compression modes); the use of bulk data compression
methods, libraries, and algorithms (e.g., zlib) to further
improve the overall compression ratio of the transmitted data;
and the like. By using multiple compression methods at the
same time, the VDA system 200 can increase the overall
compression efficiency of the system. The VDA system 200
can further mimnimize network bandwidth usage by using
image and packet data caching to reduce the transmission of

duplicative 1mage data (or packet data) through the net-
work(s) 114/118 between the VDA server 106 and the VDA

client 112.

The VDA system 200 can perform the bandwidth optimi-
zation while minimizing the computational load on the VDA
server 106 and the VDA client 112. For instance, the VDA
system 200 reduces the computational load required for
encoding and decoding of images (or packet data) by obviat-
ing the need to repeatedly encode and decode images (or
packet data) that are repeated within a data stream, and by
instead encoding each image (or packet data) a single time 1n
the VDA server 106, transmitting the encoded image (or
packet data) to the VDA client 112, decoding the image (or
packet data) a single time 1n the VDA client 112, and storing,
the decoded 1image (or packet data) 1n the memory cache 113
such that the image (or packet data) can be used again without
requiring any further encoding or decoding. Additionally, by
storing hash values 1n the memory cache 107 of the VDA
server 106, and corresponding image data (or packet data) at
corresponding index locations 1n the memory cache 113 of
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the VDA client 112, the hash value calculation need only be
performed on the VDA server 106, thus reducing the amount
of computation (or number of CPU cycles) required on the
VDA client 112.

The VDA system 200 presents the further advantage of
having a centralized control by the VDA server 106 of both
memory caches 107 and 113 respectively located on the VDA
server 106 and VDA client 112. The centralized control of the
memory caches by the VDA server 106 allows the VDA client
112 to perform cache commands recerved from the VDA
server 106, so as to minimize the chances of the memory
caches 107 and 113 going out of synchronization. The VDA
system 200 further provides encryption of data transferred
over the network(s) 114/118 to ensure the security of the RDP
stream data being transmitted to the RDP client 110 through
the network(s). Finally, the VDA system 200 provides a
method for improving the bandwidth optimization of a RDP
connection that 1s transparent to users. The VDA system 100
also provides a method that improves the users’ experience

seamlessly through the interception and proxying of a normal
RDP connection.
VDA Client Processing

FIG. 5 illustrates a flow diagram of a process 500 1n a VDA
client 112 for improving the bandwidth optimization of a
communication link using VDA, 1n accordance with various
aspects ol the subject technology. The process may be used by
a VDA client 112 to mitiate a VDA connection and provide
VDA services to a RDP client 110.

The process 500 begins with operation 503, in which the
VDA client 112 monitors the RDP client 110 of the client
device 102 and waits for the RDP client 110 to transmit a
connection request for an RDP server 104. When the RDP
client 110 transmits a connection request, the VDA client 112
intercepts the connection request. In operation 505, the VDA
client 112 determines whether the RDP connection associ-
ated with the intercepted connection request should be accel-
erated. The determination may involve retrieving from the
intercepted connection request mformation including an IP
address for the RDP server 104 (or server 108), an 1identifi-
cation for a communication port of the RDP server 104 (or
server 108), an RDP protocol version number, or the like. The
determination may involve determining whether the RDP
connection should be accelerated based on the retrieved infor-
mation. The determination may further involve determining
whether a VDA server 106 1s associated with the RDP server
104 (or server 108) 1dentified in the connection request. If the
VDA client 112 determines that the RDP connection should
not be accelerated, the VDA client 112 proceeds 1n operation
511 not to accelerate the RDP connection and to forward the
intercepted connection request directly to the RDP server 104
identified in the connection request such that the RDP server
104 and RDP client 110 can establish a direct RDP connec-
tion.

If the VDA client 112 determines that the RDP connection
should be accelerated, the VDA client 112 proceeds 1n opera-
tion 507 to mitiate a connection to a VDA server 106. The
VDA client 112 may send a VDA connection request to the
VDA server 106 determined to be associated with RDP server
104 (or server 108) 1dentified 1n the intercepted connection
request. The VDA connection request may include the IP
address for the RDP server 104 (or server 108), the RDP
server communication port information, or the like. The VDA
connection request may further include VDA connection
parameters such as a memory cache size (e.g., sizes for
memory caches 107 and/or 113) and/or a version (or version
number) or other details of the RDP protocol. If the VDA

client 112 1s unable to establish the VDA connection (opera-
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tion 509), the VDA client 112 proceeds 1n operation 511 not
to accelerate the RDP connection and to forward the inter-

cepted connection request directly to the RDP server 104

identified 1n the connection request such that the RDP server
104 and RDP client 110 can establish a direct RDP connec-

tion. However, 11 the VDA client 112 1s able to establish a

VDA connection with the VDA server 106 (operation 509),
the VDA client proceeds to operation 513.

In operation 513, the VDA client 112 waits to receive a

VDA stream through the established VDA connection. Once
the VDA client 112 begins recerving a VDA stream from the
VDA server 106, the VDA client 112 decrypts and bulk
decompresses the VDA stream. In operation 514, the VDA
client 112 further parses the decrypted and uncompressed
stream, and 1dentifies (or looks for) image data (or packet
data, such as text data, RDP headers or control packets, or
binary data blocks) and cache headers in the parsed stream.

In operation 515, a processing path 1s chosen based on the
identified cache header. Any portion of the parsed stream that
does not pertain to image data (or, more generally, packet data
from a VDA stream) and does not have an associated cache
header remains 1n a stream that 1s transmuitted to the local RDP
client 110 1n operation 525. However, for any portion of the
parsed stream that has the cache header “CACHE_STORE”,
the VDA client 112 retrieves the image data (or packet data)
accompanying the cache header 1n operation 517, and decom-
presses the image data according to an appropriate decom-
pression method (e.g., JPEG, TIFF) and decompression mode
(e.g., visually lossy, visually lossless, or lossless). The VDA
client 112 further retrieves the index value from the cache
header 1n operation 519, and stores the decompressed 1image
data (or packet data) at a location in the memory cache 113
associated with the retrieved index value. Finally, the VDA
client 112 removes the cache header from the stream, and
teeds the stream including the decompressed 1image data (or
packet data) to the RDP client 110 1n operation 325.

For any portion of the parsed stream that has the cache
header “CACHE _FLUSH”, the VDA client flushes the
memory cache 113 and storage locations 1n operation 521.
The VDA client 112 then retrieves the image data (or packet
data) accompanymg the cache header 1n operation 522, and
decompresses the 1image data according to an appropriate
decompression mode (e.g., visually lossy, visually lossless,
or lossless) or decompresses the packet data. Finally, the
VDA client 112 removes the cache header from the stream,
and feeds the stream including the decompressed 1image data
(or packet data) to the RDP client 110 1n operation 525.

For any portion of the parsed stream that has the cache
header “CACHE_FETCH”, the VDA client 112 retrieves the
index value from the cache header in operation 523, and
retrieves from the memory cache 113 the image data (or
packet data) stored at the location associated with the
retrieved 1ndex value. The VDA client then places the
retrieved 1mage data (or packet data) into the data stream.
Finally, the VDA client 112 removes the cache header from
the stream, and feeds the stream including the retrieved image
or packet data to the RDP client 110 1n operation 525.

Following operation 325, the VDA client determines
whether the VDA client 112 1s disconnected from the VDA
server 106 (operation 527). If the VDA client 112 and VDA
server 106 are connected, operation loops back to operation
514 to process a next part of the VDA stream. Alternatively,
operation may loop back to operation 513 to receive more
data from the VDA stream. I the VDA client 112 and VDA
server 106 are disconnected, or i1f the VDA client 112 has
received a disconnection request from either the RDP client
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110 or VDA server 106, the VDA client 112 disconnects from
the VDA server 106 and RDP client 110 and the procedure
500 ends at operation 529.

VDA Server Processing

FIG. 6 illustrates a flow diagram of a process 600 1n a VDA
server 106 for improving the bandwidth optimization of a
communication link using RDP, 1n accordance with various
aspects of the subjecttechnology. The process may be used by
a VDA server 106 to process a RDP stream received from a
RDP server 104 for transmission as a VDA stream to a VDA
client 112.

The process 600 begins with operation 603, 1n which the
VDA server 106 waits for a connection from a VDA client
112. For example, the VDA server 106 may wait to receive a
connection request to establish a VDA connection from a
VDA client 112. When a connection request 1s received, the
VDA server 106 determines whether the connection should
be accepted 1n operation 605. The VDA connection request
may include an IP address for a RDP server 104 (or server
108), a RDP server 104 (or server 108) communication port
information, or the like. The VDA connection request may
further 1nclude VDA connection parameters such as a
memory cache size (e.g., size for memory caches 107 and/or
113) and/or a version (or version number) or other details of
the RDP protocol. The VDA server 106 may base the deter-
mination of whether the connection should be accepted based
on the identity of the VDA client 112 from which the connec-
tion request was received, based on whether the IP address
and port mformation for the RDP server included in the
connection request correspond to an RDP server 104 (or
server 108) associated with the VDA server 106, based on
whether an RDP protocol version number included in the
connection request 1s supported by the VDA server 106, based
on whether the VDA server 106 has sulilicient storage space
available 1n the memory cache 107 to accommodate the
requested memory cache size, and/or based on other appro-
priate criteria. If the VDA connection 1s not accepted, the
VDA server 106 rejects the connection by transmitting a
failure code to the VDA client 112 in operation 607. The
failure code may indicate a reason for which the connection
was rejected.

If the VDA connection 1s accepted, the VDA server 106
proceeds 1n operation 609 to establish a connection to the
RDP server 104 specified in the recerved connection request.
The VDA server 106 may send a connection request message
to the RDP server 104 at the IP address and/or port indicated
in the connection request, the connection request further indi-
cating the RDP version number recerved from the VDA client
112. I the RDP server 104 does not accept the connection
(operation 611), or 11 a connection with the RDP server 104
cannot be established for any other reason, the VDA server
106 transmits a failure code to the VDA client 112 1n opera-
tion 607.

Once the connection to the RDP server 104 1s successiully
established (operation 611), the VDA server 106 can begin
receiving a RDP data stream from the RDP server 104. The
VDA server 106 recerves a RDP stream from the RDP server
104 1n operation 613, and parses the RDP stream to identily
and retrieve image data (or packet data) from the stream. Any
portions of the RDP stream that do not include image data (or
packet data) may remain unaltered in the RDP stream, and
may be bulk compressed and encrypted 1n operation 629. For
any portions of the RDP stream that include image data (or
packet data), the image data (or packet data) 1s checked in
operation 615, and a hash value (or hash key) 1s calculated for
cach 1image 1n the 1image data (or data packet in the packet

data).
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For each calculated hash wvalue, the VDA server 106

searches the memory cache 107 for the hash value, and deter-
mines whether the hash value 1s stored in or can be found in

the memory cache in operation 617. If the hash value 1s found,

the VDA server 106 retrieves (or loads) an index value indica-
tive of the location in the memory cache 107 at which the hash
value was found (operation 619). The VDA server 106 then
replaces the 1mage data (or packet data) corresponding to the
hash value 1n the RDP stream with the cache header

“CACHE_FETCH” followed by the retrieved index value

(operation 621), to produce an altered RDP stream. The
altered RDP stream 1s then bulk compressed, the compressed
stream 1s encrypted, and the compressed encrypted stream 1s
sent as an accelerated VDA stream to the VDA client 112 1n
operation 629.

I1 the hash value calculated 1n operation 6135 1s not found in
the memory cache 107, the VDA server 106 determines a
location for storing the calculated hash value 1n the memory
cache 107, and stores the hash value at the determined loca-
tion 1n operation 623. The VDA server 106 then compresses
the 1mage data using an appropriate compression method
(e.g., JPEG or TIFF compression) and compression mode
(e.g., visually lossy, visually lossless, or lossless) in operation
625. The VDA server 106 may alternatively compress the
packet data using an appropriate compression method. The
VDA server 106 then replaces the image data (or packet data)
corresponding to the hash value 1n the RDP stream with the
cache header “CACHE_STORE”, an index value indicative
of the storage location storing the hash key calculated 1n
operation 615, and the compressed 1image data (or packet
data), to produce an altered RDP stream (operation 627). The
altered RDP stream 1s then bulk compressed, the compressed
stream 1s encrypted, and the compressed encrypted stream 1s
sent as an accelerated VDA stream to the VDA client 112 1n
operation 629.

The operations 615-629 may be repeated for each image in
the 1mage data (and/or for each packet of packet data)
received as part o the RDP stream. Once all of the image data
(and/or packet data) has been processed, the VDA server 106
determines whether the VDA server 106 1s disconnected from
the VDA client 112 or RDP server 104 (operation 631). If the
VDA server 106 and VDA client 112 are connected, operation
loops back to operation 613 to continue processing the
received RDP stream. Alternatively, operation may loop back

to operation 615 to process more 1image data (or packet data)
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from the recerved RDP stream. If the VDA server 106 and
VDA client 112 are disconnected, 1f the VDA server 106 and

RDP server 104 are disconnected, or 1f the VDA server 106
has received a disconnection request from either the RDP
server 104 or VDA client 112, the VDA server 106 discon-

nects from the VDA client 112 and RDP server 104 and the

procedure 600 ends at operation 633.
Example of Performance Measurements

The VDA systems described herein can be used to provide
improved bandwidth optimization for RDP sessions. The fol-
lowing table shows improved bandwidth optimization mea-
surements obtained 1n two different use cases.

The table presents a first use case 1 which the content
streamed over RDP consists of a Microsoit PowerPoint pre-
sentation mncluding 20 slides. Using a normal RDP connec-
tion between a RDP client and a RDP server, the streaming in
the first use case amounted to a total transfer of 30.9 mega-
bytes of data. Using a VDA connection, however, the stream-
ing in the first use case amounted to a total of 3.0 megabytes
using visually lossy compression (corresponding to a 90%
reduction in bandwidth usage as compared to the normal RDP
connection), 10.3 megabytes using visually lossless compres-
s10n (corresponding to a 67% reduction in bandwidth usage),
and 13.3 megabytes using lossless compression (correspond-
ing to a 57% reduction 1n bandwidth usage).

The table presents a second use case 1n which the content
streamed over RDP consists of a full screen video of length 2
minutes and 3 seconds from the website youtube.com and
shown 1n a Firefox web browser. Using a normal RDP con-
nection between a RDP client and a RDP server, the stream-
ing in the second use case amounted to a total transier of 62.5
megabytes of data. Using a VDA connection, however, the
streaming 1n the second use case amounted to a total ot 43.0
megabytes using visually lossy compression (corresponding
to a 31% reduction in bandwidth usage as compared to the
normal RDP connection), 61.7 megabytes using visually
lossless compression (corresponding to a 1.3% reduction 1n
bandwidth usage), and 59.9 megabytes using lossless com-
pression (corresponding to a 4.2% reduction 1 bandwidth
usage). While the measurements in the second use case show
less pronounced improvements 1n bandwidth utilization, the
user experience in the second use case 1s 1mproved or
enriched as the video transmitted using a VDA connection
exhibits little or no skipping of video frames and smoother
transition than the video transmitted using the normal RDP
connection.

Normal RDP Accelerated RDP Stream usiug VDA
data recerved Visually Lossy Visually Lossless Lossless
from RDP % of % of % of
Server Data 1n BW Data 1n BW Data 1n BW
Data 1n Bytes Bytes Gain Bytes Gain Bytes Gain
30,899,020 2,950,687 9045 10,314,156 66.62 13,277,533 57.03
62,532,810 42,953,008 31.31 61,717,009 1.3 39,866,824 4.2
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The measurements presented in the table above were
obtained in a network having a network latency of 150 ms,
using a client device 102 running a Microsoft Windows XP
SP3 operating system and a server 108 running a Microsoit
Windows Server 2003 SP2 operating system, and using RDP
protocol version 6.1. The measurements in the table do not
include the transport such as UDP/TCP, IP and Ethernet head-
ers, since the data compression and optimization performed
using the VDA system 200 does not affect the transport over-
heads. The measurements in the table could rely on various
transport protocols for operation, including the TCP or UDP
Plus protocols. The Normal RDP condition reported 1n the
table correspond to an RDP transmission with RDP compres-
s10n on (or enabled), while the accelerated RDP stream using
VDA uses zlib bulk compression, image compression using,
JPEG, and data caching.

Example of Computing Device

FIG. 7 1s a conceptual block diagram illustrating an
example of a computing device.

In one aspect, a computing device 700 may be, for
example, aclient device 102, an RDP client 110, a VDA client
112, a server 108, a RDP server 104, or a VDA server 106, a
portion thereol and/or a combination thereof. A computing,
device may comprise one or more computing devices.

A computing device 700 may include a processing system
702. A processing system may include one or more proces-
sors. The processing system 702 1s capable of communication
with a recerver 706 and a transmaitter 708 through a bus 704 or
other structures or devices. It should be understood that com-
munication means other than busses can be utilized with the
disclosed configurations. The processing system 702 can gen-
crate a data stream to be provided to the transmitter 708 for
communication. In addition, a data stream can be received at
the recerver 706, and processed by the processing system 702.
A processor may include one or more processors.

The processing system 702 may include a general-purpose
processor or a specific-purpose processor for executing
istructions and may further imnclude a machine-readable
medium 719 for storing data and/or instructions for software
programs. The mstructions, which may be stored in a
machine-readable medium 710 and/or 719, are executable by
the processing system 702 to communicate over various net-
works and communication connections or sessions, as well as
provide other communication and processing functions. The
istructions may also include instructions executable by the
processing system 702 for various user interface devices,
such as a display 712 and a keypad 714. The processing
system 702 may include an input port 722 and an output port
724. Each of the input port 722 and the output port 724 may
include one or more ports. The input port 722 and the output
port 724 may be the same port (e.g., a bi-directional port) or
may be different ports.

The processing system 702 may be implemented using
software, hardware, or a combination of both. By way of
example, the processing system 702 may be implemented
with one or more processors. A processor may be a general-
purpose microprocessor, a microcontroller, a digital signal
processor (DSP), an application specific integrated circuit
(ASIC), a field programmable gate array (FPGA), a program-
mable logic device (PLD), a controller, a state machine, gated
logic, discrete hardware components, and/or any other suit-
able device that can perform calculations or other manipula-
tions of information. Those skilled in the art will recognize
how best to implement the described functionality for the
processing system 702.

Software shall be construed broadly to mean instructions,
data, or any combination thereof, whether referred to as soit-
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ware, firmware, middleware, microcode, hardware descrip-
tion language, or otherwise. Instructions may include code
(e.g., 1n source code format, binary code format, executable
code format, or any other suitable format of code). Instruc-
tions may be executable, for example, by a computing device
(e.g., a client device or a server) or by a processing system
(e.g., a processing system of a client device or a server).
Instructions can be, for example, a computer program includ-
ing code.

A machine-readable medium can be one or more machine-
readable media. A machine-readable medium (e.g., 710) may
include storage external to a processing system, such as a
random access memory (RAM), a flash memory, a read only
memory (ROM), a programmable read-only memory
(PROM), an erasable PROM (EPROM), registers, a hard disk,
a removable disk, a CD-ROM, a DV D, or any other suitable
storage device. A machine-readable medium (e.g., 710) may
include a memory cache. A machine-readable medium 719
may also have a volatile memory and a non-volatile memory.
A machine-readable medium 719 may include storage inte-
grated mto a processing system, such as might be the case
with an application specific integrated circuit (ASIC). A
memory may be a machine-readable medium (e.g., 710 or
719) or a part thereof.

According to one aspect of the disclosure, a machine-
readable medium 1s a computer-readable medium encoded or
stored with 1nstructions and 1s a computing element, which
defines structural and functional interrelationships between
the instructions and the rest of the computing device, which
permit the instructions’ functionality to be realized. In one
aspect, a machine-readable medium 1s a non-transitory
machine-readable medium, a machine-readable storage
medium, or a non-transitory machine-readable storage
medium. In one aspect, a machine-readable medium 1s a
computer-readable medium, a non-transitory computer-read-
able medium, a computer-readable storage medium, or a non-
transitory computer-readable storage medium.

An interface 716 may be any type of interface and may
reside between any of the components shown 1 FIG. 7. An
interface 716 may also be, for example, an interface to the
outside world (e.g., a network interface, or an Internet net-
work interface). A transceiver block 707 may represent one or
more transceivers, and each transceiver may 1include a
receiver 706 and a transmitter 708. A functionality imple-
mented 1n a processing system 702 may be implemented 1n a
portion of a receiver 706, a portion of a transmitter 708, a
portion of a machine-readable medium 710, a portion of a
display 712, a portion of a keypad 714, or a portion of an
interface 716, and vice versa. In one aspect, a computing
device may include only some or all of the elements shown 1n
FIG. 7. A computing device may include other elements not
shown 1n FIG. 7. A computing device may include more than
one of the same elements.

VDA System Components

FIG. 8A illustrates a simplified block diagram of a client
device 102, 1n accordance with various aspects of the subject
technology. A client device 102 may comprise some or all of
the following: an intercept module 803, a decryption and
decompression module 805, a parse and reconstruct RDP
stream module 807, a VDA connection module 809, areceive/
transmit module 810, a disconnect module 811, a RDP client
module 821, an operating system module 826, and hardware
components 828. In some aspects, the intercept module 803,
the decryption and decompression module 805, the parse and
reconstruct RDP stream module 807, the VDA connection
module 809, the recerve/transmit module 810, and the dis-
connect module 811 may be part of a VDA client component
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112. In some aspects, the RDP client module 821 may be part
of a RDP client component 110. The modules and/or compo-
nents of the client device 102 may be in communication with
one another. In some aspects, the hardware components 828
may comprise various interface and storage devices, and the
modules of client device 102 are further 1n communication
with the various interface and storage devices via a system
bus. The interface devices may include user interface devices
such as one or more output devices (e.g., one or more of a
display, a speaker, or other audio, image or video output
devices) and one or more mput devices (e.g., one or more of
a keyboard, a mouse, a trackball, a microphone, a stylus, a
touch screen, a touch pad, a pen, a tablet, or other audio,
image or video iput devices). The modules may also be 1n
communication with the public network 118 or the corporate
network 114 via a network connection.

In a preferred embodiment, the modules (e.g., 803 through
811, 821, and 826) arc implemented 1n software (e.g., sub-
routines and code). In another embodiment, some or all of the
modules may be implemented 1n hardware (e.g., an Applica-
tion Specific Integrated Circuit (ASIC), a Field Program-
mable Gate Array (FPGA), a Programmable Logic Device
(PLD), a controller, a state machine, gated logic, discrete
hardware components, or any other suitable devices) and/or a
combination of both. Additional features and functions of
these modules according to various aspects of the present
disclosure are further described in the disclosure.

In one example, a specialized VDA client device may com-
prise the operating system module 826 and some or all of the
following: modules 803, 805, 807, 809, 810, and 811. In
another example, a specialized RDP client device may com-
prise the operating system module 826 and the RDP client
module 821. In another example, a client device 102 may

comprise the operating system module 826 and some or all of
the following: modules 803, 805, 807,809,810, 811,821, and

830.

According to some approaches, to provide virtual desktop
acceleration services, a client device 102 may need to use
VDA system 200. A RDP client module may send a connec-
tion request for a RDP server, and an intercept module may
intercept the connection request. A VDA connection module
may attempt to establish a connection to a VDA server and,
once the connection i1s established, a recetve module may
receive a VDA data stream. A decryption and decompression
module may decrypt and decompress the VDA data stream,
and a parse and reconstruct RDP stream module may parse
and reconstruct an RDP stream based from the decompress
VDA data stream. A transmit module may transmit the recon-
structed RDP stream to the RDP client module. Once the
streaming 1s complete, a disconnect module may close the
connection to the VDA server.

FIG. 8B 1illustrates a simplified block diagram of a server
108, in accordance with various aspects of the subject tech-
nology. A server 108 may comprise some or all of the follow-
ing: a VDA connection module 813, a recetve/transmit mod-
ule 814, a disconnect module 815, a parse RDP stream
module 817, a compression and encryption module 819, a
RDP server module 823, an operating system module 826,
and hardware components 828. In some aspects, the VDA
connection module 813, the receive/transmit module 814, the
disconnect module 815, the parse RDP stream module 817,
and the compression and encryption module 819 may be part
of a VDA server component 106. In some aspects, the RDP
server module 823 may be part of a RDP server component
104. The modules and/or components of the client device 102
may be 1n communication with one another. In some aspects,
the hardware components 828 may comprise various inter-
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face and storage devices, and the modules of server 108 are
further 1n communication with the various interface and stor-
age devices via a system bus. The modules may also be 1n
communication with the public network 118 or the corporate
network 114 via a network connection.

In a preferred embodiment, the modules (e.g., 813 through
819, 823, and 826) are implemented 1n software (e.g., sub-
routines and code). In another embodiment, some or all of the
modules may be implemented 1n hardware (e.g., an Applica-
tion Specific Integrated Circuit (ASIC), a Field Program-
mable Gate Array (FPGA), a Programmable Logic Device
(PLD), a controller, a state machine, gated logic, discrete
hardware components, or any other suitable devices) and/or a
combination of both. Additional features and functions of
these modules according to various aspects of the present
disclosure are further described in the disclosure.

In one example, a specialized VDA server may comprise
the operating system module 826 and some or all of the
following: modules 813, 814, 815, 817, and 819. In another
example, a specialized RDP server may comprise the operat-
ing system module 826 and the RDP server module 823. In
another example, a server 108 may comprise the operating
system module 826 and some or all of the following: modules
813, 814, 815, 817, 819, 823, and 830.

According to some approaches, to provide virtual desktop
acceleration services, a server 108 may need to use a VDA
system 200. A VDA connection module may receive a con-
nection request for a VDA client 112, and may establish a
connection with the VDA client 112. The VDA connection
module may send a connection request to the RDP server
module, and establish a connection with the RDP server mod-
ule. A recerve module may recerve a RDP data stream from
the RDP server module. A parse RDP stream module may
parse the RDP stream and generate an altered RDP stream. A
compression and encryption module may compress and
encrypt the altered RDP stream as a VDA stream, and a
transmit module may transmit the VDA stream to the VDA
client 112. Once the streaming 1s complete, a disconnect
module may close the connection to the VDA client 112.
Illustration of Subject Technology as Clauses

Illustration of method/apparatus/machine readable storage
medium for processing a first data stream received from a
remote server to generate a second data stream conforming to
a remote desktop protocol (RDP), or for processing a third
data stream conforming to the RDP to stream a fourth data
stream to a remote client device (described as clauses)

Various examples of aspects of the disclosure are described
as numbered clauses (1, 2, 3, etc.) for convenience. These are
provided as examples, and do not limit the subject technol-
ogy. Identifications of the figures and reference numbers are
provided below merely as examples and for illustrative pur-
poses, and the clauses are not limited by those identifications.

1. A method (see, e.g., 900-A 1n FIG. 9A) for processing a
first data stream recerved from a remote server to generate a
second data stream conforming to a remote desktop protocol
(RDP), the method comprising:

facilitating processing of the first data stream received
from the remote server to retrieve package data units (PDUSs)
associated with packet data (see, e.g., 902-A 1n FIG. 9A),

wherein each PDU associated with packet data has a header
including an index value related to the packet data and 1indica-
tive of a storage location;

in response to recerving a first PDU including first packet
data, the method comprising:

facilitating decompression of the first packet data using a

decompression algorithm (see, e.g., 904-A 1n FIG. 9A);
and
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facilitating storage of the decompressed first packet data in

a location of a memory cache corresponding to the index

value included 1n the header of the first PDU (see, e.g.,
906-A 1n FIG. 9A);

in response to receiving a second PDU, facilitating

retrieval of second packet data from a location of the memory

cache corresponding to the index value included in the header
of the second PDU (see, e.g., 908-A 1n FIG. 9A);

facilitating generation of the second data stream conform-
ing to the RDP and including the decompressed first packet
data and the retrieved second packet data (see, e.g., 910-A 1n

FIG. 9A); and

facilitating streaming of the generated second data stream
conforming to the RDP to a local client (see, e.g., 912-A 1n

FIG. 9A).

2. The method of clause 1, wherein prior to facilitating
processing of the first data stream, the method comprises:

facilitating interception of a connection request transmit-
ted from the local client to establish a streaming connection
conforming to the RDP with the remote server, the connection
request 1dentifying the remote server; and

in response to facilitating interception of the connection
request, facilitating establishment of a streaming connection
with the remote server 1identified 1n the connection request to
receive the first data stream from the remote server.

3. The method of clause 1, wherein the first data stream
does not conform to the RDP.

4. The method of clause 1, wherein prior to facilitating
processing of the first data stream, the method comprises:

facilitating decryption of the first data stream received
from the remote server; and

facilitating bulk decompression of the decrypted first data
stream, following the facilitating decryption of the first data
stream,

wherein the facilitating generation of the second data
stream comprises lacilitating generation of the second data
stream 1ncluding the decompressed first packet data, the
retrieved second packet data, and at least one PDU, from the
bulk decompressed decrypted first data stream, that 1s not
associated with packet data.

5. The method of clause 1, wherein the first packet data 1s
first image data, and wherein the facilitating decompression
of the first packet data comprises facilitating decompression
of the first image data using a JPEG image decompression
algorithm having one of a visually lossy, visually lossless, and
lossless decompression mode.

6. A method (see, e.g., 1000-A 1n FIG. 10A) for processing
a {irst data stream conforming to a remote desktop protocol
(RDP) to stream a second data stream to a remote client
device, the method comprising:

facilitating processing of the first data stream conforming,
to the RDP to identify package data units (PDUSs) including,
packet data and, for each PDU including packet data, to
calculate a hash value from the packet data (see, e.g., 1002-A
in FIG. 10A);

facilitating a search, 1n a memory cache storing hash val-
ues, for a stored hash value matching the hash value calcu-
lated from the packet data, for each PDU including packet
data (see, e.g., 1004-A 1n FIG. 10A);

facilitating selectively storing in a location of the memory
cache the hash value calculated from the packet data of a
PDU, 11 the search fails to find a stored hash value matching
the calculated hash value (see, e.g., 1006-A in FIG. 10A);

facilitating selectively compressing the packet data of the
PDU, 11 the search fails to find a stored hash value matching
the calculated hash value (see, e.g., 1008-A in FIG. 10A);
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facilitating generating an altered PDU for each PDU of the
first data stream including packet data (see, e.g., 1010-A 1n
FIG. 10A),

wherein the altered PDU includes a header having an index

value 1ndicative of the location 1n the memory cache
storing the hash value calculated from the packet data or
of a location 1n the memory cache storing the hash value
matching the hash value calculated from the packet data,
and

wherein the altered PDU selectively includes the com-

pressed packet data, if the search fails to find a stored
hash value matching the calculated hash value; and
facilitating streaming to the remote client device the sec-
ond data stream including the generated altered PDU for each
PDU of the first data stream including packet data (see, e.g.,
1012-A 1n FIG. 10A).
7. The method of clause 6, wherein prior to facilitating
processing of the first data stream, the method comprises:
facilitating establishing a first streaming connection to the
remote client device, in response to receiving a connection
request from the remote client device,
wherein the connection request 1dentifies the RDP server,
and
wherein the i1dentified RDP server 1s a local RDP server;
and
facilitating establishing a second streaming connection to
the RDP server identified in the connection request, in
response to receiving the connection request from the remote
client.
8. The method of clause 6, wherein the second data stream
does not conform to the RDP.
9. The method of clause 6, wherein prior to facilitating
streaming of the second data stream, the method comprises:
facilitating generating a data stream including the gener-
ated altered PDU for each PDU of the first data stream
including packet data, and at least one PDU of the first
data stream that does not include packet data;

facilitating bulk compression of the generated data stream:;
and

facilitating encryption of the bulk compressed generated

data stream as the second data stream.

10. The method of clause 6, wherein the facilitating selec-
tively compressing the packet data comprises facilitating
selectively compressing the packet data using a JPEG 1mage
compression algorithm having one of a visually lossy, visu-
ally lossless, and lossless compression mode.

11. A machine-readable storage medium (see, e.g., 900-B
in FIG. 9B) encoded with instructions executable by one or
more processors to perform one or more operations for pro-
cessing a first data stream recerved from a remote server to
generate a second data stream conforming to a remote desk-
top protocol (RDP), the one or more operations comprising:

facilitating processing of the first data stream received
from the remote server to retrieve package data units (PDUs)
associated with packet data (see, e.g., 902-B 1n FIG. 9B),

wherein each PDU associated with packet data has a header
including an index value related to the packet data and 1indica-
tive of a storage location;

in response to recerving a first PDU including first packet
data, the one or more operations comprising:

facilitating decompression of the first packet data using a

decompression algorithm (see, e.g., 904-B 1n FIG. 9B);
and

facilitating storage of the decompressed first packet data in

a location of a memory cache corresponding to the index
value included 1n the header of the first PDU (see, e.g.,
906-B 1n FIG. 9B);
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in response to receiving a second PDU, facilitating
retrieval of second packet data from a location of the memory
cache corresponding to the index value included in the header
of the second PDU (see, e.g., 908-B 1n FIG. 9B);

facilitating generation of the second data stream conform-
ing to the RDP and including the decompressed first packet
data and the retrieved second packet data (see, e.g., 910-B 1n
FIG. 9B); and

facilitating streaming of the generated second data stream
conforming to the RDP to a local client (see, e.g., 912-B 1n
FIG. 9B).

12. The machine-readable storage medium of clause 11,
wherein prior to facilitating processing of the first data
stream, the one or more operations further comprise:

facilitating 1nterception of a connection request transmit-
ted from the local client to establish a streaming connection
conforming to the RDP with the remote server, the connection
request 1dentifying the remote server; and

in response to facilitating interception of the connection
request, facilitating establishment of a streaming connection
with the remote server 1identified 1n the connection request to
receive the first data stream from the remote server.

13. The machine-readable storage medium of clause 11,
wherein the first data stream does not conform to the RDP.

14. The machine-readable storage medium of clause 11,
wherein prior to facilitating processing of the first data
stream, the one or more operations further comprise:

facilitating decryption of the first data stream received
from the remote server; and

facilitating bulk decompression of the decrypted first data
stream, following the facilitating decryption of the first data
stream,

wherein the facilitating generation of the second data
stream comprises lacilitating generation of the second data
stream 1ncluding the decompressed first packet data, the
retrieved second packet data, and at least one PDU, from the
bulk decompressed decrypted first data stream, that 1s not
associated with packet data.

15. The machine-readable storage medium of clause 11,
wherein the first packet data 1s first image data, and wherein
the facilitating decompression of the first packet data com-
prises facilitating decompression of the first image data using
a JPEG 1mage decompression algorithm having one of a
visually lossy, visually lossless, and lossless decompression
mode.

16. A machine-readable storage medium (see, e.g., 1000-B
in FI1G. 10B) encoded with nstructions executable by one or
more processors to perform one or more operations for pro-
cessing a first data stream conforming to a remote desktop
protocol (RDP) to stream a second data stream to a remote
client device, the one or more operations comprising:

facilitating processing of the first data stream conforming,
to the RDP to identify package data units (PDUSs) including,
packet data and, for each PDU including packet data, to
calculate a hash value from the packet data (see, e.g., 1002-B
in FIG. 10B);

facilitating a search, 1n a memory cache storing hash val-
ues, for a stored hash value matching the hash value calcu-
lated from the packet data, for each PDU including packet
data (see, e.g., 1004-B 1n FIG. 10B);

facilitating selectively storing in a location of the memory
cache the hash value calculated from the packet data of a
PDU, 11 the search fails to find a stored hash value matching
the calculated hash value (see, e.g., 1006-B 1n FIG. 10B);

facilitating selectively compressing the packet data of the
PDU, 11 the search fails to find a stored hash value matching
the calculated hash value (see, e.g., 1008-B 1n FIG. 10B);
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facilitating generating an altered PDU for each PDU of the
first data stream including packet data (see, e.g., 1010-B 1n
FIG. 10B),

wherein the altered PDU includes a header having an index

value 1ndicative of the location 1n the memory cache
storing the hash value calculated from the packet data or
of a location 1n the memory cache storing the hash value
matching the hash value calculated from the packet data,
and

wherein the altered PDU selectively includes the com-

pressed packet data, if the search fails to find a stored
hash value matching the calculated hash value; and
facilitating streaming to the remote client device the sec-
ond data stream including the generated altered PDU for each
PDU of the first data stream including packet data (see, e.g.,
1012-B in FIG. 10B).
1’7. The machine-readable storage medium of clause 16,
wherein prior to facilitating processing of the first data
stream, the one or more operations further comprise:
facilitating establishing a first streaming connection to the
remote client device, in response to receiving a connection
request from the remote client device,
wherein the connection request 1dentifies the RDP server,
and
wherein the i1dentified RDP server 1s a local RDP server;
and
facilitating establishing a second streaming connection to
the RDP server identified in the connection request, in
response to receiving the connection request from the remote
client.
18. The machine-readable storage medium of clause 16,
wherein the second data stream does not conform to the RDP.
19. The machine-readable storage medium of clause 16,
wherein prior to facilitating streaming of the second data
stream, the one or more operations further comprise:
facilitating generating a data stream including the gener-
ated altered PDU for each PDU of the first data stream includ-
ing packet data, and at least one PDU of the first data stream
that does not include packet data;
facilitating bulk compression of the generated data stream:;
and
facilitating encrypt 1on of the bulk compressed generated
data stream as the second data stream.
20. The machine-readable storage medium of clause 16,
wherein the facilitating selectively compressing the packet
data comprises facilitating selectively compressing the
packet data using a JPEG 1mage compression algorithm hav-
ing one of a visually lossy, visually lossless, and lossless
compression mode.
21. A hardware apparatus (see, e.g., 900-C 1n FIG. 9C) for
processing a first data stream received from a remote server to
generate a second data stream conforming to a remote desk-
top protocol (RDP), the hardware apparatus comprising:
one or more modules configured to perform one or more
operations comprising:
facilitating processing of the first data stream received
from the remote server to retrieve package data units
(PDUs) associated with packet data (see, e.g., 902-C in
FIG. 9C),

wherein each PDU associated with packet data has a header
including an 1index value related to the packet data and
indicative of a storage location;

in response to recerving a first PDU including first packet

data, the one or more operations comprising:

facilitating decompression of the first packet data using
a decompression algorithm (see, e.g., 904-C 1n FIG.
9C); and
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facilitating storage of the decompressed first packet data

in a location of a memory cache corresponding to the

index value included in the header of the first PDU
(see, e.g., 906-C 1n FIG. 9C);

in response to receiving a second PDU, facilitating

retrieval of second packet data from a location of the

memory cache corresponding to the index wvalue
included in the header of the second PDU (see, e.g.,

908-C 1n FIG. 9C);

facilitating generation of the second data stream conform-
ing to the RDP and including the decompressed first
packet data and the retrieved second packet data (see,
e.g., 910-C 1n FIG. 9C); and

facilitating streaming of the generated second data stream

conforming to the RDP to a local client (see, e.g., 912-C

in FIG. 9C).

22. The hardware apparatus of clause 21, wherein the one
Or more operations comprise, prior to facilitating processing
of the first data stream:
facilitating interception of a connection request transmit-
ted from the local client to establish a streaming connection
conforming to the RDP with the remote server, the connection
request 1dentifying the remote server; and
in response to facilitating interception of the connection
request, facilitating establishment of a streaming connection
with the remote server identified 1n the connection request to
receive the first data stream from the remote server.
23. The hardware apparatus of clause 21, wherein the first
data stream does not conform to the RDP.
24. The hardware apparatus of clause 21, wherein prior to
facilitating processing of the first data stream, the one or more
operations further comprise:
facilitating decryption of the first data stream received
from the remote server; and
tacilitating bulk decompression of the decrypted first data
stream, Tollowing the facilitating decryption of the first data
stream,
wherein the facilitating generation of the second data
stream comprises facilitating generation of the second data
stream including the decompressed first packet data, the
retrieved second packet data, and at least one PDU, from the
bulk decompressed decrypted first data stream, that 1s not
associated with packet data.
25. The hardware apparatus of clause 21, wherein the first
packet data 1s first image data, and wherein the facilitating
decompression of the first packet data comprises facilitating
decompression of the first image data using a JPEG image
decompression algorithm having one of a visually lossy, visu-
ally lossless, and lossless decompression mode.
26. A hardware apparatus (see, e.g., 1000-C 1n FIG. 10C)
for processing a first data stream conforming to a remote
desktop protocol (RDP) to stream a second data stream to a
remote client device, the hardware apparatus comprising:
one or more modules configured to perform one or more
operations comprising:
facilitating processing of the first data stream conforming,
to the RDP to identity package data units (PDUSs) includ-
ing packet data and, for each PDU including packet data,
to calculate a hash value from the packet data (see, e.g.,
1002-C m FIG. 10C);

facilitating a search, 1n a memory cache storing hash val-
ues, for a stored hash value matching the hash value
calculated from the packet data, for each PDU including
packet data (see, e.g., 1004-C 1n FI1G. 10C);

facilitating selectively storing in a location of the memory

cache the hash value calculated from the packet data of
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a PDU, 1f the search fails to find a stored hash value
matching the calculated hash value (see, e.g., 1006-C 1n
FIG. 10C);

facilitating selectively compressing the packet data of the

PDU, 1f the search fails to find a stored hash value
matching the calculated hash value (see, e.g., 1008-C 1n
FIG. 10C);

facilitating generating an altered PDU for each PDU of the

first data stream 1ncluding packet data (see, e.g., 1010-C

in F1G. 10C),

wherein the altered PDU 1ncludes a header having an
index value indicative of the location in the memory
cache storing the hash value calculated from the
packet data or of a location 1n the memory cache
storing the hash value matching the hash value calcu-
lated from the packet data, and

wherein the altered PDU selectively includes the com-
pressed packet data, 11 the search fails to find a stored
hash value matching the calculated hash value; and

facilitating streaming to the remote client device the sec-

ond data stream including the generated altered PDU {for

cach PDU of the first data stream including packet data

(see, e.g., 1012-C 1n FIG. 10C).

2'7. The hardware apparatus of clause 26, wherein prior to
tacilitating processing of the first data stream, the one or more
operations comprise:

facilitating establishing a first streaming connection to the
remote client device, 1n response to recerving a connection
request from the remote client device,

wherein the connection request 1dentifies the RDP server,
and

wherein the identified RDP server 1s a local RDP server;
and

facilitating establishing a second streaming connection to
the RDP server identified in the connection request, in
response to recerving the connection request from the remote
client.

28. The hardware apparatus of clause 26, wherein the sec-
ond data stream does not conform to the RDP.

29. The hardware apparatus of clause 26, wherein prior to
facilitating streaming of the second data stream, the one or
more operations comprise:

facilitating generating a data stream 1ncluding the gener-
ated altered PDU for each PDU of the first data stream includ-
ing packet data, and at least one PDU of the first data stream
that does not include packet data;

facilitating bulk compression of the generated data stream:;
and

facilitating encryption of the bulk compressed generated
data stream as the second data stream.

30. The hardware apparatus of clause 26, wherein the
facilitating selectively compressing the packet data com-
prises facilitating selectively compressing the packet data
using a JPEG 1mage compression algorithm having one of a
visually lossy, visually lossless, and lossless compression
mode.

31. An apparatus (see, e.g., 900-C 1 FI1G. 9C) for process-
ing a first data stream received from a remote server to gen-
crate a second data stream conforming to a remote desktop
protocol (RDP), the apparatus comprising;:

means for facilitating processing of the first data stream

received from the remote server to retrieve package data units
(PDUs) associated with packet data (see, e.g., 902-C 1n FIG.

9C),

wherein each PDU associated with packet data has a header
including an index value related to the packet data and 1indica-
tive of a storage location;
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means for, 1n response to recerving a first PDU including
first packet data, performing operations comprising;:

facilitating decompression of the first packet data using a

decompression algorithm (see, e.g., 904-C 1n FI1G. 9C);
and

facilitating storage of the decompressed first packet data in

a location of a memory cache corresponding to the index
value included 1n the header of the first PDU (see, e.g.,
906-C 1n FI1G. 9C);

means for, 1n response to receiving a second PDU, facili-
tating retrieval of second packet data from a location of the
memory cache corresponding to the index value included in
the header of the second PDU (see, e.g., 908-C 1n FIG. 9C);

means for facilitating generation of the second data stream
conforming to the RDP and including the decompressed first
packet data and the retrieved second packet data (see, e.g.,
910-C 1 FIG. 9C); and

means for facilitating streaming of the generated second
data stream conforming to the RDP to a local client (see, e.g.,
912-C n FIG. 9C).

32. The apparatus of clause 31, further comprising:

means for, prior to facilitating processing of the first data
stream, facilitating interception of a connection request trans-
mitted from the local client to establish a streaming connec-
tion conforming to the RDP with the remote server, the con-
nection request identifying the remote server; and

means for, 1n response to facilitating interception of the
connection request, facilitating establishment of a streaming
connection with the remote server 1dentified in the connection
request to recerve the first data stream from the remote server.

33. The apparatus of clause 31, wherein the first data
stream does not conform to the RDP.

34. The apparatus of clause 31, further comprising:

means for, prior to facilitating processing of the first data
stream, facilitating decryption of the first data stream received
from the remote server; and

means for facilitating bulk decompression of the decrypted
first data stream, following the facilitating decryption of the
first data stream,

wherein the means for facilitating generation of the second
data stream comprise means for facilitating generation of the
second data stream including the decompressed first packet
data, the retrieved second packet data, and at least one PDU,
from the bulk decompressed decrypted first data stream, that
1s not associated with packet data.

35. The apparatus of clause 31, wherein the first packet data
1s first 1image data, and wherein the means for facilitating
decompression of the first packet data comprise means for
facilitating decompression of the first image data using a
JPEG 1mage decompression algorithm having one of a visu-
ally lossy, visually lossless, and lossless decompression
mode.

36. An apparatus (see, e.g., 1000-C in FIG. 10C) for pro-
cessing a first data stream conforming to a remote desktop
protocol (RDP) to stream a second data stream to a remote
client device, the apparatus comprising;

means for facilitating processing of the first data stream
conforming to the RDP to identify package data units (PDUSs)
including packet data and, for each PDU including packet
data, to calculate a hash value from the packet data (see, e.g.,
1002-C 1 FIG. 10C);

means for facilitating a search, 1n a memory cache storing
hash values, for a stored hash value matching the hash value
calculated from the packet data, for each PDU including
packet data (see, e.g., 1004-C 1n FIG. 10C);

means for facilitating selectively storing in a location of the
memory cache the hash value calculated from the packet data
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of a PDU, if the search fails to find a stored hash value
matching the calculated hash value (see, e.g., 1006-C i FIG.
10C);

means for facilitating selectively compressing the packet
data of the PDU., 1f the search fails to find a stored hash value
matching the calculated hash value (see, e.g., 1008-C 1n FIG.
10C);

means for facilitating generating an altered PDU for each
PDU of the first data stream including packet data (see, e.g.
1010-C 1n FIG. 10C),

wherein the altered PDU includes a header having an index

value 1ndicative of the location 1n the memory cache
storing the hash value calculated from the packet data or
of a location 1n the memory cache storing the hash value
matching the hash value calculated from the packet data,
and

wherein the altered PDU selectively includes the com-

pressed packet data, if the search fails to find a stored
hash value matching the calculated hash value; and
means for facilitating streaming to the remote client device
the second data stream including the generated altered PDU
for each PDU of the first data stream including packet data
(see, e.g., 1012-C 1n FIG. 10C).

3’7. The apparatus of clause 36, further comprising:

means for, prior to facilitating processing of the first data
stream, facilitating establishing a first streaming connection
to the remote client device, in response to recerving a con-
nection request from the remote client device,

wherein the connection request 1dentifies the RDP server,
and

wherein the identified RDP server 1s a local RDP server;
and

means for facilitating establishing a second streaming con-
nection to the RDP server identified in the connection request,
in response to recerving the connection request from the
remote client.

38. The apparatus of clause 36, wherein the second data
stream does not conform to the RDP.

39. The apparatus of clause 36, further comprising:

means for, prior to facilitating streaming of the second data
stream, facilitating generating a data stream including the
generated altered PDU for each PDU of the first data stream
including packet data, and at least one PDU of the first data
stream that does not include packet data;

means for facilitating bulk compression of the generated
data stream; and

means for facilitating encryption of the bulk compressed
generated data stream as the second data stream.

40. The apparatus of clause 36, wherein the means for
facilitating selectively compressing the packet data comprise
means for facilitating selectively compressing the packet data
using a JPEG image compression algorithm having one of a
visually lossy, visually lossless, and lossless compression
mode.

Other Remarks

In one aspect, any of the clauses herein may depend from
any one of the independent clauses or any one of the depen-
dent clauses. In one aspect, any of the clauses (e.g., dependent
or mndependent clauses) may be combined with any other
clauses (e.g., dependent or independent clauses). In one
aspect, a claim may 1nclude some or all of the words (e.g.,
steps, operations, means or components) recited in a clause, a
sentence, a phrase or a paragraph. In one aspect, a claim may
include some or all of the words recited 1n one or more
clauses, sentences, phrases or paragraphs. In one aspect,
some of the words 1n each of the clauses, sentences, phrases or
paragraphs may be removed. In one aspect, additional words
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or elements may be added to a clause, a sentence, a phrase or
a paragraph. In one aspect, the subject technology may be
implemented without utilizing some of the components, ele-
ments, functions or operations described heremn. In one
aspect, the subject technology may be implemented utilizing
additional components, elements, functions or operations.

In one aspect, any methods, instructions, code, means,
logic, components, blocks, modules and the like (e.g., sofit-
ware or hardware) described or claimed herein can be repre-
sented in drawings (e.g., flow charts, block diagrams), such
drawings (regardless of whether explicitly shown or not) are
expressly incorporated herein by reference, and such draw-
ings (1f not yet explicitly shown) can be added to the disclo-
sure without constituting new matter. For brevity, some (but
not necessarily all) of the clauses/descriptions/claims are
explicitly represented 1n drawings, but any of the clauses/
descriptions/claims can be represented in drawings 1n a man-
ner similar to those drawings explicitly shown. For example,
a tlow chart can be drawn for any of the clauses, sentences or
claims for a method such that each operation or step 1s con-
nected to the next operation or step by an arrow. In another
example, a block diagram can be drawn for any of the clauses,
sentences or claims having means-for elements (e.g., means
for performing an action) such that each means-for element
can be represented as a module for element (e.g., amodule for
performing an action).

Those of skill in the art would appreciate that items such as
the various 1illustrative blocks, modules, elements, compo-
nents, methods, operations, steps, and algorithms described
herein (e.g., client device 102, server 108, RDP client 110,
VDA client 112, RDP server 104, VDA server 106, and the
components therein) may be implemented as hardware, com-
puter software, or a combination of both.

To 1llustrate the interchangeability of hardware and soft-
ware, 1items such as the various illustrative blocks, modules,
clements, components, methods, operations, steps, and algo-
rithms have been described generally 1n terms of their func-
tionality. Whether such functionality 1s implemented as hard-
ware or software depends upon the particular application and
design constraints 1imposed on the overall system. Skilled
artisans may 1mplement the described functionality i vary-
ing ways for each particular application.

In one aspect, “means,” a block, a module, an element, a
component or a processor may be an i1tem (e.g., one or more
of blocks, modules, elements, components or processors) for
performing one or more functions or operations. In one
aspect, such an item may be an apparatus, hardware, or a
portion thereot. In one example, an 1tem may have a structure
in the form of, for example, an instruction(s) for performing
the function(s) or operation(s), where the instruction(s) are
encoded or stored on a machine-readable medium, on another
device, or on a portion thereof, where an instruction(s) may be
software, an application(s), a subroutine(s), or a portion
thereof. In an example, an item may be implemented as one or
more circuits configured to perform the function(s) or opera-
tion(s). A circuit may include one or more circuits and/or
logic. A circuit may be analog and/or digital. A circuit may be
clectrical and/or optical. A circuit may include transistors. In
an example, one or more 1tems may be implemented as a
processing system (e.g., a digital signal processor (DSP), an
application specific itegrated circuit (ASIC), a field pro-
grammable gate array (FPGA), etc.). Those skilled 1n the art
will recognize how to implement the istructions, circuits,
and processing systems.

A reference to an element 1n the singular 1s not intended to
mean “one and only one” unless specifically so stated, but
rather “one or more.” For example, a client device may refer
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to one or more client devices, a connection may refer to one or
more connections, and a message, request, acknowledgment,
or stream may reler to one or more messages, requests,
acknowledgements, or streams.

Unless specifically stated otherwise, the term “some”
refers to one or more. Pronouns in the masculine (e.g., his)
include the feminine and neuter gender (e.g., her and 1ts) and
vice versa. Headings and subheadings, if any, are used for
convenience only and do not limit the invention.

The word “exemplary” 1s used herein to mean “serving as
an example or 1llustration.” Any aspect or design described
herein as “exemplary” 1s not necessarily to be construed as
preferred or advantageous over other aspects or designs. In
one aspect, various alternative configurations and operations
described herein may be considered to be at least equivalent.

A phrase such as an “aspect” does not imply that such
aspect 1s essential to the subject technology or that such
aspect applies to all configurations of the subject technology.
A disclosure relating to an aspect may apply to all configu-
rations, or one or more configurations. An aspect may provide
one or more examples. A phrase such as an aspect may refer
to one or more aspects and vice versa. A phrase such as an
“embodiment” does not imply that such embodiment 1is
essential to the subject technology or that such embodiment
applies to all configurations of the subject technology. A
disclosure relating to an embodiment may apply to all
embodiments, or one or more embodiments. An embodiment
may provide one or more examples. A phrase such an embodi-
ment may refer to one or more embodiments and vice versa.
A phrase such as a “configuration” does not imply that such
configuration 1s essential to the subject technology or that
such configuration applies to all configurations of the subject
technology. A disclosure relating to a configuration may
apply to all configurations, or one or more configurations. A
confliguration may provide one or more examples. A phrase
such a configuration may refer to one or more configurations
and vice versa.

In one aspect of the disclosure, when actions or functions
are described as being performed by an item (e.g., waiting,
receiving, intercepting, connecting, negotiating, establishing,
parsing, compressing, encrypting, transmitting, decrypting,
decompressing, reconstructing, generating, disconnecting,
searching, matching, storing, retrieving, streaming, or any
other action or function), 1t 1s understood that such actions or
functions may be performed by the item directly or indirectly.
In one aspect, when a module 1s described as performing an
action, the module may be understood to perform the action
directly. In one aspect, when a module 1s described as per-
forming an action, the module may be understood to perform
the action indirectly, for example, by facilitating, enabling or
causing such an action.

In one aspect, unless otherwise stated, all measurements,
values, ratings, positions, magnitudes, sizes, and other speci-
fications that are set forth 1n this specification, including in the
claims that follow, are approximate, not exact. In one aspect,
they are intended to have a reasonable range that 1s consistent
with the functions to which they relate and with what 1s
customary 1n the art to which they pertain.

In one aspect, the term “connect”, “connection”, or the like
may refer to a logical connection session between compo-
nents, modules, or devices over a packet switched network. In
another aspect, the term “connect™, “connection”, or the like
may refer to a physical or electrical connection.

Various items may be arranged differently (e.g., arranged
in a different order, or partitioned in a different way) all
without departing from the scope of the subject technology. In

one example, a VDA server 106 may not form part of server
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108, but may 1nstead be associated with the server 108. In one
aspect of the disclosure, the elements recited in the accom-
panying claims may be performed by one or more modules or
sub-modules.

It 1s understood that the specific order or hierarchy of steps,
operations or processes disclosed 1s an illustration of exem-
plary approaches. Based upon design preferences, 1t 1s under-
stood that the specific order or hierarchy of steps, operations
or processes may be rearranged. Some of the steps, operations
or processes may be performed simultaneously. Some or all
ol the steps, operations, or processes may be performed auto-
matically, without the intervention of a user. The accompa-
nying method claims, if any, present elements of the various
steps, operations or processes in a sample order, and are not
meant to be limited to the specific order or hierarchy pre-
sented.

The disclosure 1s provided to enable any person skilled in
the art to practice the various aspects described herein. The
disclosure provides various examples of the subject technol-
ogy, and the subject technology i1s not limited to these
examples. Various modifications to these aspects will be
readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other aspects.

All structural and functional equivalents to the elements of
the various aspects described throughout this disclosure that
are known or later come to be known to those of ordinary skill
in the art are expressly incorporated herein by reference and
are intended to be encompassed by the claims. Moreover,
nothing disclosed herein 1s intended to be dedicated to the
public regardless of whether such disclosure 1s explicitly
recited 1n the claims. No claim element 1s to be construed
under the provisions of 35 U.S.C. §112, sixth paragraph,
unless the element 1s expressly recited using the phrase
“means for” or, 1n the case of a method claim, the element 1s
recited using the phrase “step for.” Furthermore, to the extent
that the term “include,” “have,” or the like 1s used, such term
1s intended to be inclusive 1n a manner similar to the term
“comprise’” as “comprise” 1s interpreted when employed as a
transitional word 1n a claim.

The Title, Background, Summary, Briel Description of the
Drawings and Abstract of the disclosure are hereby incorpo-
rated into the disclosure and are provided as illustrative
examples of the disclosure, not as restrictive descriptions. Itis
submitted with the understanding that they will not be used to
limit the scope or meaning of the claims. In addition, 1n the
Detailed Description, 1t can be seen that the description pro-
vides 1illustrative examples and the various features are
grouped together in various embodiments for the purpose of
streamlining the disclosure. This method of disclosure 1s not
to be mterpreted as reflecting an intention that the claimed
subject matter requires more features than are expressly
recited 1n each claim. Rather, as the following claims retlect,
inventive subject matter lies 1n less than all features of a single
disclosed configuration or operation. The following claims
are hereby incorporated 1nto the Detailed Description, with
cach claim standing on 1ts own as a separately claimed subject
matter.

The claims are not mtended to be limited to the aspects
described herein, but 1s to be accorded the full scope consis-
tent with the language claims and to encompass all legal
equivalents. Notwithstanding, none of the claims are intended
to embrace subject matter that fails to satisty the requirement
of 35 U.S.C. §101, 102, or 103, nor should they be interpreted
in such a way. Any unintended embracement of such subject
matter 1s hereby disclaimed.

What is claimed 1s:

1. A method for processing a first data stream recerved from
a remote server to generate a second data stream conforming
to a remote desktop protocol (RDP), the method comprising:
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facilitating processing of the first data stream received
from the remote server to retrieve package data units
(PDUs) associated with packet data, wherein each PDU
associated with packet data has a header including an
index value related to the packet data and indicative of a
storage location;

in response to recerving a {irst PDU including first packet

data, the method comprising:

facilitating decompression of the first packet data using
a decompression algorithm; and

facilitating storage of the decompressed first packet data
in a location of a memory cache corresponding to the
index value included 1n the header of the first PDU:;

in response to recetving a second PDU, facilitating
retrieval of second packet data from a location of the
memory cache corresponding to the index wvalue
included 1n the header of the second PDU:;
facilitating generation of the second data stream con-
forming to the RDP and including the decompressed
first packet data and the retrieved second packet data;
and
facilitating streaming of the generated second data
stream conforming to the RDP to a local client.
2. The method of claim 1, wherein prior to facilitating
processing of the first data stream, the method comprises:
facilitating iterception of a connection request transmit-
ted from the local client to establish a streaming connec-
tion conforming to the RDP with the remote server, the
connection request 1dentifying the remote server; and

in response to facilitating interception of the connection
request, facilitating establishment of a streaming con-
nection with the remote server identified in the connec-
tion request to recerve the first data stream from the
remote server.

3. The method of claim 1, wherein the first data stream does
not conform to the RDP.

4. The method of claim 1, wherein prior to facilitating
processing of the first data stream, the method comprises:

facilitating decryption of the first data stream received

from the remote server; and

facilitating bulk decompression of the decrypted first data

stream, following the facilitating decryption of the first
data stream,

wherein the facilitating generation of the second data

stream comprises facilitating generation of the second
data stream including the decompressed first packet
data, the retrieved second packet data, and at least one
PDU from the bulk decompressed decrypted first data
stream.

5. The method of claim 1, wherein the first packet data 1s
first image data, and wherein the facilitating decompression
of the first packet data comprises facilitating decompression
of the first image data using a Joint Photographic Experts
Group (JPEG) 1image decompression algorithm having one of
a visually lossy, visually lossless, and lossless decompression
mode.

6. A non-transitory computer-readable storage medium
encoded with instructions executable by a processor to pro-
cess a first data stream receirved from a remote server to
generate a second data stream conforming to a remote desk-
top protocol (RDP), the mstructions for:

facilitating processing of the first data stream received

from the remote server to retrieve package data units
(PDUs) associated with packet data, wherein each PDU
associated with packet data has a header including an
index value related to the packet data and indicative of a
storage location;
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in response to receiving a first PDU 1ncluding first packet
data, the mstructions including instructions for:
facilitating decompression of the first packet data using
a decompression algorithm; and
facilitating storage of the decompressed first packet data
in a location of a memory cache corresponding to the
index value included 1n the header of the first PDU;
in response to receiving a second PDU, facilitating
retrieval of second packet data from a location of the
memory cache corresponding to the index wvalue
included 1n the header of the second PDU:;
facilitating generation of the second data stream conform-
ing to the RDP and including the decompressed first
packet data and the retrieved second packet data; and

facilitating streaming of the generated second data stream
conforming to the RDP to a local client.
7. The computer-readable storage medium of claim 6,
wherein prior to facilitating processing of the first data
stream, the 1nstructions include 1nstructions for:
facilitating 1nterception of a connection request transmit-
ted from the local client to establish a streaming connec-
tion conforming to the RDP with the remote server, the
connection request 1dentifying the remote server; and

in response to facilitating interception of the connection
request, facilitating establishment of a streaming con-
nection with the remote server 1dentified 1n the connec-
tion request to recerve the first data stream from the
remote server.

8. The computer-readable storage medium of claim 6,
wherein the first data stream does not conform to the RDP.

9. The computer-readable storage medium of claim 6,
wherein prior to facilitating processing of the first data
stream, the instructions include 1nstructions for:

facilitating decryption of the first data stream received

from the remote server; and

facilitating bulk decompression of the decrypted first data

stream, following the facilitating decryption of the first
data stream,

wherein the facilitating generation of the second data

stream comprises facilitating generation of the second
data stream including the decompressed first packet
data, the retrieved second packet data, and at least one
PDU from the bulk decompressed decrypted first data
stream.

10. The computer-readable storage medium of claim 6,
wherein the first packet data 1s first image data, and wherein
the facilitating decompression of the first packet data com-
prises facilitating decompression of the first image data using
a Joint Photographic Experts Group (JPEG) image decom-
pression algorithm having one of a visually lossy, visually
lossless, and lossless decompression mode.

11. An apparatus for processing a first data stream recerved
from a remote server to generate a second data stream con-
forming to a remote desktop protocol (RDP), the apparatus
comprising a processor having access to memory media, the
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memory media storing mstructions executable by the proces-
sor, the mstructions including nstructions for:

processing of the first data stream received from the remote

server 1o retrieve package data umits (PDUs) associated
with packet data, wherein each PDU associated with
packet data has a header including an index value related
to the packet data and indicative of a storage location;
in response to recerving a first PDU including first packet
data, the 1nstructions including mstructions for
decompressing the first packet data using a decompres-
s1on algorithm; and
storing the decompressed {irst packet data in a location
of a memory cache corresponding to the index value
included 1n the header of the first PDU:
in response to receiving a second PDU, retrieving second
packet data from a location of the memory cache corre-
sponding to the index value included in the header of the
second PDU:

generating the second data stream conforming to the RDP

and including the decompressed first packet data and the
retrieved second packet data; and

streaming the generated second data stream conforming to

the RDP to a local client.

12. The apparatus of claim 11, wherein the instructions
include 1nstructions for:

prior to processing the first data stream:

intercepting a connection request transmitted from the
local client to establish a streaming connection con-
forming to the RDP with the remote server, the con-
nection request 1dentifying the remote server; and

in response to intercepting the connection request,
establishing a streaming connection with the remote
server 1dentified in the connection request to receive
the first data stream from the remote server.

13. The apparatus of claim 11, wherein the first data stream
does not conform to the RDP.

14. The apparatus of claim 11, wherein prior to processing
the first data stream, the nstructions including instructions
for:

decrypting the first data stream received from the remote

server; and

bulk decompressing the decrypted first data stream,

wherein the generating the second data stream com-
prises generating the second data stream including the
decompressed first packet data, the retrieved second
packet data, and at least one PDU from the bulk decom-
pressed decrypted first data stream.

15. The apparatus of claim 11, wherein the first packet data
1s first image data, and wherein the facilitating decompression
of the first packet data comprises facilitating decompression
of the first image data using a Joint Photographic Experts
Group (JPEG) 1mage decompression algorithm having one of
a visually lossy, visually lossless, and lossless decompression
mode.
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