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VIRTUAL DISK FROM NETWORK SHARES
AND FILE SERVERS

CROSS REFERENCE TO RELATED
DOCUMENTS

This application 1s a non-provisional application of and
claims priority to U.S. Provisional Patent Application No.

61/172,218, filed Apr. 24, 2009, entitled “VIRTUAL DISKS
AND BOOTABLE VIRTUAL DISKS FROM NETWORK
SHARES AND FILE SERVERS”; U.S. Provisional Patent
Application No. 61/176,098, filed May 6, 2009, entitled
“CLOUDSAFE—MULTI-FUNCTION CLOUD STOR-
AGE AND ON-DEMAND WORKPLACE GATEWAY”;
and U.S. Provisional Patent Application No. 61/218,419, filed
Jun. 19, 2009, enfitled “BACKUP MEDIA CONVERSION
VIA INTELLIGENT VIRTUAL APPLIANCE ADAPTER”
which are incorporated by reference herein for all that the
provisional patent applications teach.

BACKGROUND

Storage of enterprise data has moved from local storage to
networked storage 1n the cloud. No technique currently exists
that can expose cloud-stored file data as block data that may
be exposed to servers. Generally, file data 1s exposed to serv-
ers using lile-level protocols. Generally, data stored 1n the
cloud cannot be easily processed or consumed, unless pre-
sented as block storage. Theretore, other systems are required
and the ability to access and use cloud data 1s more difficult or
leads to application incompatibailities.

SUMMARY

It1s with respect to the above 1ssues and other problems that
the embodiments presented herein were contemplated.
Embodiments of systems and methods described herein pro-
vide disk virtualization where network share data can be
represented as a local disk for a computer system. A disk
virtualization system creates a virtual disk. The virtual disk 1s
arepresentation of alocal disk. The virtual disk has associated
metadata that 1s exposed to the local file system of the com-
puter system. To appear as a local disk, the metadata provides
the required information to the computer system that would
make the virtual disk appear as a full-fledged local file-sys-
tem. Further, each file stored in the network share needs
metadata that wraps the file. The metadata wrapper provides
the necessary information for the file system to have files
exposed via the network share appear as locally-stored files
with requisite on-disk structures.

(Given a directory containing useful data that 1s exposed by
a lile-server either via NES, CIFS or other file oriented pro-
tocol, create a block-device layered on top of the network
share that treats the underlying share as read-only but allows
local file-system semantics to operate on top. The end-result
1s a disk containing a locally recognizable file-system like
NTEFS, or EXT3, etc. (depending on what the operating sys-
tem 1s capable of understanding) that 1s read-write from the
perspective of the OS and 1s a fully functional local disk with
all the expected local disk semantics.

The phrases “at least one”, “one or more”, and “and/or” are
open-ended expressions that are both conjunctive and dis-

junctive 1n operation. For example, each of the expressions
“at least one of A, B and C”, ““at least one of A, B, or C”, “one
or more of A, B, and C”’, “one or more of A, B, or C” and ““A,
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2

B, and/or C” means A alone, B alone, C alone, A and B
together, A and C together, B and C together, or A, B and C
together.

The term “a” or “an” enfity refers to one or more of that
entity. As such, the terms “a” (or “an”), “one or more” and “at
least one” can be used interchangeably herein. It 1s also to be
noted that the terms “comprising”, “including”, and “having”™
can be used interchangeably.

The term ‘“automatic” and wvariations thereof, as used

herein, refers to any process or operation done without mate-
rial human iput when the process or operation 1s performed.
However, a process or operation can be automatic, even
though performance of the process or operation uses material
or immaterial human mput, 1f the mput 1s received before
performance of the process or operation. Human input 1s
deemed to be material if such mput influences how the pro-
cess or operation will be performed. Human input that con-
sents to the performance of the process or operation 1s not
deemed to be “material”.

The term “computer-readable medium™ as used herein
refers to any tangible storage that participates 1n providing,
instructions to a processor for execution. Such a medium may
take many forms, including but not limited to, non-volatile
media, volatile media, and transmission media. Non-volatile
media includes, for example, NVRAM, or magnetic or opti-
cal disks. Volatile media includes dynamic memory, such as
main memory. Common forms of computer-readable media
include, for example, a floppy disk, a flexible disk, hard disk,
magnetic tape, or any other magnetic medium, magneto-
optical medium, a CD-ROM, any other optical medium,
punch cards, paper tape, any other physical medium with
patterns of holes, a RAM, a PROM, and EPROM, a FLASH-
EPROM, a solid state medium like a memory card, any other
memory chip or cartridge, or any other medium from which a
computer can read. When the computer-readable media 1s
configured as a database, 1t 1s to be understood that the data-
base may be any type of database, such as relational, hierar-
chical, object-oriented, and/or the like. Accordingly, the
invention 1s considered to include a tangible storage medium
and prior art-recognized equivalents and successor media, 1n
which the software implementations of the present invention
are stored.

The terms “determine”, “calculate”, and “compute,” and
variations thereof, as used herein, are used interchangeably
and 1nclude any type of methodology, process, mathematical
operation, or technique.

The term “module” as used herein refers to any known or
later developed hardware, software, firmware, artificial intel-
ligence, Tuzzy logic, or combination of hardware and sofit-
ware that 1s capable of performing the functionality associ-
ated with that element. Also, while the invention 1s described
in terms of exemplary embodiments, 1t should be appreciated
that individual aspects of the mmvention can be separately
claimed.

The term “1n communication with™ as used herein refers to
any coupling, connection, or interaction using electrical sig-
nals to exchange information or data, using any system, hard-
ware, soltware, protocol, or format.

The term “virtual” or “virtualization™ as used herein refers
to a logical representation of some other component, such as
a physical disk drive. In other words, the “virtual” component
1s not actually the same as the physical component it repre-
sents but appears to be the same to other components, hard-
ware, soltware, etc. ol a computer system.

The term “disk™ as used herein refers to a storage disk or
other memory that can store data for a computer system.
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The term “cloud” or “cloud computing” as used herein
refers to Internet-based computing, whereby shared
resources, software, and information are provided to comput-
ers and other devices on-demand, like a public utility.

BRIEF DESCRIPTION OF THE DRAWINGS

The present disclosure 1s described 1n conjunction with the
appended figures:

FIG. 1 1s a block diagram of an embodiment of a disk
virtualization system operable to create a virtual disk for a
computer system;

FIG. 2A 1s a block diagram of a server that includes a
virtualization module;

FIG. 2B 1s a block diagram of the virtualization module
components operable to create a virtual disk;

FIG. 3 1s a block diagram of embodiments of a virtual
master file table data structure;

FI1G. 4 1s a flow diagram of an embodiment of a process for
creating a virtual disk

FIG. 5 15 a flow diagram of an embodiment a process for
reading from the virtual disk;

FIG. 6 1s a flow diagram of an embodiment a process for
writing to the virtual disk;

FI1G. 7 1s a block diagram of an embodiment of a computing,
environment;

FIG. 8 15 a block diagram of an embodiment of a computer
system.

In the appended figures, similar components and/or fea-
tures may have the same reference label. Further, various
components of the same type may be distinguished by fol-
lowing the reference label by a letter that distinguishes among
the similar components. IT only the first reference label 1s used
in the specification, the description 1s applicable to any one of
the similar components having the same first reference label
irrespective of the second reference label.

DETAILED DESCRIPTION

The ensuing description provides embodiments only, and
1s not intended to limit the scope, applicability, or configura-
tion of the invention. Rather, the ensuing description will
provide those skilled in the art with an enabling description
for implementing the embodiments. It should be understood
that various changes may be made in the function and
arrangement of elements without departing from the spirit
and scope of the appended claims.

An embodiment of a disk virtualization system 100 1s
shown 1n FIG. 1. A disk virtualization system 100 can create
a virtual disk at a server 106 or a user computer 102. The
virtual disk can expose network share data, stored 1n a cloud
108, as a local disk at the server 106 or user computer 102.
The disk virtualization system 100 can include one or more
components including, but not limited to, a user computer
102, one or more networks 104a and 10454, a server 106, and
a cloud 108.

Both the user computer 102 and the server 106 are com-
puter systems such as those described in conjunction with
FIGS. 8 and 9. A user computer 102 can be any end user
device, such as, a personal computer, a laptop, a mobile
device, or some other computer system. A server 106 can also
be a computer system, such as those described 1n conjunction
with FIGS. 8 and 9, that stores or shares data with one or more
user computers, such as, user computer 102. The server 106
may include one or more storage arrays or disks locally that
store data for one or more users.
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The user computer 102 can be 1n communication with the
server 106 through a network 104a and the server 106 1n
communication with the cloud 108 through network 1045. A
network 104 can be a local area network (LAN), a wide area
network (WAN), an intranet, a wireless network, the Internet,
etc. The network 104 can function to allow communications
between one or more computer systems. The network 104
may communicate 1 any protocol or format understood by
any type of computer system, such as, TCP/IP, RTP, etc.
Regardless, the network 104 can exchange communications
between a user computer 102, the server 106, and/or the cloud
108.

The cloud 108 represents networked applications and stor-
age that may be executed by one or more systems within a
networked environment. The cloud 108 can include one or
more servers. In embodiments, the cloud 108 includes a stor-
age system 110. The storage system 110 can be a storage area
network (SAN), a disk array, or some other storage that allows
the server 106 to store data in the cloud 108 as network shares.

An embodiment of the server 106 1s shown in FIG. 2A. The
server 106 1s shown as having a virtualization module 204 1n
FIG. 2A. It should be noted that the user computer 102 may
also 1include a virtualization module 204 as described herein.
As such, the description of FIG. 2A can apply to either the
server 106 or the user computer 102 shown 1n FIG. 1. Gen-
erally, the server 106 can include one or more user applica-
tions 202, the virtualization module 204, an operating system
206, and one or more virtual disks 208.

The one or more user applications 202 can be any software
that provides functionality to a user. The user applications
202 can include services or other functions that provide func-
tionality between the server 106 and the user computer 102.
User applications are understood 1n the art and will not be
explained further. The operating system 206 can be any oper-
ating system for the server, such as, Windows Server or
Linux. The operating system 206 controls the execution of
processes or user applications 202 and any other functions of
the server 106. Operating systems 206 are also well known 1n
the art and will not be explained further.

A virtualization module 204 1s operable to create and com-
municate with a virtual disk 208. The virtualization module
204 can be software executed by the operating system 206 1n
the server 106. However, 1n other embodiments, the virtual-
1zation module 204 may be embodied 1n hardware such as an
application specific integrated circuit (ASIC) or a field pro-
grammable gate array (FPGA). Further, the virtualization
module 204 may be a separate function executed by a third
party. An embodiment of the virtualization module 204 1s
shown 1n FIG. 2B.

The virtual disk 208 can be a logical representation of a
physical storage disk or memory exposed to the operating
system 206. The virtual disk 208 can include information that
directs the server 106 to obtain file data stored 1n the cloud
108. The data stored in the cloud 108 can be file data that can
be read 1n and returned to operating system 206 or to the user
application 202. User space 209 refers to the section of virtual
memory used to execute user applications. A conventional
operating system usually segregates virtual memory 1nto ker-
nel space and user space. Kernel space 1s reserved for runming
the kernel, kernel extensions, and most device drivers and
user space 209 i1s the memory area where all user mode
applications work and this memory can be swapped out when
necessary.

An embodiment of the virtualization module 204 1s shown
in FIG. 2B. The disk layer interface 210 1s operable to inter-
face between the virtual disk 208 and the operating system
206 and/or user application(s) 202. The disk layer interface
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210 receives read or store requests for data from the operating
system 206 and exposes the virtual disk 208 to the operating
system 206. As such, the disk layer interface 210 can provide
any information or data to the operating system 206 or user
application(s) 202 such that the virtual disk 208 appears as a
physical disk to the local file system executed by the operat-
ing system 206.

A kernel module 212 provides the operational functional-
ity for the virtualization module 204. The kernel module 212
can interface with any other module in the virtualization
module 204 to send or receive data. The kernel module 212
can command one or more other interface or modules within
the virtualization module 204. Thus, the kernel module 212
can organize, manage, or execute the different functions
within the virtualization module 204.

A network interface 214 i1s operable to communicate
between the server 102 and the cloud 108. Thus, the network
interface 214 can send or receive data blocks from the cloud
108. Thus, when a file 1s read 1nto the server 106, the network
interface 214 can read 1n blocks of data for the file and return
those blocks of data to the disk layer interface 210 to be sent
to the operating system 206 and/or the user application 202.
The network interface 214 may communicate with the file
system 1n the cloud which may be network file system (NFS),
a Linux file system, Common Internet File System (CIFS), a
Microsoit Server file system, or other file system.

A metadata engine 216 can create, modily, store, or retrieve
metadata that 1s used to create the virtual disk and expose the
virtual disk to the operating system 206. As such, the meta-
data engine 210 can create a metadata wrapper for the file
system and each file stored within the virtual disk 208. In an
embodiment, the file system used by the operating system 206
may be New Technology File System (NTFS), a Windows N'T

file system, may require a master file table that may be stored
in the virtualization master file table database 224. The master
file table will be described herein after but one skilled 1n the
art will understand the other metadata that may be required 1n
the “master file table” 11 another file system 1s used, such as
third extended file system (EXT3), a Linux file system, or
another file system. The metadata engine provides the meta-
data required to expose the virtual disk 208 to the operating
system 206.

A directory organization module 218 can provide the data
required to give a directory structure to the virtual disk 208.
The directory structure provides a root directory and then one
or more subdirectories that can organize the files within the
virtual disk 208. Thus, the files, stored within the virtual disk
208, are managed similar to an actual physical disk. Further,
a hierarchy of directories and files can be exposed to the file
system used by the operating system 206.

An operating system interface 220 can provide the hooks or
pointers from the operating system commands to the virtual
disk 208. For example, 11 an operating system attempts to
write information to the virtual disk 208, the operating system
interface 220 can intercept those commands and provide the
commands to the disk layer interface 210 to be executed with
the virtual disk 208. Further, any write commands, read com-
mands, or other commands may be intercepted or sent
between the virtualization module 204 and the operating sys-
tem 206 by the operating system interface 220, such that the
operating system interface 220 provides the appearance, to
the operating system 206, that the virtual disk 208 1s an actual
physical disk in the local computer system.

A boot module 222 provides the jumps, pointers, links,
metadata, and different operating requirements to use the
virtual disk 208 as a boot disk. A boot disk 1s used to boot the
server 106 at start-up or during other occasions. The boot
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module 222 provides the specific functionality for booting the
server 102 from the virtual disk 208.

Finally, the virtualization master file table database 224
contains the one or more master file tables that store the
metadata created by the metadata engine 216 and used by the
one or more other modules or 1nterfaces. The virtualization
master file table (IMFT) database 224 can be any type of
storage or data system that exposes data, stores data, retrieves
data, or modifies data for one or more components. The
virtualization MFT database 224 can store one or more MFT
tables as described in conjunction with FIG. 3.

An embodiment of a virtual master file table (VMEFET) data
structure 300 1s shown 1n FIG. 3. The VMFT data structure
300 can be stored in several different forms or 1n different
types of databases or data storage systems, such as relational
databases, flat files, object-oriented databases, etc. Thus,
while the term “data field” or “segment™ 1s used, the data may
be stored 1n an object, an attribute of an object, or some other
form of data structure. Further, at least portions of the VMFT
data structure 300 can be stored, retrieved, sent, or received
during the operation of the virtual disk by the server 106 or the
user computer 102. The VMEF'T data structure 300 stores one
or more items of information 1n one or more data fields. The
numeric 1dentifiers (e.g. 302, 304, etc.), shown in FIG. 3, can
both 1dentity either the data field/segment or the data stored in
the data field/segment.

An embodiment of a virtual master file table 300 1s shown
in FIG. 3. The virtual master file table 300 can be any type of
data structure that can store metadata or other information
required by the virtualization module 204 to expose and cre-
ate the virtual disk 208. One or more virtual master file tables
may exist for each virtual disk 208. In embodiments, the
virtual disk 208 may be organized 1nto one or more partitions
wherein each of the partitions has a separate virtual master file
table 300. In other embodiments, each partition may have two
or more virtual master file tables 300 that describe different
parts of the virtual disk 208.

The virtual master file table 300 can include one or more
items of metadata that can create the file system or interface
with the file system used by the operating system 206. For
example, there may be one or more 1tems such as those shown
in data structure section 301 that are used by the operating
system 206 to both understand and interface with the virtual
disk 208. For example, with an NTFS file system, the file
system may require special files like $Secure, $Bitmap etc.
These fields may allow the operating system 206 to organize
or manage the files, within the virtual disk 208, with the file
system used by the operating system 206. There may be more
or fewer fields of metadata than those shown in FIG. 3 used to
interface with the file system, as represented as ellipses 307.

The virtual file table 300 may also include one or more
items ol metadata for each file that 1s stored within the virtual
disk 208. For example, there may be a separate row or entry
for each file, such as, row 308, 310, and 312. Fach of the
different rows may have the same or different metadata and
may include more or fewer fields or segments than those
shown 1n FIG. 3, as represented by ellipses 309. An embodi-
ment of the data stored for each file may be the file name 314,
the pointer 316, the directory segment 318, and the permis-
sion segment 320. A file name 314 may be a unique file name
used by the file system to identify that file for use. The file
name 314 can be a globally unique identifier (GUID). An
example of one GUID that may be used for the file name 314
1s a hash of the file name or mode directory in the network
share on the cloud 108. This hash can create a unique filename
that 1s not likely to be duplicated. As data 1s not actually stored
within the virtual disk 208, a pointer segment 316 can include
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one or more pointers 316 that point to the network shares that
include the raw data for the file. As such, when the file 1s
accessed on the virtual disk 208, the disk layer interface 210
can send a message to the kernel module 212 with the identity
of the file 308. From that identity, the network 1nterface 214
can retrieve the pointers 316 and send requests for block data
to the cloud 108. The data blocks may be read 1n and sent back
to the disk layer interface 210 as the file.

A directory segment 318 may include one or more items of
metadata used to assign the file to a directory. For example,
the directory metadata 318 can include mformation as to
which directory the file belongs. As such, disk directory meta-
data 318 can be used by the directory organization module
218 to organize the file as a root directory object or an object
in a subdirectory. A permissions segment 320 can include can
include the permissions for the file. Permissions may include
which users may access, write, read, or modily the data within
the file. These permissions may include a list of different
types ol users or the 1dentities of users that may access the file.
In other embodiments, the permissions segment 320 may also
include user names, passwords, or other verification informa-
tion that can be used to verity that the user can access the file.
The virtual master file table 300 can include more informa-
tion than that shown 1n order to expose and create the virtual
disk 208, as represented by ellipses 322.

An embodiment of a process or method 400 for creating a
virtual disk 208 1s shown 1n FI1G. 4. Generally, the method 400
begins with a start operation 402 and terminates with an end
operation 418. While a general order for the steps of the
method 400 are shown 1n FIG. 4, the method 400 can include
more or fewer steps or arrange the order of the steps differ-
ently than those shown in FIG. 4. The method 400 can be
executed as a set of computer-executable instructions
executed by a computer system and encoded or stored on a
computer readable medium. Heremafter, the method 400
shall be explained with reference to the systems, components,
modules, software, data structures, etc. described in conjunc-
tion with FIGS. 1-3.

A virtualization module 204 creates a disk interface layer,
in step 404. The disk layer interface 210 of the virtualization
module 204 creates one or more hooks 1nto the operating
system 206 to create the disk interface layer. The disk inter-
face layer provides a communications interface between the
operating system 206 and the virtual disk 208. This disk
interface layer ensures that any accesses to the virtual disk
208 1s directed through the virtualization module 204 and,
more specifically, the disk layer interface 210.

The virtualization module 204 determines the type of file
system to be exposed to the operating system, 1n step 406. The
file system may be any file system understood by the server
106 or the user computer 102 to read, write, or interface with
files stored 1n memory or in the physical disks of the server
106 or user computer 102. Examples of the file systems may
be the EX'T3 file system, typically used with Linux systems,
or NTES, typically used with Microsoit servers. The type of
file system 1s important for implementation 1n that the type of
metadata created by the virtualization module 204 will
depend on the file system determined 1n step 406. Regardless,
the metadata 1s created for the file system and can create any
type of metadata for any type of file system.

The virtualization module 204 creates metadata for the
determined file system, in step 408. The metadata engine 216
can create the metadata for the file system. For example, the
file system data in row 301 of the virtual master file table 300
may be created by the metadata engine 216 in step 408. As
such, any file system metadata required to communicate
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between the operating system and the virtual disk may be
created by the metadata engine 216.

The metadata engine 216 may also create metadata for one
or more files, 1n step 410. Thus, the metadata engine 216 can
create the file metadata in rows 308, 310, and 312. This
metadata ensures that the operating system 206 can access the
files through the file system that are stored on the virtual disk
308. Again, the metadata for the files 1s dependent on the type
of file system. An example of that metadata 1s shown 1n the
virtual master file table 300.

The directory organization module 218 may then trans-
form the directory structure on the one or more network
shares, 1n the cloud 108, 1into a local directory structure for the
virtual disk, in step 412. Network share directory structures
are transformed 1nto one or more root directory objects using
the directory data 318 1n the virtual master file table 300. The
directory information 318 1s populated with Mode 1informa-
tion for each of the one or more remote shares. Further, the
directory information 318 may also include the directory size
or other information about the directories and/or other infor-
mation, such as, permissions may be stored either in the
directory field 318 or the permissions field 320.

This directory information may be translated or modified
such that the administrator or root node owns the data for
subdirectories. The subdirectories may then be transtormed
into local directories under the appropriate or associated root
directories. More information may be stored 1n directory field
318 for one or more other files, such as files 310 and 312, that
indicates that the other files are 1n subdirectories. The process
of locating and filling 1n directory information for subdirec-
tories 1s done recursively until a leaf file 1s found within the
network share directory. The process of searching for direc-
tories and subdirectories ends when all remote Mode files and
directories are examined and all entries 1n the VMFET 300 are
provided.

After all the metadata 1s created and entered into the virtual
master {ile table 300, the virtualization module 204 can coop-
erate with the operating system 206 to mount the virtual disk
208, 1n step 414. Further, the virtualization module 204 and/or
operating system 206 can expose the virtual disk 208, 1n step
416. Thus, the virtual disk 208 1s mounted and exposed as a
local mount point or drive letter for the server 102. As such,
the operation of the virtual disk 208 including top level direc-
tory accesses or recursive directory searches do not trigger
any special code but rather interface through the virtualiza-
tion module 204 to the virtual disk 208.

An embodiment of a process or method 500 for reading
from a virtual disk 1s shown 1n FIG. 5. Generally, the method
500 begins with a start operation 502 and terminates with an
end operation 518. While a general order for the steps of the
method 500 are shown 1n FIG. 5, the method 500 can include
more or fewer steps or arrange the order of the steps difier-
ently than those shown in FIG. 5. The method 500 can be
executed as a set of computer-executable instructions
executed by a computer system and encoded or stored on a
computer readable medium. Hereinafter, the method 500
shall be explained with reference to the systems, components,
modules, soltware, data structures, etc. described 1n conjunc-
tion with FIGS. 1-3.

The operating system 206 receives a read request, 1n step
504. The read request can be a request either from the oper-
ating system 206 or from a user application 202. Generally,
operating systems (OS) provide mechanisms for enhancing
disk sub-systems to provide functionality that 1s outside the
scope of the base OS. The open-source Linux OS has a device
mapper, a lib fuse, a systap, and other sub-systems, which add
functionality and features that create both virtual disks and
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virtual file-systems. Some of these functions are described in
“SystemTap: Instrumenting the Linux Kernel for Analyzing
Performance and Functional Problems” published by IBM as
REDP-4469-00 and available at ibm.com/redbooks, which 1s
incorporated herein for all that it teaches. Other proprietary
operating systems, like Microsoit Windows, also has defined
means (via Disk Filter Drivers) to implement similar func-
tionality.

The virtualization of the disk drive may have two compo-
nents, one inside the kernel 212 and the other in user-space
209 (the Linux OS requires only a user-space component).
Once the virtual disk 208 1s setup and presented to user
applications for consumption, the kernel 212 and/or the OS
206 can track reads and writes that are presented to the virtual
disk 208. The disk virtualization code within the OS 206 may
then use the kernel 212 of the virtualization engine 204 to
redirect to the user space 209, 1f raw file data needs to be
tetched from the network share 110. The fetch 1s done via a
reverse OS 206 to user-space 210 interface, sometimes called
“upcalls,” which wake up the virtualizaton module 204 in user
space 209 to trigger a network fetch of raw file data on behalt
of virtual disk read. The read request, if to the virtual disk 208,
may be intercepted by the virtualization module 204. 11 the
virtualization module 204 intercepts the read request, the
virtualization module 204 can then interact with the remote
file share to simulate read from the virtual disk 208.

In response to recerving the read request, the virtualization
module 204 triggers a virtual file system layer, 1 step 506.
Here, the disk layer interface 210 can interact with the oper-
ating system 206 to acknowledge and execute the read
request. The disk layer interface 210 accesses a virtualization
MEFT table 300 stored 1n the virtualization MFT table data-
base 224 to access information about the file requested 1n the
read request. The disk layer interface 210 can extract the one
or more pointers 316 from a file entry 308 for the file associ-
ated with the read request. The disk layer interface 210 can
pass the pointers 316 to a network interface 214 to read the
data from the cloud 108.

After recerving the pointers 316, the network interface 214
can send a command through network 1045 to the storage
system 110 1n cloud 108 to lock the network shares associated
with the block data required 1n the read request, 1n step 508.
The storage system 110 can lock the network shares and
return an acknowledgement that the shares are locked. There-
inafter, the network interface 214 can access the network
shares via the pointers 316, 1n step 510. Thus, the network
interface 214 may interact or commumnicate with one or more
storage systems 110 1n the cloud 108 to read the distributed
block data associated with the file.

The storage system 110 can read the network share data, in
step 512. The network share data may be read in by the
network interface 214 from the cloud 108, in step 514. Thus,
the cloud 108 and the network interface 214 interact until the
blocks are completely read in to the virtualization module
204. The network interface 214 can assemble the blocks into
a file which may then be sent to the disk layer interface 210.
The disk layer interface 210 can return the blocks as a file to
the operating system 206 or user application 202, in step 516.
Thus, the disk layer interface 210 transfers the data from the
network shares, either as a single transmission or 1n two or
more transmissions, to the operating system 206 or user appli-
cation 202.

An embodiment of a process or method 600 for writing to
a virtual disk 1s shown 1n FIG. 6. Generally, the method 600
begins with a start operation 602 and terminates with an end
operation 616. While a general order for the steps of the
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more or fewer steps or arrange the order of the steps ditler-
ently than those shown m FIG. 6. The method 600 can be
executed as a set of computer-executable instructions
executed by a computer system and encoded or stored on a
computer readable medium. Heremafter, the method 600
shall be explained with reference to the systems, components,
modules, software, data structures, etc. described in conjunc-
tion with FIGS. 1-3.

An operating system 206 can receive a write request for a
file to be stored 1n a virtual disk 208. The read redirection flow
can happen 1n real-time or asynchronously for enhanced per-
formance. The user-space 209 may fetch the entire file data
when a piece of the file data 1s requested, both on an assump-
tion that the entire file will be read over time or limited by
network file protocol which constrains fetching the file 1n its
entirety. The write request may be received by the virtualiza-
tion module 204, 1n step 604. The newly created file or direc-
tory associated with the write request can be received by the
disk layer interface 210. The disk layer interface 210 can
place or write the new {ile or directory to a local file system
cache, 1n step 606. The operating system 206 or the virtual-
1ization module 204 may have access to local storage, other
than the virtual disk 1n server 106. The written file or directory
can be stored 1n the local storage system that may operate as
a file system cache. The disk layer interface 210 may then
pass information to the metadata engine 216.

The metadata engine 216 can create metadata information,
for example the master file table 300 information, for the
newly created and cached file or directory, 1n step 608. The
metadata engine 216 can write information, such as, anew file
name 314, permissions 320, and other information into a new
entry in the virtual master file table 300. Thus, the virtual
master {ile table 300 can be changed within the virtual master
file table database 224. After writing the metadata and cach-
ing the new file or directory, there may be at least two possible
ways ol writing the new file data to the virtual disk 208. Each
of these different methods will be described hereinatter.

In a first method, the network interface 214 may send a lock
command to the cloud 108 to lock the network share, 1n step
610. In locking the network share, the storage system 110
ensures that no contlicting writes occur when the new file or
directory 1s being written to the storage system 110. The lock
command may be acknowledged by the cloud 108 1n a mes-
sage sent back to the network interface 214. It the lock 1s
acknowledged, the network interface 214 can write through
the changes to the file or directory, in step 612. Thus, the
network interface 214 1s passed data by the disk layer inter-
face 210 from the local cache system to be written as block
data within the cloud 108. After the changes are completely
written, the method 600 may proceed to the end operation
618.

In a second method, the cached file or directory changes are
saved 1n the cache until a disk dismount 1s received. The
operating system 206 may then send, to the disk layer inter-
face 210, a disk dismount during a shut down or other event,
in step 614. The disk dismount causes the virtualization mod-
ule 204 to disconnect the virtual disk 208 from the system.
Thus, there will be no more writes or reads from the operating
system 206 after the disk dismount. The disk layer interface
210 may then pass all the file changes, directory changes, any
new files, and/or new directories to the network interface 214
alter the disk dismount. The network interface 214 may then
reconcile changes to the virtual disk 208, 1 step 616. In
reconciling changes, the network interface 214 can resolve
conflicting changes to the same file. In embodiments, the
network interface 214 can use one or more known methods to
resolve or reconcile the changes. For example, the network
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interface 214 may use the last change as the change to be
stored 1n the virtual disk 208. In another example, the network
interface 214 may use a voting process or some other recon-
ciliation method. Once the changes are reconciled and which
changes to be made are determined, the network interface 214
can then send the file or directory data to the cloud 108 to be
stored as block data within the storage system 110. The cloud
108 can return information about where the miformation 1s
stored 1n the network share. The returned information may be
stored by the metadata engine 216 as one or more pointers 316
within the one or more newly created files 308 1n the virtual-
1zation master file table 300.

FI1G. 7 illustrates a block diagram of a computing environ-
ment 700 that may function as the servers, user computers, or
other systems provided and described above. The environ-
ment 700 1includes one or more user computers 705, 710, and
715. The user computers 705, 710, and 715 may be general
purpose personal computers (including, merely by way of
example, personal computers, and/or laptop computers run-
ning various versions of Microsoit Corp.”s Windows™ and/
or Apple Corp.’s Macintosh™ operating systems) and/or
workstation computers running any of a variety ol commer-
cially-available UNIX™ or UNIX-like operating systems.
These user computers 705, 710, 715 may also have any of a
variety of applications, including for example, database client
and/or server applications, and web browser applications.
Alternatively, the user computers 705, 710, and 7135 may be
any other electronic device, such as a thin-client computer,
Internet-enabled mobile telephone, and/or personal digital
assistant, capable ol communicating via a network 720 and/or
displaying and navigating web pages or other types of elec-
tronic documents. Although the exemplary computer envi-
ronment 700 1s shown with three user computers, any number
of user computers may be supported.

Environment 700 further includes a network 720. The net-
work 720 may can be any type of network familiar to those
skilled 1n the art that can support data communications using
any of a variety of commercially-available protocols, includ-
ing without limitation SIP, TCP/IP, SNA, IPX, AppleTlalk,
and the like. Merely by way of example, the network 720
maybe a local area network (“LAN™), such as an Ethernet
network, a Token-Ring network and/or the like; a wide-area
network; a virtual network, including without limitation a
virtual private network (“VPN”); the Internet; an intranet; an
extranet; a public switched telephone network (“PSTN); an
inira-red network; a wireless network (e.g., a network oper-
ating under any of the IEEE 802.11 suite of protocols, the
Bluetooth™ protocol known 1n the art, and/or any other wire-
less protocol); and/or any combination of these and/or other
networks.

The system may also include one or more server 725, 730.
In this example, server 725 1s shown as a web server and
server 730 1s shown as an application server. The web server
725, which may be used to process requests for web pages or
other electronic documents from user computers 705, 710,
and 715. The web server 725 can be running an operating
system including any of those discussed above, as well as any
commercially-available server operating systems. The web
server 725 can also run a variety of server applications,
including SIP servers, HTTP servers, FTP servers, CGI serv-
ers, database servers, Java servers, and the like. In some
instances, the web server 725 may publish operations avail-
able operations as one or more web services.

The environment 700 may also include one or more file and
or/application servers 730, which can, 1n addition to an oper-
ating system, include one or more applications accessible by
a client running on one or more of the user computers 705,
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710, 715. The server(s) 730 and/or 725 may be one or more
general purpose computers capable of executing programs or
scripts in response to the user computers 705, 710 and 715. As
one example, the server 730, 725 may execute one or more
web applications. The web application may be implemented
as one or more scripts or programs written 1n any program-
ming language, such as Java™, C, C#™, or C++, and/or any
scripting language, such as Perl, Python, or TCL, as well as
combinations of any programming/scripting languages. The
application server(s) 730 may also include database servers,
including without limitation those commercially available

from Oracle, Microsoit, Sybase™, IBM™ and the like,

which can process requests from database clients running on
a user computer 705.

The web pages created by the server 7235 and/or 730 may be
torwarded to a user computer 705 via a web (file) server 725,
730. Similarly, the web server 725 may be able to receive web
page requests, web services mvocations, and/or mput data
from a user computer 705 and can forward the web page
requests and/or input data to the web (application) server 730.
In further embodiments, the web server 730 may function as
a file server. Although for ease of description, FIG. 7 1llus-
trates a separate web server 725 and file/application server
730, those skilled 1n the art will recognize that the functions
described with respect to servers 725, 730 may be performed
by a single server and/or a plurality of specialized servers,
depending on implementation-specific needs and parameters.
The computer systems 705, 710, and 715, web (file) server
725 and/or web (application) server 730 may function as the
system, devices, or components described in FIGS. 1-3.

The environment 700 may also include a database 735. The
database 733 may reside 1n a variety of locations. By way of
example, database 735 may reside on a storage medium local
to (and/or resident 1n) one or more of the computers 703, 710,
715,725, 730. Alternatively, 1t may be remote from any or all
of the computers 705, 710, 715, 725, 730, and in communi-
cation (e.g., via the network 720) with one or more of these.
The database 735 may reside 1n a storage-area network
(“SAN”) familiar to those skilled in the art. Similarly, any
necessary files for performing the functions attributed to the
computers 705, 710, 715, 725, 730 may be stored locally on
the respective computer and/or remotely, as appropriate. The
database 735 may be a relational database, such as Oracle
101™ that 1s adapted to store, update, and retrieve data 1n
response to SQL-formatted commands.

FIG. 8 illustrates one embodiment of a computer system
800 upon which the servers, user computers, or other systems
or components described above may be deployed or executed.
The computer system 800 1s shown comprising hardware
clements that may be electrically coupled via a bus 855. The
hardware elements may include one or more central process-
ing units (CPUs) 805; one or more mput devices 810 (e.g., a
mouse, a keyboard, etc.); and one or more output devices 815
(e.g., a display device, a printer, etc.). The computer system
800 may also include one or more storage devices 820. By
way ol example, storage device(s) 820 may be disk drives,
optical storage devices, solid-state storage devices such as a
random access memory (“RAM”) and/or aread-only memory
(“ROM”), which can be programmable, flash-updateable
and/or the like.

The computer system 800 may additionally include a com-
puter-readable storage media reader 823; a communications
system 830 (e.g., a modem, a network card (wireless or
wired), an inira-red communication device, etc.); and work-
ing memory 840, which may include RAM and ROM devices
as described above. The computer system 800 may also
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include a processing acceleration unit 835, which can include
a DSP, a special-purpose processor, and/or the like.

The computer-readable storage media reader 8235 can fur-
ther be connected to a computer-readable storage
medium, together (and, optionally, 1n combination with stor-
age device(s) 820) comprehensively representing remote,
local, fixed, and/or removable storage devices plus storage
media for temporarily and/or more permanently containing,
computer-readable information. The communications system
830 may permit data to be exchanged with the network 720
(FIG. 7) and/or any other computer described above with
respect to the computer system 800. Moreover, as disclosed
herein, the term “storage medium™ may represent one or more
devices for storing data, including read only memory (ROM),
random access memory (RAM), magnetic RAM, core
memory, magnetic disk storage mediums, optical storage
mediums, flash memory devices and/or other machine read-
able mediums for storing information.

The computer system 800 may also comprise software
clements, shown as being currently located within a working
memory 840, including an operating system 843 and/or other
code 850. It should be appreciated that alternate embodiments
of a computer system 800 may have numerous variations
from that described above. For example, customized hard-
ware might also be used and/or particular elements might be
implemented 1n hardware, software (including portable sofit-
ware, such as applets), or both. Further, connection to other
computing devices such as network input/output devices may
be employed.

In the foregoing description, for the purposes of illustra-
tion, methods were described 1n a particular order. It should
be appreciated that 1n alternate embodiments, the methods
may be performed 1n a different order than that described. It
should also be appreciated that the methods described above
may be performed by hardware components or may be
embodied in sequences of machine-executable instructions,
which may be used to cause a machine, such as a general-
purpose or special-purpose processor or logic circuits pro-
grammed with the instructions to perform the methods. These
machine-executable 1nstructions may be stored on one or
more machine readable mediums, such as CD-ROMs or other
type of optical disks, floppy diskettes, ROMs, RAMs,
EPROMs, EEPROMs, magnetic or optical cards, flash
memory, or other types of machine-readable mediums suit-
able for storing electronic instructions. Alternatively, the
methods may be performed by a combination of hardware and
software.

Specific details were given 1n the description to provide a
thorough understanding of the embodiments. However, 1t will
be understood by one of ordimnary skill in the art that the
embodiments may be practiced without these specific details.
For example, circuits may be shown in block diagrams in
order not to obscure the embodiments 1n unnecessary detail.
In other instances, well-known circuits, processes, algo-
rithms, structures, and techniques may be shown without
unnecessary detail 1n order to avoid obscuring the embodi-
ments.

Also, 1t 1s noted that the embodiments were described as a
process which 1s depicted as a flowchart, a flow diagram, a
data tlow diagram, a structure diagram, or a block diagram.
Although a flowchart may describe the operations as a
sequential process, many of the operations can be performed
in parallel or concurrently. In addition, the order of the opera-
tions may be re-arranged. A process 1s terminated when its
operations are completed, but could have additional steps not
included 1n the figure. A process may correspond to a method,
a function, a procedure, a subroutine, a subprogram, etc.
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When a process corresponds to a function, i1ts termination
corresponds to a return of the function to the calling function
or the main function.

Furthermore, embodiments may be implemented by hard-
ware, software, firmware, middleware, microcode, hardware
description languages, or any combination thereof. When
implemented in software, firmware, middleware or micro-
code, the program code or code segments to perform the
necessary tasks may be stored 1n a machine readable medium
such as storage medium. A processor(s) may periform the
necessary tasks. A code segment may represent a procedure,
a function, a subprogram, a program, a routine, a subroutine,
a module, a software package, a class, or any combination of
instructions, data structures, or program statements. A code
segment may be coupled to another code segment or a hard-
ware circuit by passing and/or receiving information, data,
arguments, parameters, or memory contents. Information,
arguments, parameters, data, etc. may be passed, forwarded,
or transmitted via any suitable means including memory shar-

Ing, message passing, token passing, network transmission,
etc.

While illustrative embodiments of the invention have been
described 1n detail herein, it 1s to be understood that the
inventive concepts may be otherwise variously embodied and
employed, and that the appended claims are intended to be
construed to include such variations, except as limited by the
prior art.

What 1s claimed 1s:
1. A method for providing a virtual disk, the method com-
prising:

providing a computer system including a processor that
executes an operating system, wherein the computer
system 1s 1n communication with a network share that
stores data;

the processor creating a disk layer interface that interfaces
between the operating system and the virtual disk;

the processor determining which file system interacts with
the operating system;

based on the determined file system, the processor creating
metadata for the operating system to access file data
stored 1n the virtual disk, wherein the metadata provides
information to the determined file system for retrieving
file data from and writing file data to the virtual disk;

the processor creating a network interface to communicate
between the disk layer interface and the network share;
and

the processor exposing the virtual disk, through the disk
layer interface, to the operating system, wherein the
virtual disk appears as a local disk to the operating
system and wherein the file data 1s stored 1n the network
share:

the disk layer interface communicating with the operating
system:

the disk layer interface intercepting a read request directed
to the virtual disk for a file:

the disk layer interface returning file data associated with
the file 1 response to the read request;

the network interface receiving the read request;

the network interface determining the network share that
stores block data associated with the file;

the network interface communicating with the network
share to read the block data from the network share; and

the network interface returning the block data to the disk
layer interface to be returned as the file data.

2. The method as defined 1n claim 1, wherein the file system

1s one of EXT3 or NTFS.
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3. The method as defined 1n claim 1, wherein the metadata
comprises file system metadata and file metadata.
4. The method as defined 1n claim 3, wherein the file system
metadata provides metadata for the file system to interface
with the virtual disk.
5. The method as defined 1n claim 3, wherein the file
metadata provides a wrapper for the file data, wherein the
wrapper exposes the file data as stored on a local disk, and
wherein the wrapper provides a pointer to the network share
to retrieve the file data.
6. The method as defined 1n claim 1, wherein the network
share 1s stored 1n cloud storage, and the method further com-
prising transforming a directory structure in the cloud to a
directory hierarchy for the file system.
7. The method as defined 1n claim 1, further comprising:
the processor recetving a read request for data stored on the
virtual disk;
the processor triggering a virtual file system layer;
the processor accessing the network share via a pointer
stored 1n the metadata;
the processor reading block data stored in the network
share; and
the processor returning the block data as file data.
8. The method as defined 1n claim 1, further comprising:
the processor receiving new file data to be stored 1n the
virtual disk;
the processor placing the new file data 1n a local file system
cache;
the processor creating metadata for the new file data; and
the processor writing the new file data to the network share.
9. A non-transitory computer readable medium having
stored thereon 1nstructions that cause a computing system to
execute a method for interacting with a virtual disk, the
instructions comprising;
istructions to receive a read request, for data associated
with a file stored on the virtual disk created on the
computing system, from an operating system;

instructions to trigger a virtual file system layer, wherein
the virtual file system layer exposes the virtual disk to
the operating system as a local disk;

instructions to execute a disk layer interface on the com-

puting system, wherein the disk layer interface 1s con-
figured to:

read metadata associated with the file to access pointers to

the file;

pass the pointers to a network interface;

return {ile data to the operating system;

instructions to execute the network interface on the com-

puting system, wherein the network interface 1s config-
ured to:

access the network share via a pointer stored in the meta-

data;

read the block data stored 1n the network share:

assemble the block data into file data; and

return the file data to the disk layer interface.

10. The non-transitory computer readable medium as
defined in claim 9, wherein the metadata comprises file sys-
tem metadata and file metadata.

11. The non-transitory computer readable medium as
defined in claim 10, wherein the file metadata provides a

wrapper for the file data, wherein the wrapper exposes the file
data to the operating system as a file stored on a local disk, and
wherein the wrapper provides the pointer to the network share
to retrieve the block data.
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12. The non-transitory computer readable medium as
defined 1n claim 10, wherein the file system metadata pro-
vides metadata for the operating system to interface with the
virtual disk.

13. The non-transitory computer readable medium as
defined 1n claim 9, wherein the metadata 1s stored 1n a virtual
master file table.

14. The non-transitory computer readable medium as
defined 1n claim 9, further comprising;

instructions to receive new file data to be stored in the

virtual disk;

instructions to place the new file data 1n a local file system

cache;

instructions to create new metadata for the new file data;

and

instructions to write the new file data to the network share.

15. A server, comprising;

a hardware processor, the hardware processor configured

to execute:

an operating system;

a virtual disk, wherein the virtual disk 1s exposed to the
operating system as a local disk, and wherein the
virtual disk 1s configured to store data 1n a network
share; and

a virtualization module 1n communication with the oper-
ating system and the virtual disk, the virtualization
module configured to expose the virtual disk to the
operating system as a local disk, wherein the virtual-
1zation module comprises:

a disk layer iterface configured to:
communicate with the operating system;
intercept a read request directed to the virtual disk for

a file;
return file data associated with the file 1n response to
the read request;
a network interface 1n communication with the disk
layer interface, the network interface configured to:
receive the read request;
determine the network share that stores block data
associated with the file;

communicate with the network share to read the block
data from the network share; and

return the block data to the disk layer interface to be
returned as the file data.

16. The server as defined 1n claim 15, wherein the virtual-
ization module comprises a metadata engine configured to:

create file system metadata read by the disk layer interface

to expose the virtual disk as a local disk;

create file metadata read by the network interface to deter-
mine the network share that stores block data associated
with the file.

17. The server as defined 1n claim 16, wherein the metadata
engine 1s configured to store the file system metadata and the
file metadata 1n a virtual master file table.

18. The server as defined in claim 17, wherein the virtual
master file table comprises:

the file system metadata that comprises:

MFT data;

Secure data;

BITMAP data;

the file metadata that comprises:

a file name;

a pointer to a network share where the block data 1s stored;
directory structure information; and

permissions information.
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19. The server as defined 1n claim 16, further comprising a
directory organization module configured to:
determine a directory structure of the block data stored in
the network share; and
provide metadata to the metadata engine associated with 5
the directory structure.
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