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MOBILE ENTERPRISE SMARTCARD
AUTHENTICATION

CROSS-REFERENCE TO RELAT
APPLICATION

T
»

This application claims prionty to U.S. Ser. No. 61/617,
239, entfitled “Mobile Enterprise Smartcard Authentication,”
and filed on Mar. 29, 2012, the entire contents of which are

incorporated herein as if set forth in full.

FIELD OF THE INVENTION

The present mmvention relates generally to multi-factor
authentication and, more particularly, to multi-factor authen-
tication into an enterprise network from a mobile device using
a smart card.

BACKGROUND OF THE INVENTION

Multi-factor authentication (e.g., two-factor authentica-
tion, TFA, T-FA or 2FA) 1s an approach to authentication
which requires the presentation of two or more of three
authentication factors (e.g., a knowledge factor or “some-
thing the user knows”, a possession factor or “something the
user has™, and an inherence factor or “something the user1s™)
for purposes of confirming the identity of a person or software
program. As a simple example in the context of a bank cus-
tomer utilizing an automated teller machine (ATM), one
authentication factor 1s the physical ATM card the customer
slides 1into the machine (a possession factor) while the second
factor 1s the personal identification number (PIN) the cus-
tomer enters through the keypad (a knowledge factor). Cor-
roboration of both of these authentication factors leads to
authentication of the customer and access to his or her
account for purposes of withdrawing currency.

In the context of a user accessing an enterprise network
(e.g., for purposes of accessing an email server or other enter-
prise applications) via a mobile device (e.g., smartphone,
tablet, etc.) over a Virtual Private Network (VPN) connection
or the like, for instance, multi-factor authentication 1s some-
times used to verily a user’s 1dentity to the enterprise (e.g., as
an employee of the enterprise). Specifically, the authentica-
tion factors may be a user name and password (the knowledge
factor) and one or more “soit tokens” (the possession factor).
In relation to the latter factor, for instance, a user’s smart
phone may be loaded with an application that generates
authentication soit tokens for purposes of accessing the enter-
prise network.

SUMMARY OF THE INVENTION

One problem with existing mobile devices (e.g., Android®
and Apple® 10S smartphones and tablets) 1s their inherent
limitations in relation to multi-factor authentication using
smart cards (e.g., Common Access Cards (CACs), Personal
Identity Verification (PIV) cards, chip cards, integrated cir-
cuit cards (ICCs), etc.) into enterprise networks using VPN
technology. As an example, many military and governmental
agencies maintain policies stipulating use of smart cards by
military and civilian personnel for purposes of authenticating,
the holder’s identity (e.g., upon entering a particular secured
environment). For instance, a smart card may employ public
key infrastructure (PKI) by storing an encrypted digital cer-
tificate (e.g., 1dentity certificate) 1ssued from a particular PKI

10

15

20

25

30

35

40

45

50

55

60

65

2

provider that binds a public key to the person in whose name
the smart card was 1ssued along with other relevant informa-
tion.

However, military and civilian personnel (and other users
of smart cards) are generally limited 1n their ability to be able
to launch a wide variety of applications (e.g., also referred to
herein as “apps” or singularly as an “app”) on their govern-
ment-1ssued and/or personal mobile devices that access their
respective enterprise network over a VPN connection using
their respective personal smart cards as part of a multi-factor
authentication into the enterprise network. Some existing
product suites include smart card readers that are interconne-
table with mobile devices. The smart card readers are
designed to obtain a user’s identity certificate as part of a
multi-factor authentication into a particular enterprise web-
site or with respect to a particular application that accesses an
enterprise network.

For instance, a user may initially 1nsert the user’s smart
card 1nto the card reader, 1nsert the card reader into a mobile
device, and then launch any appropnate reader application on
the mobile device designed to retrieve the user’s i1dentity
certificate from the smart card (a first authentication factor).
Thereatter, the user may launch an application or navigate to
a particular website (e.g., to access an enterprise email server)
whereby the user may be required to enter a PIN or the like (a
second authentication factor) before access to the enterprise
network 1s granted.

However, the atorementioned websites and applications
typically must be specifically designed to function in con-
junction with smart cards (e.g., with a smart card reader app)
which necessarily limits the number and type of available
apps and websites that access enterprise network resources.
Stated differently, existing applications and websites that
require multi-factor authentication with smart cards (e.g., for
encrypted data transiers) typically must be specifically con-
figured for use with smart cards or card readers which neces-
sarily slows down the release and deployment of such appli-
cations and websites for use by enterprise users and the like.

In this regard, disclosed herein are methods, processes,
systems and the like (utilities) that allow users to multifacto-
rially authenticate to an enterprise network with a smart card
using their mobiles devices (e.g., smartphones, tablets, etc.),
where almost any user app or website that accesses enterprise
resources can be launched or otherwise executed to cause the
automatic establishment of a VPN connection with the enter-
prise network free of necessarily having to specially design or
coniigure the apps or websites to be useable with smart cards,
card readers, etc. As the disclosed utilities may utilize the
native VPN clients and capabilities provided with the mobile
device operating system (OS) (e.g., Android®, 10S), virtually
any app can be used and take advantage of the multifactor
authentication free or substantially free of modification to the
app 1itseltl. As a result, a much more tlexible solution may be
provided that allows the use of commercially available apps
(e.g., Irom an “App Store™) as well as, for instance, enterprise
developed apps. Furthermore, some arrangements envision
that only the VPN configuration and the disclosed utilities
may need to be accredited rather than individual apps with
their own security implementations to ease the authorization
and employment of a secure mobile solution 1n an enterprise.

As will be discussed herein, users may insert their smart
cards 1nto (or otherwise link with) any appropriate smart card
readers (e.g., a card holder with dongle, phone case, tablet
shoe, etc.) electrically connected with their mobile devices to
implement or initiate the utilities disclosed herein. In some
instances, the utilities disclosed herein may be referred to as
“Mobile Enterprise Smartcard Authentication” (MESA)




US 9,083,703 B2

3

utilities or the like. In any event, the MESA utilities disclosed
herein may take advantage of some existing enterprise mobil-

ity or mobile device management (MDM) solutions (e.g.,
MDM solutions by AirWatch®, LLC of Atlanta, Ga.;
FixMo® of Sterling, Va.; Mobilelron® of Mountain View

Calif.; Symantec™ of Mountaln View, Calif.) to provision
mobile devices with VPN certificates (e.g., derived soft cre-
dentials) and configuration information. The disclosed utili-
ties may also use enterprise Public Key Infrastructure (PKI)
components such as Certificate Authorities (CA) and direc-
tory services to validate certificates and permissions.

In conjunction with (e.g., either belore or after) intercon-
nection of a smart card and card reader with the user’s mobile
device, a user may launch a MESA application (referred to
herein as the “MESA App”) on their mobile device that 1s
designed to implement or imitiate at least some of the authen-
tication utilities and functionalities disclosed herein. In one
arrangement, the MESA App may be configured to automati-
cally launch upon detection of the inserted smart card and
card reader. Once the MESA App has been opened, the user
may choose to begin an authentication process and provide
his or her PIN (and/or other credentials such as a username,
password, etc.) which may be verified/validated by the
MESA App and/or 1n other manners.

The MESA App may then appropriately extract the user’s
digital or identity certificate and digital signature (the latter
being generated by the smart card with a private key 1n the
smart card after correct entry of the PIN) from the inserted
smart card (e.g., via the card reader) and send the extracted
identity certificate and digital signature to a MESA Server
that requests validation of the same from an enterprise CA
(e.g., confirmation that the 1dentity certificate 1s not expired
and/or revoked). In addition to validation of the identity cer-
tificate and digital signature, the user’s user information (e.g.,
username) may be extracted from the 1dentity certificate and
then validated against enterprise directory services to confirm
the user’s access to the enterprise network via a VPN connec-
tion (e.g., validating the user’s network permissions). For
instance, the MESA Server may form part of the enterprise
network and be the arbiter of whether a user 1s who he/she
says he/she 1s and whether the user 1s allowed access to the
enterprise network.

Assuming the user has permissions, the MESA Server may
generate and pass a corresponding VPN digital certificate
request to a PKI/VPN CA which appropriately generates a
certificate (e.g., valid for a period of time, such as a specified,
short period of time) and returns the same to the MESA
Server. For instance, the VPN certificate may be a derived
credential from the user’s original identity certificate which is
only to be used for a single session. The MESA Server may
then pass the VPN certificate along with any appropriate VPN
configuration parameters (e.g., VPN server, VPN type, on
demand address/name space, etc.) to another (e.g., second)
server (e.g., an MDM server) which broadly oversees instal-
lation and removal of the VPN certificate and a corresponding
VPN configuration profile on the user’s mobile device. For
instance, the second server may confirm that the user’s
mobile device 1s valid/authorized, generate the VPN configu-
ration profile (e.g., based on configuration details received
from the MESA Server), and send the VPN certificate and

coniiguration profile to the user’s mobile device for installa-
tion thereon (e.g., via sending the same to an interface of the

mobile device). Instead of the MES A Server sending the VPN
digital certificate request to the PKI/VPN CA, the MESA
Server may, 1n one arrangement, send the request to the MDM
server which may then carry out both the actual VPN digital
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4

certificate request to the PKI/VPN CA and the provisioning of
the mobile device 1n relation to installation of the VPN cer-
tificate.

After the user has been informed 1in any appropriate manner
that authentication was successtul (e.g., an “Authentication
Successiul” pop-up message on the mobile device, an audible
tone, etc.), the user may navigate to one or more desired
websites and/or launch one or more desired apps (e.g., Citrix,
etc.) on his or her mobile device that, 1n one arrangement,
access a network resource within a defined on demand
address/name space. More specifically, the VPN configura-
tion profile specified by the MESA Server and/or MDM
server may define a particular address or domain space that,
when access 1s attempted thereinto (e.g., via an app), may
automatically trigger the activation of a VPN connection. For
instance, if a VPN configuration profile specified “On
Demand=*.securedomain.net,” then a VPN connection
would activate whenever a user attempted to access any server
in such domain (e.g., such as www.securedomain.net). As
another example 1n the context of an IP network, specitying
“10.37.*.*” would cause anything 1n that wildcard to trigger
connection of a VPN.

In any event, launching of an app may cause the VPN 1nto
the enterprise network to automatically connect (which may
involve validating the VPN certificate and any user VPN
permissions in any appropriate manner before the VPN con-
nection 1s fully established). The user may continue to access
one or more apps or websites that make use of the enterprise
network via one or more respective VPNs as may be required
by their job. Each VPN connection may remain active when
an app or website 1s using 1t and may automatically discon-
nect and reconnect as needed.

When a user has completed his or her work, the user can
choose to de-authenticate 1n the MESA App and/or remove
their smart card from the card reader (e.g., either being con-
figurable via policy) to end the one or more VPN sessions.
Additionally, at the end of the session time, the VPN certifi-
cate may expire, active VPNs may end automatically and may
not reconnect, and the MESA server may request that the
second server (e.g., the MDM server) removes the configu-
ration profile and the certificate (e.g., also being configurable
via policy). In one arrangement, the user may be prompted
(e.g., shortly before the session end time) to re-authenticate,
and domng so may cause the preceding process to be re-
iterated to re-provision the mobile device for an additional
period of time. In some embodiments, any appropriate bio-
metric information (e.g., fingerprints, voice, etc.) may be
appropriately incorporated into the disclosed utilities (e.g.,
with or without the use of smart cards or PINs) to allow for
alternative and/or additional authentication factors.

In one aspect, a utility for use 1n multi-factor authentication
to an enterprise network includes first receiving, at a user’s
mobile device (e.g., smartphone, tablet, laptop, etc.), an 1den-
tity certificate and digital signature of the user (e.g., used to
identify the user to an enterprise network) from a smart card
connected with a reader interface of the mobile device; pass-
ing the identity certificate and digital signature from the
mobile device to a central management server over at least
one network; and third recerving, at the user’s mobile device,
a VPN certificate to access the enterprise network via a VPN
connection 1n response to the passing.

Uponreceipt of the VPN certificate, a VPN connection may
be mitiated using the VPN certificate. In one arrangement, the
initiating may include launching an application on the user’s
mobile device and requesting validation of the VPN certifi-
cate 1n response to the launching, where the VPN connection
may be mitiated based on a result of the requesting. For
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instance, the VPN certificate may be sent from the mobile
device (e.g., from pathways innate in the OS of the mobile
device) to any appropriate VPN concentrator (e.g., Cisco
ASA VPN Concentrator by Cisco Systems, Inc. of San Jose,
Calif.) operable to validate the VPN certificate (e.g., viaa PKI
such as Online Certificate Status Protocol (OCSP), VA, or
CA) or any corresponding VPN permissions (e.g., via an
enterprise directory service). Before requesting validation of
the VPN certificate, the user may be prompted to enter any
appropriate credentials (e.g., username and/or password) into
the mobile device which may be included 1n the validation
request.

In another aspect, a utility for use 1n multi-factor authenti-
cation to an enterprise network includes receiving, at a man-
agement server over at least one network, credentials verity-
ing at least two authentication factors from a user via amobile
device; first sending, from the management server to a first
Certificate Authority (CA) server, a request to validate the
credentials verifying at least one of the at least two authenti-
cation factors; and second sending, from the management
server for receipt at a second CA server, a request for a
certificate to access the enterprise network via a VPN con-
nection. A VPN certificate 1s pushed from a Mobile Device
Management (MDM) server to the mobile device when the at
least two authentication factors are validated. For instance,
the second sending may include the management server send-
ing the VPN connection request directly to the second CA
server or sending the request to the MDM server which may
then be responsible for sending (at the direction of the man-
agement server) a VPN connection request to the second CA
SErver.

In one arrangement, the utility may include third sending,
from the management server to an enterprise directory server,
a request to validate user permissions associated with the
credentials verifying at least one of the at least two authenti-
cation factors, where the second sending i1s responsive to
successiul validation of the first and third sending. For
instance, the VPN certificate may be received at the manage-
ment server from the second CA server and the VPN certifi-
cate may then be transmitted to the MDM server. The trans-
mitting may include communicating configuration settings
for the VPN connection (e.g., profile name, VPN server, VPN
type, on-demand address) to the MDM server, where the
MDM server generates a VPN profile including the VPN
connection configuration settings and pushes the VPN profile
with the VPN certificate to the mobile device.

In another aspect, a multi-factor authentication system for
allowing access to an enterprise network over a virtual private
network (VPN) connection with a mobile device 1s disclosed.
The system includes a client application configured to run on
a user’s mobile device and executable by a processor of the
mobile device to first receive an 1dentity certificate of the user
from a smart card connected with a reader interface of the
mobile device and second recerve a and digital signature of
the user. "

The system also includes a central management
server of the enterprise network 1n communication with the
client application over at least one network. The central man-
agement server 1s configured to receive the identity certificate
from the client application via at least one network, first send
a request to a first Certificate Authority (CA) server to vali-
date the i1dentity certificate, and second send a request for a
VPN certificate (a dertved credential) from a second CA
server that allows the mobile device to establish a VPN con-
nection mto the enterprise network by the mobile device.
Various refinements exist of the features noted in relation to
the various aspects of the present invention. Further features
may also be incorporated 1n the various aspects of the present
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invention. These refinements and additional features may
exist individually or 1n any combination, and various features
of the various aspects may be combined. These and other
aspects and advantages of the present invention will be appar-

ent upon review of the following Detailed Description when
taken 1n conjunction with the accompanying figures.

DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present inven-
tion and further advantages thereof, reference 1s now made to
the following Detailed Description, taken 1n conjunction with
the drawings, 1n which:

FIG. 1 1s a schematic representation providing a broad
overview ol a number of components (e.g., mobile devices,
servers, networks, etc.) involved 1 the MESA utilities dis-
closed herein.

FIG. 2a 15 a system diagram 1llustrating the components of
FIG. 1 1n more detail, according to one embodiment.

FIG. 2615 a system diagram 1llustrating the components of
FIG. 1 1n more detail, according to another embodiment.

FIG. 3 1s a flow diagram showing one manner in which a
mobile device user may be authenticated to a network using
the system of FIG. 2a or 2b.

FIGS. 4a-4p are screenshots from a mobile device imple-
menting the MESA utilities disclosed herein, according to
one embodiment.

FIGS. 5a-5¢g are screenshots from one or more mobile
devices implementing the MESA utilities disclosed herein,
according to another embodiment.

DETAILED DESCRIPTION

FIG. 1 1s a schematic representation broadly illustrating a
number of components mvolved in a MESA process that
allows a user 105 (via the user’s mobile device 110) to
securely access at least one secure network/Intranet 120 (e.g.,
enterprise LAN) over a VPN connection. At the center of the
MESA arrangement may be a MESA server 100 (e.g., central
management server, linking server) that 1s broadly operable to
receive/retrieve and validate a user’s identity certificate from
a smart card 107 interconnected with the mobile device 110
and coordinate the request for generation of a corresponding
VPN certificate to be used by the mobile device 110 to initiate
a VPN connection with the enterprise network 120.

Upon the user 105 mnserting the user’s smart card 107 (e.g.,
CAC card) into a reader interface or card reader (not labeled)
of the mobile device 110, a MESA app (not labeled 1n FIG. 1)
on the mobile device 110 may retrieve the user’s i1dentity
certificate from the smart card 107 (e.g., 1n addition to any
other appropriate information) and passes the same to the
MESA server 100 over any appropriate network(s) (e.g.,
Internet). In addition to the identity certificate, for instance,
the MESA app may also extract a digital certificate from the
smart card as well as any appropnate ID of the mobile device
110 and pass such information along with the 1dentity certifi-
cate to the MESA server 100. Thereafter, the MESA server
100 may validate the user’s 1dentity certificate and any appro-
priate user permissions against CAs and directory services
150 (e.g., an enterprise CA and enterprise AD) and then seek
request a VPN certificate (e.g., from a VPN CA). The MESA
server 100 may then pass the VPN certificate and any appro-
priate VPN configuration information to an MDM server 140
which eventually pushes (assuming validation) the same to
the mobile device 110 for 1nstallation thereon whereupon the
user 103 may be authenticated and ready to get to work. In one
arrangement, the MESA server 100 may send the VPN cer-
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tificate request and VPN configuration information to the
MDM server 140 which may then request (e.g., at the direc-
tion of the MESA server 100) and receive the VPN certificate
from the VPN CA.

When the user 105 then launches one or more apps (not
labeled) on the mobile device 110 (e.g., apps that need access
to the enterprise network 120), the VPN certificate and a VPN
profile (based on the VPN configuration information) are
used to mnitiate a VPN on-demand connection with the enter-
prise network 120 and the secure connection 1s complete. In
one arrangement, a VPN concentrator 130 may be used as part
of the VPN connection initiation to validate the VPN certifi-
cate and any user VPN permissions and then grant access to
the resources of the enterprise network. Upon the smart card
107 being removed from the mobile device 107, a session
timing out, etc., the VPN certificate and configuration profiles
may be removed by the MDM server 140 and the VPN con-
nection may be disconnected.

Turning now to FI1G. 2a, amore detailed system diagram of
the MESA setup of FIG. 1 1s illustrated. In conjunction with
a discussion of the system diagram of FIG. 2a, reference will
also be made to FIG. 3 which 1s a flow or swim lane diagram
illustrating steps that may be performed 1n performing a
multi-factor authentication process 300 to enterprise net-
works using smart cards and VPN technology. At 310 1n FIG.
3, the process 300 may include passing at least two authenti-
cation factors such as at least two of an 1dentity certificate
(e.g., CAC ID from a CAC card), a mobile device ID, a user
PIN, biometric information (e.g., from a fingerprint reader),
and the like from a mobile device to a MESA server.

With reference to FIG. 2a, for instance, a user may insert a
smart card 218 (e.g., CAC ID) into (or otherwise establish a
wired or wireless connection with) a card reader 217 (e.g.,
baiMobile™ Bluetooth Smart Card reader, SIC reader, Pre-
cise reader) electrically interconnected or otherwise associ-
ated with a mobile device 210 and/or 2135 and choose to begin
a multi-factor authentication process via the launching of a
MESA app 216 (e.g., via tapping, clicking, etc. a MESA app
icon on the screen of the mobile device 210). In one arrange-
ment, the MESA app 216 may be configured to automatically
launch upon detection of the inserted smart card 218 and card
reader 217.

Upon beginning the authentication process, the MESA app
216 may prompt the user to enter a first authentication factor
such as a PIN. Upon successtul entry of the PIN (e.g., which
may be validated by the smart card 218, the validation of
which may be communicated from the smart card 218 to the
MESA app 216), the MESA app 216 may retrieve the identity
certificate (e.g., 1n addition to the user’s username and/or
other information) from the smart card 218 (e.g., via the card
reader 217 and/or any appropriate reader interfaces (not
labeled)) and then pass the same to a MESA server 200 (e.g.,
via respective server and client interfaces (not numbered) of
the MESA app 216 and MESA server 200). As shown, the
MESA server 200 and MESA app 216 (and other MESA
Apps on other mobile devices, such as mobile device 215)
may form a “MESA boundary™ 219.

Turning back to FIG. 3, the process 300 may include pass-
ing 320 requests to validate the identity certificate and any
appropriate user permissions to an enterprise CA and direc-
tory services. With reference to FIG. 2a, for instance, the
MESA server 200 may pass a request to an enterprise CA
server 230 to validate the identity certificate recerved from the
MESA app 216 (or otherwise validate the 1dentity certificate
against data of the enterprise CA server 250). The MESA
server 200 may also pass a request to enterprise directory
services 260 (e.g., active directory (AD)) to validate any user
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permissions (or otherwise validate the identity certificate
against data of the enterprise directory services 260), such as
using an extracted userlD.

For instance, the MESA server 200 may first use the 1den-
tity certificate and digital signature recerved from the MESA
app 216 to validate the user 1s who he/she says he/she 1s (e.g.,
two-factors 1ssued by a trusted CA), extract credentials (e.g.,
a username), and then determines 11 the user 1s allowed to be
provisioned with access to the enterprise network. In one
arrangement, this may be done by checking group permis-
sions 1n the directory services 260. In another arrangement,
this may be done against any user permissions repository
(e.g., Authentication, Authorization and Accounting (AAA)
server). In the event that the identity certificate and/or user
permissions fail to be validated, the MESA server 200 may
receive a failed validation message (e.g., from the enterprise
CA server 250 and/or enterprise directory services 260)
which may be passed back to the MESA app 216 for display
to a user.

In the event that the 1dentity certificate and user permis-
s1ons pass validation, the process 300 of FIG. 3 may include
receiving 330, at the MESA server 200, validation of the
identity certificate and user permissions; and then passing
340, from the MESA server to a VPN CA server, a request for
a certificate to access the user’s enterprise network (e.g., the
enterprise network associated with the user’s smart card) via
a VPN connection (1.e., a “VPN certificate”). For instance,
and as shown 1n FIG. 2a, the MESA server 200 may make a
Simple Certificate Enrollment Protocol (SCEP) or other pro-
tocol request to a VPN CA server 270 (e.g., which may be
disjoint from the enterprise CA server 250, may be subordi-
nate to (or vice versa) or 1n trust with the enterprise CA server
250, may be the same as the enterprise CA server 250, etc.) for
a corresponding VPN certificate (e.g., access credentials).

Upon determining that a VPN certificate 1s to be generated
(e.g., which would typically occur by virtue of the identity
certificate already having been validated by the enterprise CA
server 250), the VPN CA 270 may generate a corresponding,
VPN certificate. In one arrangement, the VPN CA server 270
may initiate or coordinate the association of the created VPN
certificate with the user (e.g., via the user’s userID) 1n the
enterprise directory services 260 (e.g., for use 1n subsequent
validation of the VPN certificate or any user VPN permissions
during mitiation of a VPN connection).

Upon generation of the VPN certificate, the process 300
may include passing 350 the VPN certificate to an MDM
server (e.g., via an MDM interface 205 of the MESA server
200) and then pushing 360 the VPN certificate from the MDM
server to the mobile device 210. In one arrangement, and
again with reference to FIG. 2a, the VPN CA server 270 may
pass the VPN certificate back to the MESA server 200 (e.g.,
via a SCEP iterface of the MESA server 200) which may
then pass (e.g., via the MDM 1nterface 203) the VPN certifi-
cate and associated VPN profile installation requests to an
MDM server 240 (e.g., AirWatch™ server). For instance, the
MESA server 200 may send a number of VPN configuration
parameters (e.g., VPN server, VPN type, on-demand address/
name space, etc.) to the MDM server 240 (along with the VPN
certificate) for generation of a corresponding VPN profile
(which contains information needed to actually connect to the
enterprise network such as the address of a VPN concentrator
230 (discussed herein, such as below), protocols to use, efc.).

The MDM server 240 may then push the VPN certificate
and profile (which may be associated with installation
instructions) to an MDM interface 214 of the mobile device
210 for installation and/or storage on the mobile device 210.
For mstance, the MDM server 240 may include one or more
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interfaces (e.g., 10S MDM interface, Android MDM 1nter-
face, not numbered) for use in communicating with a respec-
tive number of mobile device OSs (e.g., 10S, Android) via
corresponding MDM 1nterfaces 214. In one arrangement, the
user may receive an “Install VPN certificate” or the like icon
on the screen of the mobile device 210 that, when manipu-
lated (e.g., tapped), may initiate installation of the VPN cer-
tificate and profile on the mobile device 210. Upon successiul
installation and/or storage of the VPN certificate and profile,
the user may then initiate a VPN connection with the user’s
enterprise network to access data and/or services of the enter-
prise network. For instance, the user may launch almost any

user app on the user’s mobile device that may need to utilize
or need access to resources/data of the enterprise network

(e.g., even if the app has not been specifically designed or
configured for use with multi-factor authentication using the
smart card).

In one arrangement, the launching of the user app may
automatically mitiate establishment of the on-demand VPN
connection. As an example, the VPN certificate and profile
(which may include user VPN permissions) may be passed
from the mobile device 210 (e.g., via native VPN clients/
capabilities provided with the OS ofthe mobile device 210) to
a VPN concentrator 230 which serves to request validation of
the VPN certificate and any user VPN permissions from the
VPN CA server 270 and enterprise directory services 260,
respectively. For instance, the VPN permissions could specily
the enterprise network resources that the user can access (e.g.,
user “A” can access server “X” on port “Y” on weekdays).
Once authenticated, the authorized access may be dependent
on the specified VPN permissions. The VPN permissions may
be different based on any number of parameters such as user
and/or the like. Upon validation, the VPN connection 1s estab-
lished and the app can access resources/data of the enterprise
network over the VPN connection (e.g., as 1f the app was
actually accessing the resources/data from within the enter-
prise network). The user may continue to access one or more
apps or websites that make use of the enterprise network via
one or more respective VPNs. Each VPN connection may
remain active when an app or website 1s using 1t and may
automatically disconnect and reconnect as needed.

Requests to remove VPN profiles from the mobile device

210 (e.g., responsive to removal of the smart card 218 from
the card reader 217) may be generated by the MESA app 216

and passed to the MESA server 200, whereby the MESA
server 200 may send the removal request to the MDM server
240 (e.g., via the MDM 1interface 205). Removal istructions
(e.g., removal of VPN certificate and/or profile) may be
pushed to from the particular MDM interface of the MDM
server 240 to the MDM interface 214 of the mobile device 210
for disconnection of the VPN session.

Turning now to FIGS. 4a-4p, various screenshots from a
mobile device (e.g., smartphone, tablet, etc.) implementing,
the MESA utilities disclosed herein, according to one
embodiment, are illustrated. FIG. 4a illustrates how a user
may be presented with a “MESA™ icon which, when manipu-
lated (e.g., tapped, clicked), causes the MESA app (e.g.,
MESA app 216 of FIG. 2a) to launch and begin the MESA
VPN process. As shown i FIGS. 4b-4e, a user may be
prompted to connect a smart card reader (e.g., as shown, a
Bluetooth Dongle) to the mobile device, opt to “authenticate,”
and 1nsert a smart card into the reader whereupon an 1dentity
certificate from the smart card may be read and a connection
may be made and secured. As shown in FIGS. 4f-4g, a user
may be prompted to enter a PIN which may be verified (in
conjunction with authentication of the smart card).
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Upon validation of the user’s 1dentity certificate and per-
missions (e.g., via the enterprise CA server 250 and enterprise
directory services 260 of FIG. 2a), a VPN certificate may be
requested and generated (e.g., by the VPN CA server 270 of
FIG. 2a) and a VPN profile (which may be appropriately
digitally signed) including VPN certificates and configura-
tion settings may be presented to a user for installation on the
mobile device to establish a corresponding VPN connection.
See FIGS. 42-4j. As an example of one user app or program
that may be launched by the user on his or her mobile device
alter installation of an appropriate VPN profile, auser may tap
or click a “Citrix” icon on the mobile device (see FIG. 4%) and
then a “Secret Desktop™ 1con on the mobile device (see FIG.
4/) whereupon the user may be prompted to enter credentials
such as a username and a password (see FIG. 4m).

In one arrangement, the Citrix application can be directly
opened upon launching of the MESA app. In any event, and as
part of authenticating the entered username and password
(see FIG. 4n), the VPN profile (and VPN certificate(s)) may

be passed to a VPN concentrator or the like for validation of
the same as well as 1mnitiation and establishment of the VPN
connection (see FIG. 40). As shown 1n FIG. 4p, a user may
now be logged mto a Citrix iterface to securely access an
enterprise or corporate network over a VPN connection.
Additional apps can be launched on the mobile device which
may cause the initiation and establishment of additional
respective VPN connections.

Turning now to FIGS. Sa-5¢, various screenshots from one
or more mobile devices (e.g., smartphones, tablets, etc.)
implementing the MESA utilities disclosed herein, according
to another embodiment, are 1llustrated. FIG. 5a 1llustrates a
pop-up window or notification on a tablet that may be pre-
sented to a user within a MESA app indicating the remaining
time that the user will still be authenticated (1.¢., the remain-
ing time that user’s current VPN certificate will be valid) and
providing an option to reauthenticate with the network. For
instance, this window may be automatically displayed when
auser’s VPN certificate 1s to expire in less than “x” minutes or
the like. FIG. 55 illustrates another pop-up window or noti-
fication alerting a user that his or her VPN certificate has
expired and providing an option to authenticate with the
network.

Turning to the screenshot FIG. 5¢, a user may be presented
with the ability to modify various MESA settings upon tap-
ping or clicking of a “settings” or other button 1n the screen-
shots of FIG. 5a or 5b. For instance, the user may be able to
turn on or off the VPN expiration and/or remaining time
notifications shown 1 FIGS. 5a-5b. As another example, a
user can configure and/or pair any appropriate card reader
with the mobile device (also see FI1G. 3d). The screenshots of
FIGS. Se-5¢g are similar to those of FIGS. 5a-5d, but are
shown 1n the context of a smartphone instead of a tablet.

The foregoing description of the present invention has been
presented for purposes of illustration and description. Fur-
thermore, the description 1s not intended to limit the invention
to the form disclosed herein. Consequently, variations and
modifications commensurate with the above teachings, and
skill and knowledge of the relevant art, are within the scope of
the present invention. For instance, FIG. 25 1llustrates a sys-
tem diagram similar to that of FIG. 2a but according to
another embodiment. In this embodiment, the MESA server
200 may be configured to pass requests for VPN certificates to
the MDM server 240 which may be respon51ble for (e.g., at
the direction of the MESA server 200) passing such requests
to (or otherwise making such requests from) the VPN CA 270
and then receive VPN certificates from the VPN CA 270.

Furthermore, the disclosed utilities allow for the provisioning
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ol almost any policies or apps a user may need based on the
credentials provided. For example, upon a user “A” authen-
ticating and the VPN connection being provisioned, an app
“X” may be provisioned down. However, upon a user “B”
authenticating, app “X” and an app “Y” may be provisioned
and a policy may be changed to allow use of a certain feature
on the mobile device 210. In this regard, any provisioned
profiles on the mobile device 210 may be dynamically
changed based on the particular user’s authentication.

Embodiments disclosed herein can be implemented as one
or more computer program products, (e.g., one or more mod-
ules of computer program instructions encoded on a non-
transitory computer-readable medium for execution by, or to
control the operation of, a data processing apparatus). For
example, the logic, software, computer-readable instructions,
ctc. of the MESA App 216, MESA server 200, etc. configured
to implement the MESA utilities disclosed herein may be
provided 1n such computer-readable medium of the mobile
device 210, 215, MESA server 200, etc. (e.g., on a circuit
board) and executed by a corresponding processor or process-
ing engine (not shown). The computer-readable medium can
be a machine-readable storage device, a machine-readable
storage substrate, a non-volatile memory device, a composi-
tion of matter affecting a machine-readable propagated sig-
nal, or a combination of one or more of them. In this regard,
the system diagrams of FIGS. 2a-2b may encompass one or
more apparatuses, devices, and machines for processing data,
including by way of example a programmable processor, a
computer, or multiple processors or computers. In addition to
hardware, the system may include code that creates an execu-
tion environment for the computer programs in question, €.g.,
code that constitutes processor firmware, a protocol stack, a
database management system, an operating system, or a coms-
bination of one or more of them.

A computer program (also known as a program, software,
soltware application, script, or code) used to provide any of
the functionalities described herein can be written 1n any
appropriate form of programming language including com-
piled or interpreted languages, and 1t can be deployed 1n any
form, including as a stand-alone program or as a module,
component, subroutine, or other unit suitable for use 1n a
computing environment. A computer program does not nec-
essarily correspond to a file 1n a file system. A program can be
stored 1n a portion of a file that holds other programs or data
(e.g., one or more scripts stored 1n a markup language docu-
ment), 1n a single file dedicated to the program 1n question, or
in multiple coordinated files (e.g., files that store one or more
modules, sub-programs, or portions ol code). A computer
program can be deployed to be executed on one computer or
on multiple computers that are located at one site or distrib-
uted across multiple sites and interconnected by a communi-
cation network.

The processes and logic tlows described 1n this specifica-
tion can be performed by one or more programmable proces-
sors executing one or more computer programs to perform
functions by operating on input data and generating output.
The processes and logic flows can also be performed by, and
apparatus can also be implemented as, special purpose logic
circuitry, e.g., an FPGA (field programmable gate array) or an
ASIC (application-specific integrated circuit). Processors
suitable for the execution of a computer program may
include, by way of example, both general and special purpose
microprocessors, and any one or more processors of any kind
of digital computer. Generally, a processor will receive
instructions and data from a read-only memory or a random
access memory or both. Generally, the elements of a com-
puter are one or more processors for performing nstructions
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and one or more memory devices for storing mstructions and
data. The techniques described herein may be implemented
by a computer system configured to provide the functionality
described.
While this disclosure contains many specifics, these should
not be construed as limitations on the scope of the disclosure
or of what may be claimed, but rather as descriptions of
teatures specific to particular embodiments of the disclosure.
Furthermore, certain features that are described 1n this speci-
fication in the context of separate embodiments can also be
implemented in combination 1n a single embodiment. Con-
versely, various features that are described 1n the context of a
single embodiment can also be implemented 1n multiple
embodiments separately or 1n any suitable subcombination.
Moreover, although features may be described above as act-
ing 1n certain combinations and even initially claimed as such,
one or more features from a claimed combination can 1n some
cases be excised from the combination, and the claimed com-
bination may be directed to a subcombination or variation of
a subcombination.
Similarly, while operations are depicted 1n the drawings in
a particular order, this should not be understood as requiring
that such operations be performed 1n the particular order
shown or 1n sequential order, or that all 1llustrated operations
be performed, to achieve desirable results. In certain circum-
stances, multitasking and/or parallel processing may be
advantageous. Moreover, the separation of various system
components 1n the embodiments described above should not
be understood as requiring such separation 1n all embodi-
ments, and 1t should be understood that the described program
components and systems can generally be integrated together
in a single software and/or hardware product or packaged into
multiple software and/or hardware products.
While various embodiments of the present invention have
been described 1n detail, further modifications and adapta-
tions of the imvention may occur to those skilled 1n the art.
However, 1t 1s to be expressly understood that such modifica-
tions and adaptations are within the spirit and scope of the
present invention.
What 1s claimed 1s:
1. A method for use in multi-factor authentication to an
enterprise network, comprising;:
launching an application on a user’s mobile device that
prompts the user to enter a first authentication factor;

validating the first authentication factor by a smart card
connected with a reader intertface of the mobile device;

upon validation of the first authentication factor, generat-
ing a digital signature of the user by the smart card with
a private key 1n the smart card;

first receiving, at the user’s mobile device, an identity
certificate and the digital signature of the user from the
smart card connected with the reader interface of the
mobile device;

passing the identity certificate and digital signature from

the mobile device to a central management server over at
least one network;

second receiving, at the user’s mobile device, a Virtual

Private Network (VPN) certificate to access the enter-
prise network via a VPN connection in response to the
passing;

imitiating, from the mobile device, the VPN connection

using the VPN certificate, wherein the initiating com-
prises launching, on the user’s mobile device, an appli-
cation and requesting, in response to the launching, vali-
dation of the VPN certificate, wherein the VPN
connection 1s mitiated based on a result of the request-
ing; and
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receiving, on the user’s mobile device, user credentials,
wherein the user credentials are included 1n the VPN
certificate validation request.

2. The method of claim 1, wherein the second receiving,
turther includes:

receiving a VPN profile associated with the VPN certifi-

cate; and

installing the VPN profile on the user’s mobile device,

wherein a type of the received user credentials 1s speci-
fied 1n the mstalled VPN profile.

3. The method of claim 2, wherein the received user cre-
dentials type comprises a username and a password.

4. The method of claim 2, wherein the installed VPN profile
comprises configuration settings for the VPN connection.

5. The method of claim 4, wherein the VPN connection
configuration settings comprise at least one of a VPN server,
a VPN type, and an on-demand address.

6. The method of claim 1, further comprising:

receiving a request to deauthenticate the VPN session.

7. The method of claim 6, wherein the deauthentication
request comprises:

sensing removal of the smart card from the user’s mobile

device.

8. The method of claim 1, wherein the initiating comprises:

sending the VPN certificate to a VPN concentrator,

wherein the VPN concentrator

validates the VPN certificate with a VPN certificate author-

ity server.

9. The method of claim 1, wherein the VPN certificate 1s
received from a Mobile Device Management (MDM) server.

10. The method of claim 9, wherein the MDM server 1s
disjoint from the central management server.

11. A method for use 1n multi-factor authentication to an
enterprise network, comprising:

first receving, at a management server over at least one

network, credentials veritying at least one of at least two
authentication factors from a user via a mobile device,
wherein the credentials include an i1dentity certificate
and digital signature of the user from a smart card con-
nected with a reader interface of the mobile device, and
wherein the digital signature 1s generated by the smart
card with a private key 1n the smart card upon authenti-
cation of a first authentication factor entered by the user
of the mobile device;

first sending, from the management server to a first Certifi-

cate Authority (CA) server, a request to validate the
credentials verilying at least one of the at least two
authentication factors;

second sending, from the management server, a request for

a virtual private network (VPN) certificate to access the
enterprise network via a VPN connection from a second
CA server based on whether the request was validated 1n
the first sending;

initiating, from the mobile device, the VPN connection

using the VPN certificate, wherein the iitiating com-
prises launching, on the user’s mobile device, an appli-
cation and requesting, in response to the launching, vali-
dation of the VPN certificate, wherein the VPN
connection 1s 1mitiated based on a result of the request-
ing; and

receiving, on the user’s mobile device, user credentials,

wherein the user credentials are included 1n the VPN
certificate validation request.

12. The method of claim 11, turther comprising;:

third sending, from the management server to an enterprise

directory server, a request to validate user permissions
associated with the credentials veritying at least one of
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the at least two authentication factors, wherein the sec-
ond sending 1s responsive to successiul validation of the
first and third sending.

13. The method of claim 11, wherein the second sending
comprises sending the VPN connection request from the
management server to the second CA server, and wherein the
method further comprises:

second recerving, at the management server from the sec-
ond CA server, the VPN certificate; and

transmitting the VPN certificate from the management
server to a Mobile Device Management (MDM) server,
wherein the VPN certificate 1s pushed from the MDM
server to the mobile device.

14. The method of claim 13, wherein the transmitting fur-

ther includes:
communicating configuration settings for the VPN con-
nection to the MDM server, wherein the MDM server
generates a VPN profile including the VPN connection
confliguration settings and pushes the VPN profile with
the VPN certificate to the mobile device.
15. The method of claim 14, wherein the VPN connection
confliguration settings comprise at least one of a VPN server,
a VPN type, and an on-demand address.
16. The method of claim 13, wherein the second CA server
associates the VPN certificate with the user 1n a directory
service of the enterprise network.
17. A multi-factor authentication system for allowing
access by a user to an enterprise network over a virtual private
network (VPN) connection with a mobile device, comprising;:
a smart card including an 1dentity certificate of the user;
a mobile device including a processor, a reader interface to
which the smart card 1s connectable, and a client appli-
cation configured to run on the mobile device, wherein
the client application 1s executable by the processor of
the mobile device to:
prompt the user to enter a first authentication factor;
first recerve the 1dentity certificate of the user from the
smart card when the smart card 1s connected with the
reader interface of the mobile device; and

second recerve a digital signature of the user generated
by the smart card with a private key 1n the smart card
upon validation of the first authentication factor by the
smart card;
a central management server of the enterprise network 1n
communication with the client application over at least
one network, wherein the central management server 1s
coniigured to:
receive the identity certificate and digital signature from
the client application via at least one network;

first send a request to a first Certificate Authority (CA)
server to validate the 1dentity certificate;

second send a request for a VPN certificate from a sec-
ond CA server that allows the mobile device to estab-
l1sh a VPN connection into the enterprise network by
the mobile device; and
an operating system configured to run on the user’s mobile
device, wherein the operating system 1s executable by a
processor of the mobile device to:
recelve the VPN certificate;
initiate the VPN connection using the VPN certificate;
request, 1n response to launching of a user application,
validation of the VPN certificate, wherein the VPN
connection 1s mitiated based on a result of the valida-
tion request; and

receive, on the user’s mobile device, user credentials,
wherein the user credentials are included in the VPN
certificate validation request.
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18. The system of claim 17, wherein the central manage-
ment server 1s further configured to:

send the VPN certificate request to the second CA server;

recerve the VPN certificate from the second CA server; and

transmit the VPN certificate to a mobile device manage- 5

ment (MDM) server configured to coordinate commu-
nication of the VPN certificate to the operating system of
the user’s mobile device.

19. The system of claim 17, wherein the central manage-
ment server 1s further configured to send the VPN certificate 10
request to a mobile device management (MDM) server that 1s
configured to request the VPN certificate from the second CA
server, recetve the VPN certificate, and coordinate communi-
cation of the VPN certificate to the operating system of the
user’s mobile device. 15




	Front Page
	Drawings
	Specification
	Claims

