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(57) ABSTRACT

Systems and methods are provided for facilitating guided
entry of a passcode. The exemplary guided passcode entry
system provides additional security to traditional secret PIN
or passcode entry systems by generating a randomized 1nput
sequence (order of entry) and prompting the user to input the
passcode according to the randomized input sequence. The
system also causes a test of the user’s input data against a
database of passcodes associated with the particular user for
an exact match. The testing step can include comparing the
characters of the input data to a particular passcode associated
with the user which 1s stored in a database in accordance with
the randomized iput sequence 1n regard to the order that the
iput data was received. Based on the comparison of the
received pin to the stored pin, the system can advance the
transaction with the user.

16 Claims, 6 Drawing Sheets




US 9,082,121 B2

Sheet 1 of 6

Jul. 14, 2015

U.S. Patent

L .“-“.‘\.‘-‘-‘\.‘\.‘-‘-“.‘.':

Eﬂ@uﬁﬁ
PIED UPSID

_mamznmuu,q, TN
| usadag

. L LI
NEOOHT]
pobl =

9l

TGO/ \i
] PR WY |

..!r._li_.

=

s

1 'Ol




U.S. Patent Jul. 14, 2015 Sheet 2 of 6 US 9,082,121 B2

205
Computing Device
290
Storage
210
Processor 230

Software Modules

220
Memory

270

User Interface
Module

250

Display 272
Randomizer Module

274
Authentication
Module

276
255 Database Module

Communication
Interface

240
User Interface

278
Display Module

260

Electronic
Reader

280
Database

FIG. 2



U.S. Patent Jul. 14, 2015

400

Fig. 3

Sheet 3 of 6

402
Initiate Secure Transaction

405
Generate Randomized Input
Sequence

410
Display Randomized Input
Sequence

41>
Receilve User Input

420
Verify PIN

425
Advance Transaction

US 9,082,121 B2



US 9,082,121 B2

Sheet 4 of 6

Jul. 14, 2015

U.S. Patent

™ 1 L*...'wl
“-._U .l.ﬂ.lhlu._.lhltf
d 1 o,
o h W\
- 1- A
;5 o m
I ’ - ’
. ! y
¥ 7 : |
% v 4 |
& 4 ; i«
A i
. qt\h\ ) “ TR BN B o e i b o e e e,
o ., 4 A A,
o . o] : ) B e R,
“. - -.1!.1!1...!.!.._.!.?. L R e
’ - o)
" o :
‘& s -
: s
. / / ......u.__.!h...b.....,.
. ’
n
3 .'-1.-'. \ .
- .l..r..l.. . =" ._-.._l.._
_“ “__” !_.Lh i ol o o o o,
3L .I._I...__-.._.. . T
1 w. B ot :
g R 2

R

% 4 r 4111111117111 11

w3
e

[ I I BE N I NN |

RTINS

oA " B N - ’ P
-III‘ ..H..‘...I‘lul.l:lu 1.5|H \“ . r r . L g e
..Il_..ll.f.lu..;.l.. .-.1 .‘...Ii.ﬂ. ” r . P R N I|I|I...I.I..l+.l.1.l.ql.q!1.!1.h1.u.
.-ll...lr._‘. ! W P -l..l..l....i...!.l...l_...l_..l._..l__lili.ui.l.ln.l....! S L
' ) Fxrmmmrw s

H\.\ﬂ.tl:“}\n\.nl.lihm\.ll..l..i..I...!..I_..I._...I_...!.-.-IIIL-.l.lh.!hI.I

.-_..tltl{l.......t\n\nﬁ:‘n\winiqlnnlhlwh..\.lll‘l‘tln.lnlli.I.I..l

ettt




Lia
L)

e

4 = k% 4
L L O
LA B B B |
C e =

L]
-
.
8

US 9,082,121 B2

’
:
;
A

"

L}

E T ..
L )
Nk

T 2N
L B

2ol
}:.5:;:':': .

SARNRRNAN

Sheet Sof 6

e . . g

L)
L]
L)
L)
L]
L)
L)
L]
L)
F
+
.“.
A
l‘
II
5
-

]
-

]
+
+F

| |

s

T -I
[ : L}
- '

o

Jul. 14, 2015

U.S. Patent




US 9,082,121 B2

Sheet 6 of 6

Jul. 14, 2015

U.S. Patent

204

o R

203

+ + W
LR R & L 5 Y

-ty

+ 4 = k%
LI S A
o

it b TR IR NENEE R

L LCLRREEEELELET EE T Np— -

R ™ s
- an e L I I S N

- u -
I T
o b e

AN

._.“.. ]
.
m_.-
7F

LT -q;-'.

"

v VLY LR
T e R e e i
e T

. “ o

g
“m Ple
s Al
4 .w.vau..
., WA
Jht e
“M . ._.- L
%

i

]

’

7.

.w_.-

L
L

Fig. 5B



US 9,082,121 B2

1

SYSTEM AND METHOD FOR GUIDED
PASSCODE ENTRY

TECHNICAL FIELD OF THE DISCLOSUR.

L1

This specification relates to the field of secure computing

systems and, in particular, to facilitating secure entry of pass-
codes for authentication, identification, or verification of an
account holder.

BACKGROUND OF THE DISCLOSURE

Automated Teller Machines (ATMs) provide an interface
that allows credit card and debit card users to receive and/or
deposit funds. During typical use of ATMs, and other trans-
action systems like a merchant point-of-sale device (POS), a
user typically provides a transaction card, such as a debit card

and/or credit card having account information embedded
therein. The account information can include a card number,
the account holder’s name, and the like. To complete the
transaction, the user often has to enter 1n a secure passcode
such as a personal 1dentification number (PIN) to authenticate
the transaction.

One 1ssue with ATMs 1s that they are vulnerable to fraud.
Fraudsters often attach scanning devices to an ATM to read a
transaction card and record the embedded account informa-
tion, and also obtain the user’s PIN number by watching or
recording video of the user entering the PIN on the ATM
keypad. Once the fraudster has the account information and
PIN, the fraudster has access to the user’s account. Similarly,
other systems in which a user enters a password, PIN, log-in
or other private information are similarly susceptible to fraud.
For example, a fraudster can obtain a user’s secure website
log-in and password by watching the user input the private
information on a computer.

Accordingly, there 1s a need for systems and methods that
are less susceptible to fraud from recording or viewing a user
input his/her private passcodes.

It 1s with respect to these and other considerations that the
disclosure made herein 1s presented.

SUMMARY OF THE DISCLOSUR.

(L]

Technologies are presented herein in support of systems
and methods for guided entry of a passcode. The method
includes displaying a randomized input sequence on a screen
of a terminal, such as an ATM or computing device. The
method also includes receiving input data at the terminal from
an account holder comprising characters of the passcode
input in an order. The method also includes causing a test
(e.g., a verification) of the mput data against a database of
passcodes associated with account holders. Each passcode
associated with an account holder includes a plurality of
prescribed passcode characters having a prescribed position
in a prescribed mput order. The testing step includes compar-
ing the characters of the mput data to a particular passcode
associated with the account holder stored 1n the database.
Because the input data was entered by the user according to
the randomized mput sequence, the input data 1s compared in
accordance with the randomized input sequence, and 1n
regard to the order that the iput data was recewved. The
method also 1includes advancing the secure transaction at the
terminal 1n response to any exact match of the recerved input
data to the particular passcode.

In one implementation, the step of establishing the ran-
domized mput sequence can include generating the random-
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2

1zed mput sequence at the terminal or at a remote server,
using, for example, a pseudo-random number generator.

In another implementation, the randomized input sequence
1s a randomly arranged sequence of digits 1n the range 1 to N,
wherein N 1s the number of prescribed passcode characters
and wherein each digit 1s equivalent to one of the prescribed
positions 1n the prescribed input order. Moreover, displaying
the randomized put sequence can include iteratively dis-
playing each of the digits according to the randomly arranged
sequence. Accordingly the account holder 1s prompted to
enter, for each of the displayed digits, a particular prescribed
passcode character having a particular prescribed position
that 1s equivalent to the displayed digit.

These and other aspects, features, and advantages can be
appreciated from the accompanying description of certain
embodiments of the disclosure and the accompanying draw-
ing figures and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a high-level diagram illustrating an exemplary
clectronic transaction system in accordance with at least one
embodiment disclosed herein;

FIG. 2 1s a block diagram of a computing device 1n accor-
dance with at least one embodiment disclosed herein;

FIG. 3 1s a flow diagram showing a routine that 1llustrates
a broad aspect of a method for guided passcode entry 1n
accordance with at least one embodiment disclosed herein;

FIG. 4 depicts an exemplary display of a randomized input
sequence on an ATM, in accordance with at least one embodi-
ment disclosed herein;

FIG. 5A depicts an exemplary display of a randomized
input sequence on an ATM, 1n accordance with at least one
embodiment disclosed herein; and

FIG. 3B depicts an exemplary display of a randomized
input sequence on an ATM, 1n accordance with at least one
embodiment disclosed herein.

DETAILED DESCRIPTION OF CERTAIN
EMBODIMENTS OF THE INVENTION

By way of overview and introduction, various systems and
methods are described herein that facilitate and enable guided
entry of a passcode, for example a personal 1dentification
number (“PIN”) in connection with a secure transaction. The
exemplary guided passcode entry system provides additional
security to traditional secret PIN or password entry systems
by generating a randomized 1nput sequence (order of entry)
and prompting the user to mput the PIN according to the
randomized 1nput sequence, and authorizes the transaction
according to the recerved PIN. Accordingly, a fraudster who
obtains the digits of a user’s PIN will not automatically know
the particular order of entry and cannot gain access to the
user’s account as easily as in traditional PIN entry systems.
Transaction terminals implementing user-account and secret
PIN entry authorization process, including ATM’s, point-oi-
sale systems, secure access points (e.g., electronically locked
doors), and other computing devices, are widely 1mple-
mented. The embodiments disclosed herein improve the
security ol using such terminals through modification of the
PIN entry process, thereby providing improved security with
a relatively low barrier to implementation.

FIG. 1 depicts an exemplary computer implemented secure
transaction system, which in this example 1s an ATM trans-
action system 100 (hereinafter “payment processing system
100”’) that includes ATM terminals 110 (hereinafter “ATMs

110”), a payment network 120, and financial institution net-
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works 140. It should be understood that intermediate net-
works, such as telecommunications network 131, can exist
between the ATMs and the payment networks and financial
institution networks. It should also be understood that the
payment network 120 and financial 1nstitution networks 140
are not required to be separate components and can be com-
bined 1nto one or more back end system servers.

The payment processing system 100 can facilitate ATM
transactions mitiated by users of the ATMs 110. For example,
a user can present a transaction card to be read at one of the
ATMs 110 and can interact with the ATM to carry out trans-
actions for receiving funds dispensed from the ATM, depos-
iting funds into the ATM, receiving balance or statement
information, electronic transfers of funds between accounts,
and the like.

Transaction cards can include be debit cards, credit or
prepaid cards having account information embedded therein.
The account information can include a card number, the
account holder’s name, a card verification code, and the like.
A debit card 1s a transaction card 1ssued for a demand deposit
account. A credit card 1s a transaction card 1ssued for a credit
card account. A prepaid card 1s a transaction card 1ssued for a
pre-funded account. Transaction cards can be formed using,
for example, a plastic card with a magnetic stripe embedded
with account information disposed thereon. The magnetic
strips can be swiped at the ATM to allow the ATM to read the
account information from the transaction cards.

The ATMs 110 can be configured to facilitate ATM trans-
actions via the payment network 120 and the financial 1nsti-
tution networks 140. The ATMs 110 read account information
from transaction cards. To ensure that the user i1s the indi-
vidual associated with the account information, the ATM can
request the user to enter a personal 1dentification number
(PIN). The ATM can be configured to allow a user to submit
transaction requests 1including cash withdrawals from
accounts, cash or check deposits into accounts, fund transiers
between accounts, balance inquiries for accounts, cash
advances from accounts, and the like.

The ATM transters the transaction requests to the payment
network 120 for processing. The payment network 120 1s
communicatively coupled to the ATMs and the financial 1nsti-
tution networks 140 to facilitate processing of ATM transac-
tions. The payment network 120 can route transaction
requests from the ATMs 110 to the appropniate financial 1insti-
tution network based on the transaction information included
in the transaction request and can route transaction responses
from the financial institution network to the ATMs 110. As
shown, the payment network 120 can include debit switches
122, which are electronic devices 1in the payment network 120
for routing ATM transaction requests and ATM transaction
responses between the ATMs 110 and the financial institution
networks 140. The debit switches 122 interface with the
ATMs 110 to provide initial processing of a transaction
request by the payment network 120 and to forward a trans-
action response to the ATMs 110. The debit switches 122 are
configured to route the transaction requests through the pay-
ment network 120 and ultimately to the appropriate one of the
financial institution networks 140. The debit switches 122 can
use transaction nformation included in the transaction
request to determine how a transaction request should be
routed. For example, the debit switches 122 can use at least a
portion of the card number, such as a bank identification
number (BIN), read from the user’s transaction card by the
ATM. A BIN typically includes the first six numbers of a
transaction card number and can identify the financial insti-
tution that 1ssued the transaction card, as well as the type of
transaction card being used (e.g., credit, debit, prepaid). In
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some embodiments, the debit switches 122 can use transac-
tion routing tables and/or an account association tables,
which can be stored in the debit switches 122 and/or stored
separate from the debit switches 1n one or more database
devices 124 that are accessible by the debit switches 122, to
determine the routing path and to determine to which one of
the financial institution networks 140 the transaction requests
should be routed. The transaction routing table can include
route information identifying one or more routes a transaction
request and/or transaction response can travel to reach a des-
tination, such as a financial institution network or an ATM.
The account association table can include account informa-
tion, such as card numbers, account numbers, PINs, security
codes, cardholder names, and the like. Accounts included 1n
the account association table can allow a user to perform
non-traditional ATM transactions.

The financial institution networks 140 can include one or
more servers 142 to receive and process the transaction
requests routed to them from the payment network 120, and to
generate transaction responses to the transaction requests 1n
accordance with rules and/or other predetermined parameters
established by the financial 1nstitutions associated with the
financial institution networks. The servers 142 are imple-
mented using computing devices. In one embodiment, card-
holders can have accounts, such as demand deposit accounts
144, including checking accounts and/or saving accounts,
and/or can have credit card accounts 146 with one or more of
the financial nstitutions associated with the financial 1nstitu-
tion networks 140.

The financial istitution networks 140 can determine
whether to process or deny/block the transaction requests
received from the payment network 120. For example, as a
preliminary matter, the financial institution network 140 (or
alternatively the payment network 120) can determine
whether to process or deny the transaction request by verify-
ing whether the entered PIN matches a prescribed PIN that 1s
stored 1n association with the cardholder’s account informa-
tion. The prescribed PIN can be stored 1n one or more data-
bases accessible by the financial mstitution network 140, for
example, as an entry an account association table. After the
entered PIN 1s verified, the transaction request 1s further pro-
cessed as would be understood by those skilled 1n the art. If
the transaction 1s denied, a transaction response correspond-
ing to the demial 1s transmitted to the ATM via the payment
network 120. If the transaction request 1s accepted, a trans-
action response corresponding to the acceptance 1s transmit-
ted to the ATM via the payment network 120. I1 the transac-
tion request 1s approved, the financial institution can update
the cardholder’s account to reflect the transaction. By way of
non-limiting example, 1 a user withdraws funds from a
demand deposit account, the financial institution network can
deduct the amount of the funds from the user’s demand
deposit account. Upon relaying the transaction response to
the ATM, the ATM performs the service requested from the
user, such as, for example, dispensing funds, accepting funds
for deposit, providing an account balance, providing an
account statement, and the like.

It should be noted that although much of the foregoing
description has been directed to systems for processing ATM
transactions using a debit card, the particular arrangement of
networks (e.g., payment network 120, communication net-
work 131, and financial institution networks 140), computing
devices (e.g., ATM 110, debit switches 122 and servers 142)
and the transaction processing steps are presented as a non-
limiting, exemplary environment in which the systems and
methods for facilitating guided passcode entry disclosed
herein can be employed. It can be appreciated that the
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arrangement of computing devices and transaction process-
ing steps can vary according to the particular type of secure
transaction (e.g., credit card, debit card, prepaid card, NFC
payment, electronic wallet, secure user log-in), as would be
understood by those skilled 1n the art.

FIG. 2 1s a high-level diagram illustrating an exemplary
configuration of a computing device 205 that facilitates
guided passcode entry 1n conjunction with a secure transac-
tion processing system, for example, payment processing
system 100. In one arrangement, computing device 205 can
be an ATM (e.g., ATM 110 1n FIG. 1). In other implementa-
tions, computing device 205 can be a server (not shown) that
1s part of the payment network 120 or financial institution
networks 140. As a further alternative, computing device can
be a personal computing device of a user, a point of sale (POS)
device, such as a merchant POS device, a laptop computer, or
a mobile device/smartphone, though 1t should be understood
that computing device 205 can be practically any computing,
device and/or data processing apparatus capable of embody-
ing the systems and/or methods described herein. It should
also be understood that the systems and methods described
herein are not limited to transaction processing systems and
can be implemented 1n any computing environment that
requires securely receiving private information from a user,
preferably, for the purpose of veritying, authenticating or
identifying the user according to the private information. It
should also be understood that a passcode can include any
log-1n, private word, private key, PIN number or any such
private string of characters, words or phrases known by a user
and used for authentication, verification or identification.

Exemplary computing device 205 includes a processor 210
which 1s operatively connected to various hardware and soft-
ware components that serve to enable operation of the pay-
ment processing system 100. The processor 210 serves to
execute mstructions to perform various operations relating to
guided passcode entry and transaction processing as will be
described 1n greater detail below. The processor 210 can be a
number of processors, a multi-processor core, or some other
type of processor, depending on the particular implementa-
tion.

In certain implementations, a memory 220 and/or a storage
medium 290 are accessible by the processor 210, thereby
enabling the processor 210 to receive and execute instructions
stored on the memory 220 and/or on the storage 290. The
memory 220 can be, for example, a random access memory
(RAM) or any other suitable volatile or non-volatile computer
readable storage medium. In addition, the memory 220 can be
fixed or removable. The storage 290 can take various forms,
depending on the particular implementation. For example,
the storage 290 can contain one or more components or
devices such as a hard drive, a flash memory, a rewritable
optical disk, a rewritable magnetic tape, or some combination
of the above. The storage 290 also can be fixed or removable.

One or more soitware modules 230 are encoded in the
storage 290 and/or 1n the memory 220. The software modules
230 can comprise one or more software programs or applica-
tions having computer program code or a set of instructions
executed 1n the processor 210. Such computer program code
or 1structions for carrying out operations for aspects of the
systems and methods disclosed herein can be written 1n any
combination of one or more programming languages, as
would be understood by those skilled 1n the art. The program
code can execute entirely on the computing device 2035 as a
stand-alone software package, partly on the computing
device 205 and partly on a remote computing device, such as
a payment network 120 server or a financial institution net-
work 140 server (not shown), or entirely on such remote
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servers. In the latter scenario, the remote computer can be
connected to the computing device 205 through any type of
network, including a local area network (LAN) or a wide area
network (WAN), or the connection can be made to an external
computer (for example, through the Internet using an Internet
Service Provider).

Preferably, included among the software modules 230 1s a
user interface module 270, an input randomizer module 272,
an authentication module 274, a database module 276, and a
communication module 278 that are executed by the proces-
sor 210.

It should be understood that 1n some illustrative embodi-
ments, one or more of the software modules 230 can be
downloaded over a network to the storage 290 from another
device or system via the communication interface 255 for use
within the payment processing system 100. For instance,
program code stored 1n a computer readable storage device in
a server can be downloaded over a network from the server to
the storage 290.

Also preferably stored on the storage 290 1s a database 280.
As will be described in greater detail below, database 280
contains and/or maintains various data items and elements
that are utilized throughout the various operations of the
payment processing system 100, including but not limited to,
PIN numbers and user account information, as will be
described 1n greater detail herein. It should be noted that
although the database 280 i1s depicted as being configured
locally to the computing device 203, 1n certain implementa-
tions the database 280 and/or various of the data elements
stored therein can be stored on a computer readable memory
or storage medium that 1s located remotely (such as on a
remote server that 1s part of the payment network 120 or the
financial institution networks 140 of FIG. 1) and connected to
the computing device 205 through a network (not shown), in
a manner known to those of ordinary skill 1n the art.

A user interface 240 1s also operatively connected to the
processor. The mterface can be one or more mput device(s),
such as switch(es), button(s), key(s), atouch-screen, as would
be understood 1n the art of electronic computing devices.
Interface serves to facilitate the capture of commands from
the user, such as a user PIN number or user information and
settings related to operation of the system for biometric
authentication 100.

A display 250 1s also operatively connected to the proces-
sor. The display 250 includes a screen or any other such
presentation device that enables the system to instruct or
otherwise provide feedback to the user regarding the opera-
tion of the payment processing system 100. By way of
example, display 250 can be a digital display such as an LCD
display, a CRT, or other such 2-dimensional display as would
be understood by those skilled 1n the art.

By way of further example, the user interface 240 and the
display 250 can be integrated into a touch screen display.
Accordingly, the display 1s also used to show a graphical user
interface, which can display various data and provide “forms”™
that include fields that allow for the entry of information by
the user. Touching the touch screen at locations correspond-
ing to the display of a graphical user interface allows the
person to interact with the device to enter data, control func-
tions, etc. So when the touch screen 1s touched, interface
communicates this change to processor, and settings can be
changed or user entered information can be captured and
stored 1n the memory.

One or more electronic readers 260 can be operatively
connected to the processor 210. The electronic reader 260
serves to facilitate the capture of electronic information from
the user, preferably, personal information, for example finan-
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cial account information. For example, 1n the context of an
ATM, the ATM can be equipped with a magnetic stripe reader
for capturing user account information from a transaction
card that 1s inserted into the reader 260 by the user. By way of
turther example, 1n the context of a point of sale device, the 5
clectronic reader can also be a NFC-enabled reader that can
read financial account information from a NFC tag presented
by the user. By way of further example, in the context of a
computer controlled door lock, the electronic reader can be an
RFID tag reader that can obtain user identifying information 10
from an RFID tag presented by the user.

A communication interface 235 1s also operatively con-
nected to the processor 210. The communication interface
255 can be any interface that enables communication between
the ATM 205 and external devices, machines and/or elements. 15
In certain implementations, the communication interface 255
includes, but 1s not limited to, a modem, a Network Interface
Card (NIC), an integrated network interface, a radio fre-
quency transmitter/receiver (e.g., Bluetooth, cellular, NFC), a
satellite communication transmitter/receiver, an infrared 20
port, a USB connection, and/or any other such interfaces for
connecting the computing device 205 to other computing
devices and/or communication networks, such as private net-
works and the Internet. Such connections can include a wired
connection or a wireless connection (e.g., using the 802.11 25
standard) though 1t should be understood that communication
interface 255 can be practically any interface that enables
communication to/from the processor 210.

At various points during the operation of the payment
processing system 100, the computing device 205 can com- 30
municate with one or more remote computing devices, such
as those servers controlled and/or maintained by one or more
individuals and/or entities, such as a banking institution, pay-
ment provider or payment network. Such computing devices
transmit and/or receive data to/from the computing device 35
205, thereby preferably imtiating maintaining, and/or
enhancing the operation of the guided passcode entry system
100, as will be described 1n greater detail below. It should be
understood that the remote computing devices can be 1n direct
communication with the computing device 205, indirect com- 40
munication with the computing device 205, and/or can be
communicatively coordinated with the computing device
205, as will be described 1n greater detail below. While such
computing devices can be practically any device capable of
communication with the computing device 205, 1n the pre- 45
ferred embodiment certain computing devices (e.g., that of
the payment network 120) are servers, though 1t should be
understood that practically any computing device that 1s
capable of transmitting and/or receiving data to/from the
computing device 205 could be similarly substituted. 50

The operation of the payment processing system 100 and
the various elements and components described above will be
turther appreciated with reference to the method for facilitat-
ing guided passcode entry for facilitating a secure transaction
as described below, 1n conjunction with FIGS. 3-6B. 55

FIG. 3 1s an exemplary tlowchart depicting a process 400
tor guided passcode entry according to an exemplary embodi-
ment. The process begins at step 402 1n which a user mitiates
a secure transaction by providing personally identifiable
information to the computing device 205. For example, in the 60
context ol an ATM, the user can present a transaction card to
the ATM by inserting 1t into the electronic reader 260. The
ATM can receive the account information, such as an account
number, account-holder name, and the like, read from the
transaction card. By way of further example, in the contextof 65
a POS device, the user can i1dentity himself/herself by pre-
senting a NFC communication device to the electronic reader
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260 and wirelessly transmitting account information to the
POS device. By way of further example, in the context of a
user logging 1nto a networked system, say, a secure website,
the user can 1itiate the secure transaction by entering a user-
name.

Then at step 405, responsive to imitiation of the transaction,

the processor 210 of computing device 205 executing one or
more of the software modules 230, including, in certain
implementations, the randomizer module 272, generates a
“randomized” input sequence.
I'raditionally, all PINS or passcodes, whether numerical or
alphabetical have a prescribed input sequence where the char-
acters are mput serially from the first character in the
sequence to the last. For example, a 4 digit user PIN number,
say, “7892” 1s traditionally mput serially, one number at a
time starting with the first position 1n the mput order, 7
followed by the second position, “8”, followed by the third
position, “9” and lastly the fourth position, “2”. As such, each
of the digits in the PIN have a prescribed input order (1%, 2”4,
37 4™ and a corresponding position in the order, e.g., 15—
“pr, 2rdegr 3M__«Q” and 4727

The configured processor, can generate a “randomized”
input sequence so as to create an input sequence that differs
from the prescribed mput order (1, 2, 3, 4) and as such pro-
vides an additional level of security in case an onlooker or
video camera were monitoring the user intertace 240 and
unlawiully recording the user enter the PIN at the computing,
device 205. The randomized input sequence need not be truly
random and, for example, can be generated by the configured
processor by using a pseudo-random number generator that
randomly reorders the prescribed mput order 1, 2, 3, 4 to an
arbitrary mput sequence, for example, 2, 4, 1, 3. Preferably
the randomized 1nput sequence 1s a non-repeating random
sequence of digits in the range 1 to N, wheremn N 1s the
number of prescribed passcode characters and each digit cor-
responds to one of the prescribed positions 1n the prescribed
input order. Also, preferably, the randomized sequence does
not omit any positions in the prescribed input order, for
example, 2, 4, 4, 1, such that each digit 1s entered by the user
for comparison to the stored PIN. Also, the sequence can be
non-repeating, however, 1t should be understood that repeat-
ing 1input sequences and sequences that have more digits than
the prescribed PIN can be generated, for example, 2, 4, 1, 1,
3. In a 4 digit PIN, randomly re-ordering the sequence pro-
vides 256 different input sequences, thereby making it sig-
nificantly more difficult for an individual who captures the
user’s PIN from a single transaction to guess the PIN while
trying to fraudulently access the user’s account and PIN 1nfor-
mation.

It should be understood that the randomized input
sequence can be generated by the configured processor 210 of
the computing device 2035 or alternatively, by a remote server,
for example, one that 1s part of the payment network 120 or
the financial institution network 140 and transmitted via a
communications network and received by the communica-
tion interface 255. It should be understood that transmitting
data (e.g., the input sequence or the user mputs) to and from
the computing device can be performed using communica-
tion protocols, including without limitation, Short Message
Service, Unstructured Supplementary Service Data or Inter-
active Voice Response.

Then at step 410, the processor 210 executing one or more
ol the software modules 230, including, in certain implemen-
tations, the user interface module 270, can present the “ran-
domized” imput sequence to the user. For example, as
depicted 1n FI1G. 4, the randomized input sequence 242 can be
displayed by simply showing the re-ordered positions (e.g., 2,

-
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4,1, 3). Accordingly, the user 1s prompted to first input, on the
user interface 240 (key-pad), the PIN digit that corresponds to
the 2" position in the prescribed input order, followed by the
PIN digit that corresponds to the 4” position, followed by the
PIN digit that corresponds to the first position and lastly the
PIN digit that corresponds to the 3" position in the prescribed
input order. Preferably, the randomized mput sequence is
presented to a user on a display 250 or area of the display 250
that 1s separate from the user interface 240 (e.g., key-pad)
where the user enters the PIN because fraudsters typically
focus a camera or attempt to view the user interface as
opposed to the user interface and the display. It should be
understood that alternative output devices can be used to
present information to the user and receive input from the user
via the computing device, for example, audio input/output
devices or tactile mput/output devices as would be under-
stood by those skilled 1n the art.

Then, at step 413, the processor 210, which 1s configured
by executing one or more of software modules 230, including,
in certain implementations, the user interface module 270,
receives an iput of the user’s PIN. The received PIN 1s input
by the user into the user iterface 240 (e.g., key-pad) of the
computing device 205 and received as a plurality of “recerved
PIN digits” each having a recerved position corresponding to
the order 1n which they were input by the user and received by
the configured processor 210. Returning to the example of the
exemplary PIN, having the prescribed input order 1, 2, 3, 4
and corresponding prescribed PIN digits position 15,,; “7”
@ 37__«Q” and 4”—2”. Presenting the randomized
iput sequence 2, 4, 1, 3, to the user should elicit the user’s
entry and receipt by the processor 210 of the recerved PIN
digits 8, 2,7, 9, in that order. In this example, the first position
received PIN digit 1s “8”"; the second position received PIN
digit 1s “2”; the third position recerved PIN digit 1s *“7””; and
the fourth position recerved PIN digit 1s “9”.

Turning briefly to FIG. 5A, which depicts an alternative
manner ol prompting the user to mnput the user’s PIN accord-
ing to the randomized 1nput sequence (e.g., PIN digit posi-
tions 2, 4, 1, 3) and recerving the user input. As shown in FIG.
5A, the configured processor can present on the display 250,
a form that includes a plurality of distinct areas 251-254,
which 1n this example are boxes. Preferably, each of the boxes
corresponds to one of the positions 1n the prescribed input
order. As mentioned above, the prescribed mput order is
typically PIN digit positions (1, 2, 3, 4). Display of the boxes
in the exemplary leit to right arrangement 1s similar to how a
conventional ATM displays blanks, dashes, boxes or other
such indicators alerting the user that each area corresponds to
a digit ol the PIN to be entered by the user. In this example, the
leftmost area 251 corresponds to the first position in the
prescribed mput order (1.e., first digit of the user’s PIN), area
252 corresponds to the second position (i.e., second digit of
the user’s PIN), area 253 corresponds to the third position
(1.e., third digit of the user’s PIN), and area 254 corresponds
to the fourth position 1n the prescribed input order (1.e., fourth
digit of the user’s PIN).

In one implementation, the configured processor can
prompt the user to mput the user’s PIN according to the
randomized imnput sequence by highlighting the boxes accord-
ing to the randomized input sequence (PIN positions 2, 4, 1,
3). Since the first PIN digit to be entered according to the
rearranged mput sequence 1s the PIN digit that 1s normally in
the 2" position, as shown in FIG. 5A, the second area 252 is
highlighted to prompt the user to input the PIN digit which
corresponds to the 2”? position in the prescribed input order.
As depicted 1n FIG. 5B, after receipt of the user input, the
configured processor can highlight another distinct area
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according to the randomized input sequence. In this example,
the fourth area 254 1s highlighted to prompt the user to input
the PIN digit which corresponds to the 4” position. This
process can be repeated 1teratively for the entire randomized
input sequence.

It should be understood that alternative methods of display-
ing the mput sequence or prompting user input are possible.
For example, each digit in the randomized input sequence can
be displayed on a different portion of the screen so as to make
it more difficult for an onlooker to view the input sequence.
Moreover, the randomized sequence can be provided to the
user via an alternative means to the display 250. For example,
one or more notifications (such as an e-mail or SMS message)
containing the sequence can be generated and/or transmitted
to the user.

At step 420, the processor 210, which 1s configured by
executing one or more of the software modules 230, includ-
ing, 1n certain implementations, the authentication module
274, verifies that the PIN matches a PIN stored i1n the data-
base. More specifically, the configured processor can test the
received data against a database of PINS associated with a
plurality of account holders for an exact match. The testing,
step can include comparing the recerved PIN digits to the
particular PIN associated with the account holder (e.g., the
user) stored 1n the database 280. The received PIN 1s com-
pared 1n accordance with the randomized input sequence and
in regard to the order that the mput data was received.

By way of 1illustration, in certain implementations, using,
the account information read from the user’s debit card, the
configured processor can query the database 280 for the pre-
scribed PIN number stored therein and associated with the
account information. For example, the prescribed PIN can be
stored 1n the database 280 as an entry an account association
table. The account association table can include information
such as card numbers, account numbers, prescribed PINS,
security codes, account holder names, and the like. Prefer-
ably, each prescribed PIN 1s stored 1n a prescribed input order.
For each of the received PIN digits having a particular
received position, verification 1includes comparing the
received PIN digit to the prescribed PIN digit having a pre-
scribed position that 1s equivalent to the particular received
position transposed according to the randomized input
sequence.

As an alternative, the recerved PIN digits can be re-ordered
according to the randomized input sequence prior to compar-
ing the recerved PIN digits to the particular PIN associated
with the account information. As such, the re-ordered
received PIN digits can be directly compared to the corre-
sponding prescribed PIN digits.

It should be understood that the computing device 205
and/or remote computing devices (e.g., back-end servers that
are part of the payment network 120 and/or the financial
institution network 140) can verity whether the received PIN
matches a prescribed PIN stored in the database. Similarly,
one or more steps mvolved 1n veritying a PIN, e.g., re-order-
ing and/or comparing, can also be performed by the comput-
ing device 205 and/or a remote computing device. For
example, the computing device 205 can re-order the recerved
PIN according to the randomized input sequence and transmit
the re-ordered recerved PIN to a remote computing device for
comparison to the particular PIN associated with the account
holder.

Typically, in ATM transactions, the verification/testing of a
received passcode with stored passcodes can be performed
using a hardware security module (HSM) residing in the
payment network 120 and/or financial institution network

140 (not shown). The HSM recerves (1) the received PIN and
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(2) and an encrypted PIN previously stored in amemory (e.g.,
a database), and the HSM outputs the result of testing/verifi-
cation. However, 1t should also be understood that various
computing devices or modules can perform the testing step 1in
accordance with the disclosed embodiments.

At step 425, the processor 210, which 1s configured by
executing one or more of the software modules 230, includ-
ing, 1 certain implementations, the authentication module
274, causes the secure transaction at the terminal to advance
in response to any exact match of the received PIN to the
prescribed PIN. Advancing the transaction can include autho-
rizing the transaction, displaying user options and the like as
would be understood by those skilled 1n the art. In the event of
a non-match, the configured processor can cause the display
250 to notily the user with an error message and can prompt
the user to re-enter the user’s PIN according to the previously
generated randomized sequence. Alternatively, 1n the event of
tailure, the configured processor can repeat steps 415-425 or

variations thereof.

At this juncture, 1t should be noted that although much of
the foregoing description has been directed to systems and
methods for guided passcode entry to facilitate secure trans-
actions, the systems and methods disclosed herein can be
similarly deployed and/or implemented 1n scenarios, situa-
tions, and settings far beyond the referenced scenarios. It can
be readily appreciated that the systems and methods for facili-
tating guided passcode entry described 1n the context of a
payment processing system 100 can be effectively employed
in practically any scenario where entry of a PIN number,
log-1n, password or other such sensitive information 1s done
in an open or public space where 1t 1s more challenging to
enter such sensitive information 1n a secure manner. It should
be further understood that any such implementation and/or
deployment 1s within the scope of the systems and methods
described herein. Moreover, the references herein to ATM
transactions should be understood to be exemplary, and thus
non-limiting. As such, it can be further appreciated that the
methods and systems described herein can be readily adapted
towards the facilitation of the receipt of a PIN, for example at
a point of sale device where a payment card or NFC device 1s
used. Additionally, 1t should be understood that payment pro-
cessing system 100 1s referred to as such 1n the interests of
simplicity and clarity, however, 1n certain implementations,
payment processing system 100 can be configured such that it
enables any number of operations described herein (e.g., gen-
crating a randomized nput sequence, authenticating, etc.),
even 1f such operations do not directly pertain to payment
processing transactions.

It 1s to be understood that like numerals 1n the drawings
represent like elements through the several figures, and that
not all components and/or steps described and 1llustrated with
reference to the figures are required for all embodiments or
arrangements. It should also be understood that the embodi-
ments, implementations, and/or arrangements of the systems
and methods disclosed herein can be 1incorporated as a sofit-
ware algorithm, application, program, module, or code resid-
ing 1 hardware, firmware and/or on a computer useable
medium (including software modules and browser plug-ins)
that can be executed 1n a processor of a computer system or a
computing device to configure the processor and/or other
clements to perform the functions and/or operations
described herein. It should be appreciated that according to at
least one embodiment, one or more computer programs, mod-
ules, and/or applications that when executed perform meth-
ods of the present invention need not reside on a single com-
puter or processor, but can be distributed 1n a modular fashion
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amongst a number of different computers or processors to
implement various aspects of the systems and methods dis-
closed herein.

Thus, illustrative embodiments and arrangements of the
present systems and methods provide a computer 1mple-
mented method, computer system, and computer program
product for facilitating guided passcode entry. The tflowchart
and block diagrams in the figures 1llustrate the architecture,
functionality, and operation of possible implementations of
systems, methods and computer program products according,
to various embodiments and arrangements. In this regard,
cach block 1n the tflowchart or block diagrams can represent a
module, segment, or portion of code, which comprises one or
more executable mstructions for implementing the specified
logical function(s). It should also be noted that, in some
alternative implementations, the functions noted in the block
may occur out of the order noted 1n the figures. For example,
two blocks shown 1n succession may, 1n fact, be executed
substantially concurrently, or the blocks may sometimes be
executed 1n the reverse order, depending upon the function-
ality mnvolved. It will also be noted that each block of the
block diagrams and/or flowchart illustration, and combina-
tions of blocks 1n the block diagrams and/or flowchart illus-
tration, can be implemented by special purpose hardware-
based systems that perform the specified functions or acts, or
combinations of special purpose hardware and computer
instructions.

The terminology used herein 1s for the purpose of describ-
ing particular embodiments only and 1s not intended to be
limiting of the invention. As used herein, the singular forms
“a”, “an” and “the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will be
turther understood that the terms “comprises™ and/or “com-
prising”’, when used 1n this specification, specity the presence
of stated features, integers, steps, operations, elements, and/
or components, but do not preclude the presence or addition
of one or more other features, integers, steps, operations,
clements, components, and/or groups thereof.

Also, the phraseology and terminology used herein is for
the purpose of description and should not be regarded as
limiting. The use of “including,” “comprising,” or “having,”
“containing,” “imnvolving,” and vanations thereof herein, 1s
meant to encompass the items listed thereafter and equiva-
lents thereof as well as additional 1tems.

The subject matter described above 1s provided by way of
illustration only and should not be construed as limiting.
Various modifications and changes can be made to the subject
matter described herein without following the example
embodiments and applications illustrated and described, and
without departing from the true spirit and scope of the present

invention, which 1s set forth in the following claims.

What 1s claimed 1s:

1. A method for guided entry of a passcode by a user in
connection with a secure transaction at a terminal, the pass-
code being stored 1n a database and known to the user and
being prescribed to have a number of characters that each
have a prescribed position 1n a prescribed mput order, the
method comprising:

recerving a randomized input sequence at the terminal,

wherein the randomized iput sequence 1s a randomly
arranged sequence of digits 1in the range 1 to N, wherein
N 1s the number of characters in the passcode and
wherein each digit corresponds to one of the prescribed
positions 1n the prescribed input order such that the
randomized input sequence defines a randomized order
for the user to input the characters of the passcode;
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presenting the randomized 1input sequence to the user at the
terminal and prompting the user to input the passcode
according to the prescribed input order and the random-
1zed order:

receiving input data at the terminal from the user compris-

ing characters of the passcode, wherein the characters of

the passcode are input by the user and recerved at the
terminal 1n an order;

reordering, the input data 1n accordance with the random-

1zed input order presented to the user and 1n regard to the
order that the characters of the passcode were recerved at
the terminal;

causing a test of the reordered input data against a database

of passcodes associated with a plurality of users for an
exact match, wherein the test comprises comparing the
passcode associated with the user stored 1n the database
to the characters of the mput data reordered in accor-
dance with the randomized input order; and

advancing the secure transaction at the terminal in response

to any exact match of the received input data to the
passcode.

2. The method of claim 1, the step of presenting the ran-
domized input sequence comprises displaying the random-
1zed mput sequence on a screen of the terminal.

3. The method of claim 1, wherein the step of recerving the
randomized 1nput sequence further comprises generating the
randomized input sequence using code executing 1n a proces-
sor at the terminal.

4. The method of claim 1, wherein the terminal 1s an auto-
mated teller machine (ATM).

5. The method of claim 1, wherein the randomized input
sequence 1s generated by the terminal using a pseudo-random
number generator.

6. The method of claim 1, wherein the step of recerving the
randomized input sequence further comprises receving the
randomized 1input sequence from a remote computing device.

7. The method of claim 6, wherein the remote computing,
device 1s a remote server.

8. The method of claim 5, wherein presenting the random-
1zed mput sequence comprises: transmitting the randomized
input sequence to a user computing device according to a
communication protocol for presentation to the user using the
user computing device.

9. The method of claim 1, wherein the input data comprises
a plurality of recerved passcode characters having a recerved
position corresponding to the order of receipt.

10. The method of claim 1, wherein the randomized 1input
sequence 15 a randomly arranged sequence of digits, each
having respective values 1in the range 1 to N, wherein N 1s the
number of prescribed passcode characters and wherein each
digit corresponds to one of the prescribed positions in the
prescribed input order.

11. The method of claim 10, the step of presenting the
randomized nput sequence further comprising:

iteratively displaying each of the digits according to the

randomly arranged sequence, thereby prompting the
user to enter, for each of the displayed digits, a particu-
larly prescribed passcode character having a particular
prescribed position that corresponds to the displayed
digit.

12. The method of claim 10, the step of presenting the
randomized mput sequence further comprising;
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displaying a plurality of distinct areas on a display, each of
the areas corresponding to one of the prescribed posi-
tions 1n the prescribed mput order; and

iteratively highlighting the prescribed positions that corre-

spond to the respective values of the digits of the ran-
domized mput sequence, thereby prompting the user to
input, for each of the highlighted positions, the corre-
sponding prescribed passcode character.

13. The method of claim 1, wherein the test further com-
Prises:

for each of the recerved characters of the passcode, com-

paring a particular recerved character having a particular
received position to one of the plurality of prescribed
passcode characters having a prescribed position that 1s
equivalent to the particular recerved position arranged
according to the randomized input sequence.

14. The method of claim 1,

wherein the re-ordering step 1s performed at the terminal.

15. The method of claim 1, the step of causing the test of the
input data further comprising:

transmitting the recerved mput data to a remote computing

device according to a communication protocol.

16. A method for guided entry of a passcode by a user in
connection with a secure transaction, using a computing
device having a storage medium a processor executing
instructions therein, the passcode being stored 1n a database
and known to the user and being prescribed to have a number
of characters that each have a prescribed position 1n a pre-
scribed input order, the method comprising:

establishing a randomized mnput sequence, wherein the

randomized iput sequence 1s a randomly arranged
sequence of digits 1n the range 1 to N, wherein N 1s the
number of characters 1n the passcode and wherein each
digit corresponds to one of the prescribed positions 1n
the prescribed mput order such that the randomized
input sequence defines a randomized order for the user
to input the characters of the passcode;

presenting the randomized iput sequence to the user via

the terminal thereby prompting the user to mput the
passcode according to the prescribed input order and the
randomized order:;

recerving input data over a network from a remote terminal

being used by a user 1n connection with the transaction,
the mput data comprising characters of the passcode
input by the user at the terminal and recerved by the
terminal 1n an order;

reordering, the imput data 1n accordance with the random-

1zed input order presented to the user and 1n regard to the
order that the characters of the passcode were recerved
by the terminal;
testing the reordered input data against a database of pass-
codes associated with a plurality of user for an exact
match, wherein the resting step comprises comparing
the passcode associated with the user stored 1n the data-
base to the characters of the input data reordered in
accordance with the randomized input sequence;

causing the secure transaction at the terminal to advance 1n
response to any exact match of the received imnput data to
the passcode otherwise causing the terminal to display
an error message.
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