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(57) ABSTRACT

A system and method for rootkit protection 1n a hypervisor
environment includes modules for creating a soft whitelist
having entries corresponding to each guest kernel page of a
guest operating system 1n a hypervisor environment, wherein
cach entry 1s a duplicate page of the corresponding guest
kernel page, generating a page fault when a process attempts
to access a guest kernel page, and redirecting the process to
the corresponding duplicate page. If the page fault 1s a data
page fault, the method includes fixing the page fault, and
marking a page table entry corresponding to the guest kernel
page as non-executable and writeable. If the page fault 1s an
instruction page fault, the method includes marking a page
table entry corresponding to the guest kernel page as read-
only. Redirecting changing a machine page frame number 1n
a shadow page table of the hypervisor to point to the corre-
sponding duplicate page.

19 Claims, 2 Drawing Sheets
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SYSTEM AND METHOD FOR KERNEL
ROOTKIT PROTECTION IN A HYPERVISOR
ENVIRONMENT

TECHNICAL FIELD D

This disclosure relates 1n general to the field of computer
networks and, more particularly, to a system and a method for

kernel rootkit protection 1n a hypervisor environment. "

BACKGROUND

The field of computer network security has become
increasingly important and complicated 1n today’s society.
Computer network environments are configured for virtually
every enterprise or organization, typically with multiple inter-
connected computers (e.g., end user computers, laptops, serv-
ers, printing devices, etc.). Moreover, cloud service providers
(and other organizations that run multiple applications and ,,
operating systems) may use hypervisor technology to run
various different guest operating systems concurrently on a
host device. A hypervisor 1s computer software/hardware
platiorm virtualization software that allows multiple operat-
ing systems to run on a host computer concurrently. Security 25
threats can originate externally and internally 1n the hypervi-
sor environment. These threats in the hypervisor environment
can present further challenges to I'T administrators.

15

BRIEF DESCRIPTION OF THE DRAWINGS 30

To provide a more complete understanding of the present
disclosure and features and advantages thereolf, reference 1s
made to the following description, taken 1n conjunction with
the accompanying figures, wherein like reference numerals 35
represent like parts, 1n which:

FIG. 1 1s a ssmplified block diagram 1llustrating compo-
nents of a system for kernel rootkit protection 1n a hypervisor
environment according to an example embodiment; and

FIG. 2 1s a simplified flow-chart illustrating example 40
operational steps that may be associated with embodiments of
the present disclosure.

DETAILED DESCRIPTION OF EXAMPL.
EMBODIMENTS 45

(L]

Overview

A system and method 1n example embodiments include
modules for creating a soft whitelist having entries corre-
sponding to each guest kernel page of a guest operating sys- 50
tem 1n a hypervisor environment, wherein each entry is a
duplicate page of the corresponding guest kernel page, gen-
erating a page fault when a process attempts to access a guest
kernel page, and redirecting the process to the duplicate page
corresponding to the guest kernel page. It the page faultis a 55
data page fault, the method includes fixing the page fault, and
marking a page table entry corresponding to the guest kernel
page as non-executable and writeable. If the page fault 1s an
istruction page fault, the method includes marking a page
table entry corresponding to the guest kernel page as read- 60
only.

In example embodiments, redirecting the process includes
pointing a virtual address of the guest kernel page to a
machine page frame number of the duplicate page corre-
sponding to the guest kernel page. Other embodiments 65
include marking a page table entry of each guest kernel page

as NOT_PRESENT 1n a shadow page table of the hypervisor.

2

Other embodiments may includes setting a lockdown feature
bit 1n the hypervisor during domain creation to enable rootkat

protection.

In some embodiments, soft whitelist 1s created after the
guest OS has loaded kernel components at boot. The soft
whitelist may be created by walking a shadow page table of
the hypervisor and mapping a virtual address of each guest
kernel page to a machine page frame number of the corre-
sponding duplicate page. In yet other embodiments, 1f the
guest OS has not loaded at least some kernel components, the
method includes mapping a virtual base address of each guest
kernel page to a machine page frame number of the corre-
sponding duplicate page and other features.

Example Embodiments

FIG. 11s asimplified block diagram 1llustrating an example
implementation of a system 10 for kernel rootkit protection in
a hypervisor environment. As used herein, a “hypervisor” 1s a
hardware virtualization entity that allows one or more oper-
ating systems (OSs), termed guest OSs, to run concurrently
on a host device (e.g., computer). Virtualization allows the
guest OSs to run unmodified on 1solated virtual environments
(typically referred to as virtual machines, or guests), where
the host device’s physical characteristics and behaviors are
reproduced. More specifically, a guest can represent an 1so-
lated, virtual environment equipped with virtual hardware
(processor, memory, disks, network interfaces, etc.). Accord-
ing to the embodiment 1llustrated 1in FIG. 1, system 10 com-
prises a hypervisor 12, which provides a virtualization envi-
ronment to a guest 14. Any number of guests may be hosted
on hypervisor 12 within the broad scope of the present dis-
closure. A single guest is representatively illustrated in FI1G. 1
for ease of explanation.

Hypervisor 12 controls and manages a hardware 16 of a
host device (not shown) that 1s allocated for use by guest 14.
Guest 14 may run a guest OS 18 on hypervisor 12. Guest OS
18 may support one or more applications 20 (referred to
herein 1n the singular as application 20 to refer to one of the
applications). As used herein, the term “application™ 1s used
in a broad sense to refer generically to any software file,
library module, function, subroutine, binary, instruction set,
code block, or other similar operating unit that comprises
instructions that can be understood and processed by a com-
puter with or without assistance (e.g., compilation, interpre-
tation, etc.).

Hypervisor 12 may manage access of applications 20 to
underlying hardware 16, such as a processor 22 and a
machine memory 24. As used herein, “machine memory”
refers to a memory element that 1s visible to hypervisor 12 as
available on the host device. Guest OS 18 may present to
applications 20 a guest virtual memory 26, which accesses a
guest physical memory 28. As used herein, the term “guest
virtual memory” refers to a substantially continuous virtual
address space that 1s visible to applications 20 runming inside
guest 14. An address space refers to a range of discrete
addresses, each of which may correspond to a memory loca-
tion (1.e., address) at which an application (e.g., application
20) can store data and retrieve data later. As used herein, the
term “‘guest physical memory™ refers to the virtual memory
that 1s visible to guest OS 18.

Guest physical memory 28 may create kernel pages 30
during operation. When guest OS loads 1ts guest kernel into
memory, the guest kernel 1s divided into pages (e.g., guest
kernel pages 30), with some pages containing kernel instruc-
tions, and other pages containing kernel data. Each page,
including each of guest kernel pages 30, 1s typically of stan-
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dard size (e.g., 4 kB), and 1s associated with an address (e.g.,
guest virtual address). Guest OS 18 maps the virtual address
of each page to a corresponding “physical” address through
page tables. Although the guest memory (e.g., guest virtual
memory 26 and guest physical memory 28) 1s virtual, guest
OS 18 assumes that guest physical memory 28 1s real or
“physical.” However, the guest physical memory (e.g., guest
physical memory 28) 1s merely an abstraction utilized by
hypervisor 12 for maintaining correct mapping to the (real)
host physical address (also called machine address).

A page table 1s a data structure used by guest OS 18 to store
a mapping between virtual addresses and “‘physical”
addresses. A page table contains several page table entries
(PTEs), each PTE mapping a virtual address to a correspond-
ing “physical” address (e.g., from guest virtual address to
guest physical address or from guest physical address to
machine address). The PTE includes the “physical” address
(e.g., guest physical address or machine address) and other
information relevant to a page in the appropriate memory
clement (e.g., guest physical memory 28 or machine memory
24), such as whether the page 1s present, the page 1s read-only
or read/write, etc.

Shadow page table 32 can be used by hypervisor 12 to map
guest physical memory 28 to machine memory 24 for a cur-
rently executing process. A “process” 1s an instance of an
application (or a portion thereof), whose instructions are
being executed. Shadow page table 32 includes page table
entries (P1TEs) 34 corresponding to guest kernel pages 30.
Each of PTEs 34 includes the machine address and other
information relevant to the respective kernel page that i1s
loaded 1nto machine memory 24. According to an example
embodiment, PTEs 34 may be marked as NOT_PRESENT 1n
shadow page table 32.

A rootkit protection module 36 in hypervisor 12 can create
duplicate pages 38 in hypervisor 12 for corresponding guest
kernel pages 30 1n guest OS 18. A page fault handler 40 may
conditionally allow or deny access to or execution of appro-
priate guest kernel pages 30 when a process attempts to access
a guest kernel page 30. A domain 0 (DOMO) 42 runming on
hypervisor 12 may have special rights to access physical
hardware 16 as well as interact with other guests running on
the system. DOMO 42 may have a lockdown module 44 for
controlling certain lockdown features of rootkit protection
module 36 1n hypervisor 12.

For purposes of illustrating the techniques of system 10, it
1s important to understand the activities and security concerns
that may be present in a given system such as the system
shown in FIG. 1. The following foundational information
may be viewed as a basis from which the present disclosure
may be properly explained. Such information 1s offered ear-
nestly for purposes of explanation only and, accordingly,
should not be construed 1n any way to limit the broad scope of
the present disclosure and 1ts potential applications.

Typical computing architecture supports four rings (num-
bered 0 to 3) of privilege levels to protect system code and
data from being unintentionally or maliciously overwritten
by lower privileged code. Ring 0 1s the highest privilege level,
while ring 3 1s the lowest. OSs may use different privilege
levels for different processes. For example, Windows OS uses
two privilege levels (rings 0 and 3) for process and data
security. Code for applications such as Internet Explorer and
Microsolt Word and a number of Windows services (e.g.,
Service Control Manager, Local System Security Authority,
Winlogon, Session Manager, and RPC Server, etc.) run
within ring 3.

Kernel-level code runs within ring 0 and 1s used 1n device
drivers and kernel components such as managers for virtual
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memory, cache, Input/Output, object, plug and play, a hard-
ware abstraction layer, graphics subsystem, file systems, and
network protocol implementations. A kernel connects appli-
cations to the hardware of a computing device. In general, a
kernel comprises several components that could vary depend-
ing on the OS. For example, Linux OS may include compo-
nents such as low level drivers (e.g., architecture specific
drivers responsible for central processing unit (CPU),
memory management unit (MMU) and on-board devices’
initialization); process scheduler (e.g., component respon-
sible for fair CPU time slice allocation to different processes);
memory manager (e.g., component responsible for allocating,
and sharing memory to different processes); file system (e.g.,
components that abstract underlying file systems so as to
present a unified file system interface to a user); network
interface (e.g., component that provides access and control to
different networking devices); device drivers (e.g., high level
drivers), etc. Applications generally use system function calls
(e.g., Win 32 API calls) to communicate with the kernel.

A rootkit alters the tlow of a normal execution path (e.g., of
a process 1n an application) to make its stealth implementa-
tion successiul. A rootkit 1s software that enables continued
privileged access to a device while actively hiding 1ts pres-
ence by subverting standard OS functionality. Rootkits nor-
mally modify the data returned by system function calls to
hide their binary files, processes, and registry entries.
Depending on where they run and what area 1n the system
they hook, rootkits can generally be classified in one of two
types: user mode rootkits and kernel rootkits. User-mode
rootkits are relatively easy to detect and repair because they
execute with user-mode privileges. Kernel rootkits, on the
other hand, execute with system privileges, making them
more challenging to detect and repair. Kernel rootkits load
(1.e., 1nject) their code 1nto the kernel address space, typically
by installing a kernel-mode device driver. For example, ker-
nel rootkits may be installed by 1njecting kernel code 1nto a
running kernel using a kernel module, or by writing new code
to a piece of unused kernel memory, or by inserting a kernel
module file, etc. Once the delivery mechanism 1s 1n place,
kernel rootkits can disrupt the flow of the normal execution
path of a process.

Kernel rootkits are a significant challenge 1n desktop secu-
rity. Kernel rootkits can launch various attacks such as open-
ing system backdoors, stealing private information, disabling
security measures, and executing other malware applications.

Typically, an attacker installs a kernel rootkit on a computer
alter first obtaining root-level access, either by exploiting a
known vulnerability or by obtaining a password (e.g., by
cracking the encryption, through social engineering, etc.).
Once a kernel rootkit 1s installed, 1t allows an attacker to mask
the ongoing intrusion and maintain privileged access to the
computer by circumventing normal authentication and autho-
rization mechanisms. Kernel rootkits may be hard to detect
because a kernel rootkit may be able to subvert the software
that 1s intended to find it. Detection methods include using an
alternate, trusted operating system; behavioral-based meth-
ods; signature scanning; difference scanning; and memory
dump analysis. Removal can be complicated or practically
impossible, especially 1n cases where the kernel rootkit
resides 1n the kernel.

In a hypervisor environment, eifects of an attack may be
severe. One 1nfected guest could infect all other guests on the
host device. For example, an attacker can get administrator
privileges on hardware by infecting a guest, and can move
from one guest to another over the hypervisor environment. In
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situations where the hypervisor hosts tens of hundreds of
guests, such a guest-to-guest attack can have catastrophic
results.

Hypervisor environments present an opportunity to pro-
vide kernel rootkit protection without the need for a guest-
resident protective software. Guests run on top of the hyper-
visor 1n a virtualized host device. Traditional kernel rootkit
protection mechanisms can be installed on each instance of
the guest running on the hypervisor; however such methods
result 1n significant overhead 1n terms of memory, run time
performance and management. Ideally, kernel rootkit protec-
tion mechanisms would sit outside the kernel (which 1s being,
protected by it), which may not be possible in non-virtualized
environments. Moreover, customers running guests 1n cloud
(virtualized) environments may like the cloud service provid-
ers to provide kernel rootkit protection transparently.

In one method of kernel rootkit protection, a hardware
virtualization-based Harvard architecture 1s used to protect
commodity OS kernels from kernel rootkit attacks. This
approach 1s based on page-level redirection of instruction
tetches, which departs from prior efforts that perform instruc-
tion-level redirection. Another technique in the approach
enables mode-sensitive redirection by redirecting only kernel
instruction fetches. However, this approach requires an agent
in each guest, adding to infrastructure overhead. The
approach also modifies an executables and linkable format
(ELF) loader (in Linux OS) to help with the rootkit protec-
tion; such modifications to the OS are cumbersome. Also, this
approach uses translation lookaside buffer (TLB) cache
manipulation to switch between code and data page tables,
which can be hard to implement.

A system for kernel rootkit protection 1n a hypervisor envi-
ronment outlined by FIG. 1 can resolve these 1ssues, among,
others. Embodiments of the present disclosure seek to vastly
improve capabilities of existing technologies to allow for a
more robust solution. In example embodiments, components
of system 10 may create a soit whatelist, for example, dupli-
cate pages 38, of guest kernel pages 30 inside hypervisor 12.
Each entry in the soft whitelist (1.e., duplicate pages 38) 1s a
duplicate page of the corresponding guest kernel page. Guest
kernel code can execute from duplicate pages 38 even 1f guest
kernel pages 30 have been modified after guest OS 18 has
booted. Similarly, no new code may be allowed to execute
because the corresponding page would not be present in the
initial whitelist (1.e., duplicate pages 38). A NOT_PRESENT
bit 1n shadow page table 32 may be used to intercept access to
hypervisor 12. PTEs 34 may be marked as writable or execut-
able (after imtially marking them as NOT_PRESENT) (for
example, to ensure that minimum page faults for better per-
formance).

Duplicate pages 38 may be created after guest OS 18 has
booted completely and has loaded 1ts kernel components
(e.g., process scheduler, memory manager, file systems, etc.).
As used herein, the term “boot” refers to a boot sequence,
which 1s the nitial set of operations that a computer performs
when power 1s switched on. In an example embodiment,
duplicate pages 38 may be created only at the boot time so that
any new page cannot be executed (as all executions are routed
via duplicate pages). Moreover, when a new kernel page 1s
created, 1t 1s marked as NOT_PRESENT by default. There-
alter, components of system 10 can ensure that any changes 1n
existing kernel pages (including addition of new pages or
modification of existing pages subsequent to boot) are not
allowed to execute. In example implementations, system 10
can protect against day-zero threats as 1t 1s based on white-
listing. System 10 may be implemented by public cloud 1nfra-
structure providers and companies employing private clouds.
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System 10 may provide a transparent layer of security. The
solution may be especially useful for customers who do not
change their base OS configuration frequently, but rather
change the data stored on 1t (e.g., a web host service provider).

Turning to memory management in a hypervisor environ-
ment, the guest OS (e.g., guest OS 18) provides a virtual
address space layout 1 guest virtual memory (e.g., guest
virtual memory 26) to applications (e.g., application 20). The
address space of the guest virtual memory may be divided
into user space, which 1s accessible to applications (e.g.,
applications 20), and system space, which includes boot driv-
ers, process page tables, system cache, paged and non-paged
pools, etc. Typically, the address locations of the system
pages are hardcoded (or known aprion ). For example, a4 GB
of the guest virtual memory may be separated into 3 GB of
user space, with addresses ranging from OxBFFFFFFF to
0x00000000, and system space, with addresses ranging from
OxFFFFFFFF to 0xC0000000.

The guest OS handles virtual to physical address mappings
through page tables. While virtual address space (e.g., guest
virtual memory 26) 1s generally contiguous, the addresses
may be mapped to non-contiguous blocks in the physical
address space (e.g., guest physical memory 28). Virtual to
physical mapping information 1s placed 1n a page table in
structures called page table entries (PTEs). The format of the
PTEs may vary with the OS, for example, Linux OS may
specily one format, and Windows XP OS may specity another
format. In general, PTEs typically contain a bit to indicate
whether the page referenced by the PTE 1s present (or valid).
For example, when a process begins loading into machine
memory (e.g., machine memory 24), the guest OS assumes
that the pages are loading into guest physical memory (e.g.,
guest physical memory 28), and generates corresponding
page tables. The present bit for the pages being loaded 1nto
machine memory are set to 0 (indicating NOT_PRESENT)
until all the pages are loaded into memory. Once all the pages
are loaded, the present bit for the pages may be set to 1
(indicating PRESENT) in the respective PTEs. During the
loading, 11 an attempt 1s made (by the process) to access a page
marked NOT_PRESENT, a page fault may be generated.

In example embodiments, any page table maintained by
guest 14 may have a corresponding shadow page table (e.g.,
shadow page table 32), which 1s generated and maintained by
hypervisor 12. Guest OS 18 does not have access to shadow
page table 32. At boot, guest OS 18 may load its kernel to
memory (€.g., 1n the form of guest kernel pages 30) from the
computer’s hard disk. Rootkit protection module 36 may
mark PTEs 34 corresponding to guest kernel pages 30 as
NOT_PRESENT 1n shadow page table 32. In one example,
rootkit protection module 36 may determine that apage 1s one
of guest kernel pages 30 by reading a virtual address of the
page. I the virtual address lies within a particular range (e.g.,
predetermined range), the page may be one of guest kernel
pages 30, and corresponding PTE 34 may be marked as
NOT_PRESENT.

When a page fault occurs, control transfers from the pro-
cessor (e.g., processor 22) executing the instruction that
caused the page fault to the hypervisor (e.g., hypervisor 12).
The hypervisor’s page fault handler (e.g., page fault handler
40) can determine the instruction pointer and the faulting
address, for example, to determine whether the page fault 1s
an 1nstruction page fault or a data page fault. For example, 1f
the 1instruction pointer (1.e., the pointer pointing to the
memory address, which the processor will next attempt to
execute) points to the faulting address, then the page fault 1s
an 1nstruction page fault.
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Turning to the infrastructure of FIG. 1, hypervisor 12 can
run multiple instances of guest OSs. Hypervisor 12 can be
part of a server, a firewall, an antivirus solution, or more
generically, a computer. In one example implementation,
hypervisor 12 1s a Xen element, which runs on bare hardware
and which provides the capability of running multiple
instances of OSs simultaneously on the same hardware. A
typical Xen setup may involve Xen running beneath multiple
OSs, where applications are on top of the OSs, which are
associated with a group of guests (e.g., guest 14). The entire
configuration may be provided in a server (or some other
network appliance). In an example embodiment, guest 14 can
be running an OS associated with DOMO 42. Note that the
Xen implementation 1s only representing one possible
example to which the present disclosure can apply. Any num-
ber of additional hypervisors could similarly benefit from the
broad teachings discussed herein.

Control tools for managing hypervisor 12 can run on
DOMO 42. DOMO 42 may provide a unified interface to
manage guests (e.g., guest 14) on hypervisor 12. DOMO 42
may provide a means for an administrator to configure hyper-
visor 12, including managing storage, controlling aspects of
guest behavior, setting up virtual networks, configuring a
hypervisor and one or more guests, and creating, deleting,
shutting down, booting up, etc. guests. For example, this kind
ol setup can be popular 1n data centers where servers run Xen,
which 1n turn hosts multiple instances of guests. DOMO 42
may 1nclude modified Linux kernel, and can have special
rights to access physical I/Oresources, as well as interact with
the other virtual machines running on the system. Typically,
DOMO 42 1s the first domain launched when the system 1s
booted, and 1t can be used to create and configure all other
regular guests (e.g., guest 14). The hypervisor environments
can require DOMO 42 to be running before other guests can
be started.

Turning to FIG. 2, FIG. 2 15 a simplified flow-chart illus-
trating example operational steps that may be associated with
embodiments of the present disclosure. Operations 100 may
begin 1 102, when DOMO 42 1s activated. In 104, a lock-
down feature during domain creation may be enabled (asso-
ciated with a VMEXIT transition from a guest context to a
hypervisor context) by lockdown module 44. In 106, a lock-
down feature bit in a domain specific data structure may be set
in hypervisor 12. In 108, a hypervisor virtual machine (HVM)
(1.e., guest 14) may be started. In 110, guest OS 18 may create
page table entries (PTEs) for guest kernel pages 30, with a
VMEXIT to hypervisor 12. In 112, rootkit protection module
36 may create PTEs 34 for guest kernel pages 30 1n shadow
page table 32. In 114, rootkat protection module 36 may mark
PTEs 34 as NOT_PRESENT 1n shadow page table 32 main-
tained by hypervisor 12. Consequently, any attempts to access
guest kernel pages 30 whose PTEs 34 have been marked can
cause a page fault. In addition, this operation may be provided
along with a virtual machine nstruction (VMRUN) associ-
ated with processor 22 1n 116.

If rootkit protection has been enabled (e.g., guest OS 18 has
booted up and loaded 1ts kernel components), some of guest
kernel pages 30 may not have been used and as such there
would not have been a page fault for them. To capture such
pages, 1n 118, page fault handler 40 may walk shadow page
table 32 in hypervisor 12 and create a duplicate page for each
page ol guest kernel pages 30 and keep a mapping of the
corresponding virtual address to the duplicate page’s
machine page frame number (MFN). MFEN refers to the page
number allocated 1n machine memory 24 for corresponding,
virtual addresses. In an example embodiment, these activities
may be performed once after the boot has completed and,
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subsequently, system 10 may be considered locked. If rootkit
protection 1s not enabled (e.g., guest OS 18 has not booted up
and loaded 1ts kernel components), page fault handler 40 may
create a duplicate page for each page in guest 14°s kernel and
keep a mapping of the corresponding virtual base address
(corresponding to the virtual address where the first byte of
the kernel pages will be stored) to the duplicate page’s MFEN.

In 120, a process 1n application 20 1n guest OS 14 may
attempt to access guest kernel pages 30. Attempting to access
guest kernel pages 30 can cause a page fault in 122 (as PTEs
34 corresponding to guest kernel pages 30 have been marked
as NOT_PRESENT). When a page fault 1s encountered 1n
122, a determination 1s made 1n 124 1f the page fault 1s an
instruction page fault or a data page tfault. If the page fault 1s
a data page fault, page fault handler 40 may fix the page fault
permanently (e.g., allow future access/execution) by pointing
to the original physical page and marking the corresponding
PTE as NX (no-execute) and writable 1n 126. Application 20
may be allowed to access shadow page table 32 1n 128 and the
process ends 1n 130. This can ensure that attempts to access
data do not cause page faults, but that attempts to execute code
do cause page faults such that control 1s passed to hypervisor
12.

If the determination 1n 124 1s that the page fault 1s an
instruction fault, a determination may be made in 131
whether the corresponding duplicate page 1s present 1n dupli-
cate pages 38. If the duplicate page 1s present, page fault
handler 40 may fix the page fault permanently by pointing the
faulting virtual address to the MFN (in shadow page tables
32) corresponding to duplicate pages 38 in 132, and mark the
page read-only so that any writes to the page can cause a fault.
This operation may cause the code that existed at the time of
creation of duplicate pages 38 to be executed. On the other
hand, if the corresponding duplicate page i1s not present in
duplicate pages 38, page fault handler 40 may block execu-
tion of the page 1n 133. Thus, new or modified code may not
be executed. Any modification to code may happen 1n guest
kernel pages 30 and any execution of modified guest kernel
pages 30 may be from hypervisor’s duplicate pages 38.
Shadow page table 32 may be accessed by application 20 (but
this time, duplicate pages 36 may be read, instead of guest
kernel pages 30) 1n 128, and the process may end in 130.

Software for kernel rootkit protection (as well as inhibiting,
dangerous code from being executed) can be provided at
various locations (e.g., within rootkit protection module 36).
In one example implementation, this software 1s resident 1n a
computer sought to be protected from a security attack (or
protected from unwanted, or unauthorized manipulations of a
writeable memory area). In a more detailed configuration,
this software 1s specifically resident in a security layer of the
hypervisor, which may include (or otherwise interface with)
the components depicted by FIG. 1. In still other embodi-
ments, software could be received or downloaded from a web
server (e.g., 1n the context of purchasing individual end-user
licenses for separate devices, separate virtual machines,
guests, hypervisors, servers, etc.) in order to provide this
kernel rootkit protection.

In other examples, the kernel rootkit protection functions
could involve a proprietary element (e.g., as part of an anti-
virus solution), which could be provided 1n (or be proximate
to) these identified elements, or be provided in any other
device, server, network appliance, console, firewall, switch,
information technology (IT) device, etc., or be provided as a
complementary solution (e.g., in conjunction with a firewall),
or provisioned somewhere in the network. As used herein 1n
this Specification, the term ‘computer’ 1s meant to encompass
these possible elements (VMMSs, hypervisors, Xen devices,
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virtual devices, network appliances, routers, switches, gate-
way, processors, servers, loadbalancers, firewalls, or any
other suitable device, component, element, or object) oper-
able to affect or process electronic information 1n a security
environment. Moreover, this computer may include any suit-
able hardware, soltware, components, modules, interfaces, or
objects that facilitate the operations thereof. This may be
inclusive of appropnate algorithms and communication pro-
tocols that allow for the effective protection against kernel
rootkits. In addition, the kernel rootkit protection functions
can be consolidated 1n any suitable manner. Along similar
design alternatives, any of the illustrated modules and com-
ponents of the various FIGURES may be combined 1n various
possible configurations: all of which are clearly within the
broad scope of this Specification.

Any of these elements (e.g., a computer, a server, a network
appliance, a firewall, a hypervisor, any other type of virtual
clement, etc.) may include a processor that can execute sofit-
ware or an algorithm to perform the kernel rootkit protection
activities as discussed in this Specification. Additionally,
cach of these elements (e.g., a computer, a server, a network
appliance, a firewall, a hypervisor, any other type of virtual
clement, etc.) can include memory elements (random access
memory (RAM), ROM, EPROM, EEPROM, ASIC, etc.),
software, hardware, or in any other suitable component,
device, element, or object where appropriate and based on
particular needs. The information being tracked, sent,
received, or stored 1n system 10 could be provided in any
database, register, table, cache, queue, control list, or storage
structure, based on particular needs and implementations, all
of which could be referenced 1n any suitable timeframe.

These elements and/or modules can cooperate with each
other 1n order to perform the activities 1 connection with
kernel rootkit protection 1n a hypervisor environment as dis-
cussed herein. In other embodiments, these features may be
provided external to these elements, included in other devices
to achieve these intended functionalities, or consolidated 1n
any appropriate manner. For example, some of the processors
associated with the various elements may be removed, or
otherwise consolidated such that a single processor and a
single memory location are responsible for certain activities.
In a general sense, the arrangement depicted in FIGURES
may be more logical 1n 1ts representation, whereas a physical
architecture may include various permutations, combina-
tions, and/or hybrids of these elements.

Any of the memory items discussed herein (e.g., guest
kernel pages 30, shadow page table 32, machine memory 24,
guest virtual memory 26, guest physical memory 28, hash 38,
etc.) should be construed as being encompassed within the
broad term ‘memory element.” Similarly, any of the potential
processing elements, modules, and machines described in
this Specification should be construed as being encompassed
within the broad term ‘processor.” Each of the computers,
network appliances, virtual elements, etc. can also include
suitable 1nterfaces for receiving, transmitting, and/or other-
wise communicating data or information 1n a hypervisor envi-
ronment.

A processor can execute any type of istructions associated
with the data to achieve the operations detailed herein 1n this
Specification. In one example, the processor (as shown 1n the
FIGURES) could transform an element or an article (e.g.,
data) from one state or thing to another state or thing. In
another example, the activities outlined herein may be imple-
mented with fixed logic or programmable logic (e.g., soft-
ware/computer mstructions executed by a processor) and the
clements 1dentified herein could be some type of a program-
mable processor, programmable digital logic (e.g., a field
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programmable gate array (FPGA), an erasable programmable
read-only memory (EPROM), an electrically erasable pro-
grammable ROM (EEPROM)) or an ASIC that includes digi-

tal logic, software, code, electronic nstructions, or any suit-
able combination thereof.

In certain example implementations, the kernel rootkit pro-
tection functions outlined herein may be implemented by
logic encoded 1n one or more tangible, nontransitory media
(e.g., embedded logic provided 1n an application specific
integrated circuit (ASIC), digital signal processor (DSP)
istructions, software (potentially inclusive of object code
and source code) to be executed by a processor, or other
similar machine, etc.). In some of these 1nstances, a memory
clement (as shown in the FIGURES) can store data used for
the operations described herein. This includes the memory
clement being able to store software, logic, code, or processor
instructions that are executed to carry out the activities
described 1n this Specification. In various embodiments,
some or all of these elements 1nclude software (or reciprocat-
ing software) that can coordinate, manage, or otherwise coop-
erate 1n order to achieve the operations as outlined herein.
One or more of these elements may include any suitable
algorithms, hardware, software, components, modules, inter-
faces, or objects that facilitate the operations thereof.

Note that with the numerous examples provided herein,
interaction may be described in terms of two, three, four, or
more network elements and modules. However, this has been
done for purposes of clarity and example only. It should be
appreciated that the system can be consolidated 1n any suit-
able manner. Along similar design alternatives, any of the
illustrated modules, components, and elements of FIG. 1 may
be combined 1n various possible configurations, all of which
are clearly within the broad scope of this Specification. In
certain cases, 1t may be easier to describe one or more of the
functionalities of a given set of flows by only referencing a
limited number of elements or components. It should be
appreciated that the system of FIG. 1 (and 1ts teachings) 1s
readily scalable and can accommodate a large number of
components, as well as more complicated/sophisticated
arrangements and configurations. Accordingly, the examples
provided should not limit the scope or inhibit the broad teach-
ings of system 10 as potentially applied to a myriad of other
architectures.

It 1s also important to note that the operations described
with reference to the preceding FIGURES illustrate only
some of the possible scenarios that may be executed by, or
within, the system. Some of these operations may be deleted
or removed where appropriate, or these steps may be modi-
fied or changed considerably without departing from the
scope of the discussed concepts. In addition, the timing of
these operations may be altered considerably and still achieve
the results taught i this disclosure. The preceding opera-
tional tlows have been offered for purposes of example and
discussion. Substantial flexibility 1s provided by the system 1n
that any suitable arrangements, chronologies, configurations,
and timing mechanisms may be provided without departing
from the teachings of the discussed concepts.

What 1s claimed 1s:

1. A method, comprising:

creating a soit whitelist having an entry corresponding to a
guest kernel page of a guest operating system (OS) in a
hypervisor environment comprising a hypervisor,
wherein the entry 1s a duplicate page of the guest kernel
page, and the guest OS has not loaded at least some
kernel components;
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mapping a virtual base address of the guest kernel page to
a machine page frame number of the corresponding
duplicate page;

generating a page fault when a process attempts to access

the guest kernel page; and

redirecting the process to the duplicate page corresponding

to the guest kernel page if the page fault 1s an 1nstruction
page fault.

2. The method of claim 1, wherein the redirecting com-
prises changing a machine page frame number 1n a shadow
page table of the hypervisor to point to the duplicate page
corresponding to the guest kernel page.

3. The method of claim 1, further comprising:

if the page fault 1s a data page fault:

fixing the page fault; and
marking a page table entry corresponding to the guest
kernel page as non-executable and writeable.

4. The method of claim 1, further comprising;

if the page fault1s the instruction page fault, marking a page

table entry corresponding to the guest kernel page as
read-only.

5. The method of claim 1, further comprising;

marking a page table entry of the guest kernel page as

NOT_PRESENT 1n a shadow page table of the hypervi-
SOF.

6. The method of claim 1, further comprising;

setting a lockdown feature bit 1n the hypervisor during a

domain creation to enable rootkit protection.
7. An apparatus, comprising;
a memory; and
a processor configured to create a soft whitelist having an
entry corresponding to a guest kernel page of a guest OS
in a hypervisor environment comprising a hypervisor,
wherein the entry 1s a duplicate page of the guest kernel
page,
the processor 1s further configured to map a virtual base
address of the guest kernel page to amachine page frame
number of the corresponding duplicate page, the guest
OS has not loaded at least some kernel components, and

the processor 1s further configured to generate a page fault
when a process attempts to access the guest kernel page,
and to redirect the process to the duplicate page corre-
sponding to the guest kernel page 11 the page fault 1s an
instruction page fault.

8. The apparatus of claim 7, wherein the processor redirects
the process by changing a machine page frame number 1n a
shadow page table of the hypervisor to point to the duplicate
page corresponding to the guest kernel page.

9. The apparatus of claim 7, wherein the processor 1s fur-
ther configured to,

if the page fault 1s a data page fault,

fix the page fault, and
mark a page table entry corresponding to the guest ker-
nel page as non-executable and writeable.

10. The apparatus of claam 7, wherein the processor 1s
turther configured to, 1f the page fault 1s the istruction page
fault, mark a page table entry corresponding to the guest
kernel page as read-only.

11. The apparatus of claim 7, wherein the processor 1s
turther configured to mark a page table entry of the guest
kernel page as NOT_PRESENT 1n a shadow page table of the
hypervisor.

12. Logic encoded 1n non-transitory media that includes
code for execution and, when executed by a processor, 1s
operable to perform operations comprising:

creating a soft whitelist having an entry corresponding to a

guest kernel page of a guest OS 1n a hypervisor environ-
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ment comprising a hypervisor, wherein the entry 1s a
duplicate page of the guest kernel page;

mapping a virtual base address of the guest kernel page to
a machine page frame number of the corresponding
duplicate page, wherein the guest OS has not loaded at
least some kernel components;

generating a page fault when a process attempts to access
the guest kernel page; and

redirecting the process to the duplicate page corresponding
to the guest kernel page if the page fault 1s an imstruction
page fault.

13. The logic of claim 12, wherein the redirecting com-
prises changing a machine page frame number 1n a shadow
page table of the hypervisor to point to the duplicate page
corresponding to the guest kernel page.

14. The logic of claim 12, the operations further compris-
ng:

11 the page fault 1s a data page fault:

fixing the page fault; and
marking a page table entry corresponding to the guest
kernel page as non-executable and writeable.

15. The logic of claim 12, the operations further compris-
ng:

11 the page fault 1s the instruction page fault, marking a page
table entry corresponding to the guest kernel page as
read-only.

16. The logic of claim 12, the operations further compris-

ng:

marking a page table entry of the guest kernel page as
NOT_PRESENT 1n a shadow page table of the hypervi-
SOT.

17. The logic of claim 12, the operations further compris-

ng:

setting a lockdown feature bit 1n the hypervisor during a
domain creation to enable rootkit protection.

18. A method, comprising:

creating a soit whitelist having an entry corresponding to a
guest kernel page of a guest operating system (OS) in a
hypervisor environment comprising a hypervisor,
wherein the entry 1s a duplicate page of the guest kernel
page, and the creating the soft whitelist 1s performed
after the guest OS has loaded kernel components at boot;

walking a shadow page table of the hypervisor;

mapping a virtual address of the guest kernel page to a
machine page frame number of the corresponding dupli-
cate page;.

generating a page fault when a process attempts to access
the guest kernel page; and

redirecting the process to the duplicate page corresponding
to the guest kernel page if the page fault 1s an mstruction
page fault.

19. Logic encoded 1n non-transitory media that includes
code for execution and, when executed by a processor, 1s
operable to perform operations comprising:

creating a soft whitelist having an entry corresponding to a
guest kernel page of a guest OS 1n a hypervisor environ-
ment comprising a hypervisor, wherein the entry 1s a
duplicate page of the guest kernel page, and the creating
soit whitelist 1s performed after the guest OS has loaded
a plurality of kernel components at boot;

walking a shadow page table of the hypervisor;

mapping a virtual address of the guest kernel page to a
machine page frame number of the corresponding dupli-
cate page;.

generating a page fault when a process attempts to access
the guest kernel page; and
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redirecting the process to the duplicate page corresponding
to the guest kernel page 11 the page fault 1s an 1nstruction
page fault.

14
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