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vided for conditionally implementing protected content. In
use, protected content 1s identified. Additionally, one or more
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1

SYSTEM, METHOD, AND COMPUTER
PROGRAM FOR CONDITIONALLY
IMPLEMENTING PROTECTED CONTENT

FIELD OF THE INVENTION

The present invention relates to protecting content, and
more particularly to conditionally implementing protected
content.

BACKGROUND

Developing applications that execute on a multitude of
different devices and different operating systems 1s a goal of
many developers. For example, web based hybrid applica-
tions that execute web content 1n web runtime may be used in
order to enable application access via a web based interface.
Unfortunately, conventional methods for implementing con-
tent in this manner have exhibited various limitations.

For example, current technology may not be able to ensure
the security of applications that are being implemented uti-
lizing a web based interface or any web based application
code. For example, applications may be copied and code may
be reverse engineered, and sensitive application data may be
compromised. There 1s thus a need for addressing these and/
or other 1ssues associated with the prior art.

SUMMARY

A system, method, and computer program product are
provided for conditionally implementing protected content.
In use, protected content 1s 1dentified. Additionally, one or
more elements associated with the protected content are veri-
fied. Further, the protected content 1s conditionally imple-
mented, based on the veritying.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a network architecture, in accordance
with one possible embodiment.

FI1G. 2 illustrates an exemplary system, in accordance with
one embodiment.

FI1G. 3 illustrates a method for conditionally implementing
protected content, in accordance with one embodiment.

FI1G. 4 illustrates a method for securing mobile application
code, 1n accordance with one embodiment.

DETAILED DESCRIPTION

FIG. 1 1llustrates a network architecture 100, in accordance
with one possible embodiment. As shown, at least one net-
work 102 1s provided. In the context of the present network
architecture 100, the network 102 may take any form includ-
ing, but not limited to a telecommunications network, a local
area network (LAN), a wireless network, a wide area network
(WAN) such as the Internet, peer-to-peer network, cable net-
work, etc. While only one network 1s shown, it should be
understood that two or more similar or different networks 102
may be provided.

Coupled to the network 102 1s a plurality of devices. For
example, a server computer 104 and an end user computer
106 may be coupled to the network 102 for communication
purposes. Such end user computer 106 may include a desktop
computer, lap-top computer, and/or any other type of logic.
Still yet, various other devices may be coupled to the network
102 including a personal digital assistant (PDA) device 108,
a mobile phone device 110, a television 112, etc.
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FIG. 2 1llustrates an exemplary system 200, in accordance
with one embodiment. As an option, the system 200 may be
implemented 1n the context of any of the devices of the net-
work architecture 100 of FIG. 1. Of course, the system 200
may be implemented in any desired environment.

As shown, a system 200 1s provided including at least one
central processor 201 which 1s connected to a communication
bus 202. The system 200 also includes main memory 204 [e.g.
random access memory (RAM), etc.]. The system 200 also
includes a graphics processor 206 and a display 208.

The system 200 may also include a secondary storage 210.
The secondary storage 210 includes, for example, a hard disk
drive and/or a removable storage drive, representing a floppy
disk drive, a magnetic tape drive, a compact disk drive, etc.
The removable storage drive reads from and/or writes to a
removable storage unit in a well known manner.

Computer programs, or computer control logic algorithms,
may be stored 1n the main memory 204, the secondary storage
210, and/or any other memory, for that matter. Such computer
programs, when executed, enable the system 200 to perform
various lfunctions (to be set forth below, for example).
Memory 204, storage 210 and/or any other storage are pos-
sible examples of tangible computer-readable media.

FIG. 3 illustrates a method 300 for conditionally imple-
menting protected content, in accordance with one embodi-
ment. As an option, the method 300 may be carried out 1n the
context of the details of FIGS. 1 and/or 2. Of course, however,
the method 300 may be carried out 1n any desired environ-
ment. Further, the aforementioned definitions may equally
apply to the description below.

As shown 1n operation 302, protected content 1s 1dentified.
In one embodiment, the protected content may be identified 1in
response to a request for the content. For example, the pro-
tected content may be 1dentified in response to a request from
a runtime module to run the protected content. In another
example, the protected content may be 1dentified 1n response
to validating the request from the runtime module.

For example, the request from the runtime module may
include a protocol request such as a hypertext transter proto-
col (HTTP) request or a hypertext transier protocol secure
(HT'TPS)request that may include an access token. Of course,
however, the protocol request may include any protocol sup-
ported by the regular web runtime. In another example, the
access token may be set at the runtime module by a validation
module, utilizing a native application programming interface
(API) implemented within the runtime module. In yet another
example, the protected content may be 1dentified 1n response
to the validation of the access token within the HTTP request.
For instance, the access token within the HT'TP request may
be validated utilizing a validation module before the pro-
tected content 1s 1dentified.

Additionally, 1n one embodiment, the protected content
may be associated with one or more applications. For
example, the protected content may include application code
that performs one or more actions when executed (e.g., when
executed 1n a runtime environment, etc.). In another example,
the protected content may include mobile application code
(e.g., HIMLS mobile application code, etc.). In another
embodiment, the protected content may include one or more
plain text files.

Further, 1n one embodiment, the protected content may
include one or more security measures. For example, the
protected content may include one or more signatures (e.g.,
developer signatures, etc.). In another embodiment, the pro-
tected content may include one or more permissions. For
example, the protected content may include one or more code
permissions defined by the developer, where such code per-
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missions may be associated with one or more of the protected
content and additional components accessed by the protected
content when the protected content 1s run.

Further still, in one embodiment, the protected content may
be 1dentified by accessing (e.g., reading, etc.) the protected
content from a local data store (e.g., a local database, etc.). In
another embodiment, the protected content may be 1dentified
by accessing the protected content from a non-local data store
(e.g., a non-local networked database, etc.) via one or more
means (e.g., a computer network, etc.). In yet another
embodiment, the protected content may be accessed by local
server module (e.g., a local web server, etc.).

For example, the protected content may be accessed by a
local web server run within a packaged mobile application
that delivers content to a runtime module to be run. In still
another embodiment, the local server module may be encap-
sulated. For example, the local web server may be encapsu-
lated within a packaged application that conditionally
answers to standard requests from existing web runtimes
within web application content.

Also, as shown 1n operation 304, one or more elements
associated with the protected content are verified. In one
embodiment, veritying the one or more elements associated
with the protected content may include decrypting the pro-
tected content. For example, the protected content may
include encrypted content that 1s read and decrypted by the
local server module. In another embodiment, verifying the
one or more elements associated with the protected content
may 1include sending the protected content that has been
decrypted to the validation module. For example, once the
protected content 1s decrypted, the decrypted content may be
sent to the validation module for additional analysis.

In addition, 1n one embodiment, verifying the one or more
clements associated with the protected content may 1nclude
verilying one or more portions of the protected content once
the protected content has been decrypted. For example, one or
more signatures may be identified by the validation module
within the decrypted content, and the one or more signatures
may be verified by the validation module (e.g., by comparing,
the one or more signatures against one or more stored signa-
tures, etc.). In another example, one or more permissions may
be 1dentified by the validation module within the decrypted
content, and the one or more permissions may be verified by
the validation module (e.g., by confirming that each of the one
or more permissions have been met, etc.).

Further, as shown 1n operation 306, the protected content 1s
conditionally implemented, based on the verifying. In one
embodiment, conditionally implementing the protected con-
tent may include providing the protected content to the runt-
ime module 11 the veriiying 1s successiul (e.g., 11 one or more
of the protected content have been verified, etc.). For
example, 11 one or more signatures are 1dentified by the vali-
dation module within the decrypted content, then the
decrypted content may be provided to the runtime module by
the local server module if the one or more signatures are
verified by the validation module.

In another example, 1 one or more permissions are identi-
fied by the validation module within the decrypted content,
then the decrypted content may be provided to the runtime
module by the local server module 11 the one or more permis-
sions are verified by the validation module. In another
embodiment, conditionally implementing the protected con-
tent may include withholding the protected content from the
runtime module 11 the veritying 1s not successiul (e.g., 11 one
or more of the protected content have not been verified, etc.).
For example, 11 one or more signatures and/or one or more
permissions are identified by the validation module within the
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decrypted content, then the decrypted content may be with-
held from the runtime module by the local server module 1t
the one or more signatures and/or permissions are not verified
by the validation module.

Further still, in one embodiment, implementing the pro-
tected content may include rendering the protected content.
For example, the runtime module may render the decrypted
content provided to 1t by the local server module. In another
example, the runtime module may render the decrypted con-
tent and display one or more elements to one or more users,
based on the decrypted content. In yet another example, the
decrypted content may include an application that 1s run by
the runtime module, where one or more users may interact
with the application through the runtime module.

Also, 1n one embodiment, the protected content may be
controlled while 1t 1s implemented. For example, when the
runtime module renders the decrypted content provided to 1t
by the local server module, the validation module may moni-
tor such rendering (e.g., by parsing the HITML document
object model (DOM), 1njecting one or more probes, etc.).
Additionally, 11 the validation module detects a violation
(e.g., a permission violation, a policy violation, etc.) during
such monitoring, the validation module may stop the runtime
module, 1nvalidate the access token within the runtime mod-
ule’s HI'TP request, etc. In this way, the runtime may be
monitored, and content and access may be disabled 11 an 1ssue
1s detected during the monitoring.

Additionally, the protected content may be securely stored
and implemented. Further, a variety of different security
frameworks may be implemented within the protected con-
tent. Further still, the content may be protected against threats
such as copying, reverse engineering, etc. Also, plain text files
of an application may be secured while being used 1n a stan-
dard web runtime of a device.

More illustrative information will now be set forth regard-
ing various optional architectures and uses in which the fore-
going method may or may not be implemented, per the
desires of the user. It should be strongly noted that the fol-
lowing information 1s set forth for illustrative purposes and
should not be construed as limiting 1n any manner. Any of the
following features may be optionally incorporated with or
without the exclusion of other features described.

FIG. 4 illustrates a system 400 for securing mobile appli-
cation code, 1n accordance with one embodiment. As an
option, the system 400 may be carried out in the context of the
details of FIGS. 1-3. Of course, however, the system 400 may
be carried out 1n any desired environment. Further, the afore-
mentioned definitions may equally apply to the description
below.

As shown, a validation module 402 1s implemented within
a client device 408. Additionally, a local server module 404
and a runtime module 406 are implemented within a pack-
aged mobile application 410 of the client device 408. In one
embodiment, the packaged mobile application 410 may
include a hybrid mobile application. In another embodiment,
the local server module 404 may deliver content to the runt-
ime module 406. In yet another embodiment, the validation
module 402 may verily content according to rules (e.g., rules
defined by an application developer, etc.).

Also, 1n one embodiment, the runtime module 406 may be
executed 1n memory, and may execute web content (e.g.,
HTML pages, JavaScript (IS) libraries, cascading style sheets
(CSS) pages or instructions, etc.). In still another embodi-
ment, the validation module 402, the local server module 404,
and the runtime module 406 may be included within a client-
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side execution environment running on the client device 408
that may load and run protected content (e.g., mobile HITML3
application code, etc.).

Additionally, 1n one embodiment, the runtime module 406
may trigger the retrieval of protected content (e.g., HIMLS
content, etc.) by sending a protected content request. For
example, the WRT may mitiate the retrieval of bootstrap
HTML content by sending the request (€.g., content including
“http://[local server module name]/index.html,” etc.). In
another embodiment, the validation module 402 may imple-
ment a native application programming interface (API) with
the runtime module 406. In yet another embodiment, imple-
menting the native API may include setting a specific access
token that corresponds to the request for protected content
sent {from the runtime module 406.

Further, 1n one embodiment, the local server module 404
may receive the protected content request from the runtime
module 406 as a HI'TP request. In another embodiment, the
HTTP request may include the access token. In yet another
embodiment, the local server module 404 may verity with the
validation module 402 that the access token included 1n the
HTTP request 1s valid. In still another embodiment, the local
server module 404 may read a protected (e.g., encrypted, etc.)
version of the protected content from a data store 412. In one
embodiment, the data store may include a database, a net-
work, etc.

Further still, 1n one embodiment, the local server module
404 may decrypt the protected version of the protected con-
tent and may send the decrypted version to the validation
module 402 (e.g., via a runtime memory channel, APIs, etc.).
In another embodiment, the validation module 402 may
verily the decrypted version of the protected content, utilizing,
verification data 414. For example, the validation module 402
may access the verification data 414, where such data
includes one or more permissions, one or more signatures,
ctc. Additionally, the validation module 402 may verity the
content by comparing the content against the verification data
414. In another embodiment, the one or more permissions
and/or the one or more signatures may be implemented by a
developer of the content.

Also, 1n one embodiment, 1f the protected content passes
the verification of the validation module 402, the validation
module 402 may notify the local server module 404, and the
local server module 404 may deliver the protected content to
the runtime module 406 (e.g., utilizing an HT'TP response,
etc.). In another embodiment, the runtime module 406 may
then render the protected content for one or more end users. In
yet another embodiment, the validation module 402 may
control the content during the rendering of the content by the
runtime module 406. For example, the validation module 402
may parse the HTML DOM, as well as dynamaically intro-
spect the content by 1injecting JavaScript probes into the con-
tent, etc. In still another embodiment, 11 one or more viola-
tions are detected by the validation module 402 during the
rendering of the content, the validation module 402 may
perform one or more actions (e.g., stop the runtime module
406, invalidate the access token, etc.).

In this way, developers may be able to secure their content
and the execution of such content. For example, after compi-
lation o the content, 11 an object format 1s not considered to be
suificiently protected then a developer can obluscate the code
comprising the content, which may make the code unreadable
and not re-usable through techniques such as reverse engi-
neering. Additionally, a developer may sign their content
code, which may guarantee the origin of the content code and
may also guarantee that such content code has not been
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altered after the signature has been added. The code may then
be executed sately by software that recognizes the signature.

Further, a developer may define one or more code permis-
s10ms to help protect one or more of resources and operations
from unauthorized use. For example, the permissions may be
defined in code components of the protected content drafted
by the developer, but such permissions may also apply to
additional software components that may be loaded and/or
used by the protected content. Further still, the system 400
may allow writing and deploying content such as HIMLS5
applications with the same protection that may be provided to
native applications. Also, the content may include plain text
files of an application, and such content may be secured while
still using a standard runtime module 406 of the client device

408.

While various embodiments have been described above, it
should be understood that they have been presented by way of
example only, and not limitation. Thus, the breadth and scope
of a preferred embodiment should not be limited by any of the
above-described exemplary embodiments, but should be
defined only in accordance with the following claims and
their equivalents.

What 1s claimed 1s:

1. A computer program embodied on a non-transitory com-
puter readable medium, comprising computer code for:

recerving a hypertext transter protocol (HTTP) request for

protected content, the HT'TP request including an access
token:

validating the access token included within the HTTP

request;

identitying the protected content 1n response to the valida-

tion of the access token, the protected content including
encrypted application code having a plurality of devel-
oper signatures and a plurality of code permissions
defined by a developer of the code within code compo-
nents of the protected content;

verilying a plurality of elements associated with the pro-

tected content, including:

decrypting the encrypted application code,

verilying the plurality of developer signatures by com-
paring the plurality of developer signatures against a
plurality of stored signatures,

verifying the plurality of code permissions by confirm-
ing that each of the plurality of code permissions have
been met; and

conditionally implementing the protected content, based

on the veritying, including:

sending the protected content to amodule to be run when
the plurality of developer signatures and the plurality
of code permissions are verified, and

preventing the protected content from being run when
the plurality of developer signatures and the plurality
ol code permissions are not verified.

2. The computer program of claim 1, wherein the HTTP
request includes a request from a runtime module to run the
protected content.

3. The computer program of claim 1, wherein the access
token 1s set at runtime module by a validation module, utiliz-
ing a native application programming interface (API) imple-
mented within the runtime module.

4. The computer program of claim 1, wherein the protected
content includes mobile application code.

5. The computer program of claim 1, wherein the protected
content 1s 1dentified by accessing the protected content from
a local data store.
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6. The computer program of claim 1, wherein verifying the
plurality of elements associated with the protected content
include sending the protected content that has been decrypted
to a validation module.

7. The computer program of claim 6, wherein the plurality
ol signatures are verified by the validation module.

8. The computer program of claim 6, wherein plurality of
code permissions are identified by the validation module
within the decrypted content, and the one or more code per-
missions are verified by the validation module.

9. The computer program of claim 1, wherein conditionally
implementing the protected content includes providing the
protected content to a runtime module when the plurality of
developer signatures and the plurality of code permissions are

verified.

10. The computer program of claim 1, wherein condition-
ally implementing the protected content includes withhold-
ing the protected content from a runtime module when the
plurality of developer signatures and the plurality of code
permissions are not verified.

11. The computer program of claim 1, wherein the pro-
tected content 1s controlled while it 1s rendered.

12. The computer program of claim 11, wherein the pro-
tected content 1s controlled by a validation module that per-
forms one or more of content parsing and dynamic introspec-
tion.

13. The computer program of claim 1, further comprising
rendering the protected content, and controlling the protected
content during the rendering by 1injecting a plurality of Java-
Script probes 1nto the content 1n order to detect one or more
violations during the rendering of the content.

14. A method, comprising:

receiving a hypertext transier protocol (HTTP) request for

protected content, the H1'TP request including an access
token;

validating the access token included within the HTTP

request;

identifying the protected content 1n response to the valida-

tion of the access token, the protected content including
encrypted application code having a plurality of devel-
oper signatures and a plurality of code permissions
defined by a developer of the code within code compo-
nents of the protected content;

verifying a plurality of elements associated with the pro-

tected content, including;:
decrypting the encrypted application code,
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verifying the plurality of developer signatures by com-
paring the plurality of developer signatures against a
plurality of stored signatures,
verifying the plurality of code permissions by confirm-
ing that each of the plurality of code permissions have
been met; and
conditionally implementing the protected content, based
on the verifying, including:
sending the protected content to amodule to be run when
the plurality of developer signatures and the plurality
of code permissions are verified, and
preventing the protected content from being run when
the plurality of developer signatures and the plurality
of code permissions are not verified.
15. A system, comprising:
a processor for:
recerving a hypertext transter protocol (HTTP) request for
protected content, the HT'TP request including an access
token:
validating the access token included within the HTTP
request;
identifying the protected content 1n response to the valida-
tion of the access token, the protected content including
encrypted application code having a plurality of devel-
oper signatures and a plurality of code permissions
defined by a developer of the code within code compo-
nents of the protected content;
veritying a plurality of elements associated with the pro-
tected content, including:
decrypting the encrypted application code,
verilying the plurality of developer signatures by com-
paring the plurality of developer signatures against a
plurality of stored signatures,
verifying the plurality of code permissions by confirm-
ing that each of the plurality of code permissions have
been met; and
conditionally implementing the protected content, based
on the veritying, including:
sending the protected content to amodule to be run when
the plurality of developer signatures and the plurality
of code permissions are verified, and
preventing the protected content from being run when
the plurality of developer signatures and the plural-
ity of code permissions are not verified.
16. The system of claim 15, wherein the processor 1s
coupled to memory via a bus.
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