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A METHOD 150 OF CONTROLLING EXECUTION OF
EXECUTABLE TEXT IN A DOCUMENT

15

EXECUTABLE TEXT IN THE DOCUMENT HAS BEEN DERIVED (OR ORIGINATED) NO

FROM AND/OR AFFECTED BY "UNTRUSTED” CONTENT IN THE DOCUMENT?

YES

154 IDENTIFY THE EXECUTABLE TEXT AS “UNTRUSTED”

YES
15¢€
NO
YES

TAKE REMEDIAL ACTION REGARDING THE EXECUTABLE TEXT
15¢ (E.G., DO NOT ALLOW EXECUTION OF THE EXECUTABLE TEXT)

END

FIG. 2B
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METHOD 250 FOR PROCESSING A DOCUMENT

OBTAIN A DOCUMENT FOR PROCESSING 52

< [DENTIFY "%\{INI—D” EXT Y“254 NO
?

IN THE DOCUMEN

L

MARK ONE OR MORE TEXTUAL PORTIONS 200
IN THE DOCUMENT AS "TAINTED” TEXT

296

OCUMENT ALREADY HAS
"TAINTED" TEXT?
NO

PROCESS THE DOCUMENT
CONVENTIONALLY

26 A INITIATE TRACKING OF THE "TAINTED" TEXT ES

—

NO ,/  TAINTED” TEXT HAS EFFECTIVELY INTERACTED 64
WITH NON-TAINTED TEXT TO CHANGE “NON-
TAINTED” DATA OR PRODUCE NEW TEXT?

53

06
MARK ONE OR MORE OTHER TEXTUAL PORTIONS OF THE j
TEXT OR IN THE DOCUMENT OR THEIR ASSOCIATED DATA

TO BE ALSO "TAINTED”

NO XECUTE EXECUTABL 63
TEXT?
270 YES
NQO
MARKED AS “TAINTED” TEXT 7 ALLOW EXECUTION /3

27

DO NOT ALLOW EXECUTION

274
NO
YES 270

TAKE ADDITIONAL ACTION
(E.G., DISPLAY AT TEXT)

NO END PROCESSING OF THE\-£S0
DOCUMENT?
YES
( END )
FIG. 3B
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A METHOD 450 FOR MAINTAINING OR
MANAGING A DOCUMENT

452
IDENTIFY TEXT TO BE MARKED AS NO

“UNTRUSTED" TEXT 7
YES

IDENTIEY TEXT IN THE DOCUMENT | 424

MARK TEXT NOT TRUSTED OR NOT FULLY TRUSTED | 456
AS "UNTRUSTED” TEXT IN THE DOCUMENT

NO [PROVIDE ANATTRIBUTE OF THEY 4588
"UNTRUSTED” TEXT? |
YES

INSERT ONE OR MORE ATTRIBUTES OF THE | |

“UNTRUSTED" TEXT INTO THE DOCUMENT [*4°0

MAKE (OR KEEP) THE MARKED

462 DOCUMENT ACCESSIBLE

NO

UPDATE MARKING?
(E.G., DOCUMENT OR POLICY
HAS CHANGED)

YES |
MAKE THE DOCUMENT INACCESSIBLE 466
o
Fig. 5B

464
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MARKING DOCUMENTS WITH
EXECUTABLE TEXT FOR PROCESSING BY
COMPUTING SYSTEMS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s related to U.S. patent application Ser.
No. 12/693,152 filed on Jan. 25, 2010, entitled “SAFELY
PROCESSING AND PRESENTING DOCUMENTS WITH

EXECUTABLE TEXT,” filed concurrently herewith and
hereby incorporated by reference herein in 1ts entirety.

BACKGROUND OF THE INVENTION

Conceptually, a computing system (e.g., a computing
device, a personal computer, a laptop, a Smartphone, amobile
phone) can accept information (content or data) and manipu-
late 1t to obtain or determine a result based on a sequence of
instructions (or a computer program), effectively describing
how to process the information. Typically, the information 1s
stored 1n a computer readable medium in a binary form. More
complex computing systems can store content including the
computer program itself. A computer program may be invari-
able and/or built into, for example, a computer (or computing)
device as logic circuitry provided on microprocessors or coms-
puter chips. Today, general purpose computers can have both
kinds of programming. Storing content (or information reten-
tion) 1s of one the core functions of computing devices. Today,
numerous types of computing devices are available. These
computing devices range widely with respect to size, cost,
amount ol storage, and processing power. The computing
devices that are available today include: expensive and pow-
eriul servers, relatively cheaper personal computers (PC’s)
and laptops, and less expensive microprocessors (or coms-
puter chips) provided in storage devices, automobiles, and
household electronic appliances.

Today, the Internet 1s widely used for various applications
and the general public by and large 1s familiar with accessing
content via the Internet, especially from numerous commer-
cial and public web sites that have become available over the
years. Typically, a web browser (e.g., Internet Explorer,
Mozilla Firefox) 1s used to interact with the Internet. A web
browser can, for example, be provided as a software applica-
tion for retrieving, presenting, and traversing information
resources on the World Wide Web. An information resource
(e.g., a web site) can be 1dentified by a Uniform Resource
Identifier (URI). An information resource can, for example,
include images, video, text and other forms of content. Hyper-
links can be present 1n a resource and can enable users to
casily navigate their browsers to related resources.

HyperText Markup Language (HTML) 1s the predominant
markup language for web pages. HITML can be used to create
structured documents by denoting structural semantics for
text (e.g., headings, paragraphs, lists) as well as for links,
quotes, and other items. HITML also allows images and
objects to be embedded and used to create interactive forms.
Typically, a web page 1s written 1n the form of HITML ele-
ments consisting of “tags” surrounded by angle brackets
within the web page content.

Original web browsers were static in nature, designed to
only render hyperlinked documents 1n a relatively straight-
forward manner. Later, scripting protocols such as JavaScript
were developed, which, among other things, allowed scripts
to be embedded 1n a resource 1n order to provide simpler
dynamic functionality to support user interactions and ani-
mated menus.
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2

AJAX, which 1s an acronym for Asynchronous JavaScript
and Extensible Markup Language (XML) can be considered
as a group of interrelated web development techniques used

on a client-side to create interactive web applications. It 1s
generally believed that the use of AJAX techniques has led to
a dramatic 1ncrease 1n interactive or dynamic interfaces on
web pages. Today, AJAX applications can rival desktop appli-
cations when it comes to speed and performance.

Today, processing a webpage with executable code (e.g.,
JavaScript) can be relatively complex and has resulted 1n
development of relatively more complex web browsers over
the years. To 1llustrate this complexity, FIG. 1A depicts the
simplified operations of a typical web browser. Referring to
FIG. 1A, aresource (e.g., a web page) 1s downloaded from a
web server 10. Images from the web page are separated out by
an 1mage separator 12. The web page 1s then fed to a docu-
ment object model (DOM) parser 14, which parses the web
page 1nto a DOM data structure (e.g., a DOM tree) 16. The
DOM data structure 16 can represent an abstract syntax tree
of the document. Content referenced by the web page 1s then
tetched from the web server 10 and 1n-lined into the DOM. As
the content necessary to display the page 1s downloaded and
decompressed, the web page becomes available for viewing.
Typically, the web page layout 1s incrementally solved and
drawn to the screen. A layout module 18 performs the laying
out of the eclements of the web page, along with 1images
decoded by image decoder 11. A rendering module 20 then
renders the web page in the browser window.

After the 1mitial page load, scripts (e.g., JavaScripts) 135
respond to events (e.g., events generated by user mput or
server messages). It should be noted that the scripts 15 can
then rewrite the DOM data structure 106 based on the events.
This, 1n turn, causes the page layout to be recomputed and
redrawn.

Generally, loading an HTML page can set off a cascade of
events: the HITML page 1s scanned, parsed and compiled into
a document object model (DOM) which can be an abstract
syntax tree of the document. Content referenced by URLs can
be fetched and in-lined 1into the DOM. As the content neces-
sary to display the page becomes available, the page layout
can be incrementally solved and drawn to the screen. After the
initial loading of the HTML page, scripts can respond to
events generated, for example, by user input and server mes-
sages, typically modifying the DOM. This may, in turn, cause
the HTML page layout to be recomputed and redrawn.

Today, Web pages/applications are typically written 1n
HTML language. Below 1s a very simple HTML page as an
example:

<HTML>
<HEAD>
<TITLE>My first HIML document</TITLE>
</HEAD>
<BODY>
<P>Hello world!
</BODY>
</HTML>

When a browser obtains this simple HIML page from a
web server, 1t tokenizes the page first. A “lexer/tokenizer” can
process the page (usually character by character) and extract
its tokens. The tokens of the example above are: “<HTML>",
“<HEAD>”, “<ITTLE>”, “My first HITML document”,
“JTITLE>”, “</HEAD>”, “<BODY>", “<P>", “Hello
world!”, “</BODY>"", and “</HTML>" A parser can use
these tokens to construct a DOM tree and to checks the
validity of the document, for example, by using push-down




US 9,058,489 B2

3

automaton as 1s generally known 1n the art. To elaborate even
turther, the structure of the DOM-tree for the exemplary

HTML page 1s provided i FIG. 1B.

Popularity of web pages and more generally documents
that include executable and non-executable content are evi-
denced by their ever increasing use 1n everyday life. Accord-
ingly, improved techniques for processing or presenting them
would be highly useful.

SUMMARY OF THE INVENTION

Broadly speaking, the invention relates to computing sys-
tems and computing environments. More particularly, the
invention pertains to improved techniques for marking docu-
ments that can include executable text. The techniques,
among other things, can effectively address XSS attacks pos-
ing a serious threat to Internet users, especially when brows-
ing documents that can include both executable and non-
executable.

In accordance with one aspect of the invention, before a
document 1s made available content deemed not to be trusted
or not tully trusted (“‘untrusted”) can be marked 1n a document
that can 1include executable text. The marking of the docu-
ment allows the “untrusted” text to be identified solely based
the document. Remedial action, including not allowing
execution of executable text marked as “untrusted” text can
be taken. In addition, when the marked document 1s pro-
cessed, content deemed not to be trusted or fully trusted
(“untrusted’™) can be effectively monitored in order to identily
code that may have been effectively produced by “untrusted”
content and/or somehow may have been alffected by
“untrusted” content. By way ol example, executable text
(e.g., script) that may have been effectively produced and/or
alfected by text marked as “tainted” text in a web page can be
identified to be also “tainted” when the web page 1s processed
or 1s being processed.

For example, in accordance with a method provided 1in one
embodiment of the invention, a document can be marked by a
first computing system (e.g., a server device). More specially,
text not trusted or not fully trusted can be marked in the
document that can include executable text as “untrusted” text,
thereby allowing a second computing system to identify the
“untrusted” text solely based on the marked document.

It should be noted that the second computing system can
process the document by determining whether executable text
in the document has been derived from and/or affected by
“untrusted” content 1n the document. As a result, executable
text can be 1dentified as “untrusted” content when 1t 1s deter-
mined that executable text has been derived from or has been
alfected by “untrusted” text.

The second computing system may be operable to deny
execution of the executable text that has been 1dentified as
“untrusted” text.

As another example, a computer readable storage medium
can store at least executable computer code to perform the
exemplary method noted above.

As yet another example, a communication or computing
environment can be provided in accordance with one embodi-
ment of the invention. In the communication or computing,
environment, a first computing system (e.g., server) can be
operable to mark text 1n a document as “untrusted” text before
the document 1s made available to a second computing system
(e.g., client) operable to 1dentify the “untrusted” text and take
appropriate action. In a hybrid approach, the second comput-
ing system can also be operable to track the “untrusted” text
and 1dentify content dertved and/or atfect by the “untrusted”
text when the document 1s processed.
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4

A document can, for example, be a web page that can be
obtained a client device via the Internet. Text in the web page
can be marked as “tainted” text by a server device. By way of
example, text associated with input or other sources consid-
ered to be suspicious can be marked as “tainted” text. In any
case, a client device can be operable to obtain the web page
and 1dentify “suspicious” text marked in the document as
“tainted” text solely based on the document (1.e., without
requiring external imformation). In a hybrid-approach, the
client device may also be operable to effectively track the
“tainted” text and mark any executable text that may have
been derived or affected by the “tamnted” text. By way of
example, text can be considered to be “tainted” when the text
1s aifected by or derived from “tainted” text as result of an
assignment operation, an arithmetic or logical operation, a
function call, and/or a control flow operation. It will be appre-
ciated that the “tainted” mark may also be stored and tracked
in DOM trees to keep track of any modifications made by
tainted data.

The invention can be implemented 1n numerous ways,
including, for example, a method, an apparatus, a computer
readable (and/or storable) medium, and a computing system
(e.g., acomputing device). A computer readable medium can,
for example, include and/or store at least executable com-
puter program code stored in a tangible form. Several
embodiments of the invention are discussed below.

Other aspects and advantages of the invention will become
apparent from the following detailed description, taken 1n

conjunction with the accompanying drawings, illustrating by
way of example the principles of the mnvention.

BRIEF DESCRIPTION OF THE DRAWINGS

The present mvention will be readily understood by the
tollowing detailed description in conjunction with the accom-
panying drawings, wherein like reference numerals designate
like structural elements, and in which:

FIG. 1A depicts the stmplified operations of a typical web
browser.

FIG. 1B depicts a structure of a document object model
(DOM) tree for an exemplary HIML page.

FIG. 2A depicts a computing environment in accordance
with one embodiment of the invention.

FIG. 2B depicts a computer-implemented method for con-
trolling execution of executable text 1n a document 1n accor-
dance with one embodiment of the invention.

FIG. 3A depicts an Execution Monitoring System (EMS)
provided for a computing system 1n accordance with another
embodiment of the mnvention.

FIG. 3B depicts a method for processing a document 1n
accordance with one embodiment of the invention.

FIG. 4 depicts an Execution Momitoring System (EMS)
provided as a part of a Browser 1n accordance with another
embodiment of the mnvention.

FIG. SA depicts a first computing system 1n a communica-
tion environment 400 1n accordance with one embodiment of
the mvention.

FIG. 5B depicts a method for maintaining or managing a
document 1n accordance with one embodiment of the inven-
tion.

FIG. 6A depicts a very simple web application that can
generate a web page using an input parameter, namely, a
“uName” parameter.

FIG. 6B depicts use of a new HIML tag and length
attribute 1n a web application 1n accordance with one embodi-
ment of the mvention.
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DETAILED DESCRIPTION OF THE INVENTION

As noted 1n the background section, providing content 1n a
form that can include both executable and non-executable
content 1s very useful. Today, predominately, web pages pro-
vide various forms of non-executable content as well as
executable code primarily 1n the form of a script (e.g., Java-
Script).

Referring to the discussion in the background section
regarding processing a web page, use of JavaScript and DOM
allow delivery of1llegitimate and often malicious executables
in the form of script to client computers via the Internet. As an
example, a common JavaScript-related security problem 1s
cross-site scripting (“XSS”) where malicious entities (attack-
ers) can mject HIML code or client script code (e.g., JavaS-
cript) to a web page that could be viewed by numerous other
entities (victims). The injected code can run 1n the same origin
of target page 1n order to bypass the popular security policy
enforced 1n contemporary browsers—same origin policy.
Thus, an attacker could execute code to steal information
from a victim or perform actions on behalf of victim unbe-
knownst to an unsuspecting victim.

Today, at least three (3) types of XSS attacks can be 1den-
tified:

a) Persistent attacks: attackers mnject malicious code into a
Web application in the server side and are able to affect
all the users that use the Web application. Typical
examples are public Internet forums or Wiki-like sites.
Attacker could submit content of JavaScript (which
should be plain text or legitimate HTML code) to web
servers and every user browses the site would be sub-
jected to the attack of the malicious JavaScript code.

b) Reflective attacks: user data can be used to generate a
temporary page sent back to the same user. If the user
supplied data 1s not properly sanitized and 1t contains,
for example, malicious JavaScript code, the user can be
subject to reflective XSS attack. In a simple attack sce-
nario, the attacker could foul the victim to click a URL
with a malicious payload that can be delivered 1n a Web
page to the victim.

¢) DOM-based attacks: this type of XSS can be similar to
reflective attack and may have been mostly overlooked.

Instead of generating a malicious page by the server side
logic (e.g., a PHP), attackers can leverage client side
logic to effectively deliver attack code.

In view of these serious threats to security, improved tech-
niques for processing web pages would very useful. More
generally, improved techniques for processing documents
that can include both executable and not executable content
are needed especially given the usefulness of these docu-
ments.

It will be appreciated that improved techniques for marking
documents that can mclude both executable and not execut-
able content are disclosed. The techmiques, among other
things, can effectively address XSS attacks posing a serious
threat to Internet users.

In accordance with one aspect of the invention, before a
document 1s made available content deemed not to be trusted
or not fully trusted (“‘untrusted”) can be marked 1n a document
that can include executable text. The marking of the docu-
ment allows the “untrusted” text to be identified solely based
the document. Remedial action, including not allowing
execution of executable text marked as “untrusted” text can
be taken. In addition, when the marked document 1s pro-
cessed, content deemed not to be trusted or fully trusted
(“untrusted”) can be effectively monitored 1n order to identity
code that may have been effectively produced by “untrusted”
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content and/or somehow may have been allected by
“untrusted” content. By way of example, executable text
(e.g., script) that may have been effectively produced and/or
alfected by text marked as “tainted” text in a web page can be
identified to be also “tainted” when the web page 1s processed
or 1s being processed.

For example, 1n accordance with a method provided in one
embodiment of the invention, a document can be marked by a
first computing system (e.g., a server device). More specially,
text not trusted or not fully trusted can be marked in the
document that can include executable text as “untrusted” text,
thereby allowing a second computing system to 1dentily the
“untrusted” text solely based on the marked document.

It should be noted that the second computing system can
process the document by determining whether executable text
in the document has been derived from and/or affected by
“untrusted” content 1n the document. As a result, executable
text can be 1dentified as “untrusted” content when 1t 1s deter-
mined that executable text has been derived from or has been
alfected by “untrusted” text. The second computing system
may be operable to deny execution of the executable text that
has been 1dentified as “untrusted” text.

As another example, a computer readable storage medium
can store at least executable computer code to perform the
exemplary method noted above.

As yet another example, a communication or computing
environment can be provided 1n accordance with one embodi-
ment of the invention. In the communication or computing
environment, a first computing system (e.g., server) can be
operable to mark text 1n a document as “untrusted” text before
the document 1s made available to a second computing system
(e.g., client) operable to 1dentify the “untrusted” text and take
approprate action. In a hybrid approach, the second comput-
ing system can also be operable to track the “untrusted” text
and 1dentify content dertved and/or atfect by the “untrusted”
text when the document 1s processed.

A document can, for example, be a web page that can be
obtained a client device via the Internet. Text in the web page
can be marked as “tainted” text by a server device. By way of
example, text associated with mput or other sources consid-
ered to be suspicious can be marked as “tainted” text. In any
case, a client device can be operable to obtain the web page
and 1dentily “suspicious” text marked in the document as
“tainted” text solely based on the document (1.e., without
requiring external imformation). In a hybrid-approach, the
client device may also be operable to effectively track the
“tainted” text and mark any executable text that may have
been dertved or affected by the “tainted” text. By way of
example, text can be considered to be “tainted” when the text
1s atlect by or derived from “tainted” text as result of an
assignment operation, an arithmetic or logical operation, a
function call, and/or a control tlow operation. It will be appre-
ciated that the “tainted” mark may also be stored and tracked
in DOM trees to keep track of any modifications made by
tainted data.

Generally, 1t will be appreciated that the described tech-
niques are highly effective against XSS attacks including
DOM-based XSS attacks.

Embodiments of these aspects of the mvention are dis-
cussed below 1n greater detail with reference to FIGS. 2A-6B.
However, those skilled in the art will readily appreciate that
the detailed description given herein with respect to these
figures 1s for explanatory purposes as the mvention extends
beyond these limited embodiments.

FIG. 2A depicts a computing environment 100 1n accor-
dance with one embodiment of the mvention. Referring to
FIG. 2A, a computing system 101 can be operable to process
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data (or content) 102 as input (or input data). As will be
appreciated by those skilled 1n the art, processing of data 102
can, for example, entail layout, rendering and/or displaying
non-executable content 102a (e.g., non-executable text,
images) on a display 104 that may or may not be part of the
computing system 101. The processing of the data 102 by the
computing system 101 can also entail execution of executable
code (e.g., executable text, script) 1025. Generally, non-ex-
ecutable content 102a can be displayed or rendered on a
display 104 and executable code 1025 can be executed when
the input data 102 1s processed or 1s being processed by the
computing system 101. Data 102 can, for example, be a
document (e.g., a web page) that includes both non-execut-
able content and executable code.

It should be noted processing the data 102 using conven-
tional techniques may result 1n execution of illegitimate
executable code. By way of example, when data 102 1s a
Webpage, an 1llegitimate script can be injected into the data
102 1n a XSS attack. It should also be noted that an 1llegiti-
mate script can be effectively generated during the processing
of the data 102 as a result of insertion of illegitimate content
that may not be necessarily executable content. This means
that during the processing of data 102, illegitimate executable
code can eflfectively replace legitimate executable code or
non-executable content. In other words, processing of data
102 may be subject to injection of 1llegitimate and potentially
harmiul executable code. Today, this type of code injection 1s
prevalent 1n the context of documents (e.g., web pages) that
can include executable text typically in the form of a script, as
well as displayable but non-executable content. As such, the
computing environment 100 will be discussed in greater
detail 1n the context of the input data 102 being provided as a
document (102) that can include executable text and non-
executable content (e.g., non-executable text, graphics).

Referring back to FIG. 2A, data 102 can, for example, be
provided as a document (102) by another entity 112 (e.g., an
organization, a company, an individual). This document (102)
can, for example, be made available and accessed by various
computing systems, mcluding computing system 101 via a
computer network 111 (e.g., the Internet) through a comput-
ing system 101 or device 102q (e.g., a server, a web server)
associated with the entity 112. As such, illegitimate code may
be effectively injected 1nto this document (102) and executed
when the document 1s being processed by, for example, oper-
ating on the computing system 101. The computing system
101 can, for example, be a computing device (e.g., a Personal
Computer, a Smartphone) with one or more processors and/or
processing cores (not shown), computer readable storage
medium, including volatile and non-volatile memory (not
shown) as will be readily known to those skilled 1n the art.

It will be appreciated that an Execution Monitoring System
(EMS) 110 can be operable to effectively monitor execution
ol executable code in the document 102. More particularly,
EMS 110 can eftfectively monitor and/or track content in the
document 102 that 1s not trusted or fully trusted (“untrusted
content”) to 1dentily executable text that has been originated
or affected by the untrusted content. Generally, content of the
document 102 can be identified or marked as “untrusted”
content (or content not trusted or fully trusted) before pro-
cessing the document 102. As will be described below, the
EMS 110 and/or computing system 101 may also be operable
to 1dentity and mark “untrusted” content in the document 102.
Alternatively, or 1n addition to “untrusted” content identified
by the EMS 110 or computing system 101, “Untrusted” con-
tent may already be marked (or pre-marked) 1n the document
102, for example, by the other entity 112 as will be discussed
in greater detail below.
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To further elaborate, referring to FIG. 2A, “untrusted”
content 120#1 can be marked (or pre-marked) 1n a document
120A. When the document 120A 1s being processed, the EMS
110 can determine whether the “untrusted” content 1201 has
originated and/or atfected other content 1n the document 120.
As a result, during the processing of the document 120A,
EMS 110 may also mark other content (120u2) as “untrusted”
content 1n the document 120A. The resulting document 1s
depicted as document 120B 1n FIG. 2A. Prior to execution of
executable text, the EMS 110 can determine whether the
executable text has been marked as “untrusted” in the docu-
ment 120 and appropriate or remedial action, including not
allowing the execution of any executable text marked as
“untrusted” can be taken. As aresult, EMS 110 may not allow
execution of executable text associated with “untrusted” con-
tent 120x1 and 1202.

To elaborate even further, FIG. 2B depicts a computer-
implemented method 150 of controlling execution of execut-
able text in a document in accordance with one embodiment
of the mvention. It should be noted that the document can
include non-executable content (e.g., non-executable text, an

image) and executable text (e.g., a script). Method 150 can,
for example, be performed by the EMS 110 (shown in FIG.

1A).

Referring to FIG. 2B, mitially, 1t 1s determined (152)
whether executable text in the document has been derived (or
originated) from and/or affected by “untrusted” content in the
document. Typically, the determination (152) 1s performed
when the document 1s processed or 1s being processed and the
“untrusted” content includes content not trusted or not fully
trusted. If 1t 1s determined (152) the executable text 1n the
document has not been derived from or affected by
“untrusted” content in the document, the method 150 can end.

However, 11 1t 1s determined (152) that the executable text
in the document has been derived from or affected by
“untrusted” content 1n the document, the executable text can
be 1dentified (154) as “untrusted” executable and it can be
determined (156) whether to take remedial action regarding
execution of the executable text. This determination (156)
can, for example, represent a design choice or can be made
based on one or more criteria (e.g., preference or mput pro-
vided by a user). Accordingly, Remedial action can be taken
(158) 11 1t determined (156) to take remedial action regarding,
the executable text i1dentified to be “untrusted.” Remedial
action can, for example, include not allowing execution of the
executable text, displaying the executable text or displaying
whit spaces 1nstead of executing the executable text. Method
150 can end after remedial action 1s taken or 1t can end without
taking remedial action 11 it 1s determined (156) not to take
remedial action.

As noted above, executable code and non-executable con-
tent can be presented in a form of a document. One example
of such a document 1s a web page that can typically have
non-executable text and executable text (e.g., script). Given
the prevalence of such documents, especially web pages in
various computing environments and system that are avail-
able today, an Execution Monitoring System (EMS) suitable
for computing environments that process documents 1s dis-
cussed 1n greater detail below.

More specifically, FIG. 3A depicts an Execution Monitor-
ing System (EMS) 202 provided for a computing system 200
in accordance with another embodiment of the mvention.
Referring to FIG. 3A, the computing system 200 1s operable
to process a document 204. It should be noted that the docu-
ment 204 can include non-executable text and executable
text. As will be appreciated by those skilled 1n the art, a core
document processing component 206 (or module) can be
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generally operable to process the document 204 and cause
content including non-executable text provided in the docu-
ment to be displayed on a display (not shown). In addition, a
text execution component 208 can effectively execute execut-
able text 1in the document 202 during the processing of the
document 204. Conceptually, EMS 202 can include one or
more components, namely a marking component 202a, track-
ing component 2025, and a text-execution interface 202c¢.
Generally, marking component 202a can 1dentity and mark
text in the document 204 that 1s not trusted or not fully trusted
as “tamnted text” 204¢. Content including text that can be
altered or easily altered 1n the document 204 can be 1dentified
and marked as tainted text by the marking component 202a4.
For example, text corresponding to input or input data (e.g.,
user input) can be 1dentified as text that can be easily altered
by an attacker.

It should be noted that the document 204 can be pre-
marked with “tainted” text 204¢. As such, the EMS 202 may
be operable without the marking component 202a. The mark-
ing component 202a¢ may also be used to supplement or
augment 1dentification and marking of text as “tainted text”
204¢. It should be noted that the “tainted text” 2047 does not
have to be a part of a “static” document or marked in a
persistent manner. Marking component 202a can be operable
to mark text in a “tainted text” 204¢ 1n dynamic manner and/or
temporary manner. For example, a web application may 1ni-
tially contain no “tainted” text in its original form, but when
a user downloads 1t to start using 1t, the user may type text as
input to the web application. Marking component 202a can
mark the input provided by the user as “tainted text” 204¢ even
though the original document 204 may not have contained
any tainted text. In this case, “tainted text” 204¢ does not have
to reside 1n memory 1n a persistent manner and the “tainted
text” 204¢ does not have to be a permanent part of the docu-
ment 204. As a result, “tainted text” 204#" corresponding to
user input may not be present when the same web application
1s opened again.

In any case, the tracking component 2025 can effectively
propagate the “tainted” mark of the “tainted text” 204z to
other text 1n the document as a result of interaction with the
“tainted text” 204¢. More specifically, 1t can be determined
whether other text representative of data (e.g., variables,
parameters, values) has been derived and/or atiected by the
“tainted text” 204¢ or has been “tainted” as a result of inter-
acting with the “tainted text” 204¢ as will be appreciated by
those skilled 1n the art. By way of example, data representa-
tive of a variable, parameter and/or value can be derived, as a
result of an assignment involving “tainted” text representative
of a “tainted” variable, parameter and/or value. Text-execu-
tion interface 202¢ can be optionally provided to interface
with the text-execution component 208 in order to identify
executable text that 1s marked as “tainted” before the text-
execution component 204 executes the executable text. Text-
execution interface 202¢ may also be operable to determine
remedial action to be taken in lieu of execution of “tainted”
text 204¢7. By way of example, the interface 202¢ may deter-
mine to display the “tainted” executable text 2047 as non-
executable text and communicate with the core document
processing 206 to achieve displaying of the “tainted” execut-
able text 204¢ instead of allowing the text-execution compo-
nent 208 to execute the “tainted” executable text. The com-
ponents of the EMS 202 may be eflectively distributed
between the core document processing 206 and text-execu-
tion component 208 as will be readily known to those skilled
in the art.

To further elaborate, FIG. 3B depicts a method 250 for

processing a document 1n accordance with one embodiment

5

10

15

20

25

30

35

40

45

50

55

60

65

10

of the invention. Referring to FIG. 3B, mitially, a document
that can include both executable text and non-executable
content (e.g., non-executable text) 1s obtained (250). Next, 1t
1s determined (252) whether to identity text in the document
to be marked as “tainted” text. As will be appreciated by those
skilled 1n the art, this determination can represent a design
choice or can be made based on one or more criteria (e.g., the
type of the document, user input or preference). It it 1s deter-
mined (252) not to 1dentily text for marking as “tainted” text,
it can be determined (256) whether the document already
includes text marked as “tainted” text. If it 1s determined
(256) that the document does not 1include “tainted” text, the
document can be processed (258) conventionally before the
method 250 ends.

However, 11 1t 1s determined (252) to i1dentify text in the
document to be marked as “tainted’ text, one or more textual
portions of the document can be marked (260) as “tainted
text” and tracking of the tainted text can be mitiated (262)
betore allowing text to be executed. More particularly, 1t 1s
determined (264) whether “tainted” text or data associated
with 1t has effectively interacted with “non-tainted” text or
data associated with ‘non-tainted” text. As a result, one or
more textual portion of the document or their associated data
can be marked (266) to be “tainted” text or data.

During the processing of the document, 1t can be deter-
mined (268) whether executable text 1s to be executed. How-
ever, 1f 1t 1s determined (270) that the executable text is
marked to be “tainted,” the executable text 1s not allowed to be
executed (272) and additional action may be taken (276) 1f 1t
determined (274) to take additional action. For example,
executable text may be displayed or logged. Executable text
not marked as “tainted” can be allowed (278) to execute. The
method 250 can proceed to process the document until 11 1s
determined (280) to end the processing of the document.

Given the prevalence of web pages, Java Scripts, and
browsers 1n various computing systems that are widely used
today, an Execution Monitoring System (EMS) suitable for
computing environments that process web pages that can
include Java Scripts as executable text 1s discussed 1n greater
detail below. More specifically, FIG. 4 depicts an Execution
Monitoring System (EMS) 302 provided as a part of a
browser 300 1n accordance with another embodiment of the
invention. It should be noted that the EMS 302 can be distrib-
uted among various components of the Browser 300, includ-
ing a Web Core 304 and a JavaScript (JS) Engine 306. As
such, executable computer code for the EMS 302 can be
distributed among various components or modules of the
Browser 300 as will be known to those skilled 1n the art.

Referring to FIG. 4, the EMS 302 may be incorporated into
the Browser 300 using various parts, including 302a, 3025
and 302c¢. Alternatively, the EMS 302 can be provided as an
independent or separate component 302 but 1t may introduce
additional overhead. Browser 300 can be effectively imple-
mented by or as a Web Kit. The Web Kit can include the Web
Core 304 and JavaScript (JS) Engine 306 which may behave
similar to conventional components of a conventional
browser. As such, Web Core 304 can handle various tasks
pertaining to processing of a web page, including HIML
lexing/parsing, Document Object Model (DOM) Manage-
ment, layout, etc. The JS Engine 306 can handle JavaScript
parsing and execution of JavaScripts as will be generally
known to those skilled in the art.

Generally, JavaScript can be used to write functions that
can be embedded 1n (e.g. embedded between <script> and
</script> tags) or functions that are included in one or more
HTML pages and interact with the Document Object Model
(DOM) of the page. Some simple examples of this usage are:
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Opening or popping up a new window with programmatic
control over the size, position, and attributes of the new
window (1.e. whether the menus, toolbars, etc. are vis-
ible)

Validation of web form input values to make sure that they
will be accepted before they are submitted to the server,
and

Changing images as the mouse cursor moves over them
typically in order to draw the user’s attention to 1mpor-
tant links displayed as graphical elements.

Because JavaScript code canrun locally in auser’s browser
(rather than on a remote server), it can be used as more
responsive means of processing user actions, thereby making,
an application feel more responsive. Furthermore, JavaScript
code can detect user actions which HTML alone cannot, such
as individual keystrokes. To give an example, a “Gmail”
application can take advantage of JavaScript code to provide
a significant portion of the user-interface logic, and use Java-
Script to dispatch requests for information (e.g., dispatch
content of an e-mail message) to the server. IS engine 306 can
be provided as JavaScript interpreter or JavaScript implemen-
tation that interprets JavaScript source code and executes the
script accordingly. As a common host environment for Java-
Script, web browser 300 can typically use a public API to
create “host objects™ responsible for reflecting the DOM 1nto
JavaScript.

When the Browser 300 requests a new web page (or
“page’”) from a remote server 310, the mput page 1s first
passed to the HIML parser 3044 1n the Web Core 304 (step 1).
Thereatter, the HTML parser 304a starts parsing the input
page and initiating the operations necessary to construct a
DOM tree from the mput page. If the HTML parser 304a
detects JavaScript code during this process, 1t passes the
JavaScript code to the IS parser 306a (Step 2). IS parser 306a
parses the code and 1in1tiates its execution through JS Runtime
3060 (step 3). During this execution, IS code may attempt to
modity the DOM tree, 1n which case it calls DOM API func-
tions, or modifies the HITML page, for example, by calling
“Document.write( )” function, 1n which case the modifica-
tions will be passed to the HIML parser (step 4). When the
HTML parser 304a gets an input from JS engine 306 as an
attempt to modify the HIML page, 1t processes this input as
any other part of the page. This input may cause Web Core
304 to create new DOM nodes and/or to invoke the IS parser
306a 1t 1t detects a JavaScript code, for example provided
between “<script>" and </script> tags. In other words, Java-
Script code can write new JavaScript codes 1nto the HTML
page and the HIML parser can send the newly generated
JavaScript code to JS Engine 306a for execution (step 5).
Conventionally, JS Engine 306a would not be able to distin-
guish between the newly generated JavaScript code from
JavaScript code originally present in the page.

However, 1t will be appreciated that EMS 302 can effec-
tively detect JavaScript code originated from “tainted™ text in
the page by monitoring “tainted” text. This means that the
Browser 300 can be operable to effectively “taint” data that
comes from potentially suspicious sources and store “taint”
information along with the orniginal data. Furthermore, the
Browser 300 can effectively propagate “taint” imnformation
through any processing and modifications of a web page. For
example, 11 a new node 1s created or an existing node 1s
modified 1n a DOM tree using “tainted” data, the new or
modified node can be marked as tainted. As another example,
il a JavaScript variable 1s computed from “tainted” data, the
JavaScript variable 1s considered to be “tainted” too. Given
the serious threat that cross-site scripting (XSS) attacks pose
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today, “tainting” and “taint” tracking mechamism that are
especially suited to address XSS attacks are discussed 1n
greater detail below.

In XSS attacks, code injected into a web application can be
under the control of an attacker. For a DOM-based cross site
scripting (XSS) attack, the prerequisite 1s that a vulnerable
web application uses data sources which an attacker can
casily influence. Fortunately, these data sources seldom con-
tain executable scripts. Thus, by preventing execution of con-
tent of the data sources, DOM-based XSS attacks can be
addressed 1n a very signmificant way. To this end, a mechanism
that can keep track of how data 1n used 1n the Browser 300 can
identify data sources that can be easily altered by an attacker
(or “suspicious sources’”). Those skilled 1n the art will appre-
ciate that “suspicious sources’ can, for example, include data
sources associated with one or more of the following: “Docu-
ment.URL,” “Document.URL Unencoded,” “Document.lo-
cation” (and many of 1ts properties), “Document.referrer,”
and “Window.location” (and many of 1ts properties). In addi-
tion, those skilled i1n the art will realize that one or more
“suspicious sources” can be hardcoded in the Web Core 304
and/or read from a configuration file.

In any case, the EMS 302 can, for example, be operable to
“taint” all the data from suspicious sources 1n the web
browser 300 when the data 1s accessed. In particular, variables
corresponding to suspicious sources 1n IS engine 306 can be
tainted and the taint information can be propagated along the
execution path. This can be achieved by extended the data
structure classes 1n a WebKit, and 1n particular, by adding a
Boolean variable to identify whether an object 1s tainted and
adding two functions, taint( ) and 1s Tainted( ) to each of the
data structure classes.

The first function, tamnt( ) sets the Boolean value of its

subject to true. In other words, 1t taints the object.

The second function, 1s Tainted( ) returns the Boolean
value of 1ts subject, 1.e., reports whether that object 1s
tainted.

As noted above, the taint information can be propagated
along execution paths. For example, “Strings” 1n JavaScript
are managed using a “JSString” class, which 1s a subclass of
a “JSCell” class. If the JavaScript code tries to change the
URL, the execution path for this operation involves many
functions from different classes and touches many different
class objects. To be more specific, “ISString,” “IJSCell,”
“JSValue,” and “UString” classes of JS Engine 306, as well as
“String,” “SegmentedString,” “KURL”, and “Node” classes
of the Web Core 304 cab take a role 1n this process. As such,
if the mitial data (1.e., the “JSString”) object 1s tainted, then
this taint can be propagated through the entire path in accor-
dance with the described embodiment. This propagation may
require minor modification of all of class objects and associ-
ated functions as a function may just need to check whether 1ts
operands are tainted (e.g., via calling a “1sTainted( )” function
on the operands) and be able to taint its result 1f any of the
operands are tainted.

There are several cases of JavaScript operations that could
propagate the taint information. Exemplary cases include:

(1) assignments: left operand is tainted i1 the right operand
has been tainted;

(1) arithmetic and logic operations: the computed result 1s
tainted 11 any of the operands has been tainted:

(111) function calls: since JavaScript passes arguments by
reference, body of the function may not have to be treated
specifically. The taint information can be stored in objects and
would be propagated automatically 1nside the function body
as long as the assignments and arithmetic/logic operations are
considered
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(1v) control flow: 1n a few cases, some statements depend
on the value of tamnted vaniables. For example, the tainted

variable 1s the value to be tested 1n the “IF” statement. How-
ever, there may be no need to take special consideration for
control flow since DOM-based XSS can be effectively pre-
vented as long as the taint information of suspicious sources
1s correctly propagated.

It should be noted that “taint” propagation can be consid-
ered 1n construction or modification of the DOM {for a Web
page. As a simple example, a tainted variable can be assigned
to a node 1n a DOM tree and the node can be accessed by
JavaScript later and modified as a result. In this case, the
DOM node can be tainted to guarantee that the information
flow path 1s preserved.

These measures can prevent execution of 1llegitimate and
potentially harmiul scripts when a web page 1s processed.
Referring back to FIG. 4, HTML parser 304a can be pre-
vented from passing illegitimate scripts (1.e., scripts that
originate from suspicious data) to the IS parser 3065 (step 5).
HTML parser 304a can check the taint data of any scripts (1.e.,
taint of an associated DOM node) before passing it to the JS
parser. 11 the data 1s tainted, Web Core 3044 can take remedial
action, for example, by treating the script as a regular text
value 1nstead of a script, displaying whitespaces, logging the
script, or simply 1gnoring it. If the script 1s not tainted, the
HTML parser 304a can pass 1t to the JS Engine 306 fo
execution. As will be readily apparent to those skilled 1n the
art, the EMS 302 can be effectively provided at least in part as
a component of the Web Core 304 even though it 1s depicted
as a separate component 1n FIG. 4.

As noted above, a document (e.g., a web page) can be
pre-marked with “untrusted” data (e.g., tainted data) when the
document 1s obtained by a computing system operable to
track and effectively propagate the “untrusted” mark. For a
web page, a web server can be operable to mark data not
trusted or fully trusted as “untrusted” data, and a client
machine can tract the “untrusted” content and propagate the
“untrusted” mark 1n accordance with the principles described
above. This “hybrid” approach evolving both client and
server sides may provide a better protection against XSS
attacks than just taking measures on the client side. Tech-
niques for marking “untrusted” data are described 1n greater
detail below.

Marking “Untrusted” Content

Generally, content that 1s not trusted or not fully trusted can
be marked as “untrusted” content. By way of example, a
computer system can be operable to mark text or textual
content in a document (e.g., web page) as “tainted” text when
the document can 1nclude executable text.

To elaborate, FIG. SA depicts a first computing system 402
in a commumnication environment 400 1n accordance with one
embodiment of the invention. Referring to FIG. 5A, the com-
puting system 402 can be operable to effectively manage data
(or content) 404 that may include non-executable content and
executable content executable when data 404 1s processed.
Today, data 404 1s predominately provided as a document
(e.g., a web page) that can include executable text. As such,
the embodiment depicted 1n FIG. SA will be further discussed
in the context of data 404 being provided as a document (404)
that can 1include executable content (e.g., executable text).

Referring to FI1G. 5A, the computing system 402 can also
be operable to mark text deemed not trusted or not fully
trusted as “untrusted” content 406ux 1n a marked data 406
which can, for example, be provided as marked document
406. It should be noted that the computing system 402 can be
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operable to obtain configuration data 408 and/or user 1nput
410. Moreover, the computing system 402 can be operable to
identily content 1n the document 404 to be marked as the
“untrusted” content 406x. By way of example, configuration
data 408 can 1dentily general and/or specific categories of
content to be marked as the “untrusted” content 406u. Cat-
egories of content deemed not to be trusted or not fully trusted
can, for example, include data provided by users, and data
obtained from external sources (e.g., external databases, or
web sites). As another example, when the document 404 1s a
web page owned and/or managed by an entity, any content not
directly provided by the entity can be considered “suspi-
cious” and therefore marked as “untrusted” data by the first
computing system 402. As will be appreciated by those
skilled 1n the art, the first computing system 402 can be
operable to identily the “untrusted” content 406« without
requiring user input 410. As such, the first computing system
402 can be programmed (e.g., hardcoded, pre-programmed)
to automatically search the document 404 and/or use the
configuration data 408 to identify the “untrusted” content
406u without requiring further input (e.g., user mput 410).
However, the first computing system 402 can be operable to
identify the “untrusted” content 406« based on input, includ-
ing the user input 410 which can, for example, be provided by
a person (e.g., a web site administrator) via a user interface
(e.g., keyboard and display) (not shown).

In any case, the first computing system 402 can identify
“untrusted” content in the document 404 and effectively mark
it 1n the marked document 406 as the “untrusted” content
406u, thereby allowing other computing systems to identify
the “untrusted” content 406 text as content (e.g., text in web
page) not to be trusted or not to be fully trusted solely based
on the content of the document 404. As such, the “untrusted”
content 406« can be 1dentified by a second computing system
420 1n the communication environment 400 shown 1n FIG.
5A. Referring to FIG. SA, the second computing system 420
can, for example, operable to obtain the marked document
406 via a network or computer network (e.g., the Internet)
412. As such, the second computing system 420 can, for
example, be or behave as a client or client device operable to
load the marked document 406 as a web page with the
“untrusted” content 406z marked 1n the web page as content
not be trusted or fully trusted. In this context, the first com-
puting system 402 can be a server or server device marking
the “untrusted” content 406« in the web page and make the
web page available via the network 412. Although computing
systems 402 and 420 are depicted as separate entities and can,
for example, be provided as server and client devices, it will
be appreciated that the operations described with respect to
computing systems 402 and 420 can be performed respec-
tively by two applications or processes which may both be
operable on the same computing system or device. This
means that a first process or application may be operable to
mark the document 404 for processing by a second first pro-
cess or application also operable on the same device. This
device can, for example, be provided as a personal computer
(PC) or a consumer electronic (CE) device that includes a web
server and a browser as will be readily known to those skilled
in the art.

The “untrusted” content 406« marked in the “untrusted”
content 406« allows the second computing system 420 to
identify content in the (marked) document 406 marked as
content not to be trusted or fully trusted solely based on the
mark document 406 1tself. In other words, computing system
402 can be operable to identily “untrusted” content solely
based on the marked document 406 without requiring exter-
nal data (e.g., a separate configuration file). During the pro-
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cessing ol the marked document 406, the second computing
system 420 can be operable to 1dentily executable content
(e.g., executable text 1n form of a script) marked 1n the docu-
ment 406 as “untrusted” content 406« and take appropriate
action. As a result, the second computing system 420 can, for
example, deny execution ol executable content, including
executable code marked in the document as “untrusted” con-
tent 406u. As another example, executable code marked as
“untrusted” content 406« may be treated as non-executable
text. In addition, any type of rich formatting and tags provided
as part ol “untrusted” content 406u may be effectively
ignored. Generally, the second computing system 420 can
identily content marked as “untrusted” content 406« and take
any action deemed appropriate for processing the document.
As such, the second computing system 420 can, for example,
be programmed (or pre-programmed) to take action, deter-
mine an action to be taken based on the type or nature of the
marked document 406 and/or mput including static prefer-
ences and interactive mput provided by a user as will be
readily know to those skilled 1n the art.

It will also be appreciated that a computing system with an
Execution Monitoring System (EMS) can be operable to
obtain the marked document 406 and process the document 1n
accordance with the principles of the techniques described
above. By way of example, referring back to FIG. SA, a
computing system 101 with an EMS 110 (also shown 1n FIG.
2A) can be operable to obtain the marked document 406 as a
web page with textual content effectively marked as
“untrusted” content 406u. As noted above, during the pro-
cessing of the document 4064, the computing system 101 can
be operable to mark other content of the document 406 that
may have been derived and/or affected by the untrusted con-
tent” 406u. By way of example, text marked in the document
406 as “untrusted” content 406« can be considered to be
“tainted” text. As such, during the processing of the document
406, a “tainted” mark may be effectively propagates to other
textual content determined to have been derived and/or
aifected by the “untrusted content” 4064.

It should be noted that “untrusted” content can, for
example, be marked by an indicator provided as an extension
of a particular used to describe or write content 1n a document
(“language extender”) in accordance with the principles of
the invention. By way of example, a new HIML tag can be
provided to mark untrusted text in a web page. In addition,
one or more attributes (or parameters) regarding the
“untrusted” content can be provided. As will be discussed 1n
greater detail below, one or more attributes can be provided 1n
connection with a language extender indicative of
“untrusted” 1n a document.

By way of example, a “length attribute” can be indicative of
the length of untrusted text marked with a new HTML tag in
a web page. As another example, an integrity attribute can be
provided as an “integrity value” (e.g., checksum, digest) of
the “untrusted” content in connection with the new HI'ML
tag. Generally, 1t will be appreciated that one or more
attributes can be provided 1n a document regarding the con-
tent marked 1n the document as “untrusted” content, thereby
making 1t more difficult to hide or change content that 1s not
be fully trusted.

FI1G. 5B depicts a method 450 for maintaining or managing,
a document 1n accordance with one embodiment of the inven-
tion. Method 450 can, for example, be performed by the
computing system 402 (depicted in FIG. 5A). It should be
noted that the document can be inaccessible or can be made
inaccessible before method 450 1s initiated. Referring to FIG.
5B, mitially, it 1s determined (452) whether to identity text in
the document as text not trusted or not fully trusted. Accord-
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ingly, text in the document can i1dentified (454 ), for example,
by searching the document to 1identity data (e.g., input param-
cters) deemed not to be trusted or not fully trusted. However,
it can be determined (452) not to 1dentify text in the document
to be marked as “untrusted” text, for example, when text has
been 1dentified or can be 1dentified directly based on input
(e.g., user mput provided by a person). In any case, text not
trusted or not fully trusted can be marked (456) in the docu-
ment as “untrusted” text. As a result, one or more textual
portions of the document can be marked (456). Thereaftter, 1t
can be determined (458) whether to provide an attribute
regarding any one of the textual portions marked as
“untrusted” text. This determination (438) as well as the
determination (454) of whether to 1dentily text can represent
a design choice or made be made based on one or more
criteria (e.g., type of the document and/or textual content,
user preference, user mput). In any case, 1t it 1s determined
(458) to provide an attribute for the “untrusted” text, one or
more attributes (e.g., a length attribute, a digest value) can be
inserted (460) 1n the document respectively for one or more
textual portions marked as “untrusted” text. Thereaiter, the
marked document can be made (462) accessible. However, 1t
should be noted that the document can be reassessed for
marking text as “untrusted” content. Referring back to FIG.
5B, if 1t 1s determined (464) to update marking of “untrusted”
text 1n the document, the marked document can be made (468)
inaccessible. Thereafter, method 450 can proceed 1n a stmilar
manner as discussed above to mark the document before the
document 1s made assessable (462) again.

It will be appreciated that the described techniques are
especially suited for providing and processing web pages. In
particular, providing a “language extender” with one more
attributes regarding “untrusted” content 1s especially suited
for processing web pages. To further elaborate, FIG. 6A
depicts a very simple web application that can generate a web
page using an input parameter, namely, a “ulName” parameter.
For benign “ulName” values (e.g., “Alan”), the web applica-
tion can safely generate a web page without any illegitimate
scripts being executed. However, an attacker may be able to
change the “uName” value to a malicious executable script,
namely:

“<script> evil( )</script>"

The resulting page 1s depicted in FIG. 6 A as “a real page”
with the mput parameter “ulName™” having being exploited.
This vulnerability 1s at least partly due to the inability of
conventional web browsers to distinguish illegitimate and
legitimate scripts encountered during the processing of a web
page.

Web browsers typically operate on a client (or client side)
operable to obtain the web page from a server (or server side).
In accordance with principals of the invention, an HTML
extension can eflectively allow server side applications to
pass necessary information to the client side, thereby allow-
ing the clients to 1dentify illegitimate scripts. More particu-
larly, anew HITML tag (e.g., a “<userinput>" HI' ML tag) can
be added to the existing set of HIML tags 1n accordance with
one embodiment of the invention. This new HI'ML tag can,
for example, be used by a server on behalf of a web server to
mark “untrusted” content (e.g., mnput or data provided by an
entity other than the web server). In addition, a length
attribute (e.g., “userinput length”) can be provided for this
new HTML tag to indicate the length of the “untrusted”
content delineated by the new tags. It will be appreciated that
the length attribute can help avoid bypassing the intended
functionality of the new HI'ML tag. Otherwise, the intended
functionality of the new HTML tag may be bypassed by
placement of an end tag (e.g., “</userinput>").
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To turther elaborate, FIG. 6B depicts use of a new HIML
tag and length attribute 1n a web application 1n accordance
with one embodiment of the invention. Referring to FIG. 6B,
the length of “untrusted” textual content 1s assigned a number
of characters, namely 24 characters, as a length attribute
(“usermput length™) of the HTML tag “<userinput>"" indica-
tive of “untrusted” textual content. It should be noted that that
the “<userinput>"tag and length attribute (or attribute) can be
replaced by even shorter strings and/or the end </userinput>
tag can be removed to further reduce the overhead as will be
appreciated by those skilled in the art. Moreover, tag and
length attributes can be encoded using byte values, for
example, from a Unicode Character Database as will also be
appreciated by those skilled in the art. Given that a set of byte
values can be rendered as whitespaces 1n existing browsers,
implementation of a new HTML tag and attributes (e.g.,
“<userinput>"" tag and length attributes) would not adversely
aifect the behavior of a browser not designed to recognize an
HTML tag or attributes provided in accordance with the
invention. For example, the server can encode a tag “<userin-
put length=24>""as a fixed sequence of UCD byte values (e.g.,
four (4) to five (5) characters) to indicate “untrusted” user
input and then encode the number twenty four (24) 1n a binary
or octal format using a set of byte values.

Generally, a server can be operable to mark each and every
piece of suspicious data using a new HTML tag with possibly
one or more attributes pertaining to the suspicious data. For
example, a server can be operable to mark data read from a
database, especially when the database can be used by an
attacker to 1nsert malicious data, and the server could report
part of the data 1t reads as part of a web page the servers
provides. Such data can be marked by a server, for example,
using a “<usermnput>" HTML tag as described above. To
enhance security further, a server can be operable to eflec-
tively mark 1n 1ts web page(s) every piece of external data
(e.g., data that does not belong to the template of a web page).

On a client side, when a browser obtains a web page with
content marked as “untrusted,” the browser can be operable to
essentially parse the page conventionally. However, the
browser can handle any data marked as “untrusted” ditfer-
ently. For example, the browser can be operable to treat
“untrusted” executable text as non-executable text or merely
as text. As a result, the browser may not ultimately allow
execution of “untrusted” executable text, rich formatting, or
evenrecognize any tags. To achieve this, a browser parser can,
for example, be operable to create leal nodes 1n a DOM
structure whenever 1t encounters a tag indicative of
“untrusted” data (e.g., a “<usermnput>" HTML tag). The
browser can then directly copy the marked data even without
parsing/lexing the marked data, as will be appreciated by
those skilled 1n the art. As another example, rich content (e.g.,
tags like <1> and <b>) 1n user generated mmput can be pro-
cessed, but processing of scripting content 1n user generated
input can be disallowed. As such, when the HTML parser gets
a web page, the parser can, for example, mark the DOM nodes
(and the corresponding objects 1n these nodes) that are gen-
erated and/or affected by the data enclosed 1n “<userinput>"
tags and disallow execution of any scripts originated from
marked DOM nodes.

The various aspects, features, embodiments or implemen-
tations of the mvention described above can be used alone or
in various combinations. The many features and advantages
of the present invention are apparent from the written descrip-
tion and, thus, 1t 1s intended by the appended claims to cover
all such features and advantages of the invention. Further,
since numerous modifications and changes will readily occur
to those skilled in the art, the invention should not be limited
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to the exact construction and operation as illustrated and
described. Hence, all suitable modifications and equivalents
may be resorted to as falling within the scope of the invention.

What 1s claimed 1s:

1. A computer-implemented method of maintaining or
managing a document obtained by a computing system oper-
able to process and execute executable text in the document,
the computer-implemented method comprising:

marking the document, by a server, of text 1n the document

as untrusted text to indicate that the text is not trusted or
1s not fully trusted via marked textual portions of the
document, wherein a client device recetves the marked
document to 1dentily the untrusted text in the document
solely based on the document;

wherein the marking of the untrusted text by the server

comprises: marking the untrusted text by a hypertext
markup language (HTML ) extension to permit the client
device to determine at least one action for the marked
document,

wherein the marking of the untrusted text comprises: pro-

viding in the document one or more attributes of the
untrusted text, the attributes comprise one or more of a
length attribute and an integrity attribute, and the integ-
rity attribute 1s associated with an integrity value, the
integrity value providing an indication of trustworthi-
ness, and the length attribute 1s indicative of a length of
untrusted text marked with a new HIML tag 1n a web
page.

2. The computer-implemented method of claim 1, wherein
the computer-implemented method further comprises:

identifying 1n the document the text not trusted or not fully

trusted as the untrusted text;

the client device using the marking to:

determine remedial actions to safely execute a subset of
the marked text.

3. The computer-implemented method of claim 2, wherein
the untrusted text includes an executable text portion, a non-
executable text portion, or an executable test portion and a
non-executable text portion that 1s replaceable by a second
executable text portion executable by the client device when
the document 1s processed or 1s being processed by the client
device.

4. The computer-implemented method of claim 2, wherein
the computer-implemented method further comprises:

obtaining the document by the client device; and

the client device implements the steps of:

not executing executable text marked 1n the document as
the untrusted text;

processing the executable text as non-executable text;

not allowing rich formatting of the executable text; and

not processing tags of the executable text.

5. The computer-implemented method of claim 1, wherein
the 1dentifying of the text in the document comprises one or
more of the following:

determiming the text not to be trusted or not to be fully

trusted as the untrusted text; and

determiming at least partly based on mput data the

untrusted text, wherein the mput data includes at least
one of: configuration data, user input, and one or more
user prelerences.

6. The computer-implemented method of claim 1, wherein
the marking marks the untrusted text before allowing the
document to be obtained by the client device.

7. The computer-implemented method of claim 1, wherein
the untrusted text includes one or more of the following: text
provided by or recerved from another computing system, text
associated with input, and text associated with user input.
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8. The computer-implemented method of claim 1, wherein
the document includes a web page, and wherein the language
extension 1s an HI'ML extension provided with the length
attribute indicative of length of the untrusted text such that the
server marks the document via the HTML extension to indi-
cate portions of the text based on the length of the portions
that are untrusted.

9. The computer-implemented method of claim 1, wherein
the computer-implemented method further comprises per-
forming by the client device the following steps to address
propagation of tainted text:

determining whether executable text in the document has
been derived from, affected by, or derived from and

aifected by the untrusted text marked in the document;
and
identifying the executable text as untrusted text not to be
trusted or not fully trusted when the determiming deter-
mines that the executable text has been derived from,
aifected by, or dertved from and affected by untrusted
text in the document.

10. The computer-implemented method of claim 1,
wherein the computer-implemented method further com-
prises performing by the client device the following steps to
address propagation of tainted text:

clfectively tracking the untrusted text marked 1n the docu-
ment during the processing of the document; and

marking, based on the tracking of the untrusted text, other
content 1n the document determined to be derived from,

alfected by, or derntved from and affected by the
untrusted text as untrusted content.

11. A communication or computing environment, Compris-
ng:

a first computing system including both hardware and soft-
ware that includes a server operable to: mark text in a
document as untrusted text to indicate that the text 1s not
trusted or 1s not fully trusted and form a marked version
of the document, wherein a second computing system
that 1s a client device identifies the text in the marked
document as the untrusted text solely based on the
marked document;

wherein the document 1s marked by hypertext markup lan-
guage (HTML) extension to permit the second comput-
ing system to determine at least one action for the
marked document,

wherein marking of the untrusted text includes providing in
the marked document one or more attributes of the
untrusted text,

wherein the attributes comprise one or more of a length
attribute and an integrity attribute, and

wherein the integrity attribute 1s associated with an integ-
rity value, the mtegrity value providing an indication of
trustworthiness, and the length attribute 1s indicative of a
length of untrusted text marked with anew HTML tag in
a web page.

12. The communication or computing environment of

claim 11, further comprising:

the second computing system, wherein the second comput-
ing system 1s operable to:
obtain the document; and

not execute executable text in document marked as the
untrusted text.

13. The communication or computing environment of
claim 11, wherein the document includes a web page, the first
computing system 1s or includes a server, and the second
computing system 1s or includes a client.
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14. The communication or computing environment of
claim 11, wherein the second computing system 1s further
operable to:

determine whether executable text in the document has
been derived from, affected by, or derived from and
affected by the untrusted text marked in the document;
and

1dentily the executable text as untrusted text not trusted or
not fully trusted when the determining determines that
the executable text has been derved from, atfected by, or
derived from and affected by untrusted content in the
document.

15. A computer readable storage device storing at least
executable computer code for maintaining or managing a
document obtained by a computing system operable to pro-
cess and execute executable text 1n the document, wherein the
computer readable storage device includes:

executable computer code for a server to mark text in the
document as untrusted text to indicate that the text is not
trusted or 1s not fully trusted and form a marked version
of the document, wherein a second computing system
that 1s a client device identifies the untrusted text in the
marked document solely based on the marked document
wherein the document 1s marked by hypertext markup
language (HTML) to permit the second computing sys-
tem to determine at least one action for the marked
document,

wherein marking of the untrusted text includes providing 1n
the marked document one or more attributes of the
untrusted text, and the attributes comprise one or more of
a length attribute and an integrity attribute, and

wherein the mtegrity attribute 1s associated with an 1nteg-
rity value, the mtegrity value providing an indication of
trustworthiness, and the length attribute 1s indicative of a
length of untrusted text marked with a new HTML tag in
a web page.

16. The computer readable storage medium of claim 15,
wherein the computer readable storage medium further
includes:

executable computer code to determine whether execut-
able text 1n the document has been derived from,
affected by, or derived from and affected by the
untrusted text marked in the document; and

executable computer code to identity the executable text as
untrusted text not trusted or not fully trusted when the
determining determines that the executable text has been
derived from, affected by, or dertved from and affected
by untrusted text in the document.

17. The computer readable storage medium of claim 16,
wherein the executable computer code to mark the text 1s
provided as a executable computer code for a first application
or process, the executable computer code for the determining
and 1dentitying 1s provided as a executable computer code for
a {irst application or process, and the first and second appli-
cations or processes are operable on the same computing
system, computing device, or computing system and comput-
ing device.

18. A computing system comprising:

a client device that includes both hardware and software,
the client device receives a document that includes text
marked as untrusted text which indicates that the text 1s
not trusted or 1s not fully trusted, 1dentifies the untrusted
text 1n the document solely based on the document, and
determines at least one action for the marked document,
wherein the marked untrusted text includes one or more
attributes of the untrusted text, the attributes comprise
one or more of a length attribute and an integrity
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attribute, and the integrity attribute 1s associated with an
integrity value, the itegrity value providing an indica-
tion of trustworthiness, and the length attribute 1s indica-
tive of a length of untrusted text marked with a new
hypertext markup language (HTML) tag 1n a web page. 5
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