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(57) ABSTRACT

A disclosed image forming apparatus includes an authentica-
tion information reception unit configured to receive first
authentication information input to the 1image forming appa-
ratus, an authentication control umt configured to send the
first authentication information to a first authentication appa-
ratus connected to the image forming apparatus via a network
and cause the first authentication apparatus to carry out a first
authentication based on the first authentication information,
and an authentication information recording unit configured
to record, when the first authentication based on the first
authentication information has succeeded, the first authenti-
cation information therein as second authentication informa-
tion. In the 1mage forming apparatus, the authentication con-
trol unit carries out, 1n a case where the first authentication
apparatus 1s not available, a second authentication based on
the second authentication information recorded 1n the authen-
tication information recording unit in lieu of the first authen-

tication based on the first authentication information.
14 Claims, 9 Drawing Sheets
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APPARATUS, AUTHENTICATION SYSTEM,
AUTHENTICATION CONTROL METHOD,
AUTHENTICATION CONTROL PROGRAM,
AND COMPUTER-READABLE RECORDING
MEDIUM HAVING AUTHENTICATION
CONTROL PROGRAM

BACKGROUND OF THE INVENTION

1. Field of the Invention

The mvention generally relates to an 1image forming appa-
ratus, an authentication system, an authentication control
method, an authentication control program, and a computer-
readable recording medium having such an authentication
control program embodied therein, and particularly relates to
an 1mage forming apparatus, an authentication system, an
authentication control method, an authentication control pro-
gram, and a computer-readable recording medium having
such an authentication control program capable of carrying
out authentication of users.

2. Description of the Related Art

Many offices use shared image forming apparatuses having
authentication functions to authenticate users so that the
image forming apparatuses are only used by authenticated
users. Further, these 1mage forming apparatuses include
authentication functions and access control functions, and the
combination of such functions can control users’ accessibili-
ties to different functions of the image forming apparatuses.

It 1s desirable to prepare a database for managing authen-
tication information of users (hereinatfter called a “user DB™)
for the 1mage forming apparatuses in order to fully perform
the authentication function. Some oifices may have several
image forming apparatuses. On the corporate scale basis,
some companies have several thousand to several tens of
thousands of 1mage forming apparatuses. If the user DB 1s
distributed to such numerous 1image forming apparatuses, not
only may user DB maintenance activity per se become cum-
bersome, but the usability of resources (e.g., HDD (Hard Disk
Drive)) 1n the image forming apparatuses may be degraded.

Japanese Patent Application Publication No. 2009-
071409, for example, discloses the image forming apparatus
in which the authentication functions and the user DBs for the
image forming apparatuses in the office are provided 1n an
external computer (1.e., authentication server). In the 1image
forming apparatuses having this configuration, the authent-
cation information of a user input via an operations panel 1s
transferred to the authentication server via a network. The
authentication server then compares the transierred authenti-
cation information of the user with the information of the user
stored 1n the user DB to authenticate the user. Thereatter, the
authentication server sends a response including the authen-
tication result to the image forming apparatus via the net-
work. With the above system configuration, the user DB
maintenance activity may be simplified and the usability of
the resources in the 1mage forming apparatus may be
improved.

However, with such a system configuration (1.e., an authen-
tication server 1s assigned to authenticate users), users may
have difficulties 1n logging into the image forming appara-
tuses despite the fact that they are functioning properly if
some kind of communication trouble occurs in the network
between the image forming apparatus and the authentication
server or if the authentication server itself 1s not working
properly. As a result, the users may be unable to access the
image forming apparatuses, which may further interrupt efi-
ciency in their work duties. Notice that more communication
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problems may occur if the image forming apparatuses and the
authentication server are connected via a wide area network

(WAN) such as the Internet.

SUMMARY OF THE INVENTION

It 1s a general object of at least one embodiment of the
present mnvention to provide an 1image forming apparatus, an
authentication system, an authentication control method, an
authentication control program, and a computer-readable
recording medium having such an authentication control pro-
gram embodied therein capable of appropriately carrying out
authentication of users even i an authentication apparatus
connected to the image forming apparatus via a network 1s not
available.

According to one embodiment, an 1mage forming appara-
tus includes an authentication information reception unit con-
figured to recerve first authentication information mput to the
image forming apparatus, an authentication control unit con-
figured to send the first authentication information to a first
authentication apparatus connected to the image forming
apparatus via a network and cause the first authentication
apparatus to carry out a first authentication based on the first
authentication information, and an authentication informa-
tion recording unit configured to record, when the first
authentication based on the first authentication information
has succeeded, the first authentication information therein as
second authentication information. In the i1mage forming
apparatus, the authentication control unit carries out, 1n a case
where the first authentication apparatus 1s not available, a
second authentication based on the second authentication
information recorded in the authentication information
recording umt in lieu of the first authentication based on the
first authentication information.

According to another embodiment, an authentication sys-
tem includes an 1image forming apparatus and an authentica-
tion apparatus. In the authentication system, the image form-
ing apparatus 1ncludes an authentication information
reception unit configured to recerve first authentication infor-
mation input to the image forming apparatus, an authentica-
tion control unit configured to send the first authentication
information to the authentication apparatus and cause the
authentication apparatus to carry out a first authentication
based on the first authentication information, and an authen-
tication information recording umt configured to record,
when the first authentication based on the first authentication
information has succeeded, the first authentication informa-
tion therein as second authentication information. In the
image forming apparatus of the authentication system image
forming apparatus, the authentication control unit carries out,
in a case where the first authentication apparatus is not avail-
able, a second authentication based on the second authenti-
cation information recorded in the authentication information
recording unit in lieu of the first authentication based on the
first authentication information.

According to another embodiment, a computer-readable
recording medium having a computer executable authentica-
tion control program embodied therein, the computer execut-
able authentication control program having instructions
which when executed by a computer processor, causes an
image forming apparatus to implement a method including
receiving first authentication information mnput to the image
forming apparatus, sending the first authentication informa-
tion to a first authentication apparatus connected to the image
forming apparatus via a network and causing the first authen-
tication apparatus to carry out a first authentication based on
the first authentication information, recording, when the first
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authentication based on the first authentication information
has succeeded, the first authentication information 1in an
authentication information recording unit of the image form-
ing apparatus as second authentication information. In the
computer-readable recording medium, in a case where the
first authentication apparatus 1s not available, the method
includes carrying out a second authentication based on the
second authentication information recorded 1n the authenti-
cation mnformation recording unit 1n licu of the first authenti-
cation based on the first authentication information.

Other objects and further features of embodiments will be
apparent from the following detailed description when read 1n
conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram 1illustrating an example of a system
configuration according to a first embodiment of the mven-
tion;

FIG. 2 1s a diagram 1illustrating an example of a hardware
configuration according to the first embodiment of the mnven-
tion;

FIG. 3 1s a diagram illustrating examples of functional
configurations of an 1mage forming apparatus and an authen-
tication server according to the first embodiment of the inven-
tion;

FIG. 4 1s a sequence diagram 1llustrating a procedure of
authentication processing according to the first embodiment
of the invention;

FIG. 5 1s a diagram 1llustrating an example of a user infor-
mation configuration in a user information management unit;

FI1G. 6 1s a diagram 1llustrating an example of a user infor-
mation cache unit configuration;

FI1G. 7 1s a diagram 1illustrating settings of access destina-
tion management units of the image forming apparatuses
according to a second embodiment; and

FIGS. 8A and 8B are each another sequence diagram 1llus-
trating a procedure of authentication processing according to
the second embodiment of the invention.

DESCRIPTION OF THE PR
EMBODIMENTS

L1

FERRED

In the following, preferred embodiments of the present
invention are described with reference to the accompanying
drawings. FIG. 1 1s a diagram 1illustrating an example of a
system configuration according to a first embodiment of the
invention.

As 1llustrated 1n FIG. 1, image forming apparatuses 10a
through 104 (heremafter, they are called an “1mage forming,
apparatus 10” as a whole when individual apparatuses are not
discriminated) are connected to an intra-oifice network 70
(regardless of wired or wireless) such as a Local Area Net-
work (1.e., LAN) to communicate through the intra-office
network 70. The image forming apparatus 10 1s connected to
authentication servers 20a and 2056 (heremnafter, called an
“authentication server 20°” as a whole when individual servers
are not considered) via a wide area network 80. The image
forming apparatus 10 may have a single function, such as a
copier, a printer, a scanner, or a facsimile machine, or a
combination of two or more functions.

The authentication server 20 1s a computer that authenti-
cates users of the image forming apparatus 10. Authentication
types performed by the authentication server 20 are not par-
ticularly specified. For example, the authentication server 20a
authenticates users using a lightweight directory access pro-

tocol (LDAP) server 60.
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FIG. 2 1s a diagram 1illustrating an example of a hardware
configuration according to the first embodiment of the mven-
tion. As illustrated 1n FI1G. 2, the image forming apparatus 10
includes a CPU 101, a memory 102, an auxiliary storage
device 103, a network IF 104, an 1image output umt 105, an
image processing unit 106, an external device IF 107, a dis-
play unit 108, and an operations unit 109.

A computer program that executes the functions of the
image forming apparatus 10 1s recorded and installed in the
nonvolatile auxiliary storage device 103 such as a hard disk
drive (HDD). The auxiliary storage device 103 stores requi-
site files and data, and the like, while storing the computer
program. The memory 102 stores the computer program
retrieved from the auxiliary storage device 103 when an
instruction 1s generated to start up the computer program. The
CPU 101 executes the computer program having instructions
stored 1n the memory 102 to implement the functions of the
image forming apparatus 10. The network IF 104 1s config-
ured to function as an interface for connecting the image
forming apparatus 10 to the network.

The display unit 108 includes a liquid crystal display
(LCD) on which an operations screen or a message can be
displayed. The operations unit 109 includes hardware buttons
(keys) via which users mput desired data. Note that the dis-
play unit 108 and the operations unit 109 may be integrated as
an operations panel.

The 1image processing unit 106 carries out various types of
image processing required for outputting (e.g., printing)
image data. The image outputting unit 105 carries out output
of image data (e.g., printing).

The external device IF 107 1s an interface that connects the
image forming apparatus 10 and the card reader 40 via which
authentication information 1s input, and may be composed of
a USB port (USB host interface) or a serial port. The card
reader 40 1s configured to read information from the card 50
and includes a hardware interface that can be connected to the
external device IF 107, such as a USB connector or a serial
interface. Note that the card reader 40 may be provided 1nside
the 1mage forming apparatus 10. The card reader 40 may be
either a contact type or a noncontact (contactless) type. The
card 50 1s not limited to an IC card, but may be any type of a
card capable of recording a umique card ID (card number)
such as a magnetic card. The card ID 1s generally called a
“universal ID” or a “card serial number”. Specific examples
of the card include a proximity card, a Mifare card, and a Java
(registered trademark) card.

In the following embodiments, it 1s assumed that the cards
50 are supplied to corresponding users. However, one of the
cards 50 may be shared by several users based on the security
level required for operations of the image forming apparatus.
Note that the cards 50 supplied to the corresponding users are
not limited to one type. As described above, the card reader 40
may simply be connected to the image forming apparatus 10
via the USB or the like. Thus, different card readers 40 cor-
responding to different types of cards 50 (e.g., proximity card,
Mifare card, and Have (registered trademark)) may simulta-
neously be connected to the image forming apparatus 10. In
this case, the different types of the cards 50 may be used
simultaneously.

FIG. 3 1s a diagram 1llustrating an example of a functional
configuration of the image forming apparatus and the authen-
tication server according to the first embodiment of the inven-
tion.

As 1llustrated i FIG. 3, the image forming apparatus 10
includes an authentication client application 11 and an
authentication proxy application 12. The authentication cli-
ent application 11 1s a computer program that prompts a user
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to nput his or her card ID (authentication information). The
authentication client application 11 causes the image forming
apparatus 10 to function as a card 1D acquisition unit 111 and
an authentication request unit 112, and the like. The card ID
acquisition unit 111 acquires a card ID via the card reader 40
that has read the card ID from the card 50. The authentication
request unit 112 sends an authentication request including the
card ID acquired from the card ID acquisition unit 111 to the
authentication proxy application 12.

The authentication proxy application 12 includes a com-
puter program that causes the authentication server 20 to
execute authentication of a user based on the acquired card
ID. The computer program included in the authentication
proxy application 12 also causes the authentication proxy
application 12 per se to execute authentication processing
based on the card ID 1n a case where the authentication server
20 1s not available or out of service. The authentication proxy
application 12 causes the image forming apparatus 10 to
function as a first authentication request reception unit 121
and an authentication control unit 122, a user information
recording unit 123, and the like. The first authentication
request reception unit 121 receives the authentication request
sent from the authentication client application 11. The
authentication control unit 122 transiers the recerved authen-
tication request to the authentication server 20, which then
executes authentication processing based on the card ID 1n the
received authentication request. An access destination man-
agement unit 124 has i1dentification information of the
authentication server 20, which 1s a transierring destination of
the received authentication request. Examples of such iden-
tification information of the authentication server 20 include
an [P address, a host name, and a uniform resource locator
(URL). The access destination management umt 124 indi-
cates a storage region of the auxiliary storage device 103 1n
which the idenfification information of the authentication
request transferring destination is stored. The user informa-
tion recording unit 123 records on a user information cache
unit 125 users’ attribution information (user information) that
1s sent from the authentication server 20 when the authent-
cation has succeeded. The user information cache unit 125 1s
a storage region of the auxiliary storage device 103 in which
the user information 1s stored. Note that the authentication
control unit 122 carries out authentication of the user based on
the acquired card ID and the user information recorded in the
user information cache unit 125 1 a case where the authen-
tication server 20 1s not available or out of service.

The authentication server 20 includes a authentication
server application 21. The authentication server application
21 includes a computer program that executes authentication
processing based on the card ID. The authentication server
application 21 causes the authentication server 21 to function
as a second authentication request reception unit 221 and an
authentication processing umt 222. The second authentica-
tion request reception unit 221 recerves an authentication
request transferred from the authentication proxy application
12. The authentication processing unit 222 carries out authen-
tication of the user based on the card ID in the authentication
request and the user information recorded 1n a user informa-
tion management unit 223. The authentication processing
unit 222 sends the authenticated user information to the
authentication proxy application 12 if the authentication has
succeeded. The user information management unit 223 1ndi-
cates a storage region of the storage device of the authentica-
tion server 20 1 which information on users of the image
forming apparatus 10 has been recorded in advance.

Note that an interface of the first authentication request
reception unit 121 of the authentication proxy application 12
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may be the same as the interface of the second authentication
request reception unit 221 of the authentication server appli-
cation 21. Specifically, the first authentication request recep-
tion unit 121 may be configured to receive an authentication
request based on the same message specification (message
format) as a communication protocol such as HI'TP or SOAP
of the second authentication request reception unit 221. With
such a configuration, the authentication proxy application 12
can be embedded, without changing the source code of the
authentication client application 11, in an environment 1n
which the authentication client application 11 1s configured to
directly send an authentication request to the authentication
server application 21.

Next, procedures carried out by the 1image forming appa-
ratus 10 and the authentication server 20 are described below.
FIG. 4 1s a sequence diagram illustrating a procedure of
authentication processing according to the first embodiment
of the invention.

First, a procedure to login to the image forming apparatus
10 1s described. When a user sets his or her card 50 at the card
reader 40, the card ID acquisition unit 111 of the authentica-
tion client application 11 acquires the card ID from the card
reader 40 (hereinatter called a *“current card 1D””) to record the
current card ID in the memory 102 (step S101). Note that
setting the card 50 at the card reader 40 indicates that the card
reader 40 1s ready to read information recorded on the card 50.
The card reader 40 being ready to read information recorded
on the card 50 indicates a state 1n which the user inserts the
card 50 1nto the card reader 40 or a state 1n which the user
holds the card 50 over the card reader 40. Subsequently, the
authentication request unit 112 of the authentication client
application 11 sends an authentication request including the
current card ID to the authentication proxy application 12
(step S102). Note that the authentication request 1s received
by the first authentication request reception unit 121 of the
authentication proxy application 12.

Subsequently, the authentication control unit 122 of the
authentication proxy application 12 determines whether the
authentication server 20 related to 1dentification information
registered 1n the access destination management unit 124 1s
available based on the identification information registered 1in
the access destination management unit 124(step S103). For
example, the authentication control unit 122 of the authenti-
cation proxy application 12 determines whether communica-
tion can be established with the authentications server 20.
Based on the obtained result, communication failure in the
network between the authentication server 20 and the image
forming apparatus 10 or failure in the authentication server 20
(e.g., authentication server 20 1s not 1n a startup status) may be
detected. Note that determining whether the communication
can be established may be carried out by well-known tech-
nologies such as 1ssuing the “ping” command.

If the authentication server 20 1s available, the authentica-
tion control unit 122 of the authentication proxy application
12 sends the authentication request including the current card
ID to the authentication server 20 (step S 104). Note that the
authentication request 1s recerved by the second authentica-
tion request reception unit 221 of the authentication server
application 21.

Subsequently, the authentication processing unit 222 of the
authentication server application 21 acquires the user infor-
mation corresponding to the current ID from the user infor-
mation management unit 223 (step S105).

FIG. 5 1s a diagram 1illustrating an example of a user infor-
mation configuration in the user information management
unit 223. As 1llustrated in FIG. 5, the user information man-
agement unit 223 includes the user information registered
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based on each user. The user information includes usernames,
passwords, card IDs, and authorization information. A user
name 1s a unique 1dentifier assigned to each user. A password
1s assigned corresponding to each user. A card ID 1s recorded
in the card 50 distributed to each user. A mail address 1s the
user’s email address. Authorization information includes
information on different authorized functions available to
cach user.

In step 105, the authentication processing unit 222 acquires
a record (1.e., user information) containing a value of the card
ID that matches the current card ID from those stored in the
user information management unit 223. The acquired user
information 1s hereinafter called “current user information”.
Subsequently, the authentication processing umit 222
executes authentication processing based on the user name
and the corresponding password contained in the current user
information as authentication information. Note that the
authentication processing may not be executed based on the
user name and the corresponding password. Further, the
authentication processing may not be executed in the authen-
tication server 20. For example, as illustrated 1n FIG. 4, the
authentication processing unit 222 of the authentication
server application 21 sends the user name to the LDAP server
60 1n order to 1nquire about an entry corresponding to the user
name for the LDAP server 60 (step S106). When the LDAP
server 60 sends a response to the inquiry reporting the exist-
ence of the entry corresponding to the user name, the authen-
tication processing umt 222 of the authentication server
application 21 determines that the authentication has suc-
ceeded, and then sends a response including information
indicating that the authentication has succeeded to the
authentication proxy application 12 (step S107). Note that the
response includes the current user information. If the authen-
tication has failed, the authentication processing unit 222 of
the authentication server application 21 sends a response
including information indicating that the authentication has
tailed to the authentication proxy application 12. In this case,
the response does not include the current user information.
The authentication control unit 122 of the authentication
proxy application 12 thus determines whether the authenti-
cation has succeeded or failed based on the response from the
authentication server application 21.

If the authentication has succeeded, the user information
recording unit 123 of the authentication proxy application 12
records the current user information contained in the reply
into the user information cache umt 1235 (step S108).

FIG. 6 1s a diagram illustrating an example of the user
information cache umt configuration 125. As illustrated 1n
FIG. 6, the user information cache unit 125 has a configura-
tion similar to the user information management unit 223.
However, the user information cache unit 125 differs from the
user information management unit 223 1n the following man-
ner. Whereas the user information management unit 223 reg-
1sters the user information of all the users 1n advance, the user
information cache unit 125 registers only the user informa-
tion of the users who have succeeded 1n the authentication.
Accordingly, the utilized capacity of the auxiliary storage
device 103 may be significantly low 1n comparison to the case
where the user information of all the users 1s registered. FIG.
6 1llustrates a case where the user information of a user having
a user name ol “AAA” 1s registered 1n the user information
cache unit 125.

Subsequently, the authentication control unit 122 sends a
response including the current user information and informa-
tion indicating that the authentication has succeeded to the
authentication client application 11 (step S109). In response
to the successiul authentication, the authentication request
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umt 112 of the authentication client application 11 authorizes
the user to have access to functions of the 1mage forming
apparatus 10 via the display unit 108 and the operations unit
109 (step S110). Note that the current user information may,
for example, be used for identifying a login user 1n recording
log information or charging information. Moreover, the cur-
rent user information may be used 1n determining whether to
authorize user of functions of the image forming apparatus
10.

In the following, a process 1s described 1n which the user
logs out once and then logs into the 1mage forming apparatus
10 again. Note that steps S121 through S123 are similar to
steps S101 through S103. However, i step S123, it 1s
assumed that the authentication control unit 122 of the
authentication proxy application 12 has determined that the
authentication server 20 registered in the access destination
management unit 124 1s not available. That 1s, network failure
or failure of the authentication server 20 itself may have
occurred.

In this case, the authentication control unit 122 of the
authentication proxy application 12 authenticates the user
based on the current card ID (1.e., card ID acquired in step
S121) and the current user information recorded 1n the user
information cache unit 125. Specifically, the authentication
control unit 122 searches for the user information corre-
sponding to the current card ID 1n the user information cache
umt 125 (step S124). If the user information corresponding to
the current card ID 1s found 1n the user information cache unit
125 (1.e., the user information has been registered 1n the user
information cache unit 125), the authentication control unit
122 determines that the authentication of the user has suc-
ceeded. If the user information corresponding to the current
card ID 1s not found 1n the user information cache unit 125
(1.e., the user information has not been registered in the user
information cache unit 1235), the authentication control unit
122 determines that the authentication of the user has failed.

Note that step S123 and those subsequent to step S125 are
similar to step S109 and those subsequent to step S109. That
1s, 1f the authentication has succeeded, the authentication
control unit 122 sends to the authentication client application
11 a response including the user mmformation acquired from
the user information cache unit 125 and information indicat-
ing that the authentication has succeeded (step S125). In
contrast, 11 the authentication has failed, the authentication
control unit 122 sends to the authentication client application
11 a response including information indicating that the
authentication has failed.

According to the first embodiment, the user can log into the
image forming apparatus 10 that the user has used once even
if the authentication server 20 1s not available. Accordingly,
the user can use the image forming apparatus 10 with stability
regardless of availability of the authentication server 20. As a
result, it 1s possible to reduce the possibilities of interrupting
users work duties due to unavailability of the authentication
server 20.

Moreover, since the user information is registered 1n the
user information cache unit 1235 when the user has succeeded
at his or her authentication, the utilized capacity of the storage
region by the user information cache unit 1235 may be appro-
priately prevented from increasing. However, i numerous
users use the image forming apparatus 10, the user informa-
tion recording unit 123 may be configured to delete the user
information of less frequent users from the user information
cache unit 125.

Further, the user information (particularly passwords) in
the authentication server 20 may be periodically changed for
security reasons. In such cases, the user information record-
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ing unit 123 may be configured to periodically download the
user information recorded 1n the user information cache unit
125 from the authentications server 20. With this configura-
tion, 1t 1s possible to reduce possibilities of generating incon-
sistencies between the user information in the user informa-
tion cache unit 125 and the user information 1n the user
information management unit 223 of the authentication
server 20. Further, since only the user information registered
in the user information cache unit 125 1s allowed to be down-
loaded, the utilized the capacity of the storage region or
network load may be reduced compared to the case where
user information of all the users 1s downloaded.

Note that the access destination management unit 124 may
register plural authentication servers 20. In such a case, the
authentication control unit 122 of the authentication proxy
application 12 determines whether the authentication servers
20 are available in the order of authentication servers 20
registered in the access destination management unit 124, and
sends an authentication request to the authentication servers
20 that are found to be available. Accordingly, 11 an authen-
tication server 20a 1s not available, but an authentication
server 206 1s available, the authentication processing may be
executed via the authentication server 205. This increases the
availability of the authentication servers 20. Note that 1f no
authentication servers 20 registered 1n the access destination
management unit 124 are available, the authentication control
unit 122 executes the authentication processing via the user
information cache unit 125.

Note that 1n the first embodiment, 1f the authentication
server 20 1s not available and the user has never logged 1nto
the 1image forming apparatus 10 1n question in the past, the
user 1s unable to log into that image forming apparatus 10. A
second embodiment of the invention provided to overcome
the drawback 1s described below.

According to the second embodiment of the invention, the
access destination management unit 124 may register other
image forming apparatuses i addition to those registered 1n
the authentication servers 20. FIG. 7 1s a diagram 1llustrating,
settings of access destination management units 124q and the
like of the image forming apparatuses 10a through 10d
according to the second embodiment of the invention.

Asillustrated in FIG. 7, the access destination management
unit 124a of the image forming apparatus 10a registers 1P
addresses B and C. The IP address B 1s an IP address of the
image forming apparatus lob and the IP address C 1s an IP
address of the image forming apparatus 10c. Thus, the image
forming apparatus 10q 1s capable of transierring an authenti-
cation request to the image forming apparatus 106 or 10c. In
such a case, there are referring relationships between the
image forming apparatuses 106 and 10¢ and the image form-
ing apparatus 10a. In the referring relationships, the image
torming apparatus 10a 1s one that refers to the IP addresses of
the 1mage forming apparatuses 106 and 10c, and the 1mage
forming apparatuses 106 and 10c¢ are those the IP addresses of
which are referred to by the 1image forming apparatus 10a.
Note that dashed arrows i FIG. 7 illustrate the referring
relationships between the image forming apparatuses 105 and
10c and the 1image forming apparatus 10a.

The access destination management unit 1245 of the image
forming apparatus 106 registers an IP address A. The IP
address A 1s an IP address of the image forming apparatus
10a. That 1s, the 1image forming apparatus 1056 refers to the
image forming apparatus 10a. As illustrated in FIG. 7, the
access destination management unit 124¢ of the image form-
ing apparatus 10c¢ registers IP addresses B and D. The IP
address D 1s an IP address of the image forming apparatus
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10d. That 1s, the image forming apparatus 10c¢ refers to the
image forming apparatuses 106 and 10d.

Note that each of the access destination management units
124a through 1244 of the image forming apparatuses 10a
through 10d registers at least one IP address of a correspond-
ing one of the authentication servers 20; however, some of the
IP addresses are not illustrated 1n FIG. 7. In the following
description, the 1mage forming apparatus 10 1illustrated 1n
FIG. 3 corresponds to the image forming apparatuses 10q
through 104 1n FIG. 7, and elements of the image forming
apparatused 10q through 10d corresponding to those of the
image forming apparatus 10 are illustrated by assigning a
letter a, b, ¢, ord to ends of the reference numerals given to the
clements of the corresponding image forming apparatuses 10.

FIGS. 8A and 8B are each another sequence diagram 1llus-
trating a procedure of authentication processing according to
the second embodiment of the invention. In FIGS. 8 A and 8B,
it 1s assumed that the user i1s operating the 1mage forming
apparatus 10a.

Note that steps S201 through S203 in FIG. 8 A are similar
to steps S121 through S123 1n FIG. 4. In this case, the authen-
tication servers 20 registered 1n the access destination man-
agement umt 124a are not available.

Accordingly, the authentication control unit 122a of the
authentication proxy application 12a searches for the user
information corresponding to the current card ID in the user
information cache unit 125a (step S204). In this step, 1t 1s
assumed that the user information corresponding to the cur-
rent card ID 1s not found. Thus, the authentication control unit
122a determines that the authentication has failed. When the
authentication has failed, the authentication control unit 1224
executes authentication processing based on one of the user
information sets registered 1 the other user information
cache units 1255 to 1254 of the corresponding image forming
apparatuses 105 to 10d.

First, the authentication control unit 122a creates access
history data in the memory 102 and records an IP address (1P
address A) of the image forming apparatus 10a 1n the access
history data (step S205). The access history data include data
having identification information (IP address in the second
embodiment) of the image forming apparatus 10 that has
carried out authentication of the user via the user information
cache unit 125. The usage of the access history data is
described later.

Next, the authentication control unit 1224 acquires IP
addresses of the image forming apparatuses 10 registered 1n
the access destination management unit 124a (step S206). In
this step, the authentication control unit 122a acquires IP
addresses B and C as illustrated in FI1G. 7. Note that the access
destination management unit 124 registers the IP address of
the image forming apparatus 10 such that the IP address of the
image forming apparatus 10 can be i1dentified from the IP
address of the authentication server 20. For example, the IP
address of the image forming apparatus 10 may be recorded in
a different region (file) from the region including the IP
address of the authentication server 20. Or IP addresses of the
authentication servers 20 and the image forming apparatus 10
may be provided with respective 1dentifiers for 1dentifying
which one of he authentication servers 20 and the image
forming apparatus 10 includes the IP address in question.
Further, the authentication server 20 and the image forming
apparatus 10 can be identified by the IP addresses themselves.

Subsequently, the authentication control unit 122a sends
an authentication request including the current card ID and
the access history data to the IP address B (1.e., image forming
apparatus 105) that 1s registered 1n the highest order of the 1P
addresses acquired from the access destination management
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unit 124a (step S207). Note that the authentication request 1s
received by the first authentication request reception unit
1215 of the proxy authentication application 125 1n the image
forming apparatus 105.

Next, the authentication control unit 12254 of the authenti-
cation proxy application 125 determines whether the authen-
tication server 20 1s available (step S208). If the authentica-
tion server 20 1s not available, the authentication control unit
122a searches 1n the user information cache unit 1255 for the
user information corresponding to the current card ID con-
tained 1n the authentication request (step S209). I the user
information corresponding to the current card ID 1s not found,
the authentication control unit 1225 of the authentication
proxy application 1256 adds the IP address (i.e., IP address B)
of the image forming apparatus 105 to the access history data
contained in the authentication request (step S210). Accord-
ingly, the access history data include IP addresses A and B
registered therein at this moment. Next, the authentication
control unit 1226 acquires an IP address that 1s not contained
in the access history data from those of the image forming
apparatuses 10 registered 1n the access destination manage-
ment unit 1245 (step S211). As illustrated 1n FIG. 7, the
access destination management unit 1245 of the image form-
ing apparatus 106 registers the IP address A. However, the
access history data already contain the IP address A. Since
there 1s no IP address that 1s not contained in the access
history data in this case, the authentication control unit 1225
acquires no IP address. The authentication control unit 1225
sends a response including information indicating that the
authentication has failed to the authentication proxy applica-
tion 12a (step S212). Note that the response sent by the
authentication control unit 1225 includes the IP addresses A
and B, and the access history data.

In this manner, the access history data may be used 1n order
to prevent the image forming apparatus 10 from duplicating,
the authentication processing. The access history data may
not only be used for preventing redundant authentication
processing but also used for preventing infinite loop genera-
tion of the authentication processing. Specifically, as illus-
trated 1n FI1G. 7, there 1s a loop forming the referring relation-
ship between the 1mage forming apparatuses 10q and 105.
However, this loop forming the referring relationship may be
appropriately removed due to the existence of the access
history data.

Subsequently, in response to the information on the authen-
tication failure by the image forming apparatus 1056, the
authentication control unit 122q of the authentication proxy
application 12a sends an authentication request including the
current card ID and the access history data to the IP address C
(1.e., image forming apparatus 10c¢) registered next to the IP
address B 1n the access destination management umt 124
(step S213 in FIG. 8B). Note that the authentication request 1s
received by the first authentication request reception unit
121c of the proxy authentication application 12¢ 1n the image
forming apparatus 10c.

Next, the authentication control unit 122¢ of the authenti-
cation proxy application 12¢ determines whether the authen-
tication server 20 1s available (step S214). If the authentica-
tion server 20 1s not available, the authentication control unit
122¢ searches 1n the user information cache unit 125¢ for the
user information corresponding to the current card ID con-
tained 1n the authentication request (step S215). If the user
information corresponding to the current card ID 1s not found,
the authentication control unit 122¢ of the authentication
proxy application 12¢ adds the IP address (1.e., IP address C)
of the image forming apparatus 10c¢ to the access history data
contained 1n the authentication request (step S216). Accord-
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ingly, the access history data include IP addresses A, B and C
registered therein at this moment. Next, the authentication
control umit 122¢ selects an IP address that 1s not contained 1n
the access history data from those of the image forming
apparatuses 10 registered 1n the access destination manage-
ment unit 124¢ (step S217). Asillustrated in FIG. 7, the access
destination management unit 124¢ of the image forming
apparatus 10c¢ registers IP addresses B and D. However, the
access history data already contain the IP address B. Thus, the
IP address that 1s not contained in the access history data but
1s registered 1n the access destination management unit 124¢
1s the IP address D. The authentication control unit 122¢
acquires the IP address D 1n this case.

The authentication control unit 122¢ of the authentication
proxy application 12¢ sends an authentication request includ-
ing the current card ID and the access history data to the IP
address D (1.e., image forming apparatus 10d) (step S218).
Note that the authentication request i1s received by the first
authentication request reception umt 1214 of the proxy

authentication application 124 in the image forming appara-
tus 104.

Next, the authentication control unit 1224 of the authenti-
cation proxy application 124 determines whether the authen-
tication server 20 1s available (step S219). If the authentica-
tion server 20 1s not available, the authentication control unit
122d searches 1n the user information cache unit 1254 for the
user imformation corresponding to the current card ID con-
tained 1n the authentication request (step S220). If the user
information corresponding to the current card 1D 1s found 1n
the user information cache unit 1254, the authentication con-
trol unit 1224 determines that the authentication of the user
has succeeded. If the authentication has succeeded, the
authentication control unit 1224 sends to the authentication
proxy application 12¢ a response including the user informa-
tion acquired from the user information cache umt 1234 and
information indicating that the authentication has succeeded
(step S221). If the response recerved from the authentication
proxy application 124 includes the information indicating
that the authentication has succeeded, the authentication con-
trol unit 122¢ sends the recerved response to the authentica-
tion proxy application 12a (step S222). If the response
received from the authentication proxy application 12c¢
includes the information indicating that the authentication
has succeeded, the authentication control unit 122a of the
authentication proxy application 12a sends the recerved
response to the authentication client application 11a (step
S223). In response to the successiul authentication, the
authentication request unit 112a of the authentication client
application 11a authorizes the user to have access to prede-
termined functions of the image forming apparatus 10a via
the display unit 108 and the operations unit 109 (step S224).

According to the second embodiment of the invention, 1n a
case where the authentication server 20 1s not available and
also 1n a case where the authentication processing (based on
the user information cache unit 123) has failed in the 1image
forming apparatus 10, the image forming apparatus 10 can
assign other image forming apparatuses 10 to authenticate
users. For example, if a login history of the card ID that a user
holds 1s not recorded in the 1image forming apparatus 10a but
has been recorded 1n the image forming apparatus 104, the
user can still be authenticated based on the card ID recorded
in the user information cache unit 1254 of the image forming
apparatus 10d to thereby be authorized to have access to the
image forming apparatus 10a.

Note that each of the authentication control units 122 of the
image forming apparatuses 10 may carry out authentication
processing by referring to the user information registered in
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the user information cache units 125 of the other image form-
ing apparatuses 10 instead of sending the authentication
request to the other image forming apparatuses 10 registered
in 1ts own access destination management unit 124. Specifi-
cally, the authentication control unit 122 may, for example,
download the user information registered in the other user
information cache units 125 of the other image forming appa-
ratuses 10, and authenticates the user (card ID) based on
whether the downloaded user information includes target user
information including the current card ID 1n question. This
modification of the second embodiment may also demon-
strate the authentication processing carried out based on the
user information registered in the other user imformation
cache units 125 of the other image forming apparatuses 10.

Further, 1n the above embodiments, the authentication
information 1nput by the user 1s the card 1D, and the authen-
tication server 20 recognizes the user name and the password
specified by the card ID as the authentication information.
However, the authentication information input by the user is
not limited to the card ID. For example, users may directly
input the user name and the password as the authentication
information. In this case, the user information cache unit 125
may be configured to record the user name and the password.
Likewise, other authentication systems, such as biometrics
may be applied to the embodiments of the invention 1n place
ol the authentication system based on the user names and the
passwords described in the above embodiments.

According to the embodiments of the invention, even if an
authentication apparatus connected to the image forming
apparatus via the network 1s not available, authentication of
users can be appropriately carried out.

It should be noted that although the present invention 1s
described above with respect to certain preferred embodi-
ments, the present invention 1s not limited to these specifically
disclosed embodiments, and variations and modifications
may be made without departing from the scope of the present
invention.

The present application 1s based on Japanese Patent Appli-
cation No. 2009-1268677 filed on May 26, 2009, with the
Japanese Patent Oflice, the entire contents of which are
hereby incorporated herein by reference.

What 1s claimed 1s:

1. An image forming apparatus comprising:

circuitry configured to:

connect via a network to an authentication apparatus and
to at least one other image forming apparatus;

register the authentication apparatus and at least one of
the at least one connected other image forming appa-
ratus;

store user mformation of an authenticated user of the
image forming apparatus;

send a first authentication request and an authentication
target information to the registered authentication
apparatus 1n response to acquiring the authentication
target information;

execute user authentication at the 1mage forming appa-
ratus of the authentication target information based on
the stored user information of the authenticated user
of the image forming apparatus when the authentica-
tion apparatus 1s not available to carry out the user
authentication 1n response to the first authentication
request;

send a second authentication request and the authenti-
cation target information to one of the at least one
registered other image forming apparatus when the
authentication apparatus 1s not available to carry out
the user authentication 1n response to the first authen-
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tication request and the user authentication at the
1image forming apparatus of the authentication target
information based on the stored user information of
the authenticated user of the image forming apparatus
has failed, the one of the at least one registered other
image forming apparatus storing user information of
an authenticated user of the one of the at least one
registered other image forming apparatus; and
create an access history data identifying the image form-
ing apparatus when the image forming apparatus does
not authenticate the user at the image forming appa-
ratus,
wherein send the second authentication request and the
authentication target imnformation to the one of the at
least one registered other image forming apparatus
includes sending the second authentication request, the
authentication target information, and the access history
data to the one of the at least one registered other image
forming apparatus, and
wherein the 1mage forming apparatus and the at least one
other 1image forming apparatus are the same type of
image forming apparatus.
2. The image forming apparatus as claimed 1n claim 1,
wherein the circuitry 1s further configured to:
recerve the second authentication request and the authen-
tication target information from one of the at least one
other image forming apparatus via the network, and
execute the user authentication at the image forming appa-
ratus of the authentication target information based on
the stored user information of the authenticated user of
the image forming apparatus when recerving the second
authentication request and the authentication target
information.
3. The image forming apparatus as claimed 1n claim 1,
wherein
the circuitry 1s further configured to:
receive authentication target information and access his-
tory data created by one of the at least one connected
other 1mage forming apparatus, and
send the second authentication request and the authentica-
tion target information to the one of the at least one
registered other image forming apparatus includes send-
ing the second authentication request, the authentication
target information, and the access history data to one of
the at least one registered other image forming apparatus
other than the one of the at least one connected other
image lforming apparatus that created the recerved
access history data.
4. The image forming apparatus as claimed 1n claim 2,
wherein
the circuitry 1s further configured to:
create an access history data identifying the image form-
ing apparatus not authenticating the user at the image
forming apparatus, and
send the second authentication request and the authentica-
tion target information to the one of the at least one
registered other image forming apparatus includes send-
ing the second authentication request, the authentication
target information, and the access history data to one of
the at least one registered other image forming appara-
tus.
5. The image forming apparatus as claimed 1n claim 4,
wherein
the circuitry 1s further configured to:
receive authentication target information and access his-
tory data created by one of the at least one connected
other 1mage forming apparatus, and
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send the second authentication request and the authentica-
tion target information to the one of the at least one
registered other image forming apparatus includes send-
ing the second authentication request, the authentication
target information, and the access history data to one of
the at least one registered other image forming apparatus
other than one of the at least one connected other image
forming apparatus in the received access history data.

6. A method comprising:

connecting via a network an 1image forming apparatus to an
authentication apparatus and to at least one other image
forming apparatus;

registering, in a registry unit of the image forming appara-
tus, the authentication apparatus and at least one of the at
least one connected other 1mage forming apparatus;

storing, 1n a storing unit of the 1mage forming apparatus,
user information of an authenticated user of the image
forming apparatus;

sending a first authentication request and an authentication
target information to the registered authentication appa-
ratus 1n response to acquiring the authentication target
information;

executing user authentication at the image forming appa-
ratus of the authentication target information based on
the stored user information of the authenticated user of
the 1mage forming apparatus when the authentication
apparatus 1s not available to carry out the user authenti-
cation 1n response to the first authentication request;

sending a second authentication request and the authenti-
cation target information to one of the at least one reg-
istered other image forming apparatus when the authen-
tication apparatus 1s not available to carry out the user
authentication 1n response to the first authentication
request and the user authentication at the image forming
apparatus of the authentication target information based
on the stored user information of the authenticated user
of the image forming apparatus has failed, the one of the
at least one registered other 1image forming apparatus
storing user information of an authenticated user of the
one of the at least one registered other 1mage forming
apparatus; and

creating an access history data identifying the image form-
ing apparatus when the image forming apparatus does
not authenticate the user at the image forming apparatus,

wherein the sending the second authentication request and
the authentication target information to the one of the at
least one registered other image forming apparatus
includes sending the second authentication request, the
authentication target information, and the access history
data to the one of the at least one registered other image
forming apparatus, and

wherein the 1mage forming apparatus and the at least one
other image forming apparatus are the same type of
image forming apparatus.

7. The method as claimed 1n claim 6, further comprising:

receiving the second authentication request and the authen-
tication target information from one of the at least one
other 1mage forming apparatus via the network; and

executing the user authentication at the image forming
apparatus of the authentication target information based

on the stored user information of the authenticated user
of the image forming apparatus when recerving the sec-
ond authentication request and the authentication target
information.
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8. The method as claimed 1n claim 6, further comprising:

recerving authentication target information and access his-
tory data created by one of the at least one connected
other image forming apparatus, wherein

the sending the second authentication request and the
authentication target information to the one of the at
least one registered other image forming apparatus
includes sending the second authentication request, the
authentication target information, and the access history
data to one of the at least one registered other image
forming apparatus other than the one of the at least one
connected other 1image forming apparatus that created
the recerved access history data.

9. The method as claimed 1n claim 7, further comprising:

creating an access history data identitying the image form-
ing apparatus not authenticating the user by the execut-
ing at the 1image forming apparatus, wherein

the sending the second authentication request and the
authentication target imnformation to the one of the at
least one registered other image forming apparatus
includes sending the second authentication request, the
authentication target information, and the access history
data to one of the at least one registered other image

forming apparatus.

10. The method as claimed 1n claim 9, wherein

the recerving includes recerving authentication target
information and access history data created by one of the
at least one connected other image forming apparatus,
and

the sending the second authentication request and the
authentication target information to the one of the at
least one registered other image forming apparatus
includes sending the second authentication request, the
authentication target information, and the access history
data to one of the at least one registered other image
forming apparatus other than the one of the at least one
connected other 1image forming apparatus that created
the recerved access history data.

11. An authentication system including an authentication

apparatus and a plurality of image forming apparatuses being
communicable via a network, the authentication system com-
prising;:

registering circuitry, of at least one of the 1mage forming
apparatuses, configured to register another 1mage form-
ing apparatus of the plurality of image forming appara-
tuses;

receving circuitry, of at least one of the 1image forming
apparatuses, configured to receive an mnput authentica-
tion target information;

storing circuitry, of at least one of the image forming appa-
ratuses, configured to store user information of an
authenticated user of at least one of the image forming
apparatuses;

first sending circuitry, of at least one of the 1image forming,
apparatuses, configured to send a first authentication
request including the authentication target information
to the authentication apparatus 1n response to receiving
the authentication target information;

authentication circuitry, of at least one of the 1image form-
ing apparatuses, configured to execute user authentica-
tion of the authentication target information based on the
stored user information of the authenticated user of the
at least one of the image forming apparatuses when the
authentication apparatus 1s not available to carry out the
user authentication in response to the first authentication
request;
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second sending circuitry, of at least one of the image form-
ing apparatuses, configured to send a second authent-
cation request including the authentication target infor-
mation to one registered 1mage forming apparatus when
the authentication apparatus 1s not available to carry out
the user authentication 1n response to the first authent-
cation request and the user authentication at the at least
one 1mage forming apparatus of the authentication target
information based on the stored user information of the
authenticated user of the at least one of the apparatuses
has failed; and
data creating circuitry, of at least one of the image form-
ing apparatus, configured to create an access history
data identifying the at least one of the 1mage forming
apparatuses when the at least one of the image form-
ing apparatuses does not authenticate the user at the at
least one of the 1mage forming apparatuses,
wherein the second sending circuity i1s further configured
to send the second authentication request, the authent-
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cation target information, and the access history data to
the one registered image forming apparatus, and

wherein the plurality of image forming apparatuses are the
same type of image forming apparatus.

12. The apparatus as claimed in claim 1, wherein the
authentication apparatus 1s configured to receive authentica-
tion requests from the 1mage forming apparatus and from the
at least one other image forming apparatus via the network.

13. The method as claimed in claim 6, wherein the authen-
tication apparatus receives authentication requests from the
image forming apparatus and from the at least one other
image forming apparatus via the network.

14. The authentication system as claimed 1n claim 11,
wherein the authentication apparatus recerves authentication

requests from the at least one of the 1mage forming appara-
tuses and the another 1mage forming apparatus via the net-
work.
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