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(57) ABSTRACT

A secret key generation apparatus and method are provided.
The secret key generation apparatus includes at least one
antenna, amplification/phase controllers, a transceiver, and a
random signal controller. The antenna receives a wireless
signal from a counterpart terminal that performs wireless
communication. The amplification/phase controllers control
the amplification gain and phase of the wireless signal that 1s
received via at least one antenna. The transcerver measures
the status of a wireless channel using the wireless signal
having the controlled amplification gain and phase, deter-
mines parameters based on results of the measurement, and

generates a secret key based on results of the determination.
The random signal controller controls the amplification/
phase controllers so that the amplification gain and phase are
adjusted whenever the transcerver generates a secret key.
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APPARATUS AND METHOD FOR
GENERATING SECRET KEY USING

CHANGE IN WIRELESS CHANNEL ON
WIRELESS COMMUNICATION NETWORK

CROSS REFERENCE TO RELATED
APPLICATION

This application claims the benefit of Korean Patent Appli-
cationNo, 10-2011-0134857, filedon Dec. 14, 2011, which1s

hereby incorporated by reference in its entirety into this appli-
cation.

BACKGROUND OF THE INVENTION

1. Technical Field

The present invention relates generally to an apparatus and
method for generating a secret key using a change 1n a wire-
less channel on a wireless communication network and, more
particularly, to an apparatus and method for generating a
secret key using a change 1n a wireless channel on a wireless
communication network, which change the phase and ampli-
fication gain of a wireless channel regardless of the rate of
change 1n the wireless channel, transmit and receive signals,
and generate a secret key based on a recerved signal.

2. Description of the Related Art

Recently, many encryption techniques have been applied
to and used in wireless communication systems. These
encryption techniques are problematic 1n that they have been
configured to make computation difficult rather than making
the acquisition of a key mathematically impossible, 1n order
to prevent infiltration. Once the computational ability of an
infiltrator has increased, the effect of this method 1s reduced.
Accordingly, there 1s a need fir technology that cons lets an
encryption technique that provides an absolute rather than
technology that 1s based on the assumption of computational
difficulty.

Furthermore, a centralized secret key distribution method
chuefly used 1n encryption technology 1s not suitable for an
Ad-hoc or peer-to-peer network, that 1s, a new wireless com-
munication environment. In other words, 1t 1s 1impossible to
apply the centralized secret key distribution method to a wire-
less communication environment because the wireless coms-
munication environment 1s not centrally controlled. There-
fore, a new key generation method 1s required to replace the
centralized secret key distribution method.

Meanwhile, 1n a wireless communication network, corre-
lated random sources that provide an absolute secret can be
obtained from the mformation about a wireless channel. In
particular, 11 a wireless communication system uses a Time
Division Duplex (TDD) method two users A and B who have
set up a communication link between themselves can each
obtain mformation about the same wireless channel within a
specific time. In contrast, an infiltrator who has not set up a
wireless link with the users A and B monaitors the status of a
wireless channel which rarely has a correlation with the wire-
less channel of the two users.

The two users may generate secret keys using information
about the wireless channel which 1s monitored at a specific
time 1nterval by applying this difference to the generation of
the secret keys. This key generation method 1s advantageous
in that the center does not need to distribute or generate a key
because an entity that performs communication generates a
secret key by 1tself.

The method of generating a secret key using a wireless
channel has been proposed as a method by which users who
perform wireless communication generate secret keys based
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2

on a channel impulse response which 1s naturally generated 1n
a communication link. These methods are problematic 1n that
they deteriorate the randomness of a secret key and reduce the
key generation speed because the status of a wireless channel
does not change rapidly when a user 1s not moving.

SUMMARY OF THE INVENTION

Accordingly, the present invention has been made keeping
in mind the above problems occurring 1n the prior art, and an
object of the present invention 1s to provide an apparatus and
method for generating a secret key using a change in a wire-
less channel on a wireless communication network, which
change the phase and amplification gain of a wireless channel
regardless of the rate of change 1n the wireless channel, trans-
mit and receive signals, and generate a secret key based on a
received signal.

In order to accomplish the above object, the present inven-
tion provides a secret key generation apparatus, including an
at least one antenna configured to receive a wireless signal
from a counterpart terminal that performs wireless commu-
nication amplification/phase controllers configured to control
amplification gain and phase of the wireless signal that 1s
received via at least one antenna; a transceiver configured to
measure status of a wireless channel using the wireless signal
having the controlled amplification gain and phase, to deter-
mine parameters based on results attic measurement, and
generate a secret key based on results of the determination;
and a random signal controller configured to control the
amplification/phase controllers so that the amplification gain
and phase are adjusted whenever the transceiver generates a
secret key.

The transcerver may include a transmission/reception con-
troller configured to perform control so that the secret key
generation apparatus operates 1n transmitter mode or recerver
mode; and a key generation controller configured to control
the parameters that are used to generate the secret key.

The transcerver may further include a receiver configured
to generate the secret key using the wireless signal having the
controlled amplification gain and phase when receiver mode
1s set by a switch that 1s controlled by the transmission/
reception controller.

The receiver may include a wireless channel information
collection unit configured to recerve the wireless signal hav-
ing the controlled amplification gain and phase via the switch;
a sample collection unit configured to extract information
about the wireless channel including the amplification gain
and phase by applying the wireless signal having the con-
trolled amplification gain and phase to a predetermined sam-
pling rate, and to generate quantization imnformation by per-
forming a quantization process; a wireless channel estimation
unit configured to estimate a change in the wireless channel
using the information about the wireless channel; and a key
generation unit configured to generate the secret key using the
quantization information.

The transceiver may further include a transmitter config-
ured to send the wireless signal via the at least one antenna
when the transmitter mode 1s set by a switch that 1s controlled
by the transmission/reception controller.

The key generation controller may determine whether to
perform key pairing that determines whether the secret key or
a hash value dertved from the secret key 1s identical with a
secret key or a hash value generated by the counterpart ter-
minal, and control the parameters based on the results of the
key pairing.
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The transceiver may further include a key exchange infor-
mation collection unit configured to collect and store the
results of the key pairing when the key generation controller
performs the key pairing.

In order to accomplish the above object, the present inven-
tion provides a secret key generation method, including per-
forming frame synchronization with a counterpart terminal
that performs wireless communication; recerving a wireless
signal from the counterpart terminal, and measuring long-
period wireless channel status from the wireless signal; deter-
mimng parameters to be used to generate a secret key while
taking into consideration the long-period wireless channel
status; changing a wireless channel response by controlling
amplification gain and phase of the wireless signal, and mea-
suring short-period wireless channel status based on the
changed wireless channel response; and generating the secret
key using the parameters 1n the short-period wireless channel
status.

The secret key generation method may further include
determining whether to perform key pairing that determines
whether the secret key or a hash value derived from the secret
key 1s 1dentical with a secret key or a hash value generated by

the counterpart terminal.

The determining whether to perform the key pairing may
include receiving the secret key or the hash value generated
by the counterpart terminal; 1T as a result of the determination,
it 15 determined that the secret key or the hash value dertved
from the secret key 1s 1dentical with the secret key or the hash
value generated by the counterpart terminal, generating key
determination information to provide notification that the
secret key has been determined; and transferring the key
determination information to the counterpart terminal.

The determining whether to perform the key pairing may
include 1f, as a result of the determination, 1t 1s determined
that the secret key or the hash value derived from the secret
key 1s not i1dentical with the secret key or the hash value
generated by the counterpart terminal, generating key mis-
match imnformation to provide notification that the secret key
or the hash value dertved from the secret key 1s not 1dentical
with the secret key or the hash value generated by the coun-
terpart terminal; and transferring the key mismatch informa-
tion to the counterpart terminal.

The transferring the key mismatch information to the coun-
terpart terminal may include generating a secret key again by
controlling the parameters using a predetermined error pro-
cessing method.

The generating the secret key may include controlling the
amplification gain and phase 1n a key generation cycle, with
synchronization of the amplification gain and phase being
fixed whenever a secret key 1s generated.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects, features and advantages of the
present invention will be more clearly understood from the
tollowing detailed description taken 1n conjunction with the
accompanying drawings, in which:

FIG. 1 1s a diagram schematically showing a secret key
generation apparatus for generating a secret key by changing
the phase and amplification of a wireless communication
channel according to an embodiment of the present invention;

FI1G. 2 1s a diagram schematically showing the structure of
the transcerver of the secret key generation apparatus accord-
ing to an embodiment of the present invention;

FIG. 3 1s a diagram schematically showing a receiver

shown 1n FIG. 2;
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FIG. 4 1s a graph showing an example 1n which the ampli-
fication/phase controllers of the secret key generation appa-

ratus shown in FIG. 2 change phase;

FIG. 5 1s a graph showing an example 1n which the ampli-
fication/phase controllers of the secret key generation appa-
ratus shown in FIG. 2 change amplification gain;

FIG. 6 1s a flowchart illustrating a process in which the
secret key generation apparatus generates a secret key accord-
ing to an embodiment of the present invention;

FIG. 7 1s a diagram showing a pairing process for genera-
tion keys according to an embodiment of the present inven-
tion; and

FIG. 8 1s a flowchart illustrating 1in detail the process of
performing the processing accompanying key matching in the
key pairing process of FIG. 7.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The present invention will be described 1n detail below
with reference to the accompanying drawings. Repeated
descriptions and descriptions of known functions and con-
structions which have been deemed to make the gist of the
present invention unnecessarily vague will be omitted below.
The embodiments of the present ivention are provided 1n
order to fully describe the present invention to a person hav-
ing ordinary skill in the art. Accordingly, the shapes, sizes,
etc. of elements 1n the drawings may be exaggerated to make
the description clear.

FIG. 1 1s a diagram schematically showing a secret key
generation apparatus for generating a secret key by changing
the phase and amplification of a wireless communication
channel according to an embodiment of the present invention.
Although the generation of a secret key according to an
embodiment of the present invention may be applied to two or
more terminals, FIG. 1 shows a configuration 1n which each
of two terminals each including multiple antennas changes
the phase and amplification of a wireless channel and gener-
ates a secret key using information about the changed wire-
less channel.

As shown 1n FIG. 1, a terminal 10 being used by a user A
and a terminal 20 being used by a user B according to an
embodiment of the present invention operate in transmitter
mode or recerver mode, and 1nclude secret key generation
apparatuses 100 and 200, respectively, having the same struc-
ture. Fach of the secret key generation apparatuses generates
a secret key using the information about a changed wireless
channel when the corresponding terminal operates in recerver
mode.

When the terminal 10 being used by the user A 1s set to
transmitter mode, the transcerver 110 of the secret key gen-
cration apparatus 100 generates an agreed transmission sig-
nal. The random signal controller 120 of the secret key gen-
cration apparatus 100 controls amplification/phase
controllers 130. The phase and amplification of the transmis-
s1on signal are controlled by the amplification/phase control-
lers 130, and then the transmission signal 1s transmitted via M
multiple antennas 140.

Meanwhile, when the terminal 20 being used by the user B
1s set to receiver mode, a signal transmitted by the terminal 10
1s recerved via N multiple antennas 240. The random signal
controller 220 of the secret key generation apparatus 200
controls amplification/phase controllers 230 whenever gen-
erating a secret key so that the phase and gain of the recerved
signal are controlled 1n order to improve the similarity and
randomness of the secret key. The amplification/phase con-
trollers 230 control the phase and gain of the received signal
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under the control of the random signal controller 220, and
transier the resulting signal to the secret key generation appa-
ratus 200.

When the random signal controller and the amplification/
phase controllers having the same structures as described
above am combined with the transceiver, the size and cost of
the circuits can be reduced.

FI1G. 2 1s a diagram schematically showing the structure of
the transcerver of the secret key generation apparatus accord-
ing to an embodiment of the present invention, and FIG. 3 1s
a diagram schematically showing the receiver shown 1n FIG.
2.

As shown 1n FI1G. 2, since the transceivers of the secret key
generation apparatuses 100 and 200 according to the embodi-
ment of the present ivention have the same structure, the
transceiver 210 of the secret key generation apparatus 200
will be described 1n detail below.

The transcerver 210 includes a transmission/reception con-
troller 211, a switch 212, a transmuitter 213, a receiver 214, a
key generation controller 215, and a key exchange informa-
tion collection unit 216.

The transmission/reception controller 211 controls the
switch 212 so that the secret key generation apparatus 200
may be selectively set to transmitter mode and receiver mode.
That 1s, 11 1t 15 desired to operate the secret key generation
apparatus 200 1n transmitter mode, the transmission/recep-
tion controller 211 performs control so that the switch 212 1s
connected to the transmitter 213. Furthermore, 11 1t 1s desired
to operate the secret key generation apparatus 200 1n receiver
mode, the transmission/reception controller 211 performs
control so that the switch 212 1s connected to the receiver 214.

The switch 212 1s connected to the transmitter 213 or the
receiver 214 under the control of the transmission/reception
controller 211.

The transmitter 213 includes a signal generator 2131.
When the transmitter 213 has been connected to the switch
212 so that transmitter mode has been set, the transmitter 213
sends a wireless signal to the multiple antennas 240. That 1s,
if the secret key generation apparatus 200 1s operating 1n
transmitter mode, the signal generator 2131 sends a previ-
ously agreed signal to each of the multiple antennas 240 via
the random signal controller 220.

When the recerver 214 has been connected to the switch
212 so that receiver mode has been set, the receiver 214
receives a wireless signal via the multiple antennas 240 and
generates a secret key.

More specifically, referring to FIGS. 2 and 3, the receiver
214 includes a wireless channel information collection unit
2141, a sample collection unit 2142, a wireless channel esti-
mation unit 2143, and a key generation unit 2144.

The wireless channel information collection unit 2141
receives a wireless signal, that 1s, wireless channel analog
information, recerved via the multiple antennas 240, via the
random signal controller 220. The wireless channel informa-
tion collection unit 2141 transiers the wireless signal to the
sample collection unit 2142.

The sample collection unit 2142 receives the wireless sig-
nal from the wireless channel information collection unit
2141, and extracts information about a wireless channel,
including the amplification gain and phase of the wireless
signal, from the wireless signal by applying the wireless
signal to a set sampling rate. The sample collection unit 2142
transiers the extracted information about the wireless channel
to the wireless channel estimation unit 2143. Furthermore,
the sample collection unit 2142 extracts quantization infor-
mation from the wireless signal by performing a quantization
process on the wireless signal using a set quantization level
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function. The sample collection unit 2142 transfers the
extracted quantization information to the key generation unit

2144.

The wireless channel estimation unit 2143 receives the
information about the wireless channel from the sample col-
lection unit 2142. Furthermore, the wireless channel estima-

tion unit 2143 estimates a future change 1n the wireless chan-
nel using the information about the wireless channel. The
wireless channel estimation unit 2143, with the key genera-
tion controller 215 and the random signal controller 220,
shares a rate of change in the wireless channel based on
information about past and current wireless channels and
information about the estimated wireless channel.

The key generation unit 2144 recerves the quantization
information from the sample collection umit 2142 and gener-
ates a secret key using the recerved quantization information.
Here, speed and a key generation function, that 1s parameters
used in the generation of the secret key, are controlled by the
key generation controller 215.

Referring back to FIG. 2, when receiver mode has been set,
the key generation controller 215 controls the parameters
used to generate a secret key by controlling the key generation
unmit 2144 of the receiver 214. Here, the parameters include
the length of the secret key, a sampling rate (i.e., the number
of samples per unit time), a key generation cycle (1.e., an
amplification gain and a phase change cycle), and a quanti-
zation level (1.e., the size of a unit generation secret key).
Furthermore, the key generation controller 215 determines
whether key pairing 1s required.

Key pairing 1s the process of comparing one’s own secret
key (hereinaiter used interchangeably with a *“‘generation
key”) with a counterpart secret key and then determiming
whether to use the generation key. The key pairing process 1s
performed when a generation key 1s not identical with a
counterpart secret key or when 1t 1s required to check a secret
key directly. Here, whether the generation key and the coun-
terpart secret key are 1identical with each other may be deter-
mined by sending a generation key at an agreed time to a
counterpart terminal. Furthermore, in the key pairing process,
keys may be exchanged using exchange algorithms, such as
the Diflie-Hellman key exchange algorithm, 1n order to pre-
vent the keys from being exposed to the outside. In addition,
whether the generation keys of two users are 1dentical with
cach other may be determined by sending hash values dertved
from the generation keys, instead of the generation keys.

The key exchange information collection unit 216 collects
the results of the key pairing performed by the key generation
controller 215, and stores the collected results.

A process in which the secret key generation apparatus 100
of the terminal 10 being used by the user A and the secret key
generation apparatus 200 of the terminal 20 being used by the
user B generates secret keys in receiver mode according to an
embodiment of the present invention will be described 1n
detail below. Assuming that the phase 1s a randomly gener-
ated phase ¢"*=¢, and, that when each of two users A and B
uses multiple antennas, a wireless channel generated by a pair
of antennas 1and j of the users A and B1s h,, an antenna phase
and an amplification gain randomly generated by the 1-th
antenna of the user A are ® ,, and g ., an antenna phase and an
amplification gain randomly generated by the j-th antenna of
the user B are @, and g5., and pieces of noise recerved by the
two users A and B are n , and nj, the sums r, and r, of the
intensities of respective reception signals collected by the
wireless channel information collection units 2141 of the
secret key generation apparatuses 100 and 200 of the two
users A and B are expressed by the following Equation 1:
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I1 the pieces of noise n , and ng, recerved by the two users A
and B are small, the state r ,~r, 1s brought about, and thus the
reception signal intensifies that the two users A and B can
obtain are similar.

In other to reduce the influence of pieces of noise recerved
by the two users A and B, a reception apparatus for reducing
reception noise by summing signals received via the multiple
antennas, increasing the number ot samples 2r , to be used to
generate a secret key, or minimizing reception noise, such as
an LNA, may be used.

During the above-described key generation cycle, when the
secret key generation apparatus 200 of the terminal 20 oper-
ating 1n receiver mode collects a predetermined number of
samples and determines a reception signal based on the pre-
determined number of samples, the secret key generation
apparatus 200 of the terminal 20 normalizes the intensity of
the reception signal because the average reception signal may
aifect the generation of a secret key. That 1s, the secret key
generation apparatus 200 generates a secret key by applying
a predetermined quantization method to value r,/r, that is
obtained by dividing the intensity r , of the reception signal by
the average intensity r, of the reception signal of the user A.
Furthermore, the secret key generation apparatus 200 may
directly use the secret key to perform encryption and decryp-
tion, or may perform encryption and decryption using the
value of the secret key as the seed value of password operation
mode.

FI1G. 4 1s a graph showing an example 1n which the ampli-
fication/phase controllers of the secret key generation appa-
ratus shown 1n FIG. 2 change phase, and FIG. 5 1s a graph
showing an example 1n which the amplification/phase con-
trollers of the secret key generation apparatus shown 1n FIG.
2 change the amplification gain.

Referring to FIG. 4, the amplification/phase controllers
230 of the secret key generation apparatus 200 according to
an embodiment of the present invention change the phase of
a signal under the control of the random signal controller 220
when there 1s a change 1n the phase of the signal, and display

the changed phase. For example, when the phase 1s changed
from at m/3 1n interval 0-t1 to 4m/3 1n the interval t1-12, the
amplification/phase controllers 230 change the phase 1nto a
phase corresponding to 47/3. In the same manner, when the
phase 1s changed to i in interval t2-13, the amplification/phase
controllers 230 change the phase into a phase corresponding
to ;. In the same manner, the amplification/phase controllers
230 change the phase 1n accordance with changes over the
remaining interval (t3-t5), and display the changed phases.
Meanwhile, referring to FIG. 5, when there 1s a change in
the amplification gain, the amplification/phase controllers
230 change the amplification gain and display the changed
amplification gain. When the maximum amplification gain 1s
fixed to Max and then the amplification gain 1s changed from
Max/6 1n 1terval (0-tl1) to 4 Max/6 in interval (t1-12), the
amplification/phase controllers 230 change the amplification
gain to an amplification gain corresponding to 4 Max/6 and
display the changed amplification gain. In the same manner,
when the phase 1n the time t2-t3 1s changed into Max/2, the
amplification/phase controllers 230 change the phase to an
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amplification gain corresponding to Max/2 and display the
changed amplification gain. In the same manner, the ampli-
fication/phase controllers 230 change the amplification gain
in accordance with changes over the remaining 1nterval (13-
t5), and display the changed amplification gains.

FIG. 6 1s a flowchart 1llustrating a process 1 which the
secret key generation apparatus generates a secret key accord-
ing to an embodiment of the present invention. In FIG. 6, 1t 1s
assumed that the terminal 10 of the user A using the multiple
antennas operates as a transmitter, the terminal 20 of the user
B operates as a receiver, and then they generate secret keys.

Refining to FIGS. 1 and 6, in the embodiment of the present
invention, i order to mnitialize the terminal 10 transmitting a
signal and the terminal 20 recerving a signal to an 1nitializa-
tion process of generating a secret key, a counterpart’s frame
synchronization 1s obtained and the frames of the secret key
generation apparatus 100 ofthe terminal 10 and the secretkey
generation apparatus 200 of the terminal 20 are synchronized

at step 5100.

The secret key generation apparatus 100 of the terminal 10
operates 1n transmitter mode, and sends a wireless signal
including a pilot signal. Here, in the case of an OFDM system,
a wireless signal in which a pilot signal 1s distributed over a
frequency subcarrier in a predetermined pattern 1s transmaitted
via the multiple antennas. In the case of a CDMA system, a
wireless signal 1n which an orthogonal code 1s allocated to the
pilot signal 1s transmitted via the multiple antennas.

Thereatter, the secret key generation apparatus 200 of the
terminal 20 operating 1n reception mode recerves the wireless
signal including the pilot signal and measures the status of a
long-period wireless channel (hereinafter referred to as
“long-period wireless channel status™) from the recerved
wireless signal at step S110. More specifically, the secret key
generation apparatus 200 measures the current wireless chan-
nel status, monitors the wireless channel status over a long
period, and then measures the long-period wireless channel
status. The secret key generation apparatus 200 estimates a
coherence time and a frequency 1n order to measure the long-
period wireless channel status.

The secret key generation apparatus 200 determines
parameters to be used to generate a secret key while referring
to the coherence time and frequency estimated from the long-
period wireless channel status and a Signal to Noise Ratio
(hereimafiter referred to as an “SNR”) at step S120.

For example, when the intensity of the SNR 1s high, the
secret key generation apparatus 200 may reduce the sampling
rate or the key generation cycle, or increase a quantization
level 1n order to increase the key generation speed.

In contrast, when the intensity of the SNR 1s low, the secret
key generation apparatus 200 may increase the sampling rate
or the key generation cycle, or reduce the quantization level in
order to lower the generation key error rate indicative of the
probability of generating another secret key between the ter-
minals. Here, 1n order to maintain similar wireless channel
status between the terminals, the coherence tune during
which the secret key 1s generated must be longer than the
length of the key generation cycle.

As another example, the parameters may be determined
based on an average SNR between the terminals. Further-
more, 1I average wireless channel status 1s changed, the
parameters may be reset based on the changed SNR value.

In the above-described process of determining the param-
eters, one of the two terminals may function as the master and
play a leading role 1n determining the parameters. Alterna-
tively, the terminals may share information about a wireless
channel and determine the parameters via negotiation.
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After the parameters to be used to generate a secret key
have been determined 1n the long-period wireless channel
status at step S120, the secret key generation apparatus 200
changes a wireless channel response by controlling the phase
and amplification gain of the signal at a specific interval and
measures short-period wireless channel status at step S130.
Furthermore, the secret key generation apparatus 200 gener-
ates a secret key using the length of the secret key, the sam-
pling rate, and a quantization method that are determined in
the short-period wireless channel status at step S140. That 1s,
the secret key generation apparatus 200 generates the secret
key by controlling the phase and amplification gain of the
signal 1n the key generation cycle, with the synchromization of
the amplification gain and phase being fixed whenever the
secret key 1s being generated.

After the generation of the secret key has completed as
described above, each of the users uses the generation key
directly to perform encryption and decryption, or uses the
generation key as the seed value 1n password operation mode.
Furthermore, if desired, whether key pairing with a counter-
part terminal 1s required 1s determined at step S150.

I, as a result of the determination at step S1350, it 1s deter-
mined that the key pairing with the counterpart terminal 1s
requited, the secret key generation apparatus 200 performs
the key pairing that determines whether the generation key 1s
identical with the secret key of the counterpart terminal at step
S160.

The secret key generation apparatus 200 determines
whether it 1s necessary to control the parameters based on the
results of the key pairing at step S170.

If as a result of the determination at step S170, 1t 1s deter-
mined that 1t 1s necessary to control the parameters, the secret
key generation apparatus 200 returns to step S110, at which
the secret key generation apparatus 200 resets the parameters
by monitoring long-period wireless channel information. I
as a result of the determination at step S170, 1t 1s determined
that it 1s not necessary to control the parameters, the secret key
generation apparatus 200 determines whether the secret key
has been sulliciently generated at step S180.

If as a result of the determination at step S180, it 1s deter-
mined that the secret key has not been adequately generated,
the secret key generation apparatus 200 returns to step S130,
at which the secret key generation apparatus 200 measures
short-period wireless channel status. If, as a result of the
determination at step S180, 1t 1s determined that the secretkey
has been adequately generated, the secret key generation
apparatus 200 terminates the process ol generating a secret
key.

FI1G. 7 1s a diagram showing a pairing process for generat-
ing keys according to an embodiment of the present mven-
tion. In FIG. 7, the wireless communication of the terminals
of the two users 1s carried out 1n TDD mode or 1n similar
mode, and the same wireless frequency 1s alternately
switched to transmitter mode or receiver more over time
depending on the structure of the transceiver of FIG. 2.

As shown 1n FIG. 7, the secret key generation apparatus
100 of the user A using the multiple antennas and the secret
key generation apparatus 200 of the user B using the multiple
antennas according to the embodiment of the present mnven-
tion generate respective secret keys by performing sampling,
and quantization processes using information about the wire-
less channel received via the multiple antenna at steps S200
and S210.

Furthermore, one of the two users sends the generation key
or a hash value derived from the generation key in a prede-
termined order. Here, it 1s assumed that the user A first sends
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the generation key or a hash value derived from the generation
key to the terminal of the user B.

Once the secret key generation apparatus 100 of the user A
has sent the generation key or the hash value derived from the
generation key to the secret key generation apparatus 200 of
the user B at step S220, the secret key generation apparatus
200 of the user B determines whether 1ts own secretkey or the
hash value dertved from the generation key 1s 1dentical with
the recerved generation key or the recerved hash value derived
from the generation key and generates key matching infor-
mation based on a result of the determination at step S230.

The secret key generation apparatus 200 of the user B sends
its own secret key and the key matching information to the
secret key generation apparatus 100 of the user A at step S240.

Each of the secret key generation apparatuses 100 and 200
of the user A and the user B determines whether 1ts own
generation key or a hash value derived from the generation
key 1s 1dentical with the generation key or hash value of the
counterpart, and determines that its own generation key or the
hash value 1s a secret key it as a result of the determination, 1t
1s determined that the former generation key or hash value 1s
identical with the latter generation key or hash value.

I1, as a result of the determination, 1t 1s determined that the
former generation key or hash value 1s not identical with the
latter generation key or hash value, each of the secret key
generation apparatuses 100 and 200 repeats the above-de-
scribed procedure or generates a secret key again by control-
ling the parameters based on the key error rate at steps S250
and S260.

FIG. 8 1s a flowchart illustrating 1n detail the process of
performing the processing accompanying key matting 1n the
key pairing process of FIG. 7.

As shown 1n FIG. 8, the wet key generation apparatus 100
of the user A using the multiple antennas according to the
embodiment of the present invention recerves a secret key or
a hash value dertved from the secret key, which 1s generated
by the user B via sampling and quantization processes using
the information about a wireless channel at step S300.

The secret key generation apparatus 100 determines
whether 1ts own secret key 1s 1dentical with the recerved secret
key or whether its own hash value 1s i1dentical with the
received hash value at step S310.

I1, as a result of the determination at step S310, 1t 1s deter-
mined that 1ts own secret key 1s 1dentical with the recerved
secret key or 1ts own hash value 1s 1dentical with the received
hash value, the secret key generation apparatus 100 deter-
mines that 1ts own secret key or hash value 1s a secret key at
step S320, generates key determination information in order
to provide notification that the secret key has been deter-
mined, and sends the key determination information to the
secret key generation apparatus 200 of the user B at step S330.

If, as a result of the determination at step S310, it 1s deter-
mined that its own secret key 1s 1dentical with the received
secret key or its own hash value 1s identical with the received
hash value, the secret key generation apparatus 100 generates
key mismatch information in order to provide notification that
the keys do not match each other and sends the key mismatch
information to the secret key generation apparatus 200 of the
user B at step S340. The secret key generation apparatus 100
generates a secret key again by controlling the parameters at
step 5350.

As described above, 1n the embodiments of the present
invention, the phase and amplification of a wireless commu-
nication channel are changed, signals are transmitted and
received, and a secret key 1s generated based on a received
signal. Accordingly, a secret key may be randomly generated
regardless of the rate of change 1n the wireless channel of a
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terminal. As a result, even when a terminal stops or 1s moving,
at low speed, 1t 1s possible to generate a secret key while
improving randomness.

Furthermore, 1n the embodiments of the present invention,

multiple antennas are used, so that a maximum amount of 5

information required to generate a secret key can be obtained
via various wireless channels and then a secret key can be
generated at high speed.

Furthermore, in the embodiments of the present invention,
in the case where the same secret key 1s not generated because
of a change 1n a wireless channel and reception noise, the key
generation error rate can be reduced by controlling the param-
cters used to generate a secret key depending on the wireless
channel status or by performing a key pairing process.

Although the preferred embodiments of the present inven-
tion have been disclosed for illustrative purposes, those
skilled 1n the art will appreciate that various modifications,
additions and substitutions are possible, without departing
from the scope and spirit of the invention as disclosed 1n the
accompanying claims.

What 1s claimed 1s:

1. A secret key generation apparatus comprising;:

at least one antenna configured to receive a wireless signal
from a counterpart terminal that performs wireless com-
munication;

amplification/phase controllers configured to control
amplification gain and phase ol the wireless signal that 1s
recerved via the at least one antenna;:

a transcerver configured to measure status of a wireless
channel using the wireless signal having the controlled
amplification gain and phase, to determine parameters
based on results of the measurement, and generate a
secret key based on results of the determination; and

a random signal controller configured to control the ampli-
fication/phase controllers so that the amplification gain
and phase are adjusted whenever the transceiver gener-
ates a secret key,

wherein the transceiver comprises:

a transmission/reception controller configured to perform
control so that the secret key generation apparatus oper-
ates 1n transmitter mode or receiver mode; and
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a key generation controller configured to control the
parameters that are used to generate the secret key, and

wherein the key generation controller determines whether
to perform key pairing that determines whether the
secret key or a hash value derived from the secret key 1s
identical with a secret key or a hash value generated by
the counterpart terminal, and controls the parameters
based on results of the key pairing.

2. The secret key generation apparatus as set forth 1n claim

1, wherein the transceiver further comprises a receiver con-
figured to generate the secret key using the wireless signal
having the controlled amplification gain and phase when
receiver mode 1s set by a switch that 1s controlled by the
transmission/reception controller.

3. The secret key generation apparatus as set forth in claim

2, wherein the receiver comprises:

a wireless channel information collection unit configured
to receive the wireless signal having the controlled
amplification gain and phase via the switch;

a sample collection unit configured to extract information
about the wireless channel including the amplification
gain and phase by applying the wireless signal having
the controlled amplification gain and phase to a prede-
termined sampling rate, and to generate quantization
information by performing a quantization process;

a wireless channel estimation unit configured to estimate a
change in the wireless channel using the information
about the wireless channel; and

a key generation unit configured to generate the secret key
using the quantization information.

4. The secret key generation apparatus as set forth in claim

1, wherein the transceiver further comprises a transmitter
configured to send the wireless signal via the at least one
antenna when the transmitter mode 1s set by a switch that 1s
controlled by the transmission/reception controller.

5. The secret key generation apparatus as set forth 1n claim

1, wherein the transceiver further comprises a key exchange
information collection unit configured to collect and store the
results of the key pairing when the key generation controller
performs the key pairing.
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