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FIG.4

14D

(ACCESS DESTINATION DATA TO INTERNAL
INFORMATION)

(DATA FORMAT OF INTERNAL INFORMATION)

(ACCESS AUTHENTICATION DATA TO
INTERNAL INFORMATION)

(ACCESS DESTINATION CONVERSION DATA
TO INTERNAL INFORMATION)




US 9,032,541 B2

Sheet S of 9

May 12, 2015

U.S. Patent

L]

NO | IVIWHOAN

(VIVO J943W) NOILVAMONI — gp)g indino 4 | o GOl
oS v Mh<mwumm i zc_hmwromz_ DN 10 1A0Yd
¢ NOTLVIRE0ANT 29¢3 J31V¥INID ¥IJSNvAL - )
GLIS “lsS (NOI LYWMOAN| TYN¥3LX3) ISNOdSIy
7118, (ON1113S SS300V) NOILVWHOINI TYNYILXI JHINOJY 0L LS3INOIM
s3A| [C(NOTLVWNOINT DNIGNOASIE0D ~| | eLLS
A INO) NOTLYIHOIN |
SEHAL ON  (M0y¥3) m_mzo,n_wmm AR
OLIS._
L1LS SdA
“(ONI1L13S SS300V)
NO | LYIWHOAN | E01VA ONILLIS $SIOOV o
341NDOV -
S3A
0l 1S3no3y o0LS
INO | LYINHON
TVNYILNI OL HNILL13S AN
$S390Y
BOLS “NOTLVIWIOINT DN1Q1ACHd L01S
J1VYINID 01 LSANDIN |
IAI.II" ———————————————————
oN | 1oNSNGD AN | [ @TnaoR NI LVEaND AN
4l N “ONN4 HN| LV4INID
“ (0¥¥3) ISNOISTY ON \_NOI LYWHON|
INIQIA
-0¥d
201S_. (NOILONNJ HNILY¥INID) -
YIAYIS TYNY¥3LX3 01 SSI0OV NO1LVWHOINI 3aIAOYd 0L
01 1S3N03Y  (GYOINMOA I INAOK)
e ] S e b oba et ol tielrefoms Rl el el Moottt mledieebady ooy —~y m——————————————-—7
[¥3A¥3S TYNEIINI [~ 008 T TVNIWL DN Sy T ERR TTIEINE

III'llli'll'lIIIIIIIIIIIII!’!.‘II.....I.I.I..I..Il.-l.l.I.l_I.I..I.I.I.-I-.._._II-I.IIIIIIIIIIIIII'I-'IIIIII!II

.II!*II.II.IIIIII



US 9,032,541 B2

Sheet 6 of 9

May 12, 2015

U.S. Patent

m ] |
| oS oa | ... | (O ¥3AYIS () ¥3AY3S | ... ?& HIAYIS
B Rl TYNYILN] TYNYILNI TYNYILNI
_ _ - L
0085 5002 q00z- | 2002-
e -
N
|

m HIAYIS m

| TvNyaLXa |

oo’ m

. s
90l

e e e s s kil *llll:'lllllllllllll!illIIl'iill'll'llllltl’llll"l.l_.I.I.I_I.l.l_.t..l-_-_.I.I_I_.I_I.III.IIIIIIIIIII'IIIII'*‘IIIII:III!II
T T S - .

TYNINY L
001
an

il B bk ekl slakis ghees iy phiker g kinks s dngie pie e T T Y A T T TR S T T

[ =9



US 9,032,541 B2

Sheet 7 0of 9

May 12, 2015

e L GEERE AN B L. A S S aan aam amh i s aeh sss Bl oein ses Gesh ebils shibin B siell. B EEL OEDD DD BEDD- BDDD- G E O UHD- R D BB D DD OB OB OB L BBDD- DB DT T AL DD DS GEEpE  EENL. BEEIN SEEEL BEEEE SN SEEE I Gy g . S B R - P I AEEE. P R G G S - -

U.S. Patent

S — | X
8 L [ onife v L3y LYvd ) — — 14vd DNINIVLIY] !
| () “ oNIOYNYIN | | L4Yd DNIDVNVH X
mm YNNI LN m TYNHA LN NN m “ ON | L13S SSADIV | ON{114S SS330V mm
RbGahhy 7 el 4 ¥
_ 2048 077 21l _ “ vl m m
R [ pe—— RN TV
N L4Yd DN IDYIN _ X
1| | NOILVINOANI Q3dInooy [~ C€Ch | G3LVEINID |
| /| gl/ !
e N L¥Vd DN 1d1N0IV i (!
- [V 0| | NOTLVINHOANT TYNY3LX3 [ !
_ “ : Ldvd ...aj _ " | - - _ !
X (9) “ ININIV13d ON TOYNYI | | — . !
' 'NO1LYWYOAN | -—{NOI1 LYWHOANT fe» \ 31 g Ny e | | 1| | (0 HOLO3NNOD) | X
CUYNYAIND ¢ | TYNEELN] LR IND || L¥vd ONTEINDOY i oz DI
R ] —~ | 11| ([ NOILVNHOINT TYNMILNI | | |
- 4aee- az7 q1¢ o] (9 40L9INNOI) | ¥
e et —T  1HYd ONIYINODY L TQl2] %
- 1| 1| NOILYWHOINI TVNYILINI |/ | ¢ !
100¢ ] (V ¥0L1D3INNOD) | )
——PH  1¥vd DNIYINDIY  p} cBLEI X
2002 4 | |[NOILVNHOANIT TVNMAINI |\ | | X
e e EE R R heeea |0 1MVd DNIMINGDY {4 IEE k
e . wvd Y T |1 0|1 NOILVWMOANT TYNYALNI © | |
m mzo | Cmaw_o AN m zwfﬁ_\_‘ﬂmwm_ <> c_zmw«w_,_% l.ml m w 14Vd DNI LVYINTD m LAVLS] uzzo_ﬁmw_H:“o:o% m w
¥ " NO| LVWHOAN| [~ ' | a : X
L IYNGEIND | YNGAIN] TYNYIINT | 1 0 NOTIVIaONT 7 ONI LYHINTD |1 &
R : e B A | |/INOI LYWHOINI |+
 Caee 22 ¢ N 3
3 . Lo _
H -~



U.S. Patent May 12, 2015 Sheet 8 of 9 US 9,032,541 B2

F1G.8

INFORMATION
GENERATING PROCESS

ACCEPT
INFORMATION GENERATING
REQUEST?

YES

| ACQUIRE ACCESS SETTING ™— 5202

5203

S201

NO

NO

ACCESS SETTING
& VALID SETTING?

YES
SELECT INTERNAL INFORMATION ACQUIRING I’” o0

| PART (CONNECTOR) USED WHEN ACQUIRING
INTERNAL INFORMATION

5205

ACQUIRING PART
(CONNECTOR) SELECTED?

ACCESS INTERNAL SERVER 3206
(ACCESS FROM SELECTED CONNECTOR)

ACQUIRE INTERNAL INFORMATION 5207

i

ACCESS EXTERNAL SERVER l/\/ 5208
| ACQUIRE EXTERNAL INFORMATION ™ 5209

v

MERGE INFORMATION & GENERATE PROVIDING
INFORMATION 5210

, S
r TRANSFER PROVIDING INFORMATION |~ S211

END



US 9,032,541 B2

Sheet 9 of 9

May 12, 2015

U.S. Patent

e s s e bl skl willh O IS AN A A AT T S AT TS W W Yee S SRR - - - e e e e

IIlllllillllll!“Illll'lllllllllllllIIII‘.III""IIIll.!.|IIIIII!1IIIIIIIII‘III

£dl

¢el

YA

=
)
\
r
/
/

DNINIV1d4
NO| LVIWJOAN |
TVYNJdLXd

|

IR AN e -

r——_-——-*&_“m-ﬁ

e S T

(NOI LYWHOANI
J1714nd)
NOI| LVINHOAN |
1YNYSLX

'IIIIIIIEII'llllillllllli!illllI...I-.-I.I.lIIIIIllrllll_.l..l..llll.l.l...l!jlllll'llllllllll'.

_...._..__..r.........l

14Vd DONITOVNVIA
NO I 1VAHO-N |
ONIL1dS $5J00V

o EEEE——

T T
14Vd 9NINIV1dY

NO| LVNHOAN
DNI11134S SSJ90V

LHVd DNIDYIN |
NO ! 1VIWHOANI

034 1 NIV

14vd DN 1NOJV

NO | LVWHONI
1YNY3 1 X3

1HVd DNIYI1N09Y

NO 1 LYWHOAN|
TYNYIINI

14vVd ON| LVHINID
NO | LVINHOAN |

14Vd DNIDVNVAA
NO T 1VRHOIN|

YNNI LY3
17

~Aey

1dvd 1Md1No
NO I LVINJO AN

d31VYdINdD

1d4Vd IONIDVNVIN
NOILVNHOANI [«

llllllllllllllllllll J

1VNY4LNI

14vd DNIHINOOV
NO|LONNd

ON | LYHANTY)
NO! LVINHOAN|

el e LN I I NN I ML DL G e e aam ] mas s m GRS BN N BEE BEE W aEm e vk o AN A BN B aml ane el AL AEE SEE EEE SR TN A AT T T N

et ki e o aam EaE EEE EEm wmy ovml e S SpaE SEEE s aamm mhek il ik Gl AEE AEE DN EEF EES D BN AW WY T Ear am mmer el mmin die Gl ol A EEER  DEDR I

h 4
1dVd UNId1AQYd
NO [ LONM
ON [ LVYINID
NOI 1VINHOAN

J1NAON |
ONILVYINTY
NOILVINHOAINT |

}

(NO | LYWHOAN
F4NO4S)
NOI 1VINHO AN
TVNYTLN]

ONINIV13d
NO| LVWJOAN|
TVNYALIN|

¢é

“~_-00F

o
{
L
Li]
p

IIIII-IIIIIIIIIi!illll!lilll—lllllll'II‘IIIIIII‘III.I..I_IllIlllllliIII'III'I'!'I'IIE

_

6 Ol



US 9,032,541 B2

1

INFORMATION PROCESSING SYSTEM,
INFORMATION PROCESSING APPARATUS,
AND COMPUTER-READABLE STORAGE
MEDIUM

CROSS-REFERENCE TO RELAT
APPLICATIONS

gs
w

This application 1s a Continuation Application of the U.S.
patent application Ser. No. 13/180,257 filed on Jul. 11, 2011,
and 1s based upon and claims the benefit of priority of the
Japanese Patent Application No. 2010-162467 filed on Jul.
20, 2010, 1n the Japanese Patent Office, the entire contents of
which are imcorporated herein by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an information processing,
apparatus connected to an external network, and an 1nforma-
tion processing system in which information processing
apparatuses connected to an internal network perform an
interaction or a linked operation. The present invention also
relates to a non-transitory computer-readable storage
medium that stores a program which, when executed by a
computer, causes the computer to perform a process of the
information processing apparatus or the information process-
ing system. The present invention further relates to an infor-
mation processing method to be implemented 1n the informa-
tion processing apparatus or the information processing
system.

2. Description of the Related Art

Recently, in an environment (user environment) in which
an 1mage processing apparatus 1s itroduced, a manufacturer
of the 1image processing apparatus provides a service (for
example, a MPS (Managed Print Service)) to support opera-
tion and management of equipments that are introduced, via
an external network (for example, a WAN (Wide Area Net-
work)) such as the Internet.

According to the above service, external information (for
example, public information such as “equipment name” and
“model name™) managed 1n a manufacturer environment 1n
the external network and internal information (for example,
secure information such as “utilization log”) are merged, to
provide information that 1s related to the equipment operation
and management and is useful to the user. In this case, the
internal information that 1s managed by an internal server set
up within the user environment 1s once collected via the
external network by the an external server set up within the
manufacturer environment. The internal information 1s
merged with the external information and provided to the user
when there 1s a request to provide the information.

However, unlike the external information that 1s public
information, the internal information 1s secure information.
For this reason, an authentication process may be required
when an access 1s made from the external server to the internal
server or, an enciphered communication (for example, SSL
(Secure Sockets Layer)) may be required when a communi-
cation 1s made between the external server and the internal
server, 1n order to acquire the internal information.

For example, a Japanese Laid-Open Patent Publication No.
2001-60235 proposes a method of performing a secure finan-
cial transaction that uses a VPN (Virtual Private Network), an
enciphered communication, an authentication process, and
the like 1mn order to improve the security of transaction
exchanged via the network.
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2

However, according to the conventional method, it 1s a
precondition that the external server collects and manages the

internal information, regardless of the security technology
used. As a result, the internal information that 1s secure infor-
mation 1s exchanged via the external network, and thus, there
1s a risk of information leak via the external network.

For the above security reasons, some users have decided
not to use the above service that supports operation and man-
agement ol equipments that are introduced.

SUMMARY OF THE INVENTION

Accordingly, 1t 1s a general object 1n one embodiment of
the present 1invention to provide a novel and useful informa-
tion processing system, information processing apparatus,
information processing method, and non-transitory com-
puter-readable storage medium, 1in which the problem
described above may be suppressed.

Another and more specific object 1n one embodiment of the
present mnvention 1s to provide an mformation processing
system, an information processing apparatus, an information
processing method, and a non-transitory computer-readable
storage medium, that may provide security of internal infor-
mation 1n a user environment and provide information using
external information and the internal information.

According to one aspect of the present invention, there 1s
provided an information processing system comprising an
external system comprising a first information processing
apparatus configured to manage public external information
retained 1n a first storage region, and provide a software
service; and an internal system, coupled to the external sys-
tem via a data channel, and comprising a second information
processing apparatus configured to manage secure internal
information retained in a second storage region, and a third
information processing apparatus configured to output infor-
mation to be provided by the soitware service, wherein the
first information processing apparatus comprises an informa-
tion generating function providing part configured to send to
an acquisition request source an information generating mod-
ule for generating the information to be provided, and provide
an information generating function, and wherein the third
information processing apparatus comprises an information
generating function acquiring part configured to receive the
information generating module and acquire the information
generating function; and an information generating part con-
figured to generate the information to be provided, by execut-
ing the information generating module, using the external
information acquired from the first information processing
apparatus and the internal information acquired from the
second information processing apparatus.

According to another aspect of the present invention, there
1s provided an information processing system comprising an
external system comprising a first information processing
apparatus configured to manage public external information
retained 1n a first storage region, and provide a software
service; and an internal system, coupled to the external sys-
tem via a data channel, and comprising a second information
processing apparatus configured to manage secure internal
information retained 1n a second storage region and output
information to be provided by the soitware service, wherein
the first information processing apparatus comprises an infor-
mation generating function providing part configured to send
to an acquisition request source an iformation generating
module for generating the information to be provided, and
provide an information generating function, and wherein the
second information processing apparatus comprises an infor-
mation generating function acquiring part configured to
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receive the information generating module and acquire the
information generating function; and an iformation gener-
ating part configured to generate the information to be pro-
vided, by executing the information generating module, using
the external information acquired from the first information
processing apparatus and the internal information acquired
from the second information processing apparatus.

According to still another aspect of the present invention,
there 1s provided an information processing apparatus com-
prising a managing part configured to manage public external
information retained in a first storage region, to provide a
software service; and an information generating function pro-
viding part configured to provide an information generating,
function, wherein the information processing apparatus 1s
coupled via a data channel to an internal system comprising a
first information processing apparatus configured to manage
secure 1nternal information retamned in a second storage
region, and a second information processing apparatus con-
figured to output information to be provided by the software
service, and wherein the information generating function pro-
viding part sends to the second information processing appa-
ratus an information generating module for generating the
information to be provided, using the external information
acquired from the second information processing apparatus
and the iternal information acquired from the first informa-
tion processing apparatus, 1 response to an acquisition
request from the second information processing apparatus.

According to a further aspect of the present invention, there
1s provided an information processing apparatus comprising a
managing part configured to manage public external infor-
mation retained 1n a first storage region, to provide a software
service; and an information generating function providing
part configured to provide an information generating func-
tion, wherein the information processing apparatus is coupled
via a data channel to an internal system comprising another
information processing apparatus configured to manage
secure 1nternal information retamned in a second storage
region and output information to be provided by the software
service, and wherein the information generating function pro-
viding part sends to the other information processing appa-
ratus an information processing module for generating the
information to be provided, using the external information
managed in the information processing apparatus and the
internal mformation managed 1n the other information pro-
cessing apparatus, 1n response to an acquisition request from
the other information processing apparatus.

According to another aspect of the present invention, there
1s provided a non-transitory computer-readable storage
medium which stores a program which, when executed by a
computer, causes the computer to perform a process 1n an
information processing system, wherein the information pro-
cessing system comprises an external system including a first
information processing apparatus configured to manage pub-
lic external information retained 1n a first storage region, and
provide a soltware service, and an internal system, coupled to
the external system via a data channel, and including a second
information processing apparatus configured to manage
secure internal information retained i1n a second storage
region, and a third information processing apparatus config-
ured to output information to be provided by the software
service, wherein the process comprises a procedure causing
the first information processing apparatus to function as an
information generating function providing part configured to
send to an acquisition request source an information gener-
ating module for generating the information to be provided,
and provide an information generating function; and a proce-
dure causing the third information processing apparatus to
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function as an information generating function acquiring part
configured to receive the information generating module and

acquire the information generating function; and a procedure
causing the third information processing apparatus to func-
tion as an information generating part configured to generate
the mnformation to be provided, by executing the information
generating module, using the eternal information acquired
from the first information processing apparatus and the inter-
nal information acquired from the second information pro-
cessing apparatus.

According to still another aspect of the present invention,
there 1s provided a non-transitory computer-readable storage
medium which stores a program which, when executed by a
computer, causes the computer to perform a process 1n an
information processing system, wherein the information pro-
cessing system comprises an external system comprising a
first information processing apparatus configured to manage
public external information retained 1n a first storage region,
and provide a solftware service, and an internal system,
coupled to the external system via a data channel, and com-
prising a second information processing apparatus config-
ured to manage secure internal information retained in a
second storage region and output information to be provided
by the software service, wherein the process comprises a
procedure causing the first information processing apparatus
to function as an information generating function providing
part configured to send to an acquisition request source an
information generating module for generating the informa-
tion to be provided, and provide an mformation generating
function; a procedure causing the second information pro-
cessing apparatus to function as an information generating
function acquiring part configured to recerve the information
generating module and acquire the mformation generating
function; and a procedure causing the second information
processing apparatus to function as an information generating
part configured to generate the information to be provided, by
executing the information generating module, using the
external information acquired from the first information pro-
cessing apparatus and the internal information acquired from
the second 1information processing apparatus.

Other objects and further features of the present invention
will be apparent from the following detailed description when
read in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram illustrating an example of a
structure of an information processing system in a first
embodiment of the present invention;

FIG. 2 15 a block diagram illustrating a hardware structure
ol an iformation processing apparatus 1n the first embodi-
ment of the present invention;

FIG. 3 1s a block diagram illustrating an example of a
functional structure of the information processing system 1n
the first embodiment of the present invention;

FIG. 41s a diagram 1llustrating an example of data of access
setting information 1n the first embodiment of the present
imnvention;

FIG. 5 1s a sequence diagram 1llustrating an example of an
information processing procedure 1n the first embodiment of
the present invention;

FIG. 6 1s a block diagram illustrating an example of a
structure of the information processing system in a second
embodiment of the present invention;

FIG. 7 1s a diagram 1llustrating an example of a functional
structure of the information processing system (or user envi-
ronment) 1n the second embodiment of the present invention;
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FIG. 8 1s a flow chart for explaining an example of a
processing procedure of information generation in the second
embodiment of the present invention; and

FIG. 9 1s a block diagram illustrating an example of a

functional structure of the information processing system 1n
the second embodiment of the present invention.

DESCRIPTION OF THE PR
EMBODIMENTS

L1

FERRED

A description will be given of an information processing
system, an information processing apparatus, an information
processing method, and a non-transitory computer-readable
storage medium 1n embodiments of the present invention, by
referring to the drawings.

First Embodiment
System Structure

FIG. 1 1s a block diagram 1illustrating an example of a
structure of an information processing system in a first
embodiment of the present invention. As 1llustrated 1n FI1G. 1,
an information processing system 1 1n this embodiment
includes a manufacturer environment (hereinatiter referred to
an “external service providing environment”) SE that pro-
vides various soitware services, and one or a plurality of user
environments UE1 and UE2 in which equipments are intro-
duced (hereinatter also referred to by a generally given name
=), that are connected via an external

“user environment UE
network I such as the Internet.

The mnformation processing system 1 having the structure
described above may provide various soltware services 1n a
SaaS (Software as a Service) format. The SaaS format refers
to a software distribution format that distributes to the user
only a software function required by the user, 1n the form of a
service. The software function distributed by the Saas format
1s also referred to as service type soiftware.

In the external service providing environment SE, an exter-
nal server 400 1s connected to the external network I. The
external server 400 1s formed by an information processing
apparatus, such as a PC (Personal Computer), and includes
soltware for realizing a function to manage public informa-
tion (heremnafter referred to as “external information™).

The user environment UE 1ncludes one or a plurality of
terminals 100, and 100, (hereinaiter also referred to by a
generally given name “terminal 100”’), internal servers 200,
and 200, (heremafter also referred to by a generally given
name “internal server 2007’), and 1image processing appara-
tuses 300, and 300, (hereinafter also referred to by a gener-
ally given name “1mage processing apparatus 300°") that are
connected via internal networks N1 and N2 (hereinafter also
referred to by a generally given name “internal network N™°)
such as a LAN (Local Area Network).

The terminal 100 1s formed by an information processing,
apparatus that may download (or acquire) predetermined
software from the external server 400, and utilizes various
soltware services. The internal server 200 1s formed by an
information processing apparatus that includes software for
realizing a function to manage secure information (hereinat-
ter referred to as “internal information™). The 1image process-
ing apparatus 300 may be formed by an equipment provided
with hardware for realizing an 1image processing function,
such as a MFP (Multi-Function Peripheral), for example.

The user environment UE 1ncludes the imternal network N
that 1s connected to the external network I, and may perform
a data communication with the external service providing
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environment SE. In other words, in the information process-
ing system 1 in this embodiment, the terminal 100 may per-
form a data communication with the external server 400 via
the external network I.

The above described system structure of the information
processing system 1 in this embodiment may provide infor-
mation processing services by an interaction or a linked
operation ol equipments having a communicating function
(or communication unit or means).

In this embodiment, 1t 1s assumed for the sake of conve-
nience that the user environment UE and the external service
providing environment SE are connected to the external net-
work I via a FW (Fire Wall, not 1illustrated) for security
reasons.

<Hardware Structure>

Next, a description will be given of hardware structures of
the terminal 100, the internal server 200, and the external
server 400 1n this embodiment. An information processing
apparatus that forms the terminal 100 will be described as an
example.

FIG. 2 15 a block diagram illustrating a hardware structure
ol the information processing apparatus in the first embodi-
ment of the present mvention. An mformation processing
apparatus 100 illustrated 1n FIG. 2 includes an input unit 101,
a display unit 102, a drive unit 103, a RAM (Random Access
Memory) 104, a ROM (Read Only Memory) 105, a CPU
(Central Processing Unit) 106, an interface unit 107, and a
HDD (Hard Disk Drive) 108 that are connected via a bus B.

The input unit 101 may include a keyboard, a mouse, and
the like, and used to mput various operation signals and the
like to the information processing apparatus 100. The display
unit 102 may include a LCD (Liquid Crystal Display) and the
like, and used to display results of processing performed by
the information processing apparatus 100 and the like.

The interface unit 107 connects the information processing,
apparatus 100 to a data channel (for example, the “internal
network™). Hence, the information processing apparatus 100
may perform a data communication via the iterface unit 107
with the equipments (for example, the “internal server”,
“1mage processing apparatus”, and “external server’) having
the communicating function (or communication unit or
means).

The HDD 108 forms a non-volatile storage unit to store
programs and data. The programs and data stored in the HDD
108 may include basic software (for example, an OS (Oper-
ating System) of “Windows (registered trademark)”, “UNIX
(registered trademark)”, and the like) that controls the entire
information processing apparatus 100, and application sofit-
ware for realizing various functions. In addition, the pro-
grams and data stored in the HDD 108 may be managed in the
form of a predetermined file system and/or a DB (Data-Base).

The drive unit 103 provides an interface between the infor-
mation processing apparatus 100 and a recording medium
103a that 1s detachable with respect to the drive unit 103.
Hence, the information processing apparatus 100 may write
information to and/or read information from the recording
medium 1034 via the drive umit 103. For example, the record-

ing medium 103a may be formed by a floppy disk (registered
trademark), a CD (Compact disk), a DVD (Digital Versatile

Disk), a SD (Secure Digital ) memory card, a USB (Universal
Serial Bus) memory, and the like.

The ROM 105 may be formed by a non-volatile semicon-
ductor memory (or storage unit) to retain internal data even
when the power of the information processing apparatus 100
1s turned OFF. The ROM 105 may store a BIOS (Basic Input/
Output System) that 1s executed when the information pro-
cessing apparatus 100 1s started (or booted), and programs
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and data for making settings of the information processing
system and the settings of the network. The RAM 104 may be
formed by a volatile semiconductor memory (or storage unit)
to temporarily retain programs and data. The CPU 106 reads
the programs and data from the storage umt (for example, the
“HDD” and the “ROM”) and stores the programs and data in

the RAM 104, 1n order to execute a process to control the
entire mnformation processing apparatus 100 and to realize
various 1nstalled functions of the information processing
apparatus 100. Any suitable non-transitory computer-read-
able storage medium, including the storage unit described
above, may store a program which, when executed by a com-
puter (or “CPU”), causes the computer to perform the process
of the mnformation processing apparatus 100.

The above described hardware structure of the information
processing apparatus 100 in this embodiment may provide
the information processing services.

<Information Processing Function>

Next, a description will be given of the mformation pro-
cessing function of this embodiment.

In the information processing system 1 1n this embodiment,
the terminal 100 connected to the internal network N down-
loads (or acquires) from the external server 400 (information
processing apparatus connected to the external network) a
module for generating information to be provided (software
for realizing an information generating function), and
executes the acquired module. As aresult, the following infor-
mation generating process 1s performed in the terminal 100.
That 1s, the terminal 100 makes an access to the internal server
200 (information processing apparatus connected to the inter-
nal network) that retains the internal information, based on
access setting mformation of the mternal information, and
acquires the internal information. Then, the terminal 100
makes an access to the external server 400 that retains the
external information, and acquires the external information.
The terminal 100 merges (or combines) the acquired external
information and the acquired internal information according
to a predetermined data format, and generates the information
to be provided. The information processing system 1 1n this
embodiment includes the information processing function
described above.

Conventionally, 1t 1s a precondition that an external server
corresponding to the external server 400 collects and man-
ages the internal information. For this reason, the internal
information that i1s secure information 1s actually exchanged
via the external network, and thus, there is a risk of informa-
tion leak via the external network.

On the other hand, the information processing system 1 in
this embodiment downloads (or acquires) from the external
server 400 the module for generating the information to be
provided by merging the external information and the internal
information, and executes this module in the user environ-
ment UE, so that the generation of the information to be
provided, including the internal information, occurs only
within the user environment UE. In other words, 1n the infor-
mation processing system 1 in this embodiment, the external
server 400 does not collect the internal information of the user
environment UE.

Accordingly, the information processing system 1 1n this
embodiment may maintain security of the internal informa-
tion 1n the user environment UE, and output the information
to be provided using the external information and the internal
information.

Next, a description will be given of the structure and the
operation ol the information processing function of this
embodiment, by referring to FIG. 3. FIG. 3 1s a block diagram
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illustrating an example of a functional structure of the infor-
mation processing system 1in the first embodiment of the
present 1nvention.

As 1llustrated 1n FI1G. 3, the information processing system
1 1n this embodiment includes an information generating,
function acquiring part 11, an information generating part 12,
an access setting information managing part 13, a generated
information output part 15, an internal information managing
part 21, an external information managing part 41, and an
information generating function providing part 43.

The information generating function acquiring part 11, the
information generating part 12, the access setting information
managing part 13, and the generated information output part
15 are function parts of the terminal 100. The internal infor-
mation managing part 21 1s a function part of the internal
server 200. These function parts of the terminal 100 and the
internal server 200 function in the user environment UE. On
the other hand, the external information managing part 41 and
the information generating function providing part 43 are
function parts of the external server 400, and these function
parts ol the external server 400 function in the external service
providing environment SE.

A description will hereinafter be given of the function parts
of each of the internal server 200, the external server 400, and
the terminal 100, in this order.

<<Functions of Internal Server>=>

The internal information managing part 21 performs a
predetermined data operation in response to a request, and
manages internal information 22D (secure information) to be
retained in the user environment UE. The predetermined data
operation may include a data registration (or addition), a
modification (or update), a deletion (or erasure), a reference
(search and specily), an acquisition, and the like. The internal
information managing part 21 makes an access to the internal
information retaining part 22 that retains the mternal infor-
mation 22D, and performs the requested data operation, in
order to perform information management.

For example, the iternal information retaining part 22
may be formed by a predetermined storage region of the
storage unit (for example, “HDD”) 1n the internal server 200.
For example, the internal information 22D retained in the
internal information retaining part 22 includes utilization
information (or utilization log) related to the image process-
ing apparatus 300 (equipment of contract) introduced to the
user environment UE, that 1s, secure information. The internal
information 22D may be updated by the internal information
managing part 21 in the following manner. First, the internal
information managing part 21 periodically collects the utili-
zation information (or performs a polling process to acquire
information) from the image processing apparatus 300 that is
connected to the internal server 200 via the internal network
N. Then, the internal information managing part 21 makes an
access to the internal information retaining part 22, and
updates item values of corresponding items based on the
collected utilization information.

<<Function of External Server>>

The external information managing part 41 performs a
predetermined data operation in response to a request, and
manages external information 42D (public information)
retained 1n the external service providing environment SE.
The predetermined data operation performed by the external
information managing part 41 may be the same as the prede-
termined data operation performed by the internal informa-
tion managing part 21.

The external information managing part 41 makes an
access to the external information retaining part 42 that
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retains the external information 42D, and performs the
requested data operation, 1n order to perform information
management.

For example, the external information retaining part 42
may be formed by a predetermined storage region of the
storage unit (for example, “HDD”’) 1n the external server 400.
For example, the external information 42D retained in the
external information retaining part 42 icludes equipment
information (for example, “equipment name” and “model
name”’) related to the image processing apparatus 300 (equip-
ment of contract) introduced in the user environment UE, that
1s, public information. The external information 42D may be
registered by the external information managing part 41 in the
following manner. That 1s, the external information managing
part 41 provides a predetermined GUI (Graphical User Inter-
face), accepts contract information of the user, and makes an
access to the external information retaining part 42, in order to
register the 1tem values of the corresponding 1tems based on
the accepted contract information.

The information generating function providing part 43 pro-
vides an information generating function with respect to the
user environment UE 1n response to a request. More particu-
larly, when the information generating function providing
part 43 accepts the request for the mformation providing
function from the terminal 100 1n the user environment UE, in
the external server 400, the information generating function
providing part 43 provides (or uploads) the software for real-
1zing the mformation generating function, according to the
accepted request. The “software” 1n this case corresponds to
a module (heremafter referred to as an “information generat-
ing module™) M for generating the information to be provided
by merging the external information 42D and the internal
information 22D. This module M 1s stored 1n a predetermined
storage region of the storage unit 1n the external server 400.

In addition, the information generating function providing,
part 43 judges whether the user environment UE, that 1s a
request destination, 1s a registered environment that 1s per-
mitted as a providing destination for the information gener-
ating module M, based on the contract information of the user.
In a case 1n which the request 1s from the permitted registered
environment, the information generating function providing
part 43 provides the information generating module M.

<<Function of Terminal>>

The information generating function acquiring part 11
acquires an information generating function from the external
service providing environment SE 1n response to a request.
More particularly, the information generating function
acquiring part 11 requests the information generating func-
tion to be provided, from the terminal 100 of the user envi-
ronment UE with respect to the external server 400, via the
external network I, 1n order to acquire (or download) the
software for realizing the requested information generating
function. In other words, the information generating function
acquiring part 11 acquires the information generating module
M from the external server 400. For example, the information
generating function acquiring part 11 may be realized by use
of an information acquiring function of a browser or the like.
That 1s, the information generating module M may be
acquired by 1ssuing a predetermined command with respect
to the external server 400 from the browser that operates in the
terminal 100.

The information generating part 12 generates the informa-
tion to be provided, by merging the external information 42D
and the internal information 22D. For example, the informa-
tion generating part 12 may be realized by use of the infor-
mation processing function of the browser or the like. More
particularly, the acquired information generating module M
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may be executed 1n the browser. In other words, the function
of the mmformation generating part 12 may be realized by
executing the information generating module acquired by the
information generating function acquiring part 11.

The mformation generating part 12 includes an internal
information acquiring part 121, an external information
acquiring part 122, and an acquired information merging part
123, and generates the information to be provided in the
following manner.

The information generating part 12 requests acquisition of
the internal information 22D with respect to the internal infor-
mation managing part 21 of the internal server 200, from the
internal information acquiring part 121, 1n order to acquire
the internal information 22D. In this state, the internal infor-
mation acquiring part 121 requests acquisition of information
(that 1s, makes an information acquisition request), based on
the access setting information of the internal information
22D.

Next, a description will be given of the access setting
information, by referring to FIG. 4. FIG. 4 1s a diagram
illustrating an example of data of the access setting informa-
tion in the first embodiment of the present invention.

As 1llustrated 1n FIG. 4, the access setting related to the
internal information 22D 1s defined 1n access setting informa-
tion 14D. FIG. 4 illustrates information items that include
access destination data to the internal information 22D, data
format of the internal information 22D, access authentication
data to the internal information 22D, and access destination
conversion data to the mternal information 22D.

The item “‘access destination data” indicates the storage
region that retains the internal immformation 22D, and for
example, the 1tem value thereof may be a URL (Uniform
Resource Locator) to the imnternal information retaining part
22 or the internal server 200.

The item *“data format™ indicates the data format with
which the internal information 22D 1s to be managed. For
example, the 1tem value of the item “data format” may be a
DB type (MySQL (registered trademark)) or “OracleSQL
(registered trademark)) that manages the internal data 22D.

The 1tem “access authentication data™ indicates authenti-
cation information to be used when making the access to the
internal information 22D. For example, the item value of the
item “‘access authentication data” may be a user ID or a user
password that permits the access to the internal information
22D. In addition, the item ‘“‘access destination conversion
data” indicates the conversion of the acquisition method
based on the internal information (target internal information
to be acquired) 22D. For example, the 1tem value of the 1tem
“access destination conversion data” may be a value (infor-
mation specilying storage destination or location where the
internal information 1s retained) that specifies a table or col-
umn of the DB that manages the iternal information 22D.
For example, suppose that the internal information 22D to be
acquired 1s “A”, and that “A” 1s retained 1n a column “C” of a
table “B” within the DB that manages the internal informa-
tion 22D. In this case, 1n order to acquire “A” from the DB, 1t
1s necessary to specily the column “C” of the table “B”.
Hence, the internal information 22D of the acquisition target
and the storage destination specifying information indicating
the destination or location where the internal information
22D (acquisition target) 1s retained, are set (or defined) 1n
correspondence with each other in the 1tem “access destina-
tion conversion data”.

The access setting imformation 14D described above 1s
managed by the access setting information managing part 13.
The access setting information managing part 13 performs a
predetermined data operation in response to a request, in
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order to manage the access setting information 14D to be
retained 1n the user environment UE. The predetermined data
operation performed by the access setting information man-
aging part 13 may be the same as the predetermined data
operation performed by the internal information managing
part 21. The access setting information managing part 13
makes an access to the access setting information retaining,
part 14 that retains the access setting information 14D, and
performs the requested data operation, in order to perform
information management.

For example, the access setting information retaining part
14 may be formed by a predetermined storage region of the
storage unit (for example, “HDD™) in the terminal 100. The
access setting information 14D may be set and registered by
the access setting information managing part 13 1n the fol-
lowing manner. That 1s, the access setting information man-
aging part 13 may provide a predetermined GUI, accept man-
agement 1nformation (each 1tem setting of *

access
destination”, ‘“data format™, ‘“access authentication”, and
“access destination conversion”) of the user environment UE,
and make an access to the access setting information retaining
part 14, 1n order to set and register the item values of the
corresponding 1tems based on the accepted management
information.

Returning now to the description of FIG. 3, the information
generating part 12 makes an acquisition request to acquire the
access setting information 13D with respect to the access
setting information managing part 13, and acquires the access
setting information 14D from the access setting information
retaiming part 14. Hence, the mternal information acquiring
part 121 makes an access to the internal server 200 (or internal
information retaining part) based on the 1item value of the 1tem
“access destination data™ in the acquired access setting infor-
mation 14D, and makes an acquisition request to acquire the
internal information 22D with respect to the mternal infor-
mation managing part 21 in the internal server 200.

As a result, the internal information managing part 21
makes a judgement to determine whether to permit access to
the internal information 22D, based on the item value of the
item “‘access authentication data™ of the access setting infor-
mation 14D. Then, the internal information managing part 21
performs a data acquisition operation with respect to the
internal information 22D to which the access 1s permitted as
a result of the judgement, based on the 1tem values of the item
“data format” and the item “access destination conversion
data” of the access setting information 14D.

Accordingly, the internal information acquiring part 121
acquires the requested internal information 22D from the
internal information managing part 21 in response to the
acquisition request. The internal information managing part
21 sends to the mternal information acquiring part 121 at the
request source, inresponse to the acquisition request, only the
information (corresponding information: actual value) to
which the access was permitted and was acquirable from the
internal information retaining part 22 by the conversion of the
acquisition method, amongst the internal information 22D
which was requested by the acquisition request. Hence, the
internal information acquiring part 121 acquires only the
internal information 22D which 1s accessible and to which the
data operation may be performed, based on the access setting
information 14D.

Next, the mnformation generating part 12 makes an acqui-
sition request to acquire the external information 42D with
respect to the external information managing part 42 in the
external server 400, from the external information acquiring
part 122, and acquires the external information 42D. In this
state, the external information acquiring part 122 requests
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acquisition of information (that i1s, makes an information
acquisition request), based on the access setting information
ol the external information 42D.

The access setting information of the external information
42D may be acquired by the function of the information
generating module M that 1s acquired from the external server
400 by the external information acquiring part 122. Thus, the
access setting information of the external information 42D 1s
set 1n advance (or preset) within the information generating,
module M. In addition, the access setting information of the
external information 42D merely needs to include the item
“access destination data’. This 1s because, the data format and
the specitying of the storage destination of the external infor-
mation retaining part (or DB) that manages the external infor-
mation 42D may be determined in advance depending on the
user environment UE that 1s the source of the information
acquisition request. Furthermore, with regard to the access
authentication, the access to the external information 42D 1s
permitted at the point 1n time when the information generat-
ing module M 1s acquired from the external server 400.

The external information acquiring part 122 makes an
access to the external server 400 (or external information
retaining part), based on the item value of the 1tem “access
destination data” in the access setting information of the
external information 42D that 1s set in advance 1n the infor-
mation generating module M, and requests acquisition of the
external information 42D with respect to the external infor-
mation managing part 41 in the external server 400. In this
state, the external information acquiring part 122 sends to the
external server 400 information (heremaiter also referred to
as “user environment identification information) for identity-
ing the user environment UE.

As a result, the external information managing part 41
performs a data acquisition operation with respect to the
external information 42D, based on the data format and the
speciiying of the storage destination of the DB managing the
external information 42D that 1s the acquisition target speci-
fied from the user environment information.

Accordingly, the external information acquiring part 122
receives the corresponding external imformation from the
external information managing part 41 in response to the
request, and acquires the external information 42D depending
on the user environment UE.

Next, the information generating part 12 merges the exter-
nal information 42D and the internal information 22D that are
acquired, according to a predetermined data format, by the
acquired mformation merging part 123, and generates the
information to be provided. In this state, 1n a case 1n which the
information to be provided 1s a utilization status report of the
equipment that 1s introduced 1n the user environment UE, for
example, a data operation may be performed to arrange the
acquired values into the data according to a template that
forms the report. The acquired information merging part 123
may generate the information to be provided by merging the
acquired values according to the predetermined data format.

The generated information output part 15 outputs the gen-
crated information that 1s to be provided. For example, the
generated information output part 15 may be formed using an
information display function of the browser or the like. More
particularly, the browser may read the generated information
to be provided (information generated by the information
generating module M), and display the generated information
to be provided on the browser. In this case, the generated
information to be provided is data readable and displayable
(that 1s, processable) by the browser.

Therefore, the information processing function in this

embodiment 1s realized by the interaction or linked operation
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of the function parts described above. The information pro-
cessing function in this embodiment may be realized by a
program (soltware realizing the information processing func-
tion) that 1s 1installed 1n each equipment forming the informa-
tion processing system 1. The program may be read from the
storage unit ({or example, “HDD?”, “ROM?”, etc.) and stored

in a memory (for example, “RAM”) by a processor (for
example, “CPU”).

The program which, when executed by the processor (or
computer), causes the processor to perform the following
processes 1n each equipment forming the mnformation pro-
cessing system 1 to realize the information processing func-
tion.

A more detailed description will be given of the operation
(interaction or linked operation of the function part group) of
the information processing function, by referring to FIG. 5.
FIG. 5 1s a sequence diagram 1llustrating an example of the
information processing procedure 1n the first embodiment of
the present invention. FIG. 5 illustrates an example of the
information processing procedure for a case i which an
access to the external server 400 and an access to the internal
server 200 are made via the browser that operates in the
terminal 100.

As illustrated 1n FIG. 5, the terminal 100 makes an access
to the external server 400 via the browser (step S101). In this
state, the browser makes the access based on the URL of the
external server 400.

The terminal 100 requests providing of the mformation
generating function with respect to the external server 400
that 1s accessed, by the information generating function
acquiring part 11 of the browser (step S102). In this state, the
information generating function acquiring part 11 sends the
user environment identification information to the external
server 400, and requests downloading of the information
generating module M.

When the external server 400 accepts the request from the
terminal 100 to provide the information generating function,
the external server 400 judges by the information generating,
function providing part 43 whether the user environment UE
at the request source 1s a registered environment that 1s per-
mitted as the providing destination for the information gen-
erating module M (step S103). In this state, the information
generating function providing part 43 specifies the contract
information of the user based on the user environment 1den-
tification information that i1s recerved, and judges from the
specified contract information whether the user environment
UE aregistered environment that 1s permitted as the providing,
destination for the information generating module M.

When 1t 1s judged that the user environment UE at the
request source 1s not a registered environment that 1s permuit-
ted as the providing destination for the information generat-
ing module M (NO 1n step S103), the information generating
function providing part 43 makes an error notification with
respect to the terminal 100 (step S104,). Hence, an error
message 1s displayed on the browser of the terminal 100.

On the other hand, when 1t 1s judged that the user environ-
ment UE at the request source 1s a registered environment that
1s permitted as the providing destination for the information
generating module M (YES 1n step S103), the information
generating function providing part 43 provides the informa-
tion generating module M with respect to the terminal 100
(step S104.,).

The terminal 100 downloads the information generating
module M from the external server 400 via the browser, that
1s, recetves the information generating function that 1s pro-
vided (step S1035). Then, the terminal 100 starts the informa-
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tion generating module M on the browser (step S106). Hence,
the information generating part 12 may function in the termi-
nal 100.

The information generating part 12 of the terminal 100
accepts the request to generate the information to be provided
(request to acquire internal mformation and external infor-
mation necessary to generate the information to be provided)
from the browser (step S107). Then, the information gener-
ating part 12 of the terminal 100 judges whether the access
setting information 14D of the internal information 22D
exists (step S108). In this state, the information generating
part 12 requests acquisition of the access setting information
14D with respect to the access setting information managing
part 13. As aresult, the information generating part 12 judges
that the access setting information 14D exists 11 the access
setting information 14D acquirable from the access setting
information retaining part 14 via the access setting informa-
tion managing part 13.

When the information generating part 12 judges that the
access setting information 14D exists (YES 1n step S108), the
information generating part 12 judges whether the acquired
access setting information 14D 1ncludes a valid setting (step
S5109). In this state, the information generating part 12 con-
firms whether the access setting information 14D 1s written 1n
a predetermined data format that 1s determined 1n advance, 1n
order to judge whether the setting 1s valid from a confirmation
result.

When 1t 15 judged that the access setting information 14D 1s
valid (YES 1n step S109), the information generating part 12
makes an access to the internal server 200 from the internal
information acquiring part 121 based on the URL (item value
of item “access destination data™) of the acquired access
setting information 14D that 1s valid, and requests acquisition
of the mnternal information 22D (step S110). In this state, the
internal information acquiring part 121 sends the acquired
access setting mformation 14D that 1s valid to the internal
server 200, and requests acquisition of the internal informa-
tion 22D with respect to the internal information managing
part 21 1n the internal server 200.

As aresult, when the internal server 200 accepts the acqui-
sition request for the internal information 22D, the internal
information managing part 21 judges whether the access to
the iternal information 22D 1s permitted, based on the
authentication information (tem value of item “access
authentication data”) of the received access setting informa-
tion 14D (step S111).

When it 1s judged that the access to the internal information
22D 1s not permitted (NO 1n step S111), the internal informa-
tion managing part 21 makes an error notification with respect
to the terminal 100 (step S112,). Hence, an error message 1s
displayed on the browser of the terminal 100.

On the other hand, when 1t 1s judged that the access to the
internal information 22D 1s permitted (YES in step S111), the
internal information managing part 21 specifies the corre-
sponding imnformation (actual value) from the mnternal infor-
mation retaining part 22, based on the data format of the DB
that manages the internal information 22D that 1s the acqui-
sition target and the specifying of the table and the column
within the DB 1n which the internal information 22 that 1s the
acquisition target 1s retained (item values of 1tem “data for-
mat” and 1tem “access destination conversion data™). As a
result, the corresponding information that 1s specified 1s
returned to the terminal 100 as a response (step S112.,). Con-
sequently, 1n the termuinal 100, the internal information
acquiring part 121 of the information generating part 12 that
functions on the browser acquires the internal information

22D.
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When 1t 15 judged that the access setting information 14D
does not exist (NO 1n step S108) or, when 1t 1s judge that the
access setting information 14D 1s not valid (NO 1n step S109),
no information acquiring process 1s performed by the internal
information acquiring part 121.

Next, in the terminal 100, the external information acquir-
ing part 122 of the information generating part 12 makes an
access to the external server 400 based on the URL (item
value of 1tem ““access destination data™) of the access setting,
information 1n the external information 42D, and requests
acquisition of the external information 42D (step S113). In
this state, the external information acquiring part 122 sends
the user environment 1dentification information to the exter-
nal server 400, and requests acquisition of the external infor-
mation 421 with respect to the external information manag-
ing part 41 1n the external server 400.

As a result, when the external server 400 receives the
acquisition request for the external immformation 42D, the
external information managing part 41 specifies the external
information 42D to be acquired, based on the user environ-
ment 1dentification information that 1s received, and specifies
the corresponding information (actual value) from the exter-
nal information retaining part 42 based on the specifying of
the table and the column within the DB that retains the speci-
fied external information 42D. Hence, the corresponding
information that 1s specified 1s sent from the external server
400 to the terminal 100 in a response (step S114). Thus, 1n the
terminal 100, the external information 42D 1s acquired by the
external information acquiring part 122 of the information
generating part 12 that functions on the browser.

Next, 1n the terminal 100, the acquired information merg-
ing part 123 of the nformation generating part 12 merges the
external information 42D and the internal information 22D
that are acquired, according to a predetermined data format,
in order to generate the information that 1s to be provided
(step S115).

The merging process to merge the external information
42D and the internal information 22D 1s performed when the
internal information 22D 1s acquired.

The information generating part 12 transfers the generated
information that1s to be provided to the browser at the request
source (step S116). As a result, when the browser at the
request source receives the iformation to be provided, the

generating information output part 15 displays the informa-
tion to be provided (step S117).

Theretfore, according to the information processing system
in this embodiment, the information generating module M
downloaded (or acquired) from the external server 400 is
executed 1n the user environment UE, and the generation of
the information to be provided, including the internal infor-
mation 22D, 1s performed solely within the user environment

—
_1
U Al ra

Second Embodiment

FIG. 6 1s a block diagram illustrating an example of a
structure of the information processing system in a second
embodiment of the present invention. In FIG. 6, those parts
that are the same as those corresponding parts in FIG. 1 are
designated by the same reference numerals, and a description
thereof will be omitted.

FI1G. 6 1llustrates an example of the structure in which the
user environment UE includes three internal servers 200a,
2006, and 200c¢ (that 1s, internal servers A, B, and C). In other
words, the user environment UE of the information process-
ing system 1 may include a plurality of internal servers 200.
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In this case, the terminal 100 must switch the internal server
200 that 1s to become the information acquiring destination,
depending on the internal information 22D included 1n the
information to be provided. In addition, 1n a case in which the
information to be provided includes a plurality of kinds of
internal information 22D, the mformation acquisition must
be made from the plurality of internal servers 200.

Hence, this embodiment employs a functional structure
illustrated 1n FIG. 7. FIG. 7 1s a diagram illustrating an
example of the functional structure of the information pro-
cessing system (or user environment) in the second embodi-
ment of the present invention. In FIG. 7, those parts that are
the same as those corresponding parts 1n FIG. 3 are desig-
nated by the same reference numerals, and a description
thereof will be omatted.

In the information processing system 1 illustrated 1in FIG.
7, the information generating part 12 that functions in the
terminal 100 includes internal information acquiring parts
121a,121b, and 121 ¢ (or connectors A, B, and C) correspond-
ing to the internal servers 200a, 2005, and 200¢ (or internal
servers A, B, and C) 1n the user environment UE. In other
words, the internal information acquiring part 121 corre-
sponding to each internal server 200 1s formed into parts,
based on the structure of the internal server 200 1n the user
environment UE, and these software parts (internal informa-
tion acquiring modules) are included 1n the information gen-
erating module M.

By forming the internal information acquiring part 121 into
the parts, the party ({or example, a vendor such as the manu-
facturer) who provides the information generating module M
may easily create the information generating module M cor-
responding to the internal server configuration in the user
environment UE. For this reason, the party who provides the
information generating module M may quickly provide to the
user the information generating module Mappropriate for the
user environment UE.

According to the information processing system 1 in this
embodiment, the external server 400 manages the informa-
tion generating module M that 1s created depending on the
internal server configuration in the user environment UE,
based on the contract information of the user. The terminal
100 sends the user environment identification information
from the information generating function acquiring part 11 to
the external server 400, and requests downloading (or acqui-
sition) of the information generating module M for the user
environment UE.

As aresult, the external server 400 sends the corresponding
information generating module M from the information gen-
erating function providing part 43 to the terminal 100, based
on the user environment identification information that is
received. The terminal 100 starts the information generating
module M that 1s acquired, and 1n order to activate the func-
tion of the information generating part 12 including the plu-
rality of internal information acquiring parts 212 correspond-
ing to the internal servers 200.

Hence, 1n the terminal 100, the information generating part
12 selects the internal information acquiring part 121 thatis to
perform the information acquiring process, based on the
internal information 22D (information necessary to generate
the information to be provided) included in the information to
be provided. In other words, the information generating part
12 controls the internal information acquiring part 121 (or
connector) that is to be used, when acquiring from the internal
server 200 the internal information 22D included in the infor-
mation to be provided.

Next, a more detailed description will be given of the
operation (interaction or linked operation of function part
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group) of the processing tunction of the information genera-
tion, by referring to FIG. 8. FIG. 8 1s a flow chart for explain-

ing an example ol a processing procedure of mnformation
generation 1n the second embodiment of the present mven-
tion. The process of steps S201 through S203 and steps S208
through S211 1n FIG. 8 are the same as the process of the steps
S108 through S116 1llustrated in FIG. 5. Hence, a description
will only be given with respect to the process (internal infor-
mation acquiring process) of steps S204 through S207.

As 1llustrated in FIG. 8, when the information generating
part 12 judges that the access setting information 14D man-
aged by the access setting information managing part 13 1s
valid (YES 1n step S203), the information generating part 12
selects the internal information acquiring part 121 to be used
for the mformation acquisition from the plurality of internal
information acquiring parts 121 corresponding to the internal
servers 200 (step S204). In this state, the information gener-
ating part 12 specifies the internal server 200 that manages the
information, based on the internal information 22D included
in the mformation to be provided, and selects the internal
information acquiring part 121 corresponding to the specified
internal server 200.

When the information generating part 12 1s able to select
the internal information acquiring part 121 that 1s to acquire
the internal information 22D 1included 1n the information to be
provided (Y 5SS 1n step S203), the selected internal informa-
tion acquiring part 121 makes an access to the corresponding
internal server 200 based on the access setting information
14D (step S206). In addition, the selected 1nternal informa-
tion acquiring part 121 acquires the internal information 22D
via the mternal information managing part 21 (step S207).
When a plurality of mternal information acquiring parts 121
are selected, the information generating part 12 acquires the
internal information 22D from the corresponding plurality of
internal servers 200 using each of the plurality of selected
internal information acquiring parts 121. Further, when
acquiring the information from the plurality of internal serv-
ers 200, the information acquiring processes may be per-
formed 1n parallel 1n order to reduce the processing time.

On the other hand, when the internal information acquiring
part 121 cannot be selected (NO 1n step S205), the informa-
tion acquiring process of the mternal information acquiring
part 121 1s not performed, and the process advances to the
process of acquiring the external information (step S208).

In this example, the user environment UE 1ncludes a plu-
rality of internal servers 200, and the terminal 100 controls
the switching of the information acquiring process from the
plurality of internal servers 200. However, the user environ-
ment UE may manage a plurality of kinds of internal infor-
mation 22D using a single internal server 200, for example.

Third Embodiment

FIG. 9 1s a block diagram illustrating an example of a
functional structure of the information processing system 1n
the second embodiment of the present invention. In FIG. 9,
those parts that are the same as those corresponding parts in
FIG. 3 are designated by the same reference numerals, and a
description thereof will be omutted.

In the embodiments described above, the user environment
UE includes the internal server 200 that manages the internal
information 22D and the terminal 100 that outputs the 1nfor-
mation to be provided. However, the functional structure of
the information processing system 1 1s not limited to such a
functional structure.

FIG. 9 illustrates an example 1n which the terminal 100
includes the internal information managing part 21, and the
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terminal 100 manages the internal information 22D retained
therein. According to this functional structure of the informa-
tion processing system 1, information generating part 12 of
the terminal 100 may generate the information to be provided,
using the external mnformation 42D acquired from the exter-
nal server 400 and the internal information 33D managed
within the terminal 100. Hence, 1n the information processing
system 1, the user environment UE may include the terminal
100 that manages the internal information 22D and outputs
the information to be provided.

<Summary>

According to the information processing system 1 1n each
embodiment described above, the terminal 100 connected to
the internal network N downloads (or acquires) the informa-
tion generating module M (software realizing the information
generating function) from the external server 400, and
executes the acquired information generating module M. As a
result, the information generating part 12 of the terminal 100
functions and 1s activated to perform the following process.

That 1s, the mternal information acquiring part 121 of the
terminal 100 makes an access to the internal server 200 that
retains the internal information 22D, based on the access
setting information 14D of the internal information 22D, and
acquires the internal information 22D. Then, the external
information acquiring part 122 of the terminal makes an
access to the external server 400 that retains the external
information 42D, and acquires the external information 42D.
In addition, the acquired information merging part 123 of the
terminal 100 merges the external information 42D and the
internal information 22D that are acquired, according to a
predetermine data format, and generates the information to be
provided.

Accordingly, in the information processing system 1 1n
cach embodiment described above, 1t 1s possible to output the
information to be provided, using the external information
42D and the mternal information 22D, without requiring the
external server 400 to collect the internal information 22D of
the user environment UE. In other words, in the information
processing system 1, the security of the internal information
22D may be achieved in the user environment UE when
providing the information to be provided.

In each embodiment described above, the “information
processmg function” may be realized by executing a program
that 1s written 1n a programming language or code suited for
the operating environment (or platform) and 1s installed in
cach equipment forming the information processing system
1. The program may be read from the storage unit and stored
in a memory. The program which, when executed by the
processor (or computer), causes the processor to perform the
above described procedures of the processes 1n each equip-
ment forming the mnformation processing system 1 to realize
the information processing function.

For example, in the case of the terminal 100, the program
may be stored in the recording medium 103¢a forming a com-
puter-readable storage medium. Hence, this program may be
installed 1nto the terminal 100 via the drive unit 103. In
addition, because the terminal 100 includes the interface unit
107, this program may be downloaded via a communication
line (or network) and 1nstalled into the terminal 100.

Of course, the embodiments may be appropriately com-
bined i1 necessary.

In this specification, the consecutive numbers, such as
“first” and “second”, assigned to the embodiments and modi-
fications thereotf do not represent priorities of the embodi-
ments and modifications.
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Further, the present mmvention 1s not limited to these
embodiments, but various variations and modifications may
be made without departing from the scope of the present
invention.

What 1s claimed 1s:

1. An information processing method comprising:

managing public information in a first apparatus within a

{irst system;
managing secure mnformation in a second apparatus within
a second system that 1s coupled to the first system; and
outputting mformation from a third apparatus within the
second system,

wherein the first apparatus performs a first process that

includes

sending to an acquisition request source an information
generating module that 1s to be executed 1n order to
generate the information, and

wherein the third apparatus performs a second process that

includes

receiving the information generating module, and

generating the information by executing the information
generating module, according to the public informa-
tion and the secure information.

2. The information processing method as claimed 1n claim
1, wherein the sending sends the information generating mod-
ule to the acquisition request source to which sending of the
information generating module 1s permitted.

3. The information processing method as claimed 1n claim
1, wherein the third apparatus performs the second process
that further includes

retaining access setting information related to an access

setting based on which access 1s made to the secure
information managed in the second apparatus within the
second system,

wherein the generating includes

first acquiring the secure information from the second
apparatus based on the access setting information,

second acquiring the access setting information corre-
sponding to the secure information that 1s an acquisi-
tion target, based on the access setting information
that 1s retained by the retaining, and

third acquiring the secure information from the second
apparatus by the first acquiring.

4. The information processing method as claimed 1n claim
3, wherein the generating includes judging whether the access
setting information acquired by the second acquiring 1s valid,
based on a predetermined data format, and acquiring the
secure mnformation from the second apparatus by the first
acquiring, based on the access setting information that is
judged to be valid.

5. The information processing method as claimed 1n claim
3, wherein the first acquiring includes making access to the
secure information managed in the second apparatus and
acquiring the secure information to which the access 1s per-
mitted, based on authentication information set in the access
setting information.

6. The information processing method as claimed 1n claim
3, wherein the first acquiring includes acquiring the secure
information that i1s the acquisition target from the second
apparatus, based on storage destination information retaining
the secure information that is the acquisition target set in the
access setting information.

7. The information processing method as claimed 1n claim
1, wherein the sending sends, to the acquisition request
source, the mnformation generating module 1including a plu-
rality of information acquiring modules corresponding to the
secure mformation that 1s an acquisition target, and
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wherein the generating uses a plurality of acquiring units of
the third apparatus, executes the mnformation acquiring
modules to select one of the plurality of acquiring units
that 1s to be used when acquiring the secure information
including the information to be provided from the plu-
rality of acquiring units, and acquires the secure nfor-
mation from the second apparatus by the one of the
plurality of acquiring units that 1s selected.

8. The information processing method as claimed in claim
1, wherein the generating generates the information to be
provided by merging the public information and the secure
information according to a predetermined data format.

9. The mmformation processing method as claimed 1n claim
1, wherein the public information managed by the managing,
the public information 1s retained in a first storage region
within the first apparatus, and wherein the secure information
managed by the managing the secure information 1s retaimned
in a second storage region within the second apparatus.

10. The information processing method as claimed 1n claim
3, wherein the public information managed by the managing
the public mformation 1s retained in a {first storage region
within the first apparatus, the secure information managed by
the managing the secure information 1s retained in a second
storage region within the second apparatus, and the access
setting information retained by the retaining is retained 1n a
third storage region within the third apparatus.

11. An information processing method to be implemented
in a system having a first system that includes a first appara-
tus, and a second system that 1s coupled to the first system and
includes a second apparatus and a third apparatus, the infor-
mation processing method comprising:

managing public information in the first apparatus;

managing secure information in the second apparatus; and

outputting information from the third apparatus that 1s
communicable with the first apparatus,

wherein the third apparatus performs a process including

receiving, from the first apparatus, an information gen-
erating module that 1s to be executed 1n order to gen-
erate the information; and

generating the information, by executing the informa-
tion generating module, according to the public infor-
mation and the secure information.

12. The information processing method as claimed in claim
11, wherein the third apparatus performs the process turther
including

retaining, in the third apparatus, access setting information

related to an access setting based on which access 1s
made to the secure information managed 1n the second
apparatus,

wherein the generating includes

first acquiring the secure information from the second
apparatus based on the access setting information,

second acquiring the access setting information corre-
sponding to the secure information that 1s an acquisi-
tion target, based on the access setting information
that 1s retained by the retaining, and

third acquiring the secure information from the second
apparatus by the first acquiring.

13. The information processing method as claimed 1n claim
12, wherein the generating includes judging whether the
access setting information acquired by the second acquiring
1s valid, based on a predetermined data format, and acquiring
the secure information from the second apparatus by the first
acquiring, based on the access setting information that is
judged to be valid.

14. The information processing method as claimed 1n claim
12, wherein the first acquiring includes making access to the
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secure information managed in the second apparatus and
acquiring the secure information to which the access is per-
mitted, based on authentication information set in the access
setting information.

15. The information processing method as claimed in claim
12, wherein the first acquiring includes acquiring the secure
information that is the acquisition target from the second
apparatus, based on storage destination information retaining
the secure information that is the acquisition target set in the
access setting information.

16. The information processing method as claimed in claim
11, wherein the recerving receives, from the first apparatus,

the mformation generating module including a plurality of
internal information acquiring modules corresponding to the
secure information that 1s an acquisition target, and
wherein the generating uses a plurality of acquiring units of
the third apparatus, executes the internal information
acquiring modules to select one of the plurality of
acquiring units that 1s to be used when acquiring the
secure information including the mformation to be pro-
vided from the plurality of acquiring units, and acquires
the secure information from the second apparatus by the
one of the plurality of acquiring units that 1s selected.
17. A non-transitory computer-readable storage medium
having stored therein a program for causing a computer to
execute a process to be implemented 1n a system having a first
system that includes a first apparatus, and a second system
that 1s coupled to the first system and includes a second
apparatus and a third apparatus, the process comprising:
outputting information from the third apparatus that 1s
communicable with the first apparatus;
receiving, from the first apparatus, an information gener-
ating module that 1s to be executed in order to generate
the information; and
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generating the information, by executing the information
generating module, according to public information that
1s managed 1n the first apparatus and secure information
that 1s managed 1n the second apparatus.

18. The non-transitory computer-readable storage medium
as claimed 1n claam 17, wherein the process further com-
Prises:

retaining, 1n the third apparatus, access setting information

related to an access setting based on which access 1s
made to the secure information managed 1n the second
apparatus,

wherein the generating includes

first acquiring the secure information from the second
apparatus based on the access setting information,

second acquiring the access setting information corre-
sponding to the secure information that 1s an acquisi-
tion target, based on the access setting information
that 1s retained by the retaining, and

third acquiring the secure information from the second

apparatus by the first acquiring.

19. The non-transitory computer-readable storage medium
as claimed 1n claim 18, wherein the generating includes judg-
ing whether the access setting information acquired by the
second acquiring 1s valid, based on a predetermined data
format, and acquiring the secure information from the second
apparatus by the first acquiring, based on the access setting
information that 1s judged to be valid.

20. The non-transitory computer-readable storage medium
as claamed i1n claim 17, wherein the computer, which 1is
caused to execute the process, 1s included 1n the third appa-
ratus.
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