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MODEL BASED VERIFICATION USING
INTELLIGENT CONNECTORS

RELATED APPLICATION(S)

This application claims the benefit of U.S. Provisional
Application No. 61/416,152, filed on Nov. 22, 2010, U.S.
Provisional Application No. 61/416,133, filed on Nov. 22,
2010, U.S. Provisional Application No. 61/458,406, filed on
Nov. 23,2010, U.S. Provisional Application No. 61/458,410,
filed on Nov. 23, 2010 and U.S. Provisional Application No.
61/481,973, filed on May 3, 2011. The entire contents of the
above referenced applications are hereby incorporated by
reference.

TECHNICAL FIELD

This application relates to automation of Test Case genera-
tion for Model-Based verification of safety-critical software.

PROBLEMS WITH THE EXISTING ART

Safety-Critical Software can be described by model based
requirements, herein referred to as diagrams. These diagrams
are pictorial representations of components, or devices, each
with a deterministic behavior and design that are intercon-
nected and verifiable. The method of venfication 1nvolves
development of a set of test vectors referred to as Test Cases.
Test cases can contain information such as initial conditions,
timing, inputs, and expected results which provide for com-
plete coverage of the functional behavior and design of dia-
grams that can be stitched together to form an embodiment of
the safety-critical software. There have been several attempts
to perfect verification using control-tlow criteria. Control-
flow criternia are used to test decisions and conditions 1n a
program.

A Test Case based on an exhaustive test set for which all
possible mputs permutations are exercised 1s unfeasible even
for relatively small projects using extremely powerful com-
putational resources. For this reason, verification testing has
been limited to Modified Condition/Decision Coverage (MC/
DC), or other similar methods. While MC/DC reduces the
number of test cases needed to perform verification from
roughly 2” to n+1, where n 1s the number of conditions 1n a
program, the reduction is insuflicient for diagrams more com-
plex than a few Boolean gates.

The state of the art of software verification currently
requires the production of a parallel and mndependent model
ol the software to be verified, such as safety-critical soltware.
Methods currently used for the verification of components
include the generation of Test Cases through the application
of random 1nput signals, and the removal of the component
under test.

In the application of random input signals to generate test
cases example method, each component can have a built-in
intelligence to determine 11 the input signals presented to it are
suificient for testing the component 1tself. For example, the
gate under test can have built-in mtelligence to determine 1f
the required MC/DC combinations have been presented to 1t.
With such built-in 1ntelligence, the meaningful signals can
then be extracted from 1nitial set of signals and recorded. The
information that a specific component has been tested, or not
tested, 1s usetul.

In the removal of the component under test verification
method, mput signals can likewise be generated 1n a random
manner. If the output produced changes when the component
under test 1s removed 1t can be concluded that the mput test
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signal has reached the component, and that the output of the
component reaches the output boundary of the Black Box. In
other words, the output has been promoted to a Real World
output.

The above methodologies, sometimes 1n combination and
cooperation with other similar methodologies are effective
but difficult and expensive, since they require a large amount
of intelligent user guidance. The difficulty and cost of verifi-
cation increase exponentially with the size of the project to be
verified. While the verification of a handiul of diagrams con-
taining mostly Boolean components 1s quite simple and imnex-
pensive the verification of a 200-diagram project currently
has a multi-million-dollar price tag, much of which 1s due to
the cost of manpower. While the cost of coding the signal
processing diagrams from specification drawings 1s directly
proportioned to the number and complexity of diagrams, the
cost of verification of the diagrams 1s exponential.

SUMMARY OF AN EMBODIMENT

A technique for veritying operation of a device under veri-
fication, where the device may have one or more 1nputs and
one or more outputs, with at least one input and/or output
associated with an intelligent connector. The intelligent con-
nector 1s a data structure that contains the name of a variable

transported by that connector, an address of the variable itself
as a value in memory, and further information of the device
producing the variable, at least in the form of address or
pointer to the device data structure and the addresses of all
other devices consuming that variable.

In one embodiment, input signals suitable to verily a com-
ponent or device may be represented by “intelligent points™ as
described in the above-referenced U.S. Provisional Patent
Application No. 61/416,153. The signals (and the Intelligent
Points necessary to generate the signals) may vary depending
upon the scope 25 of the verification and with accepted prac-
tices. It 1s possible to program a device to recognize when the
verification has completely taken place. Events trigger the
device to settle to a new state, and when the final state 1s
reached, the device must have been completely verified by the
sequence ol events—according to agreed upon and accepted
criteria for complete verification of the device. It 1s possible,
in a preferred embodiment, to create a “reverse function” for
cach device. This 1s not 1n mathematical terms but related to
the capability to “demote” an Intelligent Point (that1s to move
it towards the mnput side of a black box description).

It 1s thus possible to create a programming data feature that
enables modifying an Intelligent Point required for verifica-
tion across devices, rapidly and directly. We refer to this data
feature as an “Intelligent Connector”. Each mput and output
for the device under test 1s made to point (as an address or
pointer) to such an Intelligent Connector, which i1s a data
structure that contains the name of the variable (humanly
readable, 1.e. 1n ASCII) transported by that connector, the
address of the variable itself (value in memory) as well as the
information of the device producing the variable (in the form
of address or pointer to the device data structure) and the
addresses of all the devices “consuming” that variable.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing will be apparent from the following more
particular description of example embodiments of the inven-
tion, as 1illustrated 1n the accompanying drawings in which
like reference characters refer to the same parts throughout
the different views. The drawings are not necessarily to scale,




US 9,020,796 B2

3

emphasis instead being placed upon illustrating embodi-
ments of the present mvention.
FI1G. 1 1llustrates the use of Intelligent Point and Intelligent

Connectors to automatically generate Test Cases and Test
Procedures for verification of a Black Box or diagrams within

a black Box.
FIG. 2 1s a state diagram for timer verification.

DETAILED DESCRIPTION AN EMBODIMEN'T

Due to the exponential relationship between the cost of
verification and the number and complexity of diagnosis to be
verified, it 1s useful to devise a method to produce verification
Test Cases and Test Procedures that vary linearly with the
complexity of the project, 1n order to reduce cost.

The disclosed example embodiment can be applied to
verily the signal processing of any safety-critical software
such as a Flight Code program with hundreds of diagrams.
Each diagram can have multiple inputs, outputs and compo-
nents. For example, each diagram can have 10 inputs, 3 out-
puts, and 20 components and be verified using current com-
puting power.

An example embodiment provides a solution for auto-
mated test generation for verification of satety-critical soft-
ware 1n any fields such as, aviation, medical, transportation.
Such systems can have thousands of input variables hundreds
of output varnables, of assorted types such as, Integer, Bool-
can, and Analog, with a variety of types and precisions.

The list of components can include Boolean gates, timers,
counters, window counters, filters, trigonometric functions,
table look-ups, multi-dimensional table interpolators, voters,
summers, limiters, and many non-linear exceptions.

The MC/DC solution 1s dwarfed by the reality of the veri-
fication needs 1n a complex project. Further the MC/DC veri-
fies only the independent effect of each input condition on the
outcome of the decision, and does not verily a Boolean gate.
For example, a two 1mput OR gate that 1s incorrectly imple-
mented as a two mput XOR gate will pass all test cases for
complete MC/DC coverage the test set of two {FF=F, FT=T,
TF=T} However, it will fail the remaining test case for input
combination of T'T, which results in T for OR and F for XOR.
The verification of the OR gate 1s not complete and correct 1n
this example.

It1s typically assumed that the state of the art of verification
requires that the system be verified using signals at Black Box
level. In other words that only Real World input signals to the
Black Box and Real World output signals from the Black Box
be used. These Black Box level signals allow for verification
of the software because it will execute 1n its operational
environment with interconnected components processing
inputs under normal and robustness conditions.

In the past, some systems required only the verification that
cach component 1nside the box 1s the desired component. The
assurance that the correct components are inside the box, and
even that some groups are correctly connected, proves very
little about the functionality of a complex Black Box as a
whole. There are safety-critical requirements errors and defi-
ciencies, as well as code errors that can be identified only
through a rigorous verification approach that involves “end to
end” testing of a stitched system which controls the Real
World Inputs and monitors the Real World Outputs.

Other attempts to simplily the verification problem have
tried a system engineering methods. If the permutations of all
possible mnputs are too many, the systems engineering method
reduces numbers of inputs. For example, analog variables are
reduced to reasonable intervals, or Boolean exhaustive testing,
1s reduced to MC/DC. The individual diagrams are then
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manually studied and 1nputs signals are added to verily com-
ponents yet to be tested within the individual diagram.

It 1s possible to describe mnput signals suitable to verily a
component, or device, 1n a simple form using the “Intelligent
points” described 1n the above-referenced U.S. Provisional
Patent Application No. 61/458,410.

The signals, and the points necessary to generate them,
may vary depending upon the scope of the verification and
with accepted practices. Using “Intelligent Points™ (Intelli-
Points) so that the verification program does not have to deal
with a “signal” of arbitrary duration in time, but only with a
few time-value points and attributes, such as if the signal will
hold the value to the next point or 1f 1t will be linearly inter-
polated to the next point, can be usetul.

It 1s possible to program a device to recognize when the
verification has completely taken place. In an example, we
provide a state-event diagram for a Delay-On timer. Events
trigger the device to settle to a new state, and when the final
state 1s reached, the device must have been completely veri-
fied by the sequence of events—according to agreed upon and
accepted criteria for complete verification of the device.

It 1s possible to create a “reverse function” for each device.
A reverse function of the device 1s the capability to “demote”™
an Intelligent Point that 1s to move 1t towards the input side of
the Black Box. For example, assuming a two-input AND gate
1s feeding a 2 second Delay ON timer, with the output of this
timer feeding a device to be verified, and a TRUE (and hold)
value at 10 seconds among other points, 1s needed to verily
the device, To verily the example, the Intelligent Point (10",
TRUE) can be demoted to the mput side of the Delay ON
timer. Intelligent Point [8", TRUE] applied to the input of the
timer implements the desired signal—|[8", TRUE] delayed
two seconds becomes [10", TRUE]. All signals are assumed
FALSE at imtialization for simplicity. The reverse function of
the Delay ON timer 1s then to subtract the delay from the
Intelligent Point and to add the hold attribute. The demotion
of the Intelligent Point [8", TRUE] to the mnput side of the
AND gate only requires two Intelligent Points, having the
same values, one for each mput of the AND gate. The two
points with the same value [8", TRUE] for the two variables
input to the AND gate generate a [10", TRUE] mput value to
the device under verification.

It 1s possible to create an “Intelligent Connector” program-
ming data feature that enables modification of an Intelligent
Point required for verification across devices, rapidly and
directly. Fach device under test can have one or more iputs
and one or more outputs. Each input and output can be made
to point to as an address or pointer to an Intelligent Connector.
An Intelligent Connector 1s a data structure that contains the
name of the variable 1n a humanly readable format such as
ASCII transported by that connector, the address of the vari-
able 1tself or value 1n memory information about the device
producing the variable in the form of address or pointer to the
device data structure and the addresses of all the devices
consuming that variable.

An example embodied method to verily a Delay Timer 1n
the middle of a diagram, 1n the middle of a Black Box, can be
comprised of several steps. First, established that, for
example, four Intelligent Points can satisiy the verification of
the Timer, for Persistency and Expiration tests. Second, the
Intelligent Points are generated as a function of an arbitrary
start time, such as T1.

Next, the Intelligent Connector can be accessed at the input
of the Timer and its connection can be determined.

Finally, reverse-function for the device at the other end of
the connector can be created to demote the four Intelligent
Points to the mput of the device. This may generate more
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Intelligent Points, but the process can be repeated for each one
until Real World Inputs, Intelligent Connectors with no pro-
ducer associated own all the Intelligent Points.

In most cases 1t can be assumed that the Intelligent Points,
will generate the conditions required to verily the device
under test such as the Timer. Unfortunately, this 1s not true in
all cases. Simply demoted Intelligent Points may not consider
teedback loops or other special reverse functions, such as,
devices generating pulses, or a combination of mnputs that
mask the mtended results to the output.

To overcome this shortcoming, the reverse function for a
device must provide a feature to select from a variety of
possibilities and test them one by one. For example, a TRUE
1s needed as an output of an OR gate, and can be generated
with Intelligent Points 10 that set one, some, or all the mputs
to the gate to TRUE. It 1s then usetul for the system to select
the simplest case and proceed with demotion until Real World
inputs are reached, but also maintain a placeholder for each
non-unique reverse function. The system can then compute
the normal forward function to verily that there 1s an observ-
able effect on a Real World output and the desired verification
1s satisfied. If not, 15 another combination of demoted Intel-
ligent Points can be tried.

A similar example embodiment 1s disclosed for promoting
a signal to the output. Assuming that the signal 1s now a real
signal with one value per frame, and not a collection of
Intelligent Points, the Intelligent Connector data structure can
be used to navigate downstream to the Real World output.
When the signal encounters a device, for most devices, the
device has the information on how to promote that mput
signal with no change, or with changes that still represent the
original signal. This signal transfer 1s a meaningful transfer
function, in which the output signal must represent unequivo-
cally the mput signal, where any variation of the input has
unmasked effects on the output.

For example, 11 a Boolean signal encounters an OR gate,
that gate may request that all other inputs have a FALSE and
HOLD Intelligent Point for the duration under consideration.
Theretfore, when the signal that needs to be promoted toggles,
the changes are directly visible on the output of the gate. If the
signal to be promoted reaches a timer, then the timer transfers
the signal to the output with a delay, as long as the changes of
state are slower than the timer delay. This 1s enabled by
informing the device under test that the Intelligent Points
required can be spread apart on a time line according to the
need of the downstream timer.

Analog variables have similar considerations. An analog
variable encountering a multiplier requires no action, the
output has the same shape of the input and 1s representative of
the input, as long as the other inputs are constant and non-
zero. If the analog variable to be promoted encounters a
limiter, the maximum of the input variable must be less than
the maximum value of the limiter. To verity the limiter, an
example embodied method returns to the preceding device,
and request 1t to reduce or scale down the value of the verifi-
cation Intelligent Points used to create the signal.

The Intelligent Connectors make the process deterministic
instead ol combinatorial. In other words, the system knows
immediately and directly where to connect and proceed,
albeit through several possible branches. The process 1s never
a blind combinatorial or random exercise. An example
embodiment 1s made up of informed and intelligent choices
“do loops.” An example embodiment can be an analytical
programming automation of the process performed manually
when an engineer moves the Intelligent Points.

An engineer may be able to generate Intelligent Points to
verily one component 1in one hour. An example embodied
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method can generate the same Intelligent Points in one

minute or less of processing time.

In some cases it 1s not possible to produce complete veri-
fication of all components within a system with Real World
inputs and outputs. In other cases an example embodiment
may fall short of the intelligence required to achieve the target
verification completeness. Even in these cases, the Intelligent
Connectors are useful because even 11 1t 1s possible to produce
an automated verification of only 90% of the components, the
human time saved 1s very significant. Also, a list of the excep-
tions 1s spelled out by the program, 1n a *“to do list” for manual
verification.

Another usetul feature of an example embodied method 1s
that the process can learn. Every time a path, via Intelligent
Connectors, successiully demotes or promotes Intelligent
Points, the relative cost, expressed in number of tries and
number of devices traversed 1n order to promote or demote the
variable to Real World variable, 1s associated with 1t. (By
tracking these relative cost associations, the program can start
with low-cost paths first.) When new requirement mandate
new verification be performed or a second pass 1s required to
auto-generate the Test Cases.

An example embodiment of the present disclosure enables
the use of algorithms that are suitable for automated genera-
tion ol Test Cases and Test Procedures for most devices
contained within a “Black Box”. The example embodied
method can begin with a user performing a number of 1nitial
steps, such as the following:

1) Listing all devices types 1n the project

2) Coding a simple, efficient and streamlined primitive func-
tion for each device type. Such a function 1s the normal or
simple forward function applied to signals input to the
device, and not to the Intelligent Points. In other words, this
1s the function used when a set of input vectors traverses the
Black Box and generates the output results, and 1s what 1s
done 1n any Model-based verification.

3) Adding to the code for each device type a few IF conditions,
or branches, that increase device functionality, such as
self-determination functionality, 1.e., whether 11 1t has been
successiully verified or needs to start the process of Test
Case creation 1n order to verity 1tsell.

4) Listing and determining for each device type, or negotiat-
ing with the verification authornty, the number and type of
Intelligent Points required for the complete and successiul
verification of that device type, for example.

5) Determiming the Intelligent Point “reverse Function,” for
cach device type, which is the reverse function for the
device. The reverse function 1s how the device moves Intel-
ligent Point upstream, from the right side or output side
toward the input side. In most cases, the reverse function
can result 1n a transformation of an Intelligent Point into
one or more Intelligent Points with different characteris-
tics.

6) Determining the Intelligent Points “forward promotion
function” for each device type, which 1s the best method to
carry a signal through the device with no change, minimal
change, or change linearly proportional to the input signal.
This forward transform may require the creation of a few
Intelligent Points to enable the promotion function.

7) Coding an automated method for each device type, which
determines 11 the device 1s verified completely by the sig-
nals passing through it.

8) Listing and adding all the visual information for all devices
required to debug them, to add data structures appropri-
ately, and to 1itialize them all.

The complexity of the imitial steps varies linearly with the
number of devices and device types. The complexity of the
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tasks depends more on the device types, which may be similar
for medium and large projects. The initialization steps may be
reusable among several projects.

FIG. 1 1llustrates an example embodiment, for each device
110 there are small “packages” of Intelligent Points 120 that
can be carried across the connectors. The packages are trans-
formed at each station or device block 130, by the rules of the
respective reverse 132 and forward 135 functions of the
device. In other words, the Intelligent Points are changed or
proliferated by the demotion or promotion rules for that
device.

The reverse 132 and forward 135 functions of a device can
be programmed using common programming methods
including recursion. In an example embodied method uses an
algorithm, for each device that needs verification, beginning
with the Intelligent Points required for verification, then con-
tinue moving each Intelligent Point 120 to the left or demot-
ing, until 1t 1s an Input signal. After all the Intelligent Points
120 required for verification have been demoted to Real
World 1nput signals, 1.e., Black Box mputs, they can pave the
way to the output. The signals can be promoted until a mean-
ingiul transfer function 1s visible as a Real World output
signal, 1.e. a Black Box output. The creation of other intelli-
gent Points 120 at the devices 110 being traversed may be
required to allow the signals to go through with minimum
change. Such newly created points also need to be demoted to
Real World input signals. The described algorithm 1s fast,
given the nature of the connectors. The Intelligent Connectors
can transier the Intelligent Points information with few
machine instructions.

FIG. 2 illustrates an agreement between a certification
authority and a verification engineer on how to test a Timer
(Delay ON). The diagram of FIG. 2 can be reduced to four or
five Intelligent Points IPs depending on the initial conditions,
assuming;

Dt to be the expiration time constant,

T0 the start time of the venfication process,

Then, the Intelligent Points would be:

Input to FALSE before Time T0 (say T0-Dt*1.2)

Input to TRUE at time T

Input to FALSE at time T0+Dt/2

Input to TRUE at Time T0+Dt/2+Dt*1.2

No other signal changes (input to TRUE at time T0+Dt/2+
Dt*1.24Dt*1.6).

The state diagram 200 exemplifies how each Intelligent
Point can be carried as a request through the connectors to the
upstream devices, where each request 1s transformed accord-
ing to the device, and then demoted to Real World signals,
step by step. Each step 1s fast, and even many trial-and-error
steps should result 1n an extremely fast generation of test
procedures, especially considering algorithms that remember
successiul paths, such as by storing in a connector an opti-
mized path. A preferred example embodiment allows a
method program to spend some time exploring an optimized
path, or a path that requires all nominal inputs plus the mini-
mum number of non-nominal Real World inputs, to attain the
required value from an Intelligent Point as a device input. A
preferred example embodiment can also be applied to the
promotion to Real World outputs. The program can try to find
the largest number, up to a limit, of variables that successtully
represent the signals required to verity a device. This process
makes the “transfer function” more robust, since 1t 1s repre-
sented by more than one vanable.

An example embodiment of this disclosure uses an algo-
rithm that instead of starting from Black Box input signals to
attempt to verily a component mside the box, starts from the
component 1tself and works its way to the Black Box inputs

10

15

20

25

30

35

40

45

50

55

60

65

8

and outputs. This 1s made easier by the Intelligent Points,
which carry the signal-related information. Although
example embodiments have been illustrated 1n signal pro-
cessing environments, other embodiments are valid 1n other
environments. The concept of Intelligent Connector 1s novel
for the information stored and transferred by the connector.
The concept of Intelligent Connector enables the above
described algorithm.

While this mvention has been particularly shown and
described with references to example embodiments thereof, 1t
will be understood by those skilled 1n the art that various
changes 1n form and details may be made therein without
departing from the scope of the invention encompassed by the
appended claims.

What 1s claimed 1s:

1. An apparatus for verifying operation of a device under
verification, comprising;:

a signal transport path configured to couple a signal to one
or more inputs, or from one or more outputs, of the
device under verification;

a processing platform configured to support a data struc-
ture, the processing platform further configured to com-
bine the signal transport path and a data structure to form
an 1ntelligent connector;

the intelligent connector being capable of at least one of (1)
demoting a signal form within the device toward an
input side of the device and (11) promoting the signal
form within the device toward an output side of the
device.

2. The apparatus of claim 1, wherein the data structure
include information corresponding to one or more connected
devices 1n addition to the device under verification, the one or
more connected devices and the device under verification
being associated with the signal transport path.

3. The apparatus of claim 2, wherein the information cor-
responding to the one or more connected devices includes at
least one of pointers and addresses.

4. The apparatus of claim 1, wherein the data structure
contains at least one of (1) a name of a variable transported by
the associated signal transport path, (1) an address of the
variable itself as a value 1n memory, and (111) further informa-
tion of a source device that produces the variable.

5. The apparatus of claim 4, wherein the further informa-
tion of the source device 1s 1n the form of an address or a
pointer to the source device data structure and the addresses
of all destination devices that consume the vanable.

6. The apparatus of claim 1, wherein the signal form 1s one
or more Intelligent points.

7. The apparatus of claim 1, wherein demoting a signal
form includes considering effects of other devices between
the signal form and the input side of the device under verifi-
cation.

8. The apparatus of claim 1, wherein promoting a signal
form 1ncludes considering effects of other devices between
the signal form and the output side of the device under veri-
fication.

9. The apparatus of claim 1, wherein the signal transport
path includes at least one of an electrical conductor and (11) a
physical connector.

10. A method of veniying operation of a device under
verification, comprising;:

identilying, by a processor, a signal transport path config-
ured to couple a signal to one or more inputs, or from one
or more outputs, of the device under verification;

combining, by a processor, a data structure with the signal
transport path to form an intelligent connector;
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moving through the intelligent connector, a signal form
within the device under verification toward an external
boundary of the device under verification.

11. The method of claim 10, wherein moving the signal
form includes demoting the signal form within the device
toward an input boundary of the device.

12. The method of claim 10, wherein moving the signal
form includes promoting the signal form within the device
toward an output boundary of the device.
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