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METHOD AND SYSTEM FOR HYBRID
SOFTWARE AS A SERVICE USER
INTERFACES

BACKGROUND

Software as a service (SaaS), also referred to as on-demand
soltware, 1s an example of a software delivery model in which
soltware 1s centrally hosted on the cloud. Typically, an enter-
prise will enter into an agreement with a software provider in
which the software provider provides hardware and software
maintenance and support to allow the enterprise to focus on
its core business model. In return, the enterprise pays a setup
tee and a periodic subscription fee. The software provider
hosts an application centrally so that software updates can be
made without requiring the enterprise to install new software.
SaaS has been used for many business applications, including
accounting, customer relationship management, human
resource management and service desk management. How-
ever, security concerns may prevent an enterprise from real-
1zing the advantages of Saas.

BRIEF SUMMARY

Techniques are provided which allows an enterprise to
realize the benefits of the SaaS delivery model while main-
taining control of sensitive data. A client computing device of
an enterprise downloads application code which 1s provided
and maintained by a software provider in accordance with a
SaaS agreement between the enterprise and the software pro-
vider. The application code determines an appearance and a
behavior of a user interface of the application. Moreover, the
application code 1s configured to allow the client computing
device to access the sensitive data which 1s hosted by the
enterprise so that the enterprise maintains control of the data
while enjoying the benefits of the SaaS delivery model. The
client computing device executes the code to access the data
hosted by the enterprise and to display the user interface with
the data hosted by the enterprise. Data hosted by the service
provider can also be integrated into the display.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts an example network 100 in which a user
interface 1s provided by a software provider to an enterprise
pursuant to a SaaS agreement.

FIG. 2 depicts an example computing device of the net-
work of FIG. 1.

FIG. 3A depicts an example process for providing a user
interface at an enterprise using soltware from a soltware
provider 1n accordance with the network of FIG. 1.

FIG. 3B depicts an example process for performing an
initialization process in accordance with step 300 of FIG. 3A.

FIG. 3C depicts an example process for a client computing,
device launching an application and authenticating 1n accor-
dance with step 302 of FIG. 3A.

FIG. 3D depicts an example process for a client computing,
device downloading application code and accessing data 1n
accordance with step 304 of FIG. 3A, where the client com-
puting device downloads a file from the enterprise server.

FI1G. 3E depicts an example process for a client computing,
device downloading application code and accessing data 1n
accordance with step 304 of FIG. 3A, where the client com-
puting device downloads a file from the web server of the
soltware provider.

FIG. 3F depicts an example process for a client computing,
device downloading application code and accessing data 1n
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accordance with step 304 of FIG. 3A, where a router at the
enterprise decides to route a request for data to a database of
the enterprise or the software provider.

DETAILED DESCRIPTION

As will be appreciated by one skilled 1n the art, aspects of
the present disclosure may be illustrated and described herein
in any of a number of patentable classes or context including
any new and useful process, machine, manufacture, or com-
position of matter, or any new and useful improvement
thereolf. Accordingly, aspects of the present disclosure may be
implemented entirely in hardware, entirely in software (in-
cluding firmware, resident software, micro-code, etc.) or by
combining software and hardware implementations that may
all generally be referred to herein as a “circuit,” “module,”
“component,” or “system.” Furthermore, aspects of the
present disclosure may take the form of a computer program
product embodied 1n one or more computer readable media
having computer readable program code embodied thereon.

Any combination of one or more computer readable media
may be utilized. The computer readable media may be a
computer readable signal medium or a computer readable
storage medium. A computer readable storage medium may
be, for example, but not limited to, an electronic, magnetic,
optical, electromagnetic, or semiconductor system, appara-
tus, or device, or any suitable combination of the foregoing.
More specific examples (a non-exhaustive list) of the com-
puter readable storage medium would 1nclude the following;:
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory ), an appropriate optical fiber with a repeater, a por-
table compact disc read-only memory (CD-ROM), an optical
storage device, a magnetic storage device, or any suitable
combination of the foregoing. In the context of this document,
a computer readable storage medium may be any tangible
medium that can contain, or store a program for use by or in
connection with an instruction execution system, apparatus,
or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that 1s not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or 1n connection with an 1nstruction execution system,
apparatus, or device. Program code embodied on a computer
readable signal medium may be transmitted using any appro-
priate medium, including but not limited to wireless, wireline,
optical fiber cable, RF, etc., or any suitable combination of the
foregoing.

Computer program code for carrying out operations for
aspects of the present disclosure may be written 1n any com-
bination of one or more programming languages, including
an object oriented programming language such as Java, Scala,
Smalltalk, Fiffel, JADE, Emerald, C++, C#, VB.NET, Python
or the like, conventional procedural programming languages,
such as the “C” programming language, Visual Basic, Fortran
2003, Perl, COBOL 2002, PHP, ABAP, dynamic program-
ming languages such as Python, Ruby and Groovy, or other
programming languages. The program code may execute
entirely on the user’s computer, partly on the user’s computer,
as a stand-alone software package, partly on the user’s com-
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puter and partly on a remote computer or entirely on the
remote computer or server. In the latter scenario, the remote
computer may be connected to the user’s computer through
any type ol network, including a local area network (LAN) or
a wide area network (WAN), or the connection may be made
to an external computer (for example, through the Internet
using an Internet Service Provider) or 1n a cloud computing,
environment or olfered as a service such as Software as a
Service (SaaS).

Aspects of the present disclosure are described herein with
reference to flowchart illustrations and/or block diagrams of
methods, apparatuses (systems) and computer program prod-
ucts according to embodiments of the disclosure. It will be
understood that each block of the tlowchart i1llustrations and/
or block diagrams, and combinations of blocks 1n the tlow-
chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program 1nstructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable 1nstruction
execution apparatus, create a mechanism for implementing
the functions/acts specified in the flowchart and/or block
diagram block or blocks.

These computer program instructions may also be stored in
a computer readable medium that when executed can direct a
computer, other programmable data processing apparatus, or
other devices to function 1n a particular manner, such that the
instructions when stored in the computer readable medium
produce an article of manufacture including instructions
which when executed, cause a computer to implement the
function/act specified 1n the flowchart and/or block diagram
block or blocks. The computer program instructions may also
be loaded onto a computer, other programmable 1nstruction
execution apparatus, or other devices to cause a series of
operational steps to be performed on the computer, other
programmable apparatuses or other devices to produce a
computer implemented process such that the instructions
which execute on the computer or other programmable appa-
ratus provide processes for implementing the functions/acts
specified 1n the tlowchart and/or block diagram block or
blocks.

As mentioned at the outset, SaaS had become increasingly
popular with enterprises such as 1n the business world. How-
ever, 1n applications 1mvolving sensitive data, customers are
reluctant to send their data to the cloud, and even more reluc-
tant to store 1t there. Examples of sensitive data include bank
account information, social security numbers and passwords
or other personal information. Another example 1s classified
government mnformation for which storage outside the coun-
try 1s restricted.

These customers may refuse to adopt the SaaS model and
therefore not realize 1ts benefits. A hybrid SaaS deployment
can resolve this problem by running part of the application on
the customer’s premise, under the control of servers which
are hosted by the enterprise, and part 1n the cloud, under the
control of the software provider, and allowing some data to
flow between the enterprise and the software provider. For
example, application code which provides a user interface,
and therefore, many of the application features, can be
deployed as SaaS, while sensitive data which 1s used by the
application remains completely on the customer’s premises
or otherwise under 1ts control. This can be accomplished by
providing a user interface (UI) that 1s written such that it 1s
executed on the client premises, but delivered via the cloud on
the fly, e.g., 1n real time as needed.
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For example, the Ul and Ul logic can be written 1in a
scripting language such as JavaScript and stored in one or
more files. These files can be referenced by an HIML file
which 1s served from a server of the enterprise. The files can
be referenced directly, with the enterprise server communi-
cating to a web server of the solftware provider. In another
approach, the files can be referenced indirectly by statically
referencing a dynamic file hosted by the web server. With
these approaches, the software provider has complete
dynamic control over all aspects of the Ul because the sofit-
ware provider has written the Ul code and can update 1t as
desired. The Ul logic, however, runs on the on-premise com-
puting device such as in a browser and therefore has direct
access to data in the enterprise. Or, instead ol using on-
premise HIML, in which case cross-origin resource sharing
can be used to allow direct access from the browser page to
on-premise data or services. In this case, an HTML file can be
served from the web server. The techniques provided herein
can be used generally with delivery of application code and
are not limited to use with a web browser. For example, a Ul
can be provided without a web browser, where program code
1s downloaded from a host provider and runs locally and
temporarily when the user provides a command.

A number of advantages are realized with the techniques
provided herein. For example, a SaaS managed and hosted Ul
can be provided to customers who would otherwise be reluc-
tant to use SaaS. These customers gain all the benefits that
come with a SaaS Ul, but without the enterprise data leaving
their premises or otherwise leaving the control of the enter-
prise. These benefits include: (a) the ability to license features
of the application as needed, on the fly, (b) roll out of new
features to a subset of users or customers, (¢) allow customers
to try out new features on their own schedule, (d) provide
rapid development of new features, (¢) leverage cloud deploy-
ment (use of CDNes, etc.), (1) provide lower cost of manage-
ment and hardware for customers (customers could have little
or no hardware for UI; some hardware may be used for
backend services), (g) provide lower cost of development for
the solftware provider (manage same codebase with tradi-
tional SaaS deployments) and (h) customer data does not
leave their premises or otherwise leave their control (data may
leave premises such as when the client 1s a wireless device).

FIG. 1 depicts an example network 100 1n which a user
interface 1s provided by a soltware provider to an enterprise
pursuant to a SaaS agreement. The network includes a net-
work communication medium or cloud 142 representing,
¢.g., a wide area network such as the Internet or other net-
work. A vertical dotted line 103 separates components of an
enterprise 101 and components of a software provider 133. In
the enterprise side of the network, an enterprise server 130 1s
connected at one side to the cloud 142 and at another side to
a private network 120 of the enterprise. The private network
could be a wide area network or a local area network, for
instance, and includes an example router 122. A client com-
puting device 110 operated by a user 102 and a database
server 140 connect to the private network 120. The client
computing device can provide a user interface (UI) 112, such
as a display. An example display 113 of the UI depicts an
employee name, date of hire and social security number
(SSN), e.g., in a human resources application. The software
provider side of the network includes a web server 150 and an
associated database server 151.

The enterprise server 130 can include a computer program
product, comprising a computer readable storage medium
having computer readable program code embodied therewith.
The computer readable program code comprises: computer
readable program code 135 configured to receive a request
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from a client computing device of an enterprise for a file, the
file comprises areference to code, the file 1s hosted by a server
hosted by an enterprise, computer readable program code 137
configured to transmit a request to a web server for the code
using the reference and to receive the code from the web
server pursuant to the request, the recerved code 1s configured
to provide a user interface and to access data hosted by the
enterprise, and computer readable program code 139 config-
ured to provide the recerved code to the client computing,
device.

The web server 150 and database server 151 can be part of
a system comprising: a storage device, and a processor 1n
communication with the storage device, where the processor
1s programmed to: recetve a request from a client computing
device of an enterprise for code of an application, where the
code of the application 1s configured to provide a user inter-
face of the application and to access data hosted by the enter-
prise, and allow the client computing device to download the
code of the application 1n accordance with a software as a
service agreement between the enterprise and the software
provider.

The web server 150 1s hosted for the software provider. For
example, the web server 150 can be hosted by the software
provider 1tself, or by another entity on behalf of the software
provider, such as by a content delivery network (CDN). A
content delivery network 1s a large distributed system of
servers deployed 1n multiple data centers in the Internet, to
serve content to end-users with high availability and high
performance.

In an example implementation, the Ul provides a display or
other output (e.g., printed, audio) based on data (e.g., sensi-
tive data) hosted by the enterprise at the database server 140
and data (e.g., non-sensitive data) hosted by the software
provider at the database server 151. For example, 1n the dis-
play 113, the employee name (Joe Smith) and date of hire
(2-1-2008) can be from the database server 151. This data 1s
considered to be non-sensitive and therefore can be stored
outside the enterprise, at the database server 151. However,
the SSN (123-45-6789) can be from the database server 140.
This data 1s considered to be sensitive and therefore 1s stored
within the enterprise, at the database server 140. Optionally,
the sensitive data can be visually distinguished from the non-
sensitive data in the Ul such as by using a different font or
color. Or, the display may provide the sensitive and non-
sensitive data seamlessly so that the user of the application 1s
not aware of the source of each item of data. The router 122
can route requests from the client computing device to the
database server 140 or to the enterprise server 130 (acting as
a gateway server) according to whether requested data 1s at
the database server 140 or 151, respectively.

The client computing device can be a laptop, tablet, per-
sonal computer (PC), workstation, cell phones, other mobile
phone, portable media player, personal digital assistant
(PDA) or other computing device which 1s operated by an end
user of the enterprise.

The enterprise can be any organization, such as a school,
company or government organization. The components of the
enterprise can be 1 one or more locations, such as office
buildings, which are physically secured by the enterprise, or
in different locations which are not physically secured by the
enterprise. For example, the client computing device can be a
mobile device outside an office of the enterprise.

The enterprise server can represent one or more servers.
For example, the enterprise server can act as a gateway server,
¢.g., a network node that acts as an entrance to the enterprise
network, and can serve data (e.g., web pages) to the client
computing devices of the enterprise. The enterprise server can
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also act as a proxy server and a firewall server. A proxy server
acts as an ntermediary between a client computing device
and the Internet so that the enterprise can provide security,
administrative control, and caching services. A firewall server
protects the enterprise network from outside intrusion. The
enterprise server also could encompass the functions of the
router 122 in controlling and routing traific within the net-
work 120.

In one approach, the client computing devices downloads
referencing code 132 from the enterprise server, where the
reference code references referenced code 152 (additional
code). For example, the referencing code can include an
HTML file 134 which 1s downloaded by the client computing
device as a web page. The referencing code can be custom-
1zed for a particular enterprise so that 1t references referenced
code which 1s customized for the particular enterprise. As an
example, the HITML file includes a reference to a JavaScript
file 136 (a file having the .js extension) and a reference to a
cascading style sheet file 138 (a file having the .css exten-
s10mn). JavaScript 1s an example of scripting code which can be
embedded 1n an HITML file or provided by a separate file
which 1s referenced from within an HTML f{ile. Scripting
code can be used to control the behavior of a user interface by
adding interactivity. For example, certain actions can be per-
tformed by the code based on actions performed by the user.
Example actions of the scripting code include accessing data
and updating the display of a user interface based on the data.
Example actions of the user include using a pointing device to
interact with a widget (e.g., button, checkbox) of the user
interface.

Regarding the cascading style sheet file, the appearance of
a web page, such as 1ts layout, and typographic and color-
scheme 1nformation, can be provided by CSS 1nstructions,
which can either be embedded 1n the HTML file or provided
by a separate file which 1s referenced from within an HI'ML
file.

On the software provider side, the referenced code can
include a .js file 158 which is referenced by the reference to a
Js file 136, and a .css file 159 which 1s referenced by the
reference to a .css file 138. The referenced code could also
include a file 154 (e.g., an HTML file) which itself includes a
reference to a .js file 156 (such as to the .js file 158). Many
other variations are possible. Generally, the referenced code
can 1include information for accessing the database server 140
of the enterprise, such as a network address of the database
server 140. This could be a network address 1n an Internet
Protocol (IP) address space, for instance, such as a Uniform
Resource Locator (URL). An example syntax of a URL 1s:
scheme://domain:port/path?query_string#iragment_i1d. The
scheme name (e.g., http, https, {tp) defines the namespace,
purpose, and the syntax of the remaining part of the URL. The
domain name or IP address gives the destination location for
the URL. The port number 1s optional. If omitted, the default
for the scheme 1s used (e.g., port 80 for http and port 443 for
https). The path can be a folder or file path used to specity or
find a requested resource. The query string contains data to be
passed to soltware running on a server such as a database
server. It may contain name/value pairs separated by amper-
sands, for example, a query mvolving an employee name 1s:
?first name=Joe&last name=Smith.

For instance, the domain name of the enterprise can be
www.enterprise.com. A folder “database” can represent the
database server 140. Further, a file “SSN” can represent the
SSNs of the employees in the database. An example query to
the database which provides the employee name as an input
and returns the SSN as an output 1s: http://www.enter-
prise.com/database/
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SSN?first name=Joe&last name=Smith. The network
address of the database 1s www.enterprise.com/database and
the network address of the SSN folder of the database 1s
www.enterprise.com/database/SSN. Moreover, as men-
tioned, data from the enterprise and the software provider can
be provided concurrently 1n the same Ul. Data from the soft-
ware provider can be accessed similarly. For example, an
example query to a database of the software provider which
provides the employee name as an input and returns the date
of hire as an output is: http://www.softwareprovider.com/
enterprise/database/DateOiHire?first_name=Joe & last_
name=Smith. The network address of the database 1s
www.soltwareprovider.com/enterprise/database and the net-
work address of the DateOfiHire folder of the database 1s
www.soltwareprovider.com/enterprise/database/DateOl-
Hire.

In an example implementation, the user opens a hybrid-
SaaS web application using a web browser program at the
client computing device. This browser 1s running within the
enterprise network and connects to the Internet based SaaS
service. The user then authenticates with the application and
the user’s 1dentity 1s shared with the enterprise. The browser
downloads html, css, and JavaScript code to run within the
browser. This code could be from the SaaS host or a content
delivery network. The SaaS application has control over what
assets (JavaScript, etc.) get downloaded based on the user’s
identity. The JavaScript code accesses data available from
services running within the customer premises, using the
authenticated credentials. The user interacts with the enter-
prise data using the UI. Sensitive data does not leave the local
enterprise network and 1s not stored by the SaaS application
or in the browser. Advantageously, the sensitive data remains
in the local services running in the enterprise. The client
computing device uses the code of the application to access
the sensitive data without allowing access to the data by the
soltware provider. Further example implementation details
are provided 1n connection with FIG. 3A to 3F.

FIG. 2 depicts an example computing device of the net-
work of FIG. 1. The computing device 200 1s a simplified
representation of a system which can represent any of the
client computing device, router or any of the servers of FIG.
1, for instance. The computing device 200 includes a storage
device 210, a network interface 220 for communicating with
other computing devices, a processor 230 for executing code
(e.g., software instructions/modules), a working memory 240
such as RAM for storing the code 242 after 1t 1s loaded from
the storage device 210, for instance, and a user interface 250.
The storage device 210 or working memory 240 may be
considered to be a tangible, non-transitory processor- or coms-
puter-readable storage device or apparatus having processor
readable code embodied thereon for programming the pro-
cessor 230 to perform methods for providing the functionality
discussed herein.

A database 212 can be provided 1n the storage device 210
such as to represent the database server 140 or 151 of FIG. 1.
The user intertace 250 can 1nclude a display to provide infor-
mation to a human user, and an mput device such as a key-
board, mouse or other pointing device, or voice command
module, for recerving iputs/commands from a human user.

FIG. 3A depicts an example process for providing a user
interface at an enterprise using soltware from a soltware
provider 1n accordance with the network of FIG. 1. Step 300
performs an 1mitialization process, discussed further 1n con-
nection with FIG. 3B. At step 302, the client computing
device of the enterprise launches the application and authen-
ticates the user to the application, as discussed further in
connection with FIG. 3C. At step 304, the client computing
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device of the enterprise downloads application code, and
accesses data hosted by the enterprise and/or soitware pro-
vider, as discussed further in connection with FIG. 3D to 3F.

FIG. 3B depicts an example process for performing an
initialization process in accordance with step 300 of FIG. 3A.
In the initialization process, workers of the software provider
can meet with workers of the enterprise to determine the
needs ol the enterprise and to identify the computing
resources ol the enterprise. The software provider can then
develop an application which meets these needs and make
this application available using the SaaS delivery model.
Some configuration of the computing devices of the enter-
prise can also be done. For example, step 310 includes 1den-
tifying a network address of a database server in the enterprise
which will be accessed by the application. An example 1s the
database server 140 of the enterprise (FIG. 1). Network
addresses of additional database servers outside the enter-
prise can also be 1identified. An example 1s the database server
151 of the enterprise (FI1G. 1). The network addresses can be
URLs, for instance, as discussed in connection with FIG. 1.

Step 312 includes configuring a file to be served by the
enterprise server. For example, this can be an HTML file such
as the HTML file 134 discussed 1n connection with FIG. 1.
This can be a relatively small file which references the bulk of
the application logic which 1s handled by code at the web
server 150 of the software provider. By accessing the appli-
cation through a file served by a server in the same domain as
the database server 140, the client computing device can
subsequently access data from the database server 140 with-
out using cross-origin resource sharing, discussed further 1n
connection with FIG. 3E. Step 314 includes optionally con-
figuring a router hosted by the enterprise, such as the router
122 1n FI1G. 1, as discussed turther in connection with FI1G. 3F.
Step 316 includes configuring a file to be served by the web
server, as discussed further in connection with FIG. 3D.
When accessing the application through a file served by a
server 1n a different domain than the database server 140, the
client computing device can subsequently access data from
the database server 140 using cross-origin resource sharing,
discussed further in connection with FIG. 3E.

FIG. 3C depicts an example process for a client computing,
device launching an application and authenticating 1n accor-
dance with step 302 of FIG. 3A. Atstep 320, the user launches
the application at the client computing device. For example, a
web browser can be used. At step 322, the client computing
device 1s served a Ul login page from the web server. At step
324, the user enters authentication credentials such as a login
name and a password. At step 326, the user 1s authenticated to
the application, assuming the authentication credentials are
valid. At step 328, the 1dentity of the user 1s shared with the
enterprise. For example, this sharing can allow the enterprise
to set restrictions on data which can be accessed by the par-
ticular user. The application could also tailor the application
features and settings to the particular user. In one approach,
the enterprise server stores the user’s 1dentity while a session
1s maintained with the web server. Alternatively, the enter-
prise authenticates the user and the 1dentity 1s shared with the
soltware provider.

FIG. 3D depicts an example process for a client computing
device downloading application code and accessing data 1n
accordance with step 304 of FIG. 3A, where the client com-
puting device downloads a file from the enterprise server. In
this approach, the client computing device downloads a file
from the enterprise server (step 330), where the file includes
a reference to application code which 1s hosted by the web
server. The client computing device uses the reference 1n the
file to send a request for application code to the web server of
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the software provider (step 332). At step 334, the web server
of the software provider sends the application code to the
client computing device. Communications between the client
computing device and the web server pass through the enter-
prise server (as a gateway server). The application can include
information such as a network address for accessing database
hosted by the enterprise and/or a network address for access-
ing database hosted by the software provider. The application
code for accessing the data 1s therefore downloaded indirectly
from the soitware provider. At step 336, the client computing
device executes the application code, including accessing
data of the enterprise and/or the software provider. At step
338, the client computing device updates the Ul using the
accessed data. See example display 113 of the Ul in FIG. 1.

Generally, the client computing device can request access
to data to update the Ul, e.g., in response to user inputs, when
mitially runming the application, periodically and/or as
updated data 1s pushed to the application from the web server.

FIG. 3E depicts an example process for a client computing,
device downloading application code and accessing data 1n
accordance with step 304 of FIG. 3A, where the client com-
puting device downloads a file from the web server of the
software provider. In this approach, the client computing
device directly downloads a file from the web server of the
soltware provider, where the file includes code for accessing
data at the enterprise. The client computing device may
access the data using cross-origin resource sharing to over-

come the fact that the database hosted by the enterprise 1s 1n
a different domain than the web server.

At step 340, the client computing device downloads a file
from the web server of the software provider via the enterprise
server (€.g., acting as a gateway server). The file includes the
application code, including code for accessing data of the
enterprise and/or the software provider. At step 342, the client
computing device executes the file to provide a request for
data to a database server of the enterprise. At step 344, the
client computing device communicates with the database
server of the enterprise using cross-origin resource sharing to
access the data of the enterprise. This can include providing a
request from the client computing device to the database
server using the HTTP “Ongin” header and receiving a
response using the HTTP “Access-Control-Allow-Origin”™
header, as discussed further below.

Optionally, steps 343 and 345 can also be performed con-
currently to access the data of the software provider. At step
343, the client computing device executes the file to provide
arequest for data to a database server of the software provider.
At step 345, the client computing device accesses the data-
base server of the software provider without using cross-
origin resource sharing to access the data of the software
provider. Cross-origin resource sharing 1s not used when the
database server 151 and the web server 150 are 1n a same
domain. At step 348, the client computing device updates the
UI using the accessed data.

Cross-origin resource sharing 1s used to overcome a secu-
rity feature referred to as a same origin policy which 1s used in
many browser-side programming languages, such as JavaS-
cript. Cross-origin resource sharing allows the client comput-
ing device to access the data hosted by the enterprise using
code downloaded from a domain of the web server even
though the data hosted by the enterprise 1s 1n a different
domain than the domain of the web server. Generally, the
origin can include a domain, an application layer protocol
(e.g., http vs. hitps) and a port number. As a simplification, the
application layer protocol and the port number are assumed to
be the same for the enterprise and the software provider.
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The same origin policy permits a script running on a web
page which originates from a given web site, e.g., a given
domain, to access data from within the domain with no spe-
cific restrictions. Thus, script at the web server 150 can access
the database server 151 with no specific restrictions. How-
ever, the policy prevents script running on a web page which
originates from a first domain, such as the domain of the
soltware provider, to access data from within another domain,
such as the domain of the enterprise, unless an exception 1s

made by the entity from which access 1s sought. The policy
prevents an unauthorized web site from accessing a client
computing device.

With cross-origin resource sharing, a resource such as the
database server 140 in the domain www.enterprise.com 1s
configured to identily one or more other domains which are
authorized to access 1t. As discussed 1 a prior example
involving database addresses, assume www.soltwarepro-
vider.com 1s the domain of the web server of the software
provider. Further, the software provider may maintain a
domain name which 1s specific to a particular enterprise, e.g.,
www.soltwareprovider.com/enterprise. The database server
140 can thus be configured to provide a response to a request
from a web page which originated from www.softwarepro-
vider.com/enterprise, where the response mncludes a special
header followed by the requested data. For example, the
request can 1nvoke the XMLHttpRequest API which 1s avail-
able 1n web browser scripting languages such as JavaScript.
This API 1s used to send http or https requests directly to a
server and load the data provided 1n response directly back
into the script.

For instance, the client computing device can send a
request to obtain the SSN of an employee using the employ-
ee’s name. The request includes a header of: “Origin: http://
www.soltwareprovider.com/enterprise” and 1s sent to the
address of: “http://www.enterprise.com/database/
SSN?first name=Joe&last name=Smith.” The database
server 140 returns a response with the header “Access-Con-
trol-Allow-Origin: http://www.soltwareprovider.com/enter-
prise” followed by the requested SSN, which 1s “123-45-
6789.” One or more domains which are allowed to access the
database server 140 can be 1dentified 1n the header. The client
computing device verifies that the domain 1n the header 1s the
same as the domain of the web page 1n the request (e.g.,
www.soltwareprovider.comv/enterprise). GET and POST
cross-site requests can be made, for instance. A GET request
can be used to retrieve data from a database while a POST
request can be used to write data to a database.

FIG. 3F depicts an example process for a client computing,
device downloading application code and accessing data 1n
accordance with step 304 of FIG. 3A, where a router at the
enterprise decides to route a request for data to a database of
the enterprise or the software provider. The router 122 of FIG.
1 1s an example router which can be configured to determine
where to route a request for data from the client computing,
device.

At step 350, the client computing device downloads appli-
cation code, e.g., from a web server. At step 352, the client
computing device executes the application code to provide a
request to access data. At step 354, the router recerves the
request and evaluates it, such as by reading a network address/
URL of aresource from which data 1s requested. At step 356,
the router determines that the request 1s for data at the enter-
prise, ¢.g., the data 1s at a database server hosted by the
enterprise and in a domain of the enterprise. At step 358, 1n
response to this determination, the router routes the request to
the corresponding database server of the enterprise.
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Alternatively, at step 360, the router determines that the
request 1s for data at the software provider, e.g., the data 1s at
a database server hosted for the software provider and 1n a
domain of the software provider or 1n a federated domain,
such as a domain of an associated content delivery network. 5
For example, the router may store a list ol one or more
network addresses associated with the enterprise, and com-
pare a network address 1n the request to the list to make the
determination. Ifthe network address 1s on the list, the request
1s routed within the enterprise. If the network address1snoton 10
the list, the request 1s routed to the software provider, outside
the enterprise. At step 362, 1n response to this determination,
the router routes the request to the corresponding database
server for the software provider. At step 364, the client com-
puting device access the data, receiving a response to the 15
request provided at step 352. At step 366, the client comput-
ing device updates the Ul using the data.

The client computing device can therefore use the code of
the application to transmit a request for data hosted by the
enterprise, where the request 1s evaluated by a router hosted 20
by the enterprise, and the router determines that the data 1s
stored at a database hosted by the enterprise and routes the
request to the database. Further, the client computing device
uses the code of the application to transmit an additional
request, where the additional request 1s for data hosted by the 25
soltware provider, the additional request 1s evaluated by the
router which determines that the data hosted by the software
provider 1s hosted by the software provider and, in response,
routes the request to the software provider.

The functionality described herein may be implemented 30
using hardware, software or a combination of both hardware
and software. For software, one or more non-transitory, tan-
gible processor readable storage devices or apparatuses hav-
ing processor readable code embodied thereon for program-
ming one or more processors may be used. The non- 35
transitory, tangible processor readable storage devices can
include computer readable media such as volatile and non-
volatile media, removable and non-removable media.

The flowchart and block diagrams 1n the figures illustrate
the architecture, functionality, and operation of possible 40
implementations of systems, methods and computer program
products according to various aspects ol the present disclo-
sure. In this regard, each block in the flowchart or block
diagrams may represent a module, segment, or portion of
code, which comprises one or more executable instructions 45
for implementing the specified logical function(s). It should
also be noted that, 1n some alternative implementations, the
tfunctions noted 1n the block may occur out of the order noted
in the figures. For example, two blocks shown 1n succession
may, in fact, be executed substantially concurrently, or the 50
blocks may sometimes be executed in the reverse order,
depending upon the functionality mvolved. It will also be
noted that each block of the block diagrams and/or tlowchart
1llustration, and combinations of blocks 1n the block diagrams
and/or tlowchart 1llustration, can be implemented by special 55
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer mnstructions.

The terminology used herein 1s for the purpose of describ-
ing particular aspects only and 1s not intended to be limiting of 60
the disclosure. As used herein, the singular forms ““a”, “an”
and “the” are mtended to include the plural forms as well,
unless the context clearly indicates otherwise. It will be fur-
ther understood that the terms “comprises”™ and/or “compris-
ing,” when used 1n this specification, specily the presence of 65
stated features, integers, steps, operations, elements, and/or
components, but do not preclude the presence or addition of
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one or more other features, integers, steps, operations, ele-
ments, components, and/or groups thereof.

The corresponding structures, materials, acts, and equiva-
lents of any means or step plus function elements 1n the claims
below are intended to include any disclosed structure, mate-
rial, or act for performing the function in combination with
other claimed elements as specifically claimed. The descrip-
tion of the present disclosure has been presented for purposes
of 1llustration and description, but 1s not intended to be
exhaustive or limited to the disclosure 1n the form disclosed.
Many modifications and variations will be apparent to those
of ordinary skill 1n the art without departing from the scope
and spirit of the disclosure. The aspects of the disclosure
herein were chosen and described in order to best explain the
principles of the disclosure and the practical application, and
to enable others of ordinary skill in the art to understand the
disclosure with various modifications as are suited to the
particular use contemplated.

What 1s claimed 1s:

1. A method for delivering software to an enterprise, com-
prising:

using a client computing device of the enterprise, down-

loading an HTML file which comprises a reference to
code of an application, the code of the application is
configured to provide a user iterface of the application
and to access data hosted by the enterprise and data
hosted by a software provider outside the enterprise, the
code of the application and the data hosted by the soft-
ware provider are 1n a domain of the software provider,
and the data hosted by the enterprise 1s in a domain of the
enterprise which 1s different than the domain of the
soltware provider;

sending a request for the code of the application to a web

server of the software provider, the request comprises
the reference, and downloading the code of the applica-
tion from the web server pursuant to the request and 1n
accordance with a software as a service agreement
between the enterprise and the software provider; and
executing the code of the application at the client comput-
ing device, the executing the code of the application
comprises accessing the data hosted by the enterprise
using cross-origin resource sharing, accessing the data
hosted by the software provider without using the cross-
origin resource sharing, and updating the user interface
to concurrently display the data hosted by the enterprise
and the data hosted by the software provider, wherein:
the accessing the data hosted by the enterprise using the
Cross-origin resource sharing comprises providing a
first query to a database server of the enterprise, the
first query comprises a network address 1n the domain
of the enterprise of the database server of the enter-
prise, a header i1dentitying a domain name of the
domain of the software provider, a name of a file
which stores a first type of data of a plurality of
people, and an 1dentifier of a person of the plurality of
people, and receiving a response from the database
server of the enterprise;
the accessing the data hosted by the software provider
without using the cross-origin resource sharing coms-
prises providing a second query to a database server of
the software provider, the second query comprises a
network address 1n the domain of the soiftware pro-
vider of the database server of the software provider,
a name of a file which stores a second type of data of
the plurality of people, and the 1identifier of the person,
and receiving a response from the database server of
the software provider; and
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the enterprise maintains control of the first type of data
and prevents the software provider from accessing the
first type of data by storing the first type of data at the
database server of the enterprise.
2. The method of claim 1, wherein:
the code of the application comprises script code;
the reference 1s to the script code;
the HI'ML file 1s hosted by a server of the enterprise and 1s
downloaded by the client computing device from the
server of the enterprise;
the script code 1s hosted by the web server of the software
provider; and
the client computing device downloads the script code
from the web server of the software provider using the
reference to the script code.
3. The method of claim 2, wherein:
the code of the application comprises cascading style sheet
code;
the reference 1s to the cascading style sheet code;
the cascading style sheet code 1s hosted by the web server
of the software provider; and
the client computing device downloads the cascading style
sheet code from the web server of the software provider
using the reference to the cascading style sheet code.
4. The method of claim 1, wherein:
he code of the application comprises additional code;
he reference 1s to a dynamuic file;
ne additional code 1s accessed via the dynamic file;
he HTML file 1s hosted by a server of the enterprise and 1s
downloaded by the client computing device from the
server ol the enterprise;
the dynamic file and the additional code are hosted by the
web server of the software provider; and
the client computing device downloads the additional code
from the web server of the software provider using the
reference to the dynamic {ile.
5. The method of claim 1, wherein:
the code of the application comprises script code;
the reference 1s to the script code;
the HTML file and the script code are hosted by the web
server ol the software provider; and
the client computing device downloads the HI'ML file and
the script code from the web server of the software
provider.
6. The method of claim 5, wherein:

the script code comprises mnstructions for the accessing the
data hosted by the enterprise using the cross-origin
resource sharing.

7. The method of claim 1, further comprising;

using the client computing device, recerving authentication
credentials which are entered by a user; and

providing the authentication credentials to the software
provider, the downloading of the code of the application
1s responsive to the user being authenticated to the soft-
ware provider, and the code of the application uses the
authentication credentials to authenticate the user to the
enterprise 1 connection with the accessing of the data
hosted by the enterprise without the user re-entering the
authentication credentials.

8. The method of claim 1, wherein:

the code of the application comprises the network address
of the database server of the enterprise; and

the client computing device downloads the network
address of the database server of the enterprise from the
web server of the software provider.
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9. The method of claim 1, wherein:
the client computing device uses the code of the application
to transmit the first query, the first query 1s evaluated by
a router hosted by the enterprise, the router determines
that the first type of data 1s stored at the database server
of the enterprise and routes the request to the database
server of the enterprise; and
the client computing device uses the code of the application
to transmit the second query, the second query 1s evalu-
ated by the router which determines that the second type
of data 1s stored at the database server of the software
provider and, 1n response, routes the request for the data
hosted by the software provider to the database server of
the soitware provider.
10. A system, comprising:
a storage device; and
a processor in communication with the storage device, the
processor programmed to:
receive a request from a client computing device of an
enterprise for code of an application, the code of the
application 1s configured to provide a user interface of
the application and to access a first type of data hosted
by the enterprise and a second type of data hosted by
a software provider; and
allow the client computing device to download the code
of the application 1n accordance with a software as a
service agreement between the enterprise and the
soltware provider, the code of the application com-
prises:
code which 1dentifies a network address in a domain
of the enterprise of a database server of the enter-
prise, a domain name of a domain of the software
provider, and a name of a file which stores a first
type of data of a plurality of people;
code for providing a first query to the database server
of the enterprise using the network address 1n the
domain of the enterprise, the domain name of the
domain of the soitware provider, the name of the
file which stores the first type of data, and an 1den-
tifier of a person of the plurality of people, to obtain
the first type of data for the person;
code which identifies a network address 1n the domain
of the software provider of a database server of the
soltware provider, and a name of a file which stores
a second type of data of the plurality of people;
code for providing a second query to the database
server ol the software provider using the network
address 1n the domain of the software provider, the
name of the file which stores the second type of data
and the identifier of the person, to obtain the second
type of data for the person; and
code for concurrently displaying the first type of data
for the person and the second type of data for the
person and for visually identifying the first type of
data for as being sensitive to the enterprise while
visually identifying the second type of data for the
soltware provider as being non-sensitive to the
enterprise.
11. The system of claim 10, wherein:
the request comprises a request for an HTML file 1n a
domain of the system; and
the code of the application comprises 1nstructions which
allow the client computing device to access the data
hosted by the enterprise using cross-origin resource
sharing, the cross-origin resource sharing allows the
client computing device to access the data hosted by the
enterprise even though the data hosted by the enterprise
1s 1n a different domain than the domain of the system.
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12. The system of claim 10, wherein:

the code of the application comprises script code hosted by
the system; and

the request 1s based on a reference to the script code 1n an
HTML file which 1s loaded by the client computing
device from a server of the enterprise.

13. The system of claim 10, wherein:

the code of the application comprises a file hosted by the
system, the file 1s dynamically updateable by the soft-
ware provider; and

the request 1s based on a reference to the file 1n a file which
1s loaded by the client computing device from a server of
the enterprise.

14. The system of claim 10, wherein:

the code of the application 1s configured with the network
address 1n the domain of the enterprise of the database
server of the enterprise 1n an itialization process before
the request 1s received.

15. A computer program product, comprising:

a computer readable memory having computer readable
program code embodied therewith, the computer read-
able program code comprising:
computer readable program code configured to receive a

request from a client computing device of an enter-
prise for a file, the file comprises a reference to code,
the file 1s hosted by a server hosted by an enterprise,
computer readable program code configured to transmit
a request to a web server of a software provider for the
code using the reference and to receive the code from
the web server pursuant to the request as recerved
code, the received code 1s configured to provide a user
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interface which accesses data hosted by the enterprise
using cross-origin resource sharing and data hosted

by the software provider without using cross-origin
resource sharing and concurrently displays the data
hosted by the enterprise and the data hosted by the
soltware provider on a user interface, wherein the data
hosted by the enterprise 1s not accessible to the sofit-
ware provider; and

computer readable program code configured to provide the

received code to the client computing device.
16. The computer program product of claim 15, wherein:

the file comprises an HITML file;

the recerved code comprise script code; and

the reference 1s to the script code.

17. The computer program product of claim 15, wherein:

the data 1s stored 1n a database of the enterprise; and

the received code comprises a network address of the data-
base.

18. The method of claim 1, wherein:

in the user interface, the data hosted by the enterprise 1s
visually distinguished from the data hosted by the soft-
ware provider.

19. The method of claim 1, wherein:

the first type of data comprises at least one of bank account
information, a social security number or a password of
the person.

20. The method of claim 1, wherein:

the first type of data comprises personal information of the
person 1n a human resources application.
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