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DATA SECURITY FOR DIGITAL DATA
STORAGE

This application 1s a continuation of and claims priority to
U.S. patent application Ser. No. 12/557,334 of the same title
filed Sep. 10, 2009, now U.S. Pat. No. 8,191,159, which 1s a
continuation of U.S. patent application Ser. No. 11/521,163
filed Sep. 14, 2006, now U.S. Pat. No. 7,594,257, which 1s a
divisional of U.S. patent application Ser. No. 09/818,699,
filed Mar. 27, 2001, now U.S. Pat. No. 7,526,795, each of the

foregoing 1incorporated herein by reference 1n 1ts entirety.

BACKGROUND

1. Field

The invention relates to methods and apparatus for provid-
ing security for digital data stored on personal computers and
network servers on data storage media such as magnetic and
optical disks and tapes.

2. Description of the Related Art

Over the past several years, personal computing systems
have become more powerful, smaller, and less expensive. As
this has occurred, more and more computing applications are
performed on personal computer platforms. Local and wide
area networks of personal computers are now often used 1n
corporate and business applications instead of the large main-
frames used for the same applications 1n the past. A further
result of the increases 1n performance and decreases 1n price
of personal computers 1s a dramatic increase 1n personal
computer use for household financial and other sensitive and
preferably confidential information.

The use of personal computers 1n these applications raises
data security and privacy 1ssues, which have thus far been
isuificiently resolved. Laptop and other personal computers,
as well as the removable data storage media used in them are
transported, mislaid, lost, and sometimes stolen. Conse-
quently, security and privacy 1ssues which were not present
when computers and their data storage media were generally
fixed have now become prominent. Administrators of com-
puter resources in the business environment must remain
aware of the location of portable computing devices as well as
the nature of the programs and data stored on them. For home
users, concerns arise if credit card, social security, or bank
account numbers are present on fixed or removable media
which may be lost or stolen. In the network environment,
sensitive or confidential data may be stored on resources
available to several users.

To resolve a few of these concerns, some programs allow
the user to password protect documents or files, thereby pre-
venting access to the data 1n the file unless the password 1s
known. This provides limited security, however, since these
schemes are easy to defeat with widely available password
extraction programs. Furthermore, although the act of open-
ing the file may be restricted in the relevant application pro-
gram, the data itself resides on the media 1in raw form, and
may still be extracted by a trained computer user.

Systems have also been proposed which perform encryp-
tion on data and application programs stored on tape and disk.
These systems provide improved security over the password
protection described above. As one example, a system dis-
closed 1n U.S. Pat. No. 5,325,430 to Smyth et al. (incorpo-
rated herein by reference 1n its entirety) includes a security
module attached to a personal computer which performs data
and application program encryption. The security module
communicates with a removable smart card assigned to a
given user which contains encryption keys used by the secu-
rity module. Although the security provided by this system 1s
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adequate for many applications, the circuitry used to imple-
ment the system 1s complex, and administration of the system

for producing and assigning keys and smart cards 1s time
consuming and expensive.

Another system for encrypting files 1s disclosed in U.S. Pat.
No. 5,235,641 to Nozawa et al., the disclosure of which 1s also
incorporated herein by reference 1n its entirety. In this system,
data stored to a magnetic tape 1s encrypted by a cryptographic
adapter which 1s located 1n the data path between a host
processor and a tape drive. In this system, the host processor
generates cryptographic keys which are stored on the tape
itself. This requires additional logic to encrypt the keys as
well as the data, and consequently, this system requires rela-
tively complex circuitry, and leaves the key potentially recov-
crable from the tape itself 1f the key encryption scheme 1s
broken.

Thus, existing encryption systems for personal and por-
table computers have serious drawbacks, and have not been
widely implemented. In particular, a system which 1s usetul
for both an 1ndividual personal computer user and users con-
nected through a computer network has not been heretofore
provided. Such a system should provide data security with
flexibility and without expensive administration or imple-

mentation.

SUMMARY

In a first aspect, an apparatus configured to store data 1s
disclosed. In one embodiment, the apparatus includes a first
apparatus configured to receive an encryption key generated
by a first computer, the encryption key uniquely associated at
least 1 part with a user of the first computer, a second appa-
ratus configured to obtain encrypted data via the first com-
puter, the encrypted data having been generated using the
encryption key, a third apparatus configured to receive a file
attribute to be stored, the file attribute 1n association with the
encrypted data denoting the data as encrypted, and further
indicating a source of the encryption key, a fourth apparatus
configured to cause an indication of a source of the encrypted
data to be stored, and logic configured to cause the apparatus
to when a request 1s recetved from a requestor for the
encrypted data, and the requestor i1s the source of the
encrypted data, forward the encrypted data to the requestor
and when the request 1s recetved from the requestor for non-
encrypted data, encrypt the non-encrypted data with the
encryption key associated with the requestor and forward the
encrypted data to the requestor.

In a second aspect, a computerized storage system 1s dis-
closed. In one embodiment, the storage system includes a
storage device and a processor 1n data communication with
the storage device. The processor 1s configured to execute at
least one computer program including a plurality of mstruc-
tions configured to, when executed by the processor: receive
a user-specific encryption key, receive user-specific informa-
tion enabling an authorized entity to access first data based at
least in part on an association of the user-specific information
and the first data, encrypt the first data upon a determination
that the first data has not been previously encrypted as a first
encrypted data, using at least the user-specific encryption key
so as to produce the first encrypted data, store the first
encrypted data and the user-specific information on the stor-
age device, recerve a request for access to the first encrypted
data, determine, based at least 1n part on the stored user-
specific information, whether the request 1s received from the
authorized entity, and when it 1s determined that the request 1s
received from the authorized entity, provide the requested
first encrypted data thereto.
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In a third aspect, amethod of storing data in a computerized
storage system 1s disclosed. In one embodiment, the method
includes generating an encryption key using a first computer,
the encryption key being uniquely associated at least in part
with a user, encrypting data using the encryption key and a >
first computer to generate first encrypted data, causing the
first encrypted data to be stored on a computerized storage
device, the computerized storage device connected via a net-
work to the first computer, and providing an attribute to be
stored on the computerized storage device, the attribute in 19
association with the first encrypted data (1) designating the
first encrypted data as encrypted, and (11) indicating an asso-
ciation between the user and the encryption key, wherein the
attribute 1s configured to cause requested data that has not
been previously encrypted to be encrypted using the encryp- 1°
tion key to generate second encrypted data, the second
encrypted data to be provided to a source of a request for the
requested data.

BRIEF DESCRIPTION OF THE DRAWINGS 20

FIG. 1 1s a block diagram of a data storage system incor-
porating an embodiment of the invention.

FI1G. 2 1s a flow chart illustrating acts performed during key
generation 1n an embodiment of the invention. 25
FIG. 3 1s a block diagram illustrating an encrypting data
path passing from a host processor to data storage devices, in

accordance with one embodiment of the invention.

FI1G. 4 1s a flow chart 1llustrating acts performed during key
generation 1 another embodiment of the invention. 30
FI1G. 5 15 a flow chart of a process of encrypted file transier
in a network environment in accordance with one embodi-

ment of the mvention.

DETAILED DESCRIPTION OF THE INVENTION 35

Embodiments of the invention will now be described with
reference to the accompanying Figures, wherein like numer-
als refer to like elements throughout. The terminology used 1n
the description presented herein 1s not intended to be inter- 40
preted 1n any limited or restrictive manner, simply because it
1s being utilized in conjunction with a detailed description of
certain specific embodiments of the invention. Furthermore,
embodiments of the invention may include several novel fea-
tures, no single one of which 1s solely responsible for its 45
desirable attributes or which 1s essential to practicing the
invention herein described.

Referring now to FI1G. 1, a data storage system 1s illustrated
which incorporates aspects of the mvention. The system
includes encryption/decryption logic 10 that 1s connected to 50
receive digital data from a data bus 12. The encryption/de-
cryption logic 10 1s configured to forward data recerved from
the data bus 12 to data storage devices 14 1n an encrypted
form. The data or information transferred between the data
bus 12 and the data storage devices may comprise application 55
programs themselves, data used by application programs, or
any other information that the host computing system stores
to the data storage devices 14 of the system. As will be further
explained below with reference to FIGS. 2 and 3, the encryp-
tion/decryption logic may in some embodiments be config- 60
urable to perform the encryption and decryption on a select-
able subset of the data storage devices if desired by a user of
the system.

The algorithm used to perform the encryption may com-
prise any known encryption algorithm, and many different 65
alternatives will be well known to those of skill 1n the art. In
many applications, the encryption and decryption process

4

will be defined 1n part by a key 16 which 1s utilized by the
encryption/decryption logic 10 to perform the data manipu-
lation which results in data encryption and decryption. In
some systems, the same key 1s used for both the encryption
and decryption processes, but 1n others, the key 16 may com-
prise a pair of keys, wherein one 1s used for encryption, and
the other for decryption. Public key cryptographic systems,
where an encryption key 1s publicly available and a decryp-
tion key 1s maintained secret by a user, 1s one example of such
a system. Given the variety of encryption and decryption
schemes which have been and are currently being developed,
the use of the word “key” 1s intended to encompass any piece
of mnformation, data, parameter, definition, configuration of
logic circuitry, or other entity or circuit arrangement which
serves at least 1n part to configure the encryption/decryption
logic, or to otherwise 1n any way partly or wholly define the
data encryption process which 1s performed by the encryp-
tion/decryption logic 10.

Also provided 1n the system of FIG. 1 1s a non-volatile
memory location 18. As 1s well known 1n the art, a non-
volatile memory has the property that the data or information
stored 1n 1t remains when the host system 1s powered down.
Non-volatile memory may comprise battery backed up RAM,
EPROM, EEPROM, or ROM memory circuitry, for example.
In the application of FIG. 1, this memory location 18 may
advantageously store an 1dentification code. The stored 1den-
tification code may be used to derive, at least 1n part, the key
16 which 1s used 1n the encryption process. This derivation
may involve simply making the key the identification code
itself, or may alternatively ivolve a logical or mathematical
mampulation or transformation of the i1dentification code to
produce the key. In some embodiments, as will be further
explained below, the key 16 may be derived 1n part from the
identification code stored in the non-volatile memory and 1n
part from a password or other piece of information entered by
a user of the computing system.

The system of FIG. 1 includes many advantages over prior
art data encryption schemes and is especially applicable to
individual personal computer and laptop computer users. In
some embodiments, the circuitry of FIG. 1 may be incorpo-
rated 1nto, for example, a laptop computer which 1s sold to an
individual for household and/or business use. In most of these
situations, the purchased computer will not be a member of a
group of computers which 1s controlled or overseen by a
system administrator that will create and assign encryption
keys, smart cards, etc. Rather, the laptop will be simply used
as 1s, for both personal and business use by a user who 1s
generally unfamiliar with data security techniques or proce-
dures.

In these embodiments, the identification code may com-
prise a multi-bit data word which 1s associated with the 1ndi-
vidual laptop being used. When stored in a non-erasable
memory element such as ROM or EPROM, the identification
code may be substantially permanently associated with the
individual laptop being used. It will be appreciated that data
security in these environments 1s enhanced 1f different laptops
do not typically share a common identification code. When
this 1s true, the key 16 derived from the i1dentification code
will be different 1n different laptops produced by the laptop
manufacturer. It will therefore also be appreciated that the
data stored on the data storage devices 14 will be encrypted
differently by different laptops. Thus, a removable media
such as a floppy disk, tape, or writeable CD will not be
useable on any computer except the one that originally stored
the data. Thus, a level of security 1s provided for removable
media which may be lost, mislaid, or stolen.
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It will also be appreciated that this level of security 1s
provided without any intervention by the user or a system
administrator. Key generation and data encryption is auto-
matic and transparent. In addition, this data security scheme
1s easily implemented in the large scale production of laptops
and other personal computers. Machine specific data encryp-
tion may be provided with the simple provision of non-vola-
tile storage of information which defines the data encryption
process performed. This information may advantageously be
substantially uniquely associated with the host computing
logic or host computer. This may be ensured by using some
form of sequential numbering scheme for the 1dentification
code, or alternatively a random or pseudo-random numbering
scheme with a low probability of producing two 1dentical
identification codes for different laptops. However, 1t may be
noted that 1t 1s not necessary to absolutely guarantee that each
laptop have a uniquely defined encryption process. The desir-
able feature 1s that there be a relatively low probability that
lost or stolen media will be readable 1n some other laptop or
personal computer available to someone who has found or has
stolen the media elements. Theretore, duplicate identification
codes and keys defining 1dentical encryption processes may
be provided within a given set of computers while still main-
taining a useful level of security. Thus, the association
between 1dentification codes and their respective host com-
puters need only be substantially unique such that a reason-
able level of security 1s created.

FIG. 2 illustrates a method of key generation and data
encryption according to one embodiment of the invention. It
will be appreciated that the method shown 1n FIG. 2 may, in
one embodiment, be implemented on hardware illustrated 1n
FIG. 1.

The method begins at a start state 22, and moves from there
to step 24, where an 1dentification code 1s retrieved. The
identification code may be stored in a non-volatile memory,
and may in addition be substantially uniquely associated with
specific host computer hardware.

The system then moves to decision state 26, where 1t 1s
decided whether or not some user input should be utilized 1n
the process of encryption key generation. If not, the method
moves directly to step 28, where an encryption key 1s gener-
ated using the 1dentification code retrieved at step 24. If user
input 1s to be used in key generation, the method moves from
step 26 to step 30, where the user mnput 1s accepted by the
system. The user input may, for example, comprise an alpha-
numeric code which 1s typed into the computer keyboard by
the user in response to a system prompt. Following this, the
method moves to step 28, where the key 1s generated using
both the 1dentification code and the user input. The user input
from step 30 may be an alphanumeric sequence which 1is
converted to a multi-bit word (for example, to ASCII code).
This word may be combined with the identification code 1n
many ways, mncluding concatenation as one simple example,
or other more complicated logical or mathematical manipu-
lations may be used.

Following key generation at step 28, the key 1s used to
encrypt and decrypt data that 1s stored to and retrieved from a
data storage device at step 32. In the personal computer or
laptop computer context, the series of steps leading to and
including key generation may be performed during the boot
operation prior to any accesses to encrypted data storage
devices. In these embodiments, all data, programs, etc. stored
on the data storage devices are encrypted with the same key,
a key which may require some user mput to generate as
described above. The computer may be either factory config-
ured or user configured to require or not require user input for
key generation.
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The addition of user mput to key generation provides an
enhancement to data security beyond that provided when only
the 1dentification code 1s used to derive an encryption key.
This 1s because 11 the entire computer 1s lost or stolen, when
the computer 1s turned on only the computer owner will know
what code or password to input 1n order to generate the proper
key at step 28 of FIG. 2. Thus, access to encrypted programs
and data 1s effectively prevented even with the original com-
puter the hands of an unauthorized user.

An embodiment of the invention 1s also 1llustrated 1n FIG.
3 which may be used to implement the process described
above with reference to FIG. 2. In this Figure, a computer
system 1s shown having a host processor 36, which may, for
example, comprise a member of the Pentium family of pro-
cessors such as the Pentium, Pentium Pro, or Pentium II.
Although industry standard PC architecture 1s used as an
illustrative example 1n this Figure, 1t will be appreciated that
many computer designs may be implemented using the prin-
ciples illustrated herein. Also provided as part of the com-
puter system of FIG. 3 are a plurality of data storage devices,
including hard disk drives 38, 40, a floppy disk drive 42 and a
CD drive 45, which may be of a writeable type. The computer
system may also be coupled to a network server 47, and form
a client node of a local or wide area network. In many typical
embodiments, the computer system comprises a laptop or
other form of personal computer.

The processor 36 interfaces with a host bus 44 which also
interfaces with a bridge circuit 46. The bridge circuit 46
routes data from the host bus 44 to a PCI bus 48. The PCI bus
48 provides a data source to a logic circuit 50 which 1s pro-
vided 1n the data path between the PCI bus 48 and an IDE bus
52 and floppy drive control bus 54 which interface directly
with the respective data storage devices 38,40, 42,44, and 46.
The PCI bus 48 may also recetve data from I/0O devices 56 via
a PCI to ISA bridge circuit 58.

The logic circuit 50 advantageously includes an encryption
engine 60 which operates to encrypt data routed to one or
more of the data storage devices 38, 40, 42, 46, or the network
server 47 and to decrypt data routed from one or more of these
sources when required. The logic circuit 50 will also gener-
ally include mput and output bridge circuitry 51 to butfer data
and convert the data transter protocol from the PCI format bus
48 to the busses 52, 54, 55 which interface directly with the
data storage devices 38, 40, 42, 46 and network server 47.

The encryption engine operates under the control of con-
trol logic 62. The control logic, 1n turn, recerves information
for controlling the encryption engine from three sources. The
first 1s a memory location which stores a hardware 1dentifier
64. As described above, this hardware 1dentifier 64 may be
substantially uniquely associated with the computer hard-
ware. The memory may comprise a non-volatile writeable or
read only memory to help ensure essentially permanent stor-
age of the hardware 1dentifier 64. As 1s also described above,
the hardware 1dentifier 64 stored 1n the memory may be used
by the control logic 62 (or alternatively the processor 36) to at
least 1n part derive a key for encryption and decryption of data
to and from the data storage devices 38, 40, 42, 46. The
control logic may also accept user input as described above to
be used as additional information for key derivation.

This generated key may be stored in a key register 66 which
also 1s coupled to the control logic 62. Prior to data being
stored or retrieved from the data storage devices 38, 40, 42,
46, the key may be retrieved from the key register 66 for use
by the encryption engine 60 during the encryption and
decryption processes.

A configuration register 70 may also be coupled to the
control logic 62. The content of the configuration register 70
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may advantageously be user defined, and may include bits
that determine which of the data storage devices 38, 40,42, 46
have data encrypted before storage to the media, and which
have data decrypted when data 1s retrieved from the media.
This feature provides signmificant tlexibility to the user. A user
may, for example, want to encrypt some, but not all, data
stored onto a tloppy disk with the floppy drive 42. It may also
be advantageous to have at least one hard drive 38 or 40,
which contains DOS, Windows™, Unix™, or other operating,
system soltware, to remain unencrypted.

The configuration register may also contain bits which
determine whether or not user input should be 1ncorporated
into the key being used to perform the encryption and decryp-
tion. In some embodiments, a different key may be stored for
different drives. In this case, some of the keys may be gener-
ated with user 1input, and some without.

One advantageous aspect of the encryption system
described herein 1s that 1t may be created with relatively
minor modifications to currently existing integrated circuits.
PCI to ISA and PCI to IDE bridges are well known and
understood, and are commercially available from, ifor
example, Intel Corporation. In one embodiment, therefore, an
encryption engine, control logic, a key register, and a con-
figuration register may be incorporated into an existing bridge
integrated circuit design to produce a portion of the logic
circuit 50. Furthermore, individual EPROM, EEPROM, and
ROM memories which include pre-programmed 1dentifica-
tion codes are available commercially from Dallas Semicon-
ductor of Dallas Tex. as part numbers DS2401 and DS2430
for example. These devices include a unique 48 bit serial
number 1n a ROM storage location which may be utilized as
the memory location which stores the hardware 1dentifier 64.
These memory chips are available with a serial 1/O interface
for reading the 1dentification code and any other stored data.
In this embodiment, therefore, a bridge integrated circuit
which includes the encryption logic may interface over a
serial bus to a separate memory integrated circuit which
stores the hardware 1dentifier.

FI1G. 4 illustrates a method of key generation and verifica-
tion which may be implemented with the system 1llustrated in
FIG. 3. In the method of FIG. 4, the control logic 62 (FIG. 3)
may be utilized to perform key generation and verification
without intervention by the processor 36 (FIG. 3). The
method begins at a start state 76. Following this start block 76,
the system retrieves the hardware 1dentifier 64 (FIG. 3) from
the non-volatile memory location where 1t 1s stored. This
retrieval process may involve the sequential retrieval of a set
of data words from the memory as illustrated by the loop
defined by blocks 78, 80, and 82. Thus, at block 78, the
control logic 62 may output an initial address to the non-
volatile memory to retrieve a first data word comprising a
portion of the hardware 1dentifier code 64. The address may
then be incremented at block 80. If, at decision block 82, it 1s
determined that the entire code has not yet been retrieved, the
system loops back to block 78 and outputs the incremented
address to the non-volatile memory to retrieve another seg-
ment of the code.

Once the entire code has been retrieved, at block 84 the
control logic 62 may then generate and verity the key. As
mentioned above, the process of key generation may imvolve
merely storing a concatenation of the data words retrieved at
steps 78-82 1n the key register 66. This could occur during the
retrieval process, or afterwards. Alternatively, mathematical
or logical mamipulations may be performed on the retrieved
data words prior to their storage into the key register. Key
verification may also be performed in a number of ways
known to those of skill 1n the art. For example, a checksum or
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CRC field may be provided 1n the configuration register 70 or
control logic 62. If no user mnput 1s utilized 1n key generation,
this field may be generated during an initialization sequence
performed during the manufacture of either the logic circuit
50 or a computer system that the logic circuit 50 1s incorpo-
rated 1nto. IT user input 1s utilized 1n key generation, this CRC
or checksum field may be generated during a password 1ni-
tialization routine when the password to be utilized 1n key
generation 1s mitially entered by the user.

Following key generation and verification, the system
moves to a decision state 86, where the result of the key
verification of block 84 1s checked. If the key 1s verified as
good, the system moves to block 88, and the key 1s used to
encrypt and decrypt data during data storage and retrieval
operations. There are several reasons why key verification
might fail. An error in reading the hardware i1dentifier may
cause faulty key generation. Tampering with the logic circuit
50 may also result 1n incorrect key generation. Additionally,
key verification may fail because required operator input to be
used 1n key generation has not yet been entered by a user.
Thus, a failure of key verification may force user input. This
1s illustrated in FIG. 4 by the fact that 11, at decision state 86,
the key has not been verified as good, the system moves to
another decision state 90. At decision state 90, the system
determines whether or not user iput should be accepted and
used 1n the key generation process. It the system determines
that operator input should be accepted, the system moves to
block 92, where the 1input 1s read. The system then loops back
to block 84, where the key 1s generated using both the opera-
tor mput and the retrieved 1dentification code, and 1s again
verified against the stored CRC or checksum field. If the
operator mput was the correct password, the key will be
verified as good at the next iteration of decision block 86, and
at block 88, the key will be used to encrypt and decrypt data
as described above.

I1, however, the operator input was incorrect, the key veri-
fication process will fail, and the system will again move to
decision state 90, where the system again determines whether
or not user mput should be accepted. It will be appreciated
that the user may be given two or more attempts to success-
tully mput the proper password. Thus, the system may loop
back to blocks 92 and 84 a plurality of times, any one of which
may result 1n correct password entry and normal data encryp-
tion and decryption at block 88.

After a selected number of 1terations of incorrect password
entry, the system may decide at state 90 to refuse to accept
turther operator input for key generation. In this event, the
system moves to block 94 where the key error 1s flagged by
the system. System response to the error flag may vary
widely. The system may indicate to the user that the password
entries are incorrect. The system may even be programmed to
destroy the content of encrypted drives in the event the key
verification process fails, or fails for a selected number of
consecutive verification attempts.

The encryption system described thus provides data secu-
rity to personal and laptop computer users in a transparent
manner without requiring time consuming and expensive sys-
tem administration or complex and expensive hardware. The
system 1s especially adapted to individual users, and the high
volume production of computers for these users. In addition,
the system can be advantageously utilized to form an easily
administrated secure computer networking system.

In the network environment, files which are stored to net-
work drives associated with a network server (FIG. 3) may be
encrypted by the local system prior to file transier in a manner
analogous to that set forth above when storing data files to
local data storage devices. In this way, a given user’s personal
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or confidential data may be protected when resident on a
network accessible storage resource. In the network embodi-
ment, public key cryptography 1s advantageously used
because public encryption keys can be made available to the
network servers and/or clients such that appropriate encryp-
tion processes can be performed transparently and without
user mtervention by different elements of the network.

One example of a method of file transfer 1n a network
embodiment of the invention 1s 1llustrated by the tlow chart of
FIG. 5. It can be appreciated that in a network environment,
files may be stored at various dispersed locations. If the trans-
parent encryption during save operations 1s employed as
described above, different files on the same storage device
may be encrypted with different keys depending on which
client system pertormed the save operation. In addition, net-
work accessible drives may include unencrypted files as well.
Of course, any of these files may be retrieved by a client and
stored on their own local drive.

Referring now to FIG. 3, 1n one embodiment of the mven-
tion, at block 100 a request for a file 1s forward from a client
to a network server. At block 102, the network server checks
the status of an encryption attribute associated with the file.
This attribute 1s set or cleared depending on whether or not the
file 1s already encrypted on the network server or 1s unen-
crypted. It the file was previously stored by the requesting
client, the file may already be encrypted with the client’s
public key. In this case, the attribute would indicate that the
file 1s encrypted, and may 1n some embodiments additionally
indicate the owner of the public key that 1t was encrypted
with. IT at decision state 104 it 1s determined that the attribute
indicates the file 1s already encrypted, then the server sends
the file to the client at block 106. Once there, the file 1s
decrypted using the private key stored by the requestor, and 1s
then viewed and/or stored locally.

It 1s possible that the requested file has been stored on the
network server encrypted with a different user’s public key. IT
this information 1s provided by the file attribute, the system
may forward the requesting client a message indicating this
tact. If the file 1s st1ll sent to the requestor, 1t will of course be
unreadable by them because they will not have access to the
private key of the user that originally encrypted and stored the
file.

If alternatively 1t 1s determined at decision state 104 that the
file 1s not encrypted, at block 108 the server retrieves the
public key of the requestor. This may be done directly by
retrieving the key from the memory location 66 (FIG. 3)
where the public and private keys are stored on the requestor’s
system. It 1s also possible that the server could have a public
key table stored locally from which the appropriate public key
1s available. Once the requestor’s public key 1s retrieved by
the server, at block 110 1t uses the key to encrypt the file, and
then sends the file to the requesting client where as described
above 1t 1s decrypted for viewing and/or local storage. Pret-
erably, all of the attribute checking and key retrieval 1s per-
formed transparently without any user intervention.

The invention thus has advantageous applicability to both
stand alone computers and network systems. Files are stored
either focally or on a network securely without effort on the
part of the computer user. In addition, 1n the network embodi-
ment, management of the cryptographic system and circuitry
in each client computer can be controlled by a central admin-
istrator. In this embodiment, the configuration information
stored 1n the memory 70 (FIG. 3) of each client may be
accessible and alterable by a network administrator. Which
files are encrypted and when could be centrally controlled
however the administrator desired. If desired, key generation
and distribution could also be controlled by the administrator.
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The foregoing description details certain embodiments of
the invention. It will be appreciated, however, that no matter
how detailed the foregoing appears 1n text, the imnvention can
be practiced in many ways. As 1s also stated above, 1t should
be noted that the use of particular terminology when describ-
ing certain features or aspects of the invention should not be
taken to imply that the terminology is being re-defined herein
to be restricted to including any specific characteristics of the
features or aspects of the invention with which that terminol-
ogy 1s associated. The scope of the invention should therefore
be construed in accordance with the appended claims and any
equivalents thereof.

What 1s claimed 1s:
1. Apparatus configured to store data, the apparatus com-
prising;:
a first apparatus configured to recerve an encryption key
generated by a first computer, the encryption key
uniquely associated at least in part with a user of the first
computer;
a second apparatus configured to obtain encrypted data via
the first computer, the encrypted data having been gen-
crated using the encryption key;
a third apparatus configured to recerve a file attribute to be
stored, the file attribute 1n association with the encrypted
data denoting the data as encrypted, and further indicat-
ing a source of the encryption key;
a fourth apparatus configured to cause an indication of a
source of the encrypted data to be stored; and
logic configured to cause the apparatus to:
when a request 1s received from a requestor for the
encrypted data, and the requestor 1s the source of the
encrypted data, forward the encrypted data to the
requestor; and

when the request 1s recerved from the requestor for non-
encrypted data, encrypt the non-encrypted data with
the encryption key associated with the requestor and
torward the encrypted data to the requestor.

2. The apparatus of claim 1, wherein the logic 1s further
configured to cause the apparatus to, when the requestor 1s not
the source of the encrypted data, send the requestor amessage
indicating that the encrypted data 1s not associated with the
requestor.

3. The apparatus of claam 1, further comprising a fifth
apparatus configured to automatically obtain the encryption
key from the first computer to encrypt the non-encrypted data.

4. The apparatus of claim 1, further comprising a sixth
apparatus configured to process the request to retrieve the
data, wherein the processing comprises a check of the file
attribute prior to provision of the data back to the first com-
puter.

5. The apparatus of claim 1, further comprising a seventh
apparatus configured to check the file attribute to determine
whether the request for data 1s 1n unencrypted form prior to
encryption thereof.

6. The apparatus of claim 1, wherein the encryption key
comprises at least one of a private encryption key and a public
encryption key.

7. The apparatus of claim 6, wherein the public encryption
key 1s obtained by the first apparatus from the first computer.

8. The apparatus of claim 6, wherein the first apparatus 1s
configured to store the public encryption key and the
encrypted data.

9. A computerized storage system, comprising;:

a storage device;

a processor 1n data communication with the storage device,

the processor configured to execute at least one com-
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puter program comprising a plurality of instructions
configured to, when executed by the processor:

receive a user-specific encryption key;

receive user-specific information enabling an authorized

entity to access first data based at least 1n part on an
association of the user-specific information and the first
data;

encrypt the first data upon a determination that the first data

has not been previously encrypted as a first encrypted
data, using at least the user-specific encryption key so as
to produce the first encrypted data;

store the first encrypted data and the user-specific informa-

tion on the storage device;

receive a request for access to the first encrypted data;

determine, based at least 1n part on the stored user-specific

information, whether the request 1s received from the
authorized entity; and

when 1t 1s determined that the request 1s received from the

authorized entity, provide the requested first encrypted
data thereto.

10. The computer storage system of claim 9, wherein the
plurality of istructions are further configured to, when
executed:

determine that a requesting entity 1s not the authorized

entity of the encrypted data; and

cause transmission of a message that indicates that the

encrypted data 1s not associated with the requesting
entity.

11. The computer storage system of claim 9, wherein the
computerized storage system 1s configured to obtain the user-
specific encryption key from the authorized entity to enable
said encryption of the non-encrypted data.

12. The computer storage system of claim 9, wherein the
computerized storage system 1s configured to check the asso-
ciation of the user-specific information and the first data to at
least determine that the first data 1s 1n unencrypted form prior
to encrypting.
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13. The computer storage system of claim 9, wherein the
authorized entity comprises a specific user.

14. A method of storing data in a computerized storage
system, comprising;:

generating an encryption key using a first computer, the

encryption key being uniquely associated at least 1in part
with a user;

encrypting data using the encryption key and a first com-

puter to generate first encrypted data;
causing the first encrypted data to be stored on a comput-
erized storage device, the computerized storage device
connected via a network to the first computer; and

providing an attribute to be stored on the computerized
storage device, the attribute 1n association with the first
encrypted data (1) designating the first encrypted data as
encrypted, and (11) indicating an association between the
user and the encryption key;

wherein the attribute 1s configured to cause requested data

that has not been previously encrypted to be encrypted
using the encryption key to generate second encrypted
data, the second encrypted data to be provided to a
source of a request for the requested data.

15. The method of claim 14, further comprising decrypting
the first encrypted data by the first computer using at least the
encryption key.

16. The method of claim 14, further comprising decrypting
at least a portion of the second encrypted data by the first
computer using at least the encryption key.

17. The method of claim 14, wherein the encryption key
associated with the user comprises at least one of a private
encryption key and a public encryption key.

18. The method of claim 14, wherein the act of generating
the encryption key 1s based at least in part on receving a
unique 1dentifier from a storage location within the first com-
puter.
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