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lisher, and the device may be configured to operate in the
delayed publishing mode, or to operate 1n an immediate pub-
lishing mode in which currently obtained data that has not
been cached 1s published to the network during the publishing
time slot assigned to the device.
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DELAYED PUBLISHING IN PROCESS
CONTROL SYSTEMS

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Application No. 61/549,982, entitled “Delayed Publishing in

Process Control Systems” which was filed on Oct. 21, 2011,
the entire disclosure of which 1s hereby incorporated by ret-
erence herein.

FIELD OF TECHNOLOGY

The present invention relates generally to publishing data
or events 1n process control networks or systems and, more
particularly, to delaying the publishing of data or events by a
network device 1n a process control network.

BACKGROUND

Currently known network devices included in a process
control network are allocated publishing opportunities to
send or publish process control data to the network. During an
allocated publishing opportunity, a network device deter-
mines a current value of process control data and sends or
publishes the current value to the network.

DETAILED DESCRIPTION OF THE DRAWINGS

FI1G. 1 1s a block diagram that 1llustrates a system utilizing,
a wireless HART network to provide wireless communica-
tion between field and router devices, which are connected to
a plant automation network via a gateway device;

FIG. 2 1s a schematic representation of the layers of a
wireless HART protocol implemented in accordance with
one of the embodiments discussed herein;

FIG. 3A illustrates an exemplary scheduling procedure
responsible for design constraint enforcement;

FIG. 3B 1illustrates an exemplary scheduling procedure
responsible for data superirame configuration;

FIG. 3C 1illustrates an exemplary scheduling procedure
responsible for management superirame configuration;

FI1G. 4 1s an exemplary graphical 1llustration of a schedule
tor the wireless HART network including time slot allocation,
assignment, and other scheduling parameters;

FIG. 5 depicts a block diagram of an example network
device 200 configured to provide delayed publishing of pro-
cess control data; and

FIG. 6 1s an example method of delaying publication of
data by a network device 1in a process control system.

DETAILED DESCRIPTION

FIG. 1 illustrates an exemplary process control network 10
in which the delayed publishing techniques described herein
may be incorporated. In an embodiment, the process control
network 10 1s included 1n a process plant, such as a petroleum,
chemical and/or other type of industrial process plant, and the
process control network 10 controls one or more processes
executed by the process plant. In particular, the network 10
may 1nclude a plant automation network 12 and a communi-
cations network 14. In the embodiment of the process control
network 10 shown 1in FIG. 1, the communications network 14
1s 1llustrated as a communications network that supports a
wireless HART (Highway Addressable Remote Transducer)

protocol, e.g., a “wireless HART network.” In some embodi-
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2

ments of the network 10, however, the communications net-
work 14 may support a wired HART protocol, e.g., a “wired
HART network.” In some embodiments, both a wired and a
wireless HART network 14 may be included in the network
10.

The plant automation network 12 may include one or more
stationary workstations 16 and one or more portable work-
stations 18 connected over a commumnication backbone 20.
The backbone 20 may be mmplemented over Ethernet,
RS-485, Profibus DP or other suitable communication proto-
col. The plant automation network 12 and the wireless HART
network 14 may be connected via a gateway 22. Specifically,
the gateway 22 may be connected to the backbone 20 1n a
wired manner and may communicate with the plant automa-
tion network 12 by using any suitable known protocol. The
gateway 22 may be implemented as a standalone device, as a
card msertable into an expansion slot of the hosts or worksta-
tions 16 or 18, or as part of the 10 subsystem of a PLC-based
or DCS-based system, or in any other manner. The gateway
22 may provide, to applications running on the network 12,
access to various network devices of the wireless HART
network 14. In addition to protocol and command conversion,
the gateway 22 may provide synchronized clocking used by
time slots and superirames (sets of communication time slots
spaced equally 1n time) of the scheduling scheme of the
wireless HART network 14.

In some situations, networks may have more than one
gateway 22. These multiple gateways can be used to improve
the effective throughput and reliability of the network by
providing additional bandwidth for the commumnication
between the wireless HART network and the plant automa-
tion network 12 or the outside world. On the other hand, the
gateway 22 device may request bandwidth from the appro-
priate network service according to the gateway communica-
tion needs within the wireless HART network. The gateway
22 may further reassess the necessary bandwidth while the
system 1s operational. For example, the gateway 22 may
receive a request from a host residing outside the wireless
HART network 14 to retrieve a large amount of data. The
gateway device 22 may then request additional bandwidth
from a dedicated service such as a network manager 1n order
to accommodate this transaction. The gateway 22 may then
request the release of the unnecessary bandwidth upon
completion of the transaction.

In some embodiments, the gateway 22 1s functionally
divided into a virtual gateway 24 and one or more network
access points 23a, 25b. Network access points 25a, 256 may
be separate physical devices in wired communication with the
gateway 22 1n order to increase the bandwidth and the overall
reliability of the wireless HART network 14. However, while
FIG. 1 1llustrates a wired connection 26 between the physi-
cally separate gateway 22 and access points 23a, 255, 1t will
be understood that the elements 22-26 may also be provided
as an integral device. Because network access points 25a, 255
may be physically separate from the gateway device 22, each
of the access points 25a, 256 may be strategically placed 1n
several distinct locations. In addition to increasing the band-
width, the multiple access points 25a, 255 can increase the
overall reliability of the network by compensating for a
potentially poor signal quality at one access point at one or
more other access points. Having multiple access points 25a,
25b also provides redundancy in case of failure at one or more
of the access points 25a, 255.

The gateway device 22 may additionally contain a network
manager software module 27 and a security manager software
module 28. In another embodiment, the network manager 27
and/or the security manager 28 may run on one of the hosts on
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the plant automation network 12. For example, the network
manager 27 may run on the host 16 and the security manager
28 may run on the host 18. The network manager 27 may be
responsible for configuration of the network 14, scheduling
communications between devices included 1n the network 14
such as wireless HART devices (1.e., configuring super-
frames), management of the routing tables and monitoring
and reporting the health of the wireless HART network 14.
While redundant network managers 27 are supported, 1t 1s
contemplated that there should be only one active network
manager 27 per wireless HART network 14. In one possible
embodiment, the network manager 27 analyzes the informa-
tion regarding the layout of the network, the capability and
update rate of each network device, and other relevant infor-
mation. The network manager 27 may then define routes and
schedules of communications to, from and between network
devices 1n view of these factors.

Referring again to FIG. 1, the wireless HART network 14
may include one or more field devices 30-40. In general,
process control systems, like those used in chemical, petro-
leum or other process plants, include such field devices as
valves, valve positioners, switches, sensors (e.g., tempera-
ture, pressure and tlow rate sensors), pumps, fans, etc. Field
devices may perform process control functions within a pro-
cess that 1s controlled by the process control network 10. A
process control function may 1nclude, for example, opening,
or closing valves and/or monitoring or taking measurements
ol process parameters. In the wireless HART communication
network 14, field devices 30-40 are producers and consumers
of wireless HART packets.

An external host 41 may be connected to a network 43
which, 1n turn, may be connected to the plant automation
network 12 via a router 44. The network 43 may be, for
example, the World Wide Web (WWW). Although the exter-
nal host 41 does not belong to either the plant automation
network 12 or the wireless HART network 14, the external
host 41 may access devices on both networks via the router
44.

The wireless HART network 14 may use a protocol which
provides similar operational performance that 1s experienced
with wired HART devices. The applications of this protocol
may include process data monitoring, critical data monitoring,
(with the more stringent performance requirements), calibra-
tion, device status and diagnostic monitoring, field device
troubleshooting, commissioning, and supervisory process
control. These applications require that the wireless HART
network 14 use a protocol which can provide fast updates
when necessary, move large amounts of data when required,
and support network devices which join the wireless HART
network 14 only temporarily for commissioning and mainte-
nance work.

In one embodiment, the wireless protocol supporting net-
work devices of the wireless HART network 14 1s an exten-
sion of HART, a widely accepted industry standard that main-
tains the simple workflow and practices of the wired
environment. The wireless HART protocol may be used to
establish a wireless communication standard for process
applications and may further extend the application of HART
communications and the benefits 1t provides to industry by
enhancing the HART technology to support wireless process
automation applications.

Referring again to FIG. 1, field devices 30-36 may be
wireless HART devices. In other words, a field device 30,
32a, 32b, 34, or 36 may be provided as an integral unit
supporting all layers of the wireless HART protocol stack. In
the network 10, the field device 30 may be a wireless HART
flow meter, the field devices 32a, 326 may be wireless HART
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pressure sensors, the field device 34 may be a wireless HART
valve positioner, and the field device 36 may a wireless HART
pressure sensor. Importantly, wireless HART devices 30-36
are HART devices supporting all that users have come to
expect from the wired HART protocol. As one of ordinary
skill 1n the art will appreciate, one of the core strengths of the
HART protocol 1s its rigorous interoperability requirements.
In some embodiments, all wireless HART equipment
includes core mandatory capabilities 1n order to allow equiva-
lent device types to be exchanged without compromising
system operation. Furthermore, the wireless HART protocol
1s backward compatible to HART core technology such as the
device description language (DDL). In the preferred embodi-
ment, all HART devices (wired or wireless) should support
the DDL, which ensures that end users immediately have the
tools to begin utilizing the wireless HART protocol.

On the other hand, a field device 38 may be a legacy 4-20
mA device and a field device 40 may be a wired HART
device. Field devices 38 and 40 may be connected to the
wireless HART network 14 via respective wireless HART
adaptors (WHA) 50qa, 505. Additionally, the WHASs 50a, 505
may support other communication protocols such as Founda-
tion Fieldbus, PROFIBUS, DevicesNet, etc. In these embodi-
ments, the WHASs 50a, 505 support protocol translation on a
lower layer of the protocol stack. Additionally, 1t 1s contem-
plated that a single WHA 50a or 505 may also function as a
multiplexer and may support multiple HART or non-HART
devices.

Plant personnel may additionally use handheld devices for
installation, control, monitoring, and maintenance ol network
devices. Generally speaking, handheld devices may be por-
table equipment that can connect directly to the wireless
HART network 14 or through the gateway 22 as a host on the
plant automation network 12. As illustrated 1n FIG. 1, a wire-
less HART-connected handheld device 35 may communicate
directly to the wireless HART network 14. When operating
with a formed wireless HART network 14, this handheld
device 55 may join the network 14 as just another wireless
HART field device. When operating with a target network
device that 1s not connected to a wireless HART network, the
handheld device 55 may operate as a combination of the
gateway device 22 and the network manager 27 by forming 1ts
own wireless HART network with the target network device.

A plant automation network-connected handheld device
(not shown) connects to the plant automation network 12
through known networking technology, such as Wi-F1. This
device talks to the network devices 30-40 through the gate-
way device 22 in the same fashion as external plant automa-
tion servers (not shown) or the workstations 16 and 18.

Additionally, the wireless HART network 14 may include
a router device 60. The router device 60 may be a network
device that forwards packets from one network device to
another. A network device that 1s acting as a router device may
use internal routing tables to decide to which network device
it should forward a particular packet. Stand alone routers such
as the router 60 may not be required in those embodiments
where all devices on the wireless HART network 14 support
routing. However, 1t may be beneficial (e.g. to extend the
network, or to save the power of a field device 1n the network)
to add a dedicated router 60 to the network.

All devices directly connected to the wireless HART net-
work 14 may be referred to as network devices. In particular,
the wireless HART field devices 30-36, the adaptors 50a, 505,
the routers 60, the gateway 22, the access points 25a, 255, and
the wireless HART-connected handheld device 55 are, for the
purposes of routing and scheduling, the network devices or
the nodes of the wireless HART network 14. In order to
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provide a very robust and an easily expandable network, 1t 1s
contemplated that all network devices may support routing
and each network device may be globally identified by 1ts
HART address. The network manager 27 may contain a com-
plete list of network devices and assign each device a short,
network unique 16-bit nickname. Additionally, each network
device may store information related to update rates, connec-
tions sessions, and device resources. In short, each network
device maintains up-to-date information related to routing
and scheduling. The network manager 27 communicates this
information to network devices whenever new devices join
the network or whenever the network manager detects or
originates a change in topology or scheduling of the wireless
HART network 14.

Further, each network device may store and maintain a list
ol neighbor devices that the network device has identified
during the listening operations. Generally speaking, a neigh-
bor of a network device 1s another network device of any type
potentially capable of establishing a connection with the net-
work device in accordance with the standards imposed by a
corresponding network. In case of the wireless HART net-
work 14, the connection 1s a wireless connection. However, 1t
will be appreciated that a neighboring device may also be a
network device connected to the particular device in a wired
manner. As will be discussed later, network devices promote
their discovery by other network devices through advertise-
ment, or special messages sent out during the designated
timeslots. Network devices operatively connected to the wire-
less HART network 14 have one or more neighbors which
they may choose according to the strength of the advertising
signal or to some other principle.

Referring again to FIG. 1, 1n a pair of network devices
connected by a direct wireless connection 65, each device
recognizes the other as a neighbor. Thus, network devices of
the wireless HART network 14 may form a large number of
connections 635. The possibility and desirability of establish-
ing a direct wireless connection 65 between two network
devices 1s determined by several factors such as the physical
distance between the nodes, obstacles between the nodes,
signal strength at each of the two nodes, etc. Further, two or
more direct wireless connections 65 may form paths between
nodes that cannot form a direct wireless connection 65. For
example, the direct wireless connection 65 between the wire-
less HART hand-held device 55 and wireless HART device
36 along with the second direct wireless connection 63
between the wireless HART device 36 the router 60 form a
communication path between devices 35 and 60.

Each wireless connection 65 1s characterized by a large set
of parameters related to the frequency of transmission, the
method of access to the radio resource, etc. One of ordinary
skill 1n the art will recognize that, in general, wireless com-
munication protocols may operate on designated frequencies,
such as the ones assigned by the Federal Communications
Commission (FCC) in the Umited States, or in the unlicensed
part of the radio spectrum (2.4 GHz). While the system and
method discussed herein may be applied to a wireless net-
work operating on any designated frequency or range of fre-
quencies, the embodiment discussed below relates to the
wireless HART network 14 operating in the unlicensed or
shared part of the radio spectrum. In accordance with this
embodiment, the wireless HART network 14 may be easily
activated and adjusted to operate 1n a particular unlicensed
frequency range as needed.

Turning to FIG. 2, 1n an embodiment, the protocol support-
ing the wireless HART network 14 1s a wireless HART pro-
tocol 70. More specifically, each of the direct wireless con-
nections 65 may transier data according to the physical and
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logical requirements of the wireless HART protocol 70. FIG.
2 schematically 1llustrates the structure of one of the embodi-
ments of the protocol 70 and of the existing “wired” HART
protocol 72. The wireless HART protocol 70 may be a secure,
wireless mesh networking technology operating 1n the 2.4

GHz ISM radio band (block 74). In one embodiment, the
wireless HART protocol 70 may utilize IEEE 802.15.4b com-
patible direct sequence spread spectrum (DSSS) radios with
channel hopping on a transaction by transaction basis. This
wireless HART communication may be arbitrated using time
division multiple access or Time Division Multiple Access

(TDMA) to schedule link activity (block 76). All communi-

cations are preferably performed within a designated time
slot. One or more source and one or more destination devices
may be scheduled to communicate 1n a given timeslot, and
cach timeslot may be dedicated to communication from a
single source device or to a CSMA/CA-like shared commu-
nication access mode between multiple source devices.
Source devices may send messages to specific target device or
broadcast messages to all of the destination devices assigned
to the slot.

To enhance reliability, the wireless HART protocol 70 may
combine TDMA with a method of associating multiple radio
frequencies with a single communication resource, or chan-
nel hopping. Channel hopping provides frequency diversity
which minimizes mterference and reduces multi-path fading
eifects. In particular, the data link 76 may create an associa-
tion between a single superirame and multiple carrier ire-
quencies which the data link 76 cycles through 1n a controlled
predefined manner. For example, the available frequency
band of a particular instance of the wireless HART network
14 may have carrier frequencies F,, F,, . . . F . A relative
frame R of a superframe S may be scheduled to occur at a
frequency F, 1n the cycle C , at a frequency F 1n the follow-
g cycle C, . ,,atalrequency F, inthe cycle C __ ., and so on.
The network manager 27 may configure the relevant network
devices with this information so that the network devices
communicating 1n the superframe S may adjust the frequency
of transmission or reception according to the current cycle of
the superirame S.

The data link 76 of the wireless HART protocol 70 may
offer an additional feature of channel blacklisting, or restrict-
ing the use of certain channels in the radio band by the
network devices. The network manager 27 may blacklist a
radio channel 1 response to detecting excessive mterference
or other problems on the channel. Further, operators or net-
work administrators may blacklist channels 1n order to pro-
tect a wireless service that uses a fixed portion of the radio
band that would otherwise be shared with the wireless HART
network 14. In some embodiments, the wireless HART pro-
tocol 70 controls blacklisting on a superframe basis so that
cach superirame has a separate blacklist of prohibited chan-
nels.

In one embodiment, the network manager 27 1s responsible
for allocating, assigning, and adjusting time slot resources
associated with the data link layer 76. If a single instance of
the network manager 27 supports multiple wireless HART
networks 14, the network manager 27 may create an overall
schedule for each instance of the wireless HART network 14.
The schedule may be organized into superirames containing
time slots numbered relative to the start of the superirame.
Additionally, the network manager 27 may maintain a global
absolute slot count which may retlect the total of number of
time slots scheduled since the start-up of the wireless HART
network 14. This absolute slot count may be used for syn-
chronization purposes.
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The wireless HART protocol 70 may further define links or
link objects 1n order to logically unite scheduling and routing.
In particular, a link may be associated with a specific network
device, a specific superirame, a relative slot number, one or
more link options (transmit, receive, shared), and a link type
(normal, advertising, discovery). As 1llustrated 1n FIG. 2, the
data link 76 may be frequency-agile. More specifically, a
channel offset may be used to calculate the specific radio
frequency used to perform communications. The network
manager 27 may define a set of links 1n view of the commu-
nication requirements at each network device. Each network
device may then be configured with the defined set of links.
The defined set of links may determine when the network
device needs to wake up, and whether the network device
should transmit, recerve, or both transmit/receive upon wak-
g up.

Other layers of the wireless HART protocol 70 are also
illustrated in FIG. 2. Both the existing HART protocol 72 and
the wireless HART protocol 70 are loosely organized around
the well-known ISO/OSI 7-layer model for communications
protocols. In the wireless expansion of HART technology,
three physical layers and two data-link layers may be sup-
ported: the wired and the wireless mesh. Because the wireless
HART protocol described herein allows deployment of mesh
topologies, a significant network layer 78 may be specified as
well.

As indicated above, a superirame may be understood as a
collection of time slots repeating 1n time. The number of slots
1n a given superirame (superirame size) determines how often
cach slot repeats, thus setting a communication schedule for
network devices that use the slots. Each superirame may be
associated with a certain graph identifier corresponding to a
routing graph included 1n a mesh topology. In some embodi-
ments, the wireless HART network 14 may contain several
concurrent superirames of different sizes. Moreover, a super-
frame may include multiple radio channels, or radio frequen-
cies.

Further, the transport layer 80 of the wireless HART pro-
tocol 70 allows efficient, best-etfort communication and reli-
able, end-end acknowledged communications. As one skilled
in the art will recognize, best-effort communications allow
devices to send data packets without an end-to-end acknowl-
edgement and no guarantee of data ordering at the destination
device. User Datagram Protocol (UDP) 1s one well-known
example of this communication strategy. In the process con-
trol industry, this method may be useful for publishing pro-
cess data. In particular, because devices propagate process
data periodically, end-to-end acknowledgements and retries
have limited utility, especially considering that new data 1s
generated on a regular basis.

In contrast, reliable communications allow devices to send
acknowledgement packets. In addition to guaranteeing data
delivery, the transport layer 80 may order packets sent
between network devices. This approach may be preferable
for a request/response trailic or when transmitting event noti-
fications. When the reliable mode of the transport layer 80 1s
used, the communication may become synchronous.

Reliable transactions may be modeled as a master 1ssuing a
request packet and one or more slaves replying with a
response packet. For example, the master may generate a
certain request and can broadcast the request to the entire
network. In some embodiments, the network manager 27 may
use reliable broadcast to tell each network device 1n the wire-
less HART network 14 to activate a new superirame. Alter-
natively, a field device such as the sensor 30 may generate a
packet and propagate the request to another field device such
as the portable HAR'T communicator 535. As another example,
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an alarm or event generated by the 34 field device may be
transmitted as a request directed to the gateway 22. In
response to successiully recerving this request, the gateway
22 may generate a response packet and send 1t to the device 34
acknowledging receipt of the alarm noftification.

Referring again to FIG. 2, the session layer 82 may provide
session-based communications between network devices.
End-to-end commumnications may be managed on the network
layer by sessions. A network device may have more than one
session defined for a given peer network device. It 1s contem-
plated that 1n some embodiments, almost all network devices
may have at least two sessions established with the network
manager 27: one for pair-wise communication and one for
network broadcast communication from the network man-
ager 27. Further, all network devices may have a gateway
session key. The sessions may be distinguished by the net-
work device addresses assigned to them. Each network device
may keep track of security information (encryption keys,
nonce counters) and transport information (reliable transport
sequence numbers, retry counters, etc.) for each session 1n
which the device participates.

Finally, both the wireless HART protocol 70 and the wired
HART protocol 72 may supporta common HART application
layer 84. The application layer of the wireless HART protocol
70 may additionally include a sub-layer 86 supporting auto-
segmented transter of large data sets. By sharing the applica-
tion layer 84, the protocols 70 and 72 allow for a common
encapsulation of HART commands and data and eliminate
the need for protocol translation 1n the uppermost layer of the
protocol stack.

Returning to FIG. 1, 1n accordance with some of the
embodiments discussed above, the network manager 27 may
contain a list of all devices 1n the network 14. The network
manager 27 may also contain the overall network topology
including a complete graph of the network 14 and portions of
the graph that have been communicated to each device. The
network manager 27 may generate route and connection
information using the information that the network manager
27 receives from the network devices 30-40, 50a, 505, 60, 55,
etc. The graph of the network may be built by the network
manager 27 from the list of network devices and their
reported neighbors. The network manager 27 may also be
responsible for generating and maintaining all of the route
information for the network. Further, there may be broadcast
routes used to send broadcast messages from the network
manager 27 to all of the devices of the network 14. Still
turther, the network manager 27 may also carry out the sched-
uling of network resources once the routing information and
burst mode update rates of network devices 30-40, 50a, 505,
60, 55, etc. are known.

As such, the graph routing generated and maintained by the
network manager 27 may direct traffic both upstream and
downstream with respect to the network manager 27 or gate-
way 22. Both graph and source routes may be optimized to
satisty applications with low latency requirements. For
example, the graph and/or source route optimization may be
based on measurement information that 1s transferred from
network devices to the gateway and control information that
1s transierred from gateway devices to final control com-
mands such as regulating valves, on-off valves, pumps, fans,
dampers, as well as motors used 1n many other ways.

As 1ndicated above, devices ivolved in routing store or
obtain a different graph route, the source route, or to the
address of the destination in order to deliver and properly
relay data packets. The address of each network device must
be globally unique 1n order for the wireless HART network 14
to properly co-operate with a larger network which may
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include wired HART devices. For this reason, the wireless
HART protocol 70 may provide an unambiguous addressing
scheme and additionally provides an efficient mapping of
addresses to a larger network context. Importantly, the wire-
less HART protocol 70 may provide an addressing scheme
compatible with the addressing scheme used with wired
HART devices.

With regard to the scheduling of network resources by the
network manager 27, a user or operator may specily, for each
field device, the rate at which the device reports measure-
ments or other data to another network device. This report rate
1s also 1nterchangeably referred to herein as a “burst rate” or
a “sample rate.” In the example of the wireless HART net-
work 14, each field device may report or publish data
upstream to the gateway device 22, to the network manager 27
at the gateway device 22, or to another network device at a
corresponding burst rate or sample rate. The burst rate or
sample rate may be configured for each field device by the
user, 1n an embodiment. The user may further specily or
configure the power at which the physical or field device
transmits radio signals.

A scheduler (not shown) may automatically generate one
or more schedules according to the user-specified parameters
and optimization rules. In an embodiment, the one or more
generated schedules may include a master schedule corre-
sponding to the entire network 14 and one or more 1individual
schedules each corresponding to a different network device of
the network 14. In an embodiment, the one or more individual
schedules are included 1n the master schedule. The one or
more individual schedules may be commumnicated to respec-
tive network devices (e.g., devices 30-40, 50a, 505, 60, 55,
ctc.) of the wireless HART network 14 by the network man-
ager 27. In an embodiment, the scheduler 1s included in the
network manager 27. In an embodiment, the scheduler 1s
external to and 1n communicative connection with the net-
work manager 27, such as via the network 43 or the network
20. An example of a scheduler may be found 1n aforemen-
tioned U.S. patent application Ser. No. 12/201,734 filed on
Aug. 29, 2008, the entire contents of which are hereby 1ncor-
porated by reference.

FIGS. 3A-3C 1illustrate several exemplary sequences of
steps which the scheduler may carry out as part of generating
and optimizing the master schedule of the wireless HART
network 14. More specifically, the scheduler may include
procedures responsible for constraint enforcement, data
superirame configuration, network management configura-
tion, gateway superirame configuration, and special purpose
superirame configuration.

Turning to FIG. 3A, a procedure 550 may apply at least
some of the principles 352-564 simultaneously or may alter
the sequence of applying the principles 552-564 to a master
schedule being developed. The procedure 550 1s primarily
responsible for enforcing various design constraints on each
individual schedule as well as on the master schedule. In a
block 552, the procedure 550 may apply the principle of
limiting the number of concurrent channels. Of course, the
number of concurrent channels 1s limited by the number of
radio frequencies available to the wireless HART network 14.
In one contemplated embodiment, the user may configure the
limit via an interactive menu.

The procedure 550 may apply a principle 354, whereby no
device may be scheduled to listen twice in the same time slot.
In accordance to the principle 556, the procedure 350 may
allow devices to recerve data from multiple destinations.

While applying the principle 558, the procedure 350 may
schedule early hops before later hops on a multi-hop network.
In other words, the procedure 550 may attempt to minimize
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the latency on each multi-hop path by ensuring that each node
has as many available timeslots as possible to forward a
recently received data packet. For example, a node N1 may
receive a packet for a node N2 1n the timeslot with a relative
number 5 1n a 32-timeslot superirame. Thus, the node N1 may
have 277 potential timeslots in the remaining part of the super-
frame. The scheduler may identify the next available timeslot
within the superframe (such as 8, for example), and may
schedule the transmission from N1 to N2 to occur 1n that slot.

In order to optimize the alignment of superirames, the
scheduler may enforce the principle 560 requiring that all
burst rates or sample rates and, therefore, superframe sizes,
conform to a predefined formula. For example, the burst rates
may be defined as 2” seconds, where n 1s an integer. Thus, one
network device may have a burst rate of 2 or four times a
second, and another device may have a burst rate of 2° or once
every 8 seconds. Further, the procedure 550 may ensure that
the combined burst mode and network management commu-

nications do not exceed a predefined percentage of the total
bandwidth available to the wireless HART network 14 (prin-

ciple 562). In one contemplated embodiment, this predefined
percentage 1s set at 30%. Similarly, the procedure 550 may
ensure, 1n accordance with the principle 564, that none of the
schedules exceeds a predefined ratio, such as 50%, of the total
number of available timeslots. In this manner, the scheduler
may attempt to reserve a suificient number of free slots for
such purposes as retries and other unplanned transmissions.

Retferring now to FIG. 3B, the procedure 565, which 1s
responsible for data superirame configuration, may apply a
principle 566 and assign network devices to channel offsets
starting with slot 0. Next, the procedure 565 may allocate
timeslots starting with the fastest scan rate (block 568). By
starting with the fastest scan rate, the scheduler may ensure
that higher bandwidth demands are satisfied first because 1t 1s
generally easier to find available timeslots for those devices
which transmit infrequently and thus have lower scan rates.

For each path, the procedure 565 may start slot allocation
from a device farthest from the gateway (block 570). In par-
ticular, the procedure 565 may allocate one slot on the path to
the gateway device, move on to the next hop in the path, and
continue slot allocation until reaching the gateway. Upon
successiully allocating each individual slot, the procedure
may also allocate the closest available slot for a potential
retry.

Once the procedure 5635 allocates the timeslots for one path
between each network device (e.g., devices 30-40, 50a, 505,
60, 55, etc.) and the gateway 22, the scheduler may addition-
ally attempt to allocate timeslots on each duplicate path. A
duplicate path may connect the same pair of devices as the
primary path but 1s distinct from the primary path 1n at least
one intermediate hop. The procedure 550 may attempt to
allocate timeslots for the duplicate paths 1n a block 572.

FIG. 3C 1illustrates a procedure 580 which the scheduler
may execute aiter or 1n parallel with the procedures 550 and
565. The procedure 580 1s primarily responsible for manage-
ment configuration. In particular, the procedure applies prin-
ciples 582-590 to configure management superirames, prin-
ciples 592-596 to configure the join process, and principle
598 to configure network management command propaga-
tion.

The principle 582 applied by the procedure 380 may ensure
that the network management superframes have higher prior-
ity than data superframes. Next, the procedure 380 may limait
the size of the network management superirame to a pre-
defined number such as 6000 slots 1n accordance with the
principle 384. Further, the scheduler 304 may assign the next
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priority to advertisement slots (principle 586). Devices may
use advertisement slots to join the wireless HART network
14.

In a block 588, the procedure 580 may perform a breadth-
first search of the network graph and number the devices 1n
the order in which the devices are encountered. Of course, the
search corresponding to the block 588 may be performed at
any time aiter the potential wireless links are defined. In an
embodiment, the procedure 580 may need to renumber
devices whenever new devices are added to the network 14.

Next, the procedure 580 may allocate slots for keep-alive
messages. In general, every network device preferably has a
timeslot reserved for keep-alive transmission. If aneighbor of
the device does not propagate information through the device
within a predefined time interval (such as 60 seconds), the
device may send a keep-alive packet to the neighbor 1n order
to verily the operational state of the neighbor.

The procedure 580 may also configure the join process by
allocating slots reserved for join requests 1n a block 592. For
cach path, the procedure 580 may start from the device far-
thest from the gateway and advance toward the gateway along,
the path. In some contemplated embodiments, the procedure
580 does not provide redundancy to join request time slots.
Next, the procedure 580 may similarly allocate slots for join
responses; however, the procedure may now start from the
gateway and move 1n the direction of the device farthest from
the gateway. The procedure 580 may then allocate advertise
packets 1n each device 1n a block 596. In one contemplated
embodiment, the number of advertise packets allocated to a
particular device 1s 1nversely related to the number of hops
separating the device from the gateway.

In accordance with a principle 5398, the procedure 580 may
configure sharing of network management links with join
requests and join responses. This approach may allow the
scheduler to use the same set of links for two distinct pur-
poses.

The scheduler may generate a master schedule including
the individual schedules of the devices of the wireless HART
network 14 1n accordance with the principles and strategies
discussed above. FIG. 4 illustrates an exemplary schedule
presented 1n a graph mode. The exemplary schedule may be
displayed on a user interface 1n communicative connection
with the process control system 10, 1n an embodiment. Indi-
vidual schedules included in the master schedule may be
communicated by the network manager 27 to the network
devices (e.g., devices 30-40, 50a, 505, 60, 55, etc.), 1n an
embodiment.

In FIG. 4, a graphical chart 620 may include a time slot grid
622. In the exemplary embodiment depicted in FIG. 4, each
vertical line of the grid 622 corresponds to 5 timeslots. A
channel schedulelisting 625 and a device schedule listing 627
may be disposed on the grid 622 1n a horizontal direction. In
other words, the partitioning of channels 1nto timeslots and
the association of devices with timeslots may be depicted on
the chart 620 as a horizontal time progression, with vertical
lines representing consecutive 3-slot intervals. Further, each
individual channel and each individual device may have a
separate horizontal strip unambiguously showing timeslot
allocation for the individual channel or device.

A legend 630 may illustrate the association of time slot
assignments with one or more colors. In the example 1llus-
trated in F1G. 4, the legend 630 1llustrates that vertical bars of
a color 632 represent timeslots reserved for exclusive use by
a pair of devices and that vertical bars of color 634 represent
timeslots allocated for shared use by multiple devices. The
channel listing 6235 includes blank spaces corresponding to
unassigned timeslots and vertical bars of colors 632 and 634.
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In the example 1llustrated in F1G. 4, the chart 620 indicates by
means of blank spaces and colored bars that channel 3 1s
scheduled for shared transmission 1n timeslot 11 and for
exclusive transmissions 1n timeslots 0, 1, 3, 5, 7, 10, 14, 19,
35, and 39, and that the rest of the timeslots on channel 3 are
available.

On the other hand, the device schedule listing 627 includes,
in addition to blank spaces similarly corresponding to unas-
signed timeslots, vertical bars of colors 636 and 638. Accord-
ing to the exemplary legend 630, vertical bars of color 636
represent timeslots reserved for reception and vertical bars of
color 638 represent timeslots reserved for transmission. Inthe
example illustrated 1n FIG. 4, the chart 620 indicates that the
device 11 1s scheduled for transmission in timeslots 0 and 7
and for reception 1n timeslots 32, 34, and 39. In an embodi-
ment, the master schedule may be cyclical or may repeat
periodically. For example, the timeslot allocations as shown

for channels 625 and devices 627 between timeslots 0-60 may
be repeated for timeslots 60-119, 120-179, 180-239, etc.

It 1s noted that FIG. 4 illustrates one of many possible
embodiments for representing master and/or individual
schedules. Examples of other embodiments may be found, for
example, in U.S. patent application Ser. No. 12/201,734, the
entire contents of which are hereby incorporated by refer-
ence.

As previously discussed, routing and scheduling informa-
tion based on user mput and optimization rules may be 1ni-
tially generated by the scheduler (e.g., as discussed with
respect to FIGS. 3A-3C) and communicated to the network
manager. The 1mitial graphs and schedules, however, may be
adjusted based on the feedback information regarding the
performance of the wireless HART network 14. Additionally,
the graphs and schedules may be adjusted due to changes in
one or more user preferences, €.g., aremoval or an addition of
one or more network devices, user changes to various param-
eters, etc. Any adjustments to graphs and schedules may be
communicated by the network manager 27 to network
devices 1n the wireless HART network 14 that are impacted
by the adjustments.

A network device (e.g., network device 30-40, 50a, 505,
60, 55, etc.) may recerve its corresponding individual sched-
ule, for example, from the network manager 27. The indi-
vidual schedule corresponding to the network device may
include an 1indication of one or more timeslots during which
the network device 1s allowed to publish or transmit informa-
tion to the network 14 (referred to herein as “publishing
timeslots™). For example, 1n FI1G. 4, the device 11 1s allocated
publishing timeslots 0 and 7. The allocated or assigned pub-
lishing timeslots may re-occur in a cyclical or periodic man-
ner, in an embodiment. For example, 1n FIG. 4, publishing
timeslots 60 and 67 and publishing time slots 120 and 127
may also be allocated to the device 11.

During an allocated or assigned publishing timeslot, the
network device may transmit or publish information or data
corresponding to a process being controlled 1n the process
control network 10. For example, a network device may pub-
lish an event corresponding to the process, a value of a mea-
sured variable or parameter corresponding to the process, a
status, a measurement, a state, and/or other process control
information. In an embodiment, the data published by the
network device during a publishing timeslot may be gener-
ated by a field device, and the datamay correspond to any type
of monitoring or movement associated with the field device
(e.g., an indication of a valve opening or closing, an amount
of flow, a measurement, a change 1n state, etc.) In an embodi-
ment, the data may be published by the network device to the
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gateway 22, to the network manager 27, and/or to another
network device that 1s communicatively coupled to the net-
work 14.

Currently known network devices are triggered to publish
data or information in conjunction with the occurrence of a
publishing timeslot. For example, when a publishing timeslot
occurs, a currently known wireless network device 1s trig-
gered to wake up a publishing module or routine (e.g., to exit
the publishing module or routine out of a power-saving
mode), read or obtain a current value, and publish the current
value to the network. In current wireless HART networks,
publishing timeslots that are allocated to a network device
typically occur at a slower rate than update or burst rates of the
network device. In particular, slower publishing rates are
generally more desirable to conserve battery life of wireless
network devices and to allow for greater numbers of devices
to connect to the wireless network 14. However, with cur-
rently known network devices in process control systems, 11
an event occurs between allocated publishing timeslots, the
network device 1s not able to publish the event and a record of
the event’s occurrence and any related data 1s lost to the
process control system.

With the delayed publishing techniques of the present dis-
closure, however, a network device may delay publication of
data or events to the network 14 until a publishing timeslot
occurs. In particular, a network device (e.g., devices 30-40,
50a, 5056, 60, 55, etc.) may be configured to support any or all
of the delayed publication techniques of the present disclo-
sure. As such, a network device may store or cache process
control data along with corresponding timestamps that indi-
cate when the process control data was captured or obtained.
When a next or subsequent publishing timeslot occurs, the
network device may be triggered to publish at least a portion
of the cached data and a respective timestamp to the network
14. Accordingly, the process control system 10 may be able to
have knowledge of a more complete set of published data
corresponding to events, measured values, states, and other
process control data that have occurred, and not just those that
happened to occur during publishing timeslots. The process
control system 10 may utilize the more complete set of pub-
lished data to produce a more complete view of the system,
and thus the process control system may control processes 1n
a more comprehensive and appropriate manner than a system
without delayed publishing.

In an illustrative but non-limiting example, consider the
wireless HART valve positioner network device 34 of FIG. 1.
A trip of the valve positioner 34 to change a valve from an
“opened” state to a “closed” state (and vice versa) generally
occurs in about a second. However, apublishrate (e.g., update
rate, sample rate or burst rate) of the valve positioner 34 may
typically be on the order of several seconds, such as 8 sec-
onds. Thus, 1t 1s possible that the state of the valve 34 may
change (perhaps several times) between allocated publishing
opportunities.

To 1llustrate, suppose the valve positioner 34 1s allocated
timeslots 0 and 10 for transmission or publication. In cur-
rently known systems, 11 the valve positioner 34 1s at an open
state during timeslot 0, the network device 34 publishes the
“open” state to the network 14 during timeslot 0. If the valve
positioner 34 moves to a “closed” state during timeslot 3 and
then moves to an “open” state at timeslot 7, during the next,
immediately subsequent allocated publication timeslot (1.e.,
timeslot 10), the network device 34 merely publishes the
current “open” state to the network 14. Thus, in currently
known systems, the network 14 does not recerve any indica-
tion at all that the valve positioner 34 changed states between
timeslots 0 and 10.
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In contrast, by using the techniques of the present disclo-
sure, such data may be easily captured and published to the
network 14. For istance, with the present disclosure, when
the valve positioner 34 moves to a “closed” state during
timeslot 3, an indication of the change 1n state to “closed” and
an indication of the timeslot 3 may be stored 1n an entry of the
cache of the valve positioner network device 34. When the
valve positioner 34 moves to an “open’ state during timeslot
7, an indication of the change 1n state to “open” and an
indication of the timeslot 7 may be stored 1n a different entry
ol cache of the valve positioner network device 34. Accord-
ingly, when the next subsequent publishing timeslot allocated
to the network device 34 occurs at timeslot 10, the network
device 34 may be triggered to publish contents of an oldest
entry in 1ts cache (in this scenario, “state of valve 34 changed
to “closed” during timeslot 3””). When yet another subsequent
publishing timeslot allocated to the network device 34 occurs
aiter the publishing timeslot 10, the network device 34 may be
triggered to publish the next oldest entry 1n 1ts cache (in this
scenario, “state of valve 34 changed to “open” during timeslot
7). As such, using the techniques of the present disclosure,
the process control system 10 may not only capture informa-
tion corresponding to changes of state of the valve 34 that
occur between allocated publishing timeslots, but the process
control system 10 may also be able to determine exactly when
the changes of states occurred and exactly how long the valve
34 was 1n the “closed” state.

Although the previous example referred to a wireless
HART valve positioner 34, the techniques of delayed pub-
lishing may easily be applied to any wireless or wired net-
work device (e.g., network device 30-40, 50a, 505, 60, 55,
ctc.) that 1s included 1n the network 14 and/or 1n the process
control system 10. Further, although the previous example
referred to an event that corresponded to a binary state (1.e.,
the valve 34 being 1n an “opened” or a “closed” state), any
process control data may be published 1n a delayed manner by
the network device, e.g., an event corresponding to a state
from a set of more than two possible states, a measurement, a
value of a parameter or variable, a measurement, a status, and
the like.

FIG. 5 depicts a block diagram of a network device 200
configured to provide delayed publishing of process control
data. The network device 200 may be, for example, one of the
network devices 30-40, 50a, 505, 60, 55 1llustrated 1n FIG. 1,
or may be another network device. The network device 200

may operate in conjunction with embodiments of portions of
the networks 10, 12 and/or 14 of FIG. 1, the protocols 70

and/or 72 of FIG. 2, and/or the scheduling procedures 550,
565 and 580 of FIGS. 3A-3C.

In an embodiment, the network device 200 may operate 1n
a process control system, and the network device 200 may be
communicatively coupled to a communications network
included in the process control system, such as the wired
and/or wireless HART communications network 14. As such,
the network device 200 may include a network interface or
connection 202 to the communications network via which
information may be sent to and received from the communi-
cations network.

The network device 200 may include a process control
interface 205 configured to obtain process control data cor-
responding to a process being controlled 1n the process con-
trol network. The process control data may include a value of
a parameter or variable, a process control event, a measure-
ment, a status, a state, or any other desired process control
data. In an embodiment, the process control data 1s generated
by a field device included with or 1n communicative connec-
tion with the network device 200. For example, 11 the network
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device 200 1s a wireless HART valve positioner, the valve
positioner may generate process control data corresponding
to a state of the valve and provide the generated data to the
process control interface 205. In another example, 11 the net-
work device 200 1s wireless adaptor 1n connection with a flow
meter, the flow meter may generate process control data cor-
responding to a current measured flow and provide the gen-
crated data to the network device 200 via the process control
interface 205.

The network device 200 may include a processor 208 for
executing computer-executable mstructions, a cache 210 and
a memory 215. The memory 215 may be a tangible, non-
transitory memory, and may include one or more computer-
readable storage media. The memory 215 may be imple-
mented as one or more semiconductor memories,
magnetically readable memories, optically readable memo-
ries, and/or any other suitable tangible, non-transitory com-
puter-readable storage media.

In an embodiment, the memory 215 may include a pub-
lisher module 218 and a delayer module 220 stored thereon.
The publisher 218 may include a first set of computer-execut-
able instructions that are executable by the processor 208 to
publish data obtained by the network device 200 to the net-
work 14, and the delayer 220 may include a second set of
computer-executable 1nstructions that are executable by the
processor 208 to delay publication of data to the network 14.
In an embodiment, the publisher 218 and the delayer 200 may
be combined into a common module or a common set of
computer-executable 1nstructions.

In an embodiment, the cache 210 may include a random-
access memory (RAM) for temporarily storing data related to
the mnstructions 218, 220. The cache 210 may be included in
the memory 215, 1n an embodiment. In an embodiment, a size
of the cache 210 may be selectable or configurable.

With regard to the publisher 218, the computer-executable
instructions may be executable by the processor 208 to
receive an indication of a publishing timeslot allocated or
assigned to the network device 200. In an embodiment, the
one or publishing timeslots allocated to the network device
200 may be 1n accordance with an individual schedule of the
network device 200 recetved from anetwork manager 27. The
publishing timeslots may include publishing opportunities
during which the network device 200 1s allowed to transmit or
publish data, such as process control data.

In an embodiment, the network device 200 may be config-
ured to operate 1n multiple modes, such as a first immediate
publishing mode and a second delayed publishing mode. The
mode of operation of the network device 200 may be config-
ured, for example, by an operator or a user. While operating in
the first immediate publishing mode, during a publishing
timeslot the network device 200 and/or the publisher 218 may
publish a current value of the process control data obtained
during the publishing timeslot. For example, when a publish-
ing timeslot occurs, the network device 200 may be triggered
to obtain a current value of the process control data via the
process control interface 205, and the publisher 218 may
publish the current value to the network 14 via the network
interface 202. As such, while operating 1n the immediate
publishing mode, the network device 200 may behave 1n a
manner similar to currently known network devices that are
only able to perform immediate publishing of data.

While operating 1n the second delayed publishing mode,
however, when a publishing timeslot occurs, the network
device 200 and/or the publisher 218 may be triggered to
publish previously stored process control data. In particular,
the network device 200 and/or the publisher 218 may be
triggered to publish at least a portion of the contents of an
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entry stored 1n the cache 210. The entry may include a value
of process control data that was obtained prior to the occur-
rence of the publishing timeslot and a timestamp indicating
an mstance of time at which the value was obtained. Both the
value of the process control data and the timestamp stored in
the entry may be published to the network 14 via the network
interface 202.

Generally, the cache 210 may written to and read from
while the network device 200 1s operating in the delayed
publishing mode. The cache 210 may store one or more
entries, and each entry may correspond to a different instance
in time at which a respective value of the process control data
was captured or obtained at the process control interface 205.
If a particular entry 1s stored 1n the cache 210 but has not been
published, the particular entry may be so marked. For
example, the particular entry may be marked as “to be pub-
lished” or “active.” After publication, the particular entry may
be marked as already published, e.g., “already published,”
“deactivated” or “inactive.” In an embodiment, a published
entry may be removed, deleted or overwritten.

With regard to the delayer 220, the computer-executable
instructions may be executable by the processor 208 to write
to and read from the cache 210, in an embodiment. For
example, the delayer 220 may write values of process control
data obtained via the process control interface 205 and
respective timestamps to different entries of the cache 210 as
the values are obtained. While the network device 200 1s
operating 1n the delayed publishing mode, when a trigger to
publish occurs, the delayer 220 may obtain contents of an
entry from the cache 210 to provide to the publisher 218 for
publishing to the network 14. Additionally, the delayer 220
may be configured to administrate which entries of the cache
210 have or have not been published to the network 14.

In an embodiment, the entries in the cache 210 may corre-
spond to a sample rate or burst rate corresponding to the
network device 200. For example, if the network device 200
1s a wireless HART field device and the sample or burst rate of
the wireless HART field device 1s configured to be 12 sec-
onds, then every 12 seconds a current value corresponding to
the field device may be captured at the process control inter-
face 205 and may be stored 1n a different entry of the cache
210 along with a respective timestamp. In another example, 1f
the network device 200 1s a wireless HART adaptor coupled
to a wired field device and the sample or burst rate of the wired
device 1s configured to be 5 seconds, then every 5 seconds a
current value corresponding to the wired field device may be
captured at the network device 200 from the wired field
device via the process control interface 203 and may be stored
in a different entry of the cache 210 along with a respective
timestamp.

In an embodiment, while the network device 200 1s oper-
ating 1n the second delayed publishing mode and when a
publishing timeslot occurs, the delayer 220 may determine an
oldest active entry 1n the cache 210, and may direct the pub-
lisher 218 to publish the contents of the oldest active entry
(e.g., the value of the process control data and the respective
timestamp) to the network 14. After publishing the oldest
active entry, the published entry may be deactivated by the
delayer 220. For example, the published entry may be
removed, deleted or overwritten. In this embodiment, cap-
tured process control data may be published 1n a delayed,
FIFO (first 1n first out) manner to the network 14.

In an embodiment, while the network device 200 1s oper-
ating 1n the second delayed publishing mode and when a
publishing timeslot occurs, the cached data may be published
not by using a FIFO algorithm but by using any other desired
algorithm. For example, 11 immediate bandwidth 1s of con-
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cern when a publishing timeslot occurs, the delayer 220 may
select a shorter entry 1n the cache 210 for publication by the
publisher 218. After publishing the contents of a selected
entry (e.g., the value of the process control data and the
respective timestamp), the published entry may be deacti-
vated. For example, the published entry may be removed,
deleted or overwritten. In this embodiment, the entries of the
cache 210 are not published in a sequential order of occur-
rence. Nonetheless, the process control system 10 (and the
network manager 27) may recreate the sequential order based
on the published timestamps.

In an embodiment, the delayed publishing of entries of the
cache 210 may not be triggered by an occurrence of a pub-
lishing timeslot. For example, an entry of the cache 210 may
be triggered to be published upon user demand, or may be
triggered to be published based on any desired event.

Thus, while operating 1n the delayed publishing mode, the
network device 200 may cache obtained process control data
and publish the cached data during subsequently available
publishing timeslots. The delayed publishing mode may
allow a user or operator of the process control system 10 to
configure a quicker sample rate for a particular network
device 200 while maintaining a relatively slower publish rate
tor the particular network device 200. In this manner, more
network devices may be included on the network 14 (as
afforded by to the slower publish rate) while maintaining a
comprehensive, complete record of published events and
other process data (as afforded by the faster sample rate).

FIG. 6 1s an example method 300 of delaying publication of
data by a network device in a process control system. The
method 300 may be used 1n conjunction, for example, with
embodiments of the network device 200 of FIG. 5, the net-
works 10, 12 and/or 14 of FIG. 1, the protocols 70 and/or 72
of FI1G. 2, and/or the scheduling procedures 5350, 565 and 580
of FIGS. 3A-3C.

At a block 302, an 1indication of a publishing timeslot that
1s allocated or assigned to a network device may be recerved
at the network device. The indication of the publishing
timeslot may be recerved from a network manager of the
communications network, 1n an embodiment. The network
device may be, for example, a network device coupled to a
communications network in a process control system. The
network device may include a field device corresponding to a
process being controlled by the process control system, or the
network device may be coupled to the field device. In an
embodiment, a plurality of publishing timeslots allocated or
assigned to the network device may be received. The plurality

of timeslots may be cyclical or may repeat 1n a periodic
manner.

At a block 305, the network device may obtain data to be
published to the network. In an embodiment, the data to be
published to the network may correspond to process control
data used 1n controlling the process, such as an event, a
measurement, a value of a parameter or variable, a state, a
status, or any other desired process control data. The data to
be published may be generated by the field device, mn an
embodiment, and the data to be published may be obtained
(block 305) based on a sample rate or a burst rate correspond-
ing to the network device or to the field device. In an embodi-
ment, multiple values of the data to be published may be
obtained (block 305) over time.

In an embodiment, the data to be published may be
obtained (block 305) independently and irrespective of occur-
rences of published timeslots corresponding to the network
device. As such, the data to be published may be obtained
(block 305) after an occurrence of a first publishing timeslot
allocated to the network device and prior to an occurrence of
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an immediately subsequent publishing timeslot allocated to
the network device. For example, when the sample rate of the
network or field device 1s greater than periodically occurring
publishing timeslots assigned to the network device, the pro-
cess control data may be obtained (block 305) between sub-
sequently occurring publishing timeslots.

At a block 308, the obtained data to be published may be
stored 1n an entry of a cache along with an indication of when
the data to be published was captured (e.g., a timestamp). The
cache may be included 1n the network device. In an embodi-
ment, the data to be published and 1ts respective timestamp
may be stored in the entry of the cache. In embodiments
where multiple values of the data to be published are obtained
over time (block 305), each value may be stored, along with
its respective timestamp, 1n a different entry of the cache.

At a block 310, a publication of data corresponding to the
process and stored 1n the cache may be triggered. Triggering
the publication of data corresponding to the process and
stored 1n the cache may include selecting or determining an
entry of the cache for publication. In an embodiment, the
selected entry 1s an oldest entry of the cache.

At a block 312, the contents of the selected entry (e.g., the
value of the data corresponding to the process and the times-
tamp included 1n the selected entry) may be published to the
network. The contents of the selected entry may be published
or transmitted (block 312) to a network manager of the net-
work, 1n an embodiment.

In an embodiment, triggering the publication of the data
(block 310) and publishing the data to the network (block
312) are performed during a publication timeslot, so that the
entry 1s selected and its contents are published during the
publication timeslot.

In an embodiment, the blocks 308 and 310 are performed
while the network device 1s operating 1n a delayed publishing
mode. While the network device 1s operating in the delayed
publishing mode, the data published to the network (block
312) may include the data from the cache entry selected at the
block 310.

While the network device 1s not operating 1n a delayed
publishing mode, the blocks 308 and 310 may be omatted. In
particular, while the network device 1s not operating in the
delayed publishing mode, the data to be published may be
obtained (block 305) and immediately published to the net-
work (block 312) during the occurrence of a publishing
timeslot.

In an embodiment, the method 300 may 1include configur-
ing the network device to operate 1n the delayed publishing
mode, or configuring the network device to not operate 1n the
delayed publishing mode, e.g., to operate 1n an 1immediate
publishing mode.

While the embodiments of the present disclosure have been
discussed with respect to a wireless HART network 14, the
techniques described herein may easily be applied to a wired
HART network. For example, if the network device 200 1s a
wired HART device, obtained process control data may be
stored 1n the cache 210 along with respective timestamps, and
the publisher 218 may be triggered to publish one or more
entries from the cache 210 when a publishing opportunity
occurs (for example, when the wired HART device has a
token that allows 1t a publishing opportunity), upon demand,
or at any other desired time.

Although the forgoing text sets forth a detailed description
of numerous different embodiments, 1t should be understood
that the scope of the patent 1s defined by the words of the
claims set forth at the end of this patent and their equivalents.
The detailed description 1s to be construed as exemplary only
and does not describe every possible embodiment because
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describing every possible embodiment would be impractical,
iI not impossible. Numerous alternative embodiments could
be implemented, using either current technology or technol-
ogy developed atter the filing date of this patent, which would
still fall within the scope of the claims. By way of example,
and not limitation, the disclosure herein contemplates at least
the following aspects:

A network device communicatively coupled to a process
control system, comprising:

a connection to a network 1included in the process control
system;

a publisher configured to publish data to the network of the
process control system during a publishing timeslot allocated
to the network device, wherein the data corresponds to a
process controlled 1n the process control system; and

a cache storing one or more entries, each entry of the one or
more entries mcluding a value of the data corresponding to
the process and a respective timestamp,

wherein the publisher 1s triggered to publish, to the net-
work via the connection and during the publishing timeslot,
contents ol a particular entry of the cache that includes a
particular timestamp corresponding to an instance in time that
occurred prior to the publishing timeslot.

The network device of the preceding aspect, wherein the
one or more entries of the cache correspond to a sample rate
of the network device.

The network device of any of the preceding aspects,
wherein the sample rate 1s configurable.

The network device of any of the preceding aspects,
wherein the publishing timeslot 1s included 1n a plurality of
publishing timeslots allocated to the network device, and
wherein at least one entry of the cache includes a respective
timestamp 1ndicating an instance 1n time that occurred after
an occurrence of a first publishing timeslot and before an
occurrence of a second publishing timeslot immediately sub-
sequent to the first publishing timeslot.

The network device of any of the preceding aspects,
wherein the network supports a HART protocol.

The network device of any of the preceding aspects,
wherein the HART protocol 1s a wireless HART protocol.

The network device of any of the preceding aspects,
wherein the data corresponding to the process corresponds to
a process control event.

The network device of any of the preceding aspects,
wherein the process control event corresponds to a particular
state, the particular state included 1n a set of two or more
states.

The network device of any of the preceding aspects,
wherein the publishing timeslot allocated to the network
device 1s indicated by a network manager coupled to the
network, and wherein the publisher 1s triggered to publish the
contents of the entry to the network manager via the network.

The network device of any of the preceding aspects,
wherein the entry stored 1n the cache 1s an oldest active entry
stored in the cache, the oldest active entry 1s determined based
on the timestamp included 1n the oldest active entry, and the
oldest active entry 1s deactivated after publishing.

A method of delaying publication of data by a network
device 1 a process control system, the network device includ-
ing any of the preceding aspects, and the method comprising:

receiving, at a network device coupled to a network
included 1n the process control system, an indication of a
publishing timeslot assigned to the network device;

independent of an occurrence of the publishing timeslot,
obtaining, at the network device, data to be published to the
network, the data corresponding to a process being controlled
in the process control system;
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storing, 1n an entry of a cache of the network device, the
data to be published to the network and a timestamp corre-
sponding to the data;

triggering a publication of the data corresponding to the
process, mncluding determining an oldest entry of the cache;
and

publishing, by the network device, contents of the oldest
entry of the cache to the network.

The method of the preceding aspect, wherein obtaining the
data corresponding to the process comprises at least one of:
obtaining data corresponding to an event associated with the
process, or obtaining a value of a parameter associated with
the process.

The method of any of the preceding aspects, wherein
obtaining the data to be published to the network comprises
obtaining multiple values over time of the data to be published
to the network 1n accordance with a sample rate correspond-
ing to the network device, and storing, 1n the entry of the
cache, the data to be published to the network and the times-
tamp corresponding to the data comprises storing, in a difier-
ent entry ol the cache, each value of the multiple values of the
data and a timestamp corresponding to the each value.

The method of any of the preceding aspects, further com-
prising configuring the sample rate corresponding to the net-
work device.

The method of any of the preceding aspects, wherein
obtaining the data to be published to the network comprises
obtaining the data to be published to the network 1n accor-
dance with a sample rate corresponding to the network
device, and a rate of re-occurrence of the publishing timeslot
1s less than the sample rate corresponding to the network
device.

The method of any of the preceding aspects, wherein the
network 1s a wireless HART network, and wherein publishing
the contents of the oldest entry of the cache to the network
comprises transmitting, using a wireless HART protocol, the
contents of the oldest entry of the cache to a network manager
coupled to the network.

The method of any of the preceding aspects, wherein:

the network device 1s operable 1n a first mode and 1n a
second mode;

when the network device 1s operating in the first mode,
triggering the publication of the data corresponding to the
process comprises triggering the publication of the data cor-
responding to the process during the publishing timeslot, and
publishing the contents of the oldest entry of the cache to the
network comprises publishing the contents of the oldest entry
of the cache to the network during the publishing timeslot;
and

when the network device 1s operating 1n the second mode,
triggering the publication of data corresponding to the pro-
cess forgoes determining the oldest entry of the cache, for-
goes publishing the contents of the oldest entry of the cache to
the network, and includes determining a current value of the
data corresponding to the process and publishing the current
value of the data corresponding to the process to the network
during the publishing timeslot.

The method of any of the preceding aspects, further com-
prising at least one of configuring the network device to
operate 1n the first mode, or configuring the network device to
operate 1n the second mode.

The method of any of the preceding aspects, wherein:

triggering the publication of the data corresponding to the
process comprises triggering the publication of the data cor-
responding to the process during the publishing timeslot, and
publishing, by the network device, the contents of the oldest
entry of the cache to the network comprises publishing, by the
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network device, the contents of the oldest entry of the cache to
the network during the publishing timeslot.

A network device of any of the preceding aspects operating
1n a process control system, comprising a processor; a cache;

a network interface coupling the network device to a com-
munications network included in the process control system:;

a process control interface configured to obtain values of a
parameter corresponding to a process control function;

a tangible, non-transitory memory having instructions
stored thereon that are executable by the processor to:

receive an indication of a publishing timeslot allocated to
the network device;

when the network device 1s operating 1in a first mode:
during the publishing timeslot, obtain, via the process control
interface, a current value of the parameter corresponding to
the process control function, and publish, to the communica-
tions network via the network interface, the current value of
the parameter; and

when the network device 1s operating 1n a second mode:
publish, during the publishing timeslot to the communica-
tions network via the network interface, contents of an oldest
active entry stored in the cache, the contents of the oldest
active entry including a previously obtained value of the
parameter corresponding to the process control function,
wherein the previously obtained value was obtained at an
instance 1n time occurring prior to the publishing timeslot;
and deactivate the oldest active entry after publishing the
oldest active entry.

The network device of any of the preceding aspects,
wherein the instructions are further executable by the proces-
sor to store each value of the values of the parameter corre-
sponding to the process control function in a different entry of
the cache; and store a timestamp corresponding to the each
value 1n the different entry of the cache.

The network device of any of the preceding aspects,
wherein the values of the parameter recerved by the process
control interface are obtained based on a sample rate of the
network device, at least one value of the parameter 1s obtained
at the process control interface of the network device prior to
an occurrence of a next publishing timeslot allocated to the
network device, and the mstructions are further executable by
the processor to store each at least one value of the parameter
and a respective timestamp 1n a respective entry of the cache
when the network device 1s operating in the second mode.

The network device of any of the preceding aspects,
wherein the values of the parameter corresponding to the
process control function are generated by a field device.

The network device of any of the preceding aspects,
wherein the communications network 1s a wireless HART

communications network.

What 1s claimed:

1. A network device communicatively coupled to a process

control system, comprising:

a connection to a network 1ncluded 1n the process control
system:

a publisher configured to publish data to the network of the
process control system during a publishing timeslot allo-
cated to the network device, wherein the data corre-
sponds to a process controlled 1n the process control
system, the data 1s obtained in accordance with a sample
rate corresponding to the network device, and a rate of
re-occurrence of the publishing timeslot 1s less than the
sample rate corresponding to the network device; and

a cache storing one or more entries, each entry of the one or
more entries including a value of the data corresponding
to the process and a respective timestamp,
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wherein the publisher 1s triggered to publish, to the net-
work via the connection and during the publishing
timeslot, contents of a particular entry of the cache that
includes a particular timestamp corresponding to an
instance 1 time that occurred prior to the publishing
timeslot.

2. The network device of claim 1, wherein the one or more
entries of the cache correspond to the sample rate of the
network device.

3. The network device of claim 2, wherein the sample rate
1s configurable.

4. The network device of claim 1, wherein the publishing
timeslot 1s included 1n a plurality of publishing timeslots
allocated to the network device, and wherein at least one entry
of the cache includes a respective timestamp indicating an
instance 1n time that occurred after an occurrence of a first
publishing timeslot and before an occurrence of a second
publishing timeslot immediately subsequent to the first pub-

lishing timeslot.

5. The network device of claim 1, wherein the network
supports a HART protocol.

6. The network device of claim 5, wherein the HART
protocol 1s a wireless HART protocol.

7. The network device of claim 1, wherein the data corre-
sponding to the process corresponds to a process control
event.

8. The network device of claim 7, wherein the process
control event corresponds to a particular state, the particular
state included 1n a set of two or more states.

9. The network device of claim 1, wherein the publishing
timeslot allocated to the network device i1s indicated by a
network manager coupled to the network, and wherein the
publisher 1s triggered to publish the contents of the particular
entry to the network manager via the network.

10. The network device of claim 1, wherein:

the entry stored in the cache 1s an oldest active entry stored

in the cache,

the oldest active entry 1s determined based on the respec-

tive timestamp included 1n the oldest active entry, and
the oldest active entry 1s deactivated after publishing.
11. A method of delaying publication of data by a network
device 1n a process control system, comprising:
recerving, at the network device coupled to a network
included in the process control system, an indication of
a publishing timeslot assigned to the network device;

independent of an occurrence of the publishing timeslot,
obtaining, at the network device, data to be published to
the network 1n accordance with a sample rate corre-
sponding to the network device, the data corresponding,
to a process being controlled 1n the process control sys-
tem, and a rate of re-occurrence of the publishing
timeslot being less than the sample rate corresponding to
the network device;

storing, 1n an entry of a cache of the network device, the

data to be published to the network and a timestamp
corresponding to the data;

triggering a publication of the data corresponding to the

process, mcluding determining an oldest entry of the
cache; and

publishing, by the network device, contents of the oldest

entry of the cache to the network.

12. The method of claim 11, wherein obtaining the data
corresponding to the process comprises at least one of:
obtaining data corresponding to an event associated with the
process, or obtaining a value of a parameter associated with
the process.
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13. The method of claim 11, wherein the network 1s a
wireless HART network, and wherein publishing the contents
of the oldest entry of the cache to the network comprises
transmitting, using a wireless HART protocol, the contents of
the oldest entry of the cache to a network manager coupled to
the network.

14. The method of claim 11, wherein:
triggering the publication of the data corresponding to the
process comprises triggering the publication of the data

corresponding to the process during the publishing
timeslot, and
publishing, by the network device, the contents of the
oldest entry of the cache to the network comprises pub-
lishing, by the network device, the contents of the oldest
entry of the cache to the network during the publishing
timeslot.
15. The method of claim 11, further comprising configur-
ing the sample rate corresponding to the network device.
16. A method of delaying publication of data by a network
device 1n a process control system, comprising:
receiving, at the network device coupled to a network
included in the process control system, an indication of
a publishing timeslot assigned to the network device;

independent of an occurrence of the publishing timeslot,
obtaining, at the network device, multiple values over
time of data to be published to the network 1n accordance
with a sample rate corresponding to the network device,
the data to be published to the network corresponding to
a process being controlled in the process control system;

storing, 1n a different entry of a cache, each value of the
multiple values of the data and a timestamp correspond-
ing to the each value;

triggering a publication of the data corresponding to the

process, including determining an oldest entry of the
cache; and

publishing, by the network device, contents of the oldest

entry of the cache to the network.

17. The method of claim 16, further comprising configur-
ing the sample rate corresponding to the network device.

18. The method of claim 16, wherein obtaiming the data
corresponding to the process comprises at least one of:
obtaining data corresponding to an event associated with the
process, or obtaining a value of a parameter associated with
the process.

19. The method of claim 16, wherein the network 1s a
wireless HART network, and wherein publishing the contents
of the oldest entry of the cache to the network comprises
transmitting, using a wireless HART protocol, the contents of
the oldest entry of the cache to a network manager coupled to
the network.

20. The method of claim 16,

triggering the publication of the data corresponding to the

process comprises triggering the publication of the data
corresponding to the process during the publishing
timeslot, and

publishing, by the network device, the contents of the

oldest entry of the cache to the network comprises pub-
lishing, by the network device, the contents of the oldest
entry of the cache to the network during the publishing
timeslot.

21. A method of delaying publication of data by a network
device 1n a process control system, comprising:

receiving, at the network device coupled to a network

included 1n the process control system and operable 1n a
first mode and a second mode, an 1ndication of a pub-
lishing timeslot assigned to the network device;
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independent of an occurrence of the publishing timeslot,
obtaining, at the network device, data to be published to
the network, the data corresponding to a process being
controlled in the process control system:;

storing, 1n an entry of a cache of the network device, the
data to be published to the network and a timestamp
corresponding to the data;

when the network device i1s operating 1n the first mode,
triggering a publication of the data corresponding to the
process during the publishing timeslot, including:
determining an oldest entry of the cache, and
publishing, by the network device, contents of the oldest

entry of the cache to the network during the publish-
ing timeslot; and
when the network device 1s operating 1n the second mode,
triggering the publication of the data corresponding to
the process, including:
forgoing determining the oldest entry of the cache,
forgoing publishing the contents of the oldest entry of
the cache to the network, and

determining a current value of the data corresponding to
the process and publishing the current value of the
data corresponding to the process to the network dur-
ing the publishing timeslot.

22. The method of claim 21, further comprising at least one
of configuring the network device to operate in the first mode,
or configuring the network device to operate in the second
mode.

23. The method of claim 21, wherein obtaining the data
corresponding to the process comprises at least one of:
obtaining data corresponding to an event associated with the
process, or obtaining a value of a parameter associated with
the process.

24. The method of claim 21, wherein the network 1s a
wireless HART network, and wherein publishing the contents
of the oldest entry of the cache to the network comprises
transmitting, using a wireless HART protocol, the contents of
the oldest entry of the cache to a network manager coupled to
the network.

25. The method of claim 21, further comprising configur-
ing the sample rate corresponding to the network device.

26. A network device operating 1n a process control system,
comprising:

a Processor;

a cache;

a network 1nterface coupling the network device to a com-
munications network included in the process control
system;

a process control interface configured to obtain values of a
parameter corresponding to a process control function;

a tangible, non-transitory memory having instructions
stored thereon that are executable by the processor to:
receive an mdication of a publishing timeslot allocated

to the network device;
when the network device 1s operating 1n a first mode,
during the publishing timeslot:
obtain, via the process control interface, a current
value of the parameter corresponding to the process
control function, and
publish, to the communications network via the net-
work 1nterface, the current value of the parameter;
and
when the network device 1s operating 1n a second mode,
publish, during the publishing timeslot to the commu-
nications network via the network interface, con-
tents ol an oldest active entry stored in the cache,
the contents of the oldest active entry including a
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previously obtained value of the parameter corre- at least one value of the parameter 1s obtained at the process
sponding to the process control function, wherein control interface of the network device prior to an occur-
the previously obtained value was obtained at an rence of a next publishing timeslot allocated to the net-
instance i time occurring prior to the publishing work device, and
timeslot; and 5 _ _
deactivate the oldest active entry after publishing the the instructions are further executable by the processor to
oldest active entry. store each at least one value of the parameter and a
27. The network device of claim 26, wherein the 1nstruc- respective timestamp 1n a respective entry ot the cache
tions are further executable by the processor to: when the network device 1s operating in the second
store each value of the values of the parameter correspond- mode.
ing to the process control function 1n a different entry of 29. The network device of claim 26, wherein the values of

the cache; and

store a timestamp corresponding to the each value 1n the
different entry of the cache.

28. The network device of claim 27, wherein:

the values of the parameter received by the process control 13
interface are obtained based on a sample rate of the
network device, % k% %

the parameter corresponding to the process control function
are generated by a field device.

30. The network device of claim 26, wherein the commu-

nications network 1s a wireless HART communications net-
work.
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