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METHODS, SYSTEMS AND COMPUTER
PROGRAM PRODUCTS FOR DETERMINING
USAGE RIGHTS FOR DIGITAL CONTENT
BASED ON CHARACTERIZING

INFORMATION THEREOF AND RELATED
DEVICES

FIELD OF THE INVENTION

The present invention relates to communication networks,
and more specifically, to the access and/or distribution of
digital content over communication networks.

BACKGROUND OF THE INVENTION

Digital media products may be widely used for entertain-
ment, education, and/or other purposes. As used herein, the
term ‘digital media’ may include digital audio, digital video,
and/or digital images which may be embodied in digital
media products including, for example, compact discs, digital
video discs, video game products, digital television products,
memory devices that include digital media files, and/or digital
media files that may be distributed over computer networks,
such as the World Wide Web and/or other wireless and/or
mobile networks, via satellite, and/or via cable networks.

With the proliferation of digital media products, concerns
have been raised by owners of copyright and/or other intel-
lectual property rights 1n digital media products. These con-
cerns have led to the use and/or proposal of Digital Rights
Management (DRM) technologies. DRM provides for secure
distribution of digital content. DRM technologies may enable
authorized users of a digital media product use the product,
and may include the ability to copy the product under certain
circumstances. DRM technologies may also prohibit unau-
thorized uses by the authorized users, such as sending the
digital media product by email and/or publishing the digital
media on the worldwide web, and may also prohibit use by
unauthorized users. The basic components of DRM technol-
ogy may 1nclude the digital media content, which may be
transierred between the content provider and a user in a
secure fashion, and the rights, which may represent the per-
missions, obligations, and/or constraints associated with the
use of the digital media content. For example, the rights may
take the form of a separate “key” that may be required to be
available to a multimedia device 1n order to enable rendering
of the digital media content.

There may be a relatively small percentage of individuals
who can successtully bypass the DRM mechanisms on a
multimedia device and/or the copy protection constraints
placed on digital media content. However, when one of these
“pirates” successiully bypasses such copy protection con-
straints and provides a copy of the digital multimedia content
on a publicly accessible network, such as the Internet, there
may be a significantly larger percentage of individuals who
may be skilled enough to locate and download the “cracked”
digital content. These “lazy pirates” may lack the skills and/or
motivation to actually bypass DRM mechanisms, but may be
responsible for most of the unauthorized access and/or distri-
bution of protected digital content.

SUMMARY OF THE INVENTION

According to some embodiments of the present invention,
a method for controlling unauthorized use of digital content
includes identifying digital content for validation, generating
characterizing information that designates the identified digi-
tal content, and determining usage rights for the identified
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2

digital content based on the characterizing information. For
example, a database including a plurality of characterizing
information and a respective plurality of usage rights corre-
sponding thereto may be accessed, and the usage rights for the
identified digital content may be determined based on a com-
parison of the characterizing information that designates the
identified digital content to the plurality of characterizing
information.

In some embodiments, the database may be accessed by
transmitting the characterizing information that designates
the 1dentified digital content to a validation server coupled to
the database. A notification may be recerved from the valida-
tion server indicating and/or including the determined usage
rights for the identified digital content.

In other embodiments, the plurality of characterizing infor-
mation in the database may be a plurality of digital signatures
generated using a predetermined algorithm. As such, the
characterizing information that designates the identified digi-
tal content may be a digital signature that designates the
identified digital content. The digital signature may be gen-
crated using the predetermined algorithm.

In some embodiments, the characterizing information that
designates the 1dentified digital content may be compared to
a plurality of characterizing information having a plurality of
usage rights respectively corresponding thereto, and the
usage rights for the identified digital content may be deter-
mined based on the comparison.

In other embodiments, the characterizing information that
designates the 1dentified digital content may be received at a
validation server that 1s configured to perform the compari-
son. A notification may be transmitted from the validation
server 1ndicating and/or including the determined usage
rights for the 1dentified digital content based on the compari-
SOn.

In some embodiments, the plurality of characterizing infor-
mation may respectively designate a plurality of protected
media content. The 1dentified digital content may be deter-
mined to correspond to at least one of the plurality of pro-
tected media content based on the comparison, and the usage
rights for the identified digital content may be determined
based on the usage rights corresponding to the characterizing
information that designates the at least one of the plurality of
protected media content. The plurality of characterizing
information may also designate unauthorized copies of the
plurality of protected media content and/or known variants
thereof.

In other embodiments, the plurality of protected media
content may be obtained, for example, from a subscribing
device. The plurality of characterizing information respec-
tively designating the plurality of protected media content
may be generated responsive to obtaining the protected media
content, and a database may be populated with the plurality of
characterizing information responsive to generation thereof.

In some embodiments, the plurality of protected media
content and/or the plurality of characterizing information
may be received from a subscriber device.

In other embodiments, the plurality of characterizing infor-
mation may respectively designate a plurality of unwanted
digital content. For example, the plurality of characterizing
information may designate known viruses and/or trojan files.
The 1dentified digital content may be determined to corre-
spond to at least one of the plurality of unwanted digital
content based on the comparison, and the usage rights for the
identified digital content may be determined based on the
usage rights corresponding to the characterizing information
that designates the at least one of the plurality of unwanted
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digital content. For instance, the determined usage rights may
provide 1nstructions for quarantine and/or deletion of the
unwanted digital content.

In some embodiments, usage of the 1dentified digital con-
tent may be allowed for a predetermined period of time and/or
number of uses when the comparison of the characterizing,
information that designates the i1dentified digital content to
the plurality of characterizing information in the database
does not indicate a match therebetween.

In other embodiments, usage of the identified digital con-
tent may be controlled based on the determined usage rights.
For example, rendering of the identified digital content may
be limited based on the determined usage rights. More par-
ticularly, the 1dentified digital content may be altered based
on the determined usage rights to limit rendering thereof. For
instance, the identified digital content may be encoded to
associate the determined usage rights therewith. In addition,
instructions for obtaining a rights object and/or license con-

figured to decode the encoded digital content may be pro-
vided.

In some embodiments, generating the characterizing infor-
mation may include sampling a portion of a wavetorm repre-
senting the identified digital content.

In other embodiments, device information that identifies a
device may be appended to the identified digital content
responsive to determining the usage rights therefore As such,
the device that has received the 1dentified digital content may
be 1dentified based on the appended device information
therein, and a party associated with the identified digital
content may be notified of the 1dentified device. For example,
a chain of distribution for the identified digital content may be
identified based on the appended device mnformation, and a
content owner of the identified digital content may be alerted
of the mniringing device(s).

In some embodiments, digital content identified as without
valid usage rights associated therewith may be identified for
validation. In addition, digital content 1dentified as received
and/or downloaded digital content may be identified for vali-
dation. Also, the digital content may be identified for valida-
tion based on 1dentifying a file type thereof and the charac-
terizing information may be generated based on the identified
file type. For example, the characterizing information may be
generated based on a predetermined start point and/or end
point of the identified file type.

In other embodiments, the digital content may be 1dentified
for validation responsive to detecting receipt thereol and/or
responsive to detecting a request to render the digital content.

According to other embodiments of the present invention,
a method for controlling unauthorized use of digital content
includes receiving characterizing information that designates
digital content from a requesting device. The recerved char-
acterizing information 1s compared to a plurality of charac-
terizing information having a plurality of usage rights respec-
tively corresponding thereto, and usage rights for the digital
content designated by the recerved characterizing informa-
tion are determined based on the comparison. The requesting
device 1s notified of the determined usage rights for the digital
content designated by the recerved characterizing informa-
tion.

In some embodiments, the plurality of characterizing infor-
mation may be stored 1in a database. More particularly, a
plurality of digital content and the plurality of usage rights
respectively corresponding thereto may be obtained, and the
plurality of characterizing information that designates the
plurality of digital content may be generated using a prede-
termined algorithm. The database may be populated with the
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4

plurality of characterizing information and the plurality of
usage rights respectively corresponding thereto responsive to
generation thereof.

In other embodiments, the requesting device may be noti-
fied of the predetermined algorithm prior to receiving the
characterizing information therefrom.

In other embodiments, the requesting device may be
istructed to limit usage of the digital content based on the
determined usage rights.

According to further embodiments of the present imnven-
tion, an electronic device mncludes a validation agent config-
ured to 1dentity digital content for validation. The validation
agent 1s also configured to generate characterizing informa-
tion that designates the identified digital content and deter-
mine usage rights for the identified digital content based on
the characterizing information.

In some embodiments, the validation agent may be config-
ured to access a database including a plurality of character-
1zing information and a respective plurality of usage rights
corresponding thereto. The validation agent may be further
configured to determine the usage rights for the identified
digital content based on a comparison of the characterizing
information designating the identified digital content to the
plurality of characterizing information.

In other embodiments, the electronic device may further
include a transmitter and a receiver. The transmitter may be
configured to transmit the characterizing information that
designates the identified digital content to a validation server
coupled to the database. The recetver may be configured to
receive a noftification from the validation server indicating
and/or including the determined usage rights for the identified
digital content based on the comparison.

In some embodiments, the plurality of characterizing infor-
mation in the database may be a plurality of digital signatures
generated using a predetermined algorithm. The validation
agent may be configured to generate a digital signature that
designates the 1dentified digital content using die predeter-
mined algorithm. The predetermined algorithm may be speci-
fied by the validation server. For example, the predetermined
algorithm may be a hashing algorithm, a cyclic redundancy
check (CRC) algorithm, and/or a digital signal processing
(DSP) characterization algorithm.

In other embodiments, the validation agent may be config-
ured to generate the characterizing information by sampling a
portion of a wavelorm representing the 1dentified digital con-
tent.

In some embodiments, the validation agent may be config-
ured to 1dentify the digital content for validation based on a
lack of valid usage rights associated therewith. In addition,
the validation agent may be configured to identily the digital
content for validation based on a file type thereof, and may be
configured to generate the characterizing information based
on the identified file type.

In other embodiments, the validation agent may be config-
ured to allow unrestricted usage of the 1dentified digital con-
tent when the comparison of the characterizing information
designating the i1dentified digital content to the plurality of
characterizing information in the database does not indicate a
match therebetween.

In some embodiments, the validation agent may be further
configured to control usage of the identified digital content
based on the determined usage rights. For example, the vali-
dation agent may be configured to limit rendering of the
identified digital content based on the determined usage
rights. More particularly, the validation agent may be config-
ured to alter the 1dentified digital content based on the deter-
mined usage rights to limit rendering thereof. For instance,
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the validation agent may be configured to encode the 1denti-
fied digital content to associate the determined usage rights
therewith.

In some embodiments, the validation agent may be config-
ured to append device information to the identified digital 5
content based on the determined usage rights. The device
information may i1dentify a device that has recetved and/or
downloaded the identified digital content.

According to still further embodiments of the present
invention, a network device includes a database and a proces- 10
sor. The database 1s configured to store a plurality of charac-
terizing information and a plurality of usage rights respec-
tively corresponding thereto. The processor 1s configured to
receive characterizing information that designates digital
content, compare the received characterizing information to 15
the plurality of characterizing information in the database,
and determine usage rights for the digital content designated
by the recerved characterizing information based on the com-
parison.

In some embodiments, the network device may further 20
include a receiver and a transmitter. The recerver may be
configured to recerve the characterizing information from a
requesting device. The transmitter may be configured to
transmit a notification to the requesting device indicating
and/or including the determined usage rights for the digital 25
content designated by the recerved characterizing informa-
tion.

In other embodiments, the receiver may be configured to
receive a plurality of digital content and the plurality of usage
rights respectively corresponding thereto. The processor may 30
be configured to generate the plurality of characterizing infor-
mation designating the plurality of digital content using a
predetermined algorithm, and may be configured to populate
the database with the plurality of characterizing information
and the plurality of usage rnights respectively corresponding 35
thereto.

In some embodiments, the transmitter may be further con-
figured to transmit an identification of the predetermined
algorithm to the requesting device of prior to receipt of the
characterizing information therefrom. 40

In other embodiments, the receiver may be configured to
receive a plurality of digital content and/or the plurality of
characterizing information designating the plurality of digital
content from a subscriber device.

In some embodiments, the transmitter may be further con- 45
figured to transmit 1nstructions to the requesting device to
limit usage of the digital content based on the determined
usage rights therefor.

In other embodiments, the plurality of characterizing infor-
mation may respectively designate a plurality of protected 50
media content. The processor may be configured to determine
that the digital content designated by the received character-
1zing information corresponds to at least one of the plurality
ol protected media content based on the comparison. In addi-
tion, the processor may be configured to determine the usage 55
rights for the digital content designated by the recerved char-
acterizing information based on the usage rights correspond-
ing to the characterizing information that designates the at
least one of the plurality of protected media content. The
plurality of characterizing information may also designate 60
unauthorized copies of the plurality of protected media con-
tent and/or known variants thereof.

In some embodiments, the plurality of characterizing infor-
mation may respectively designate a plurality of unwanted
digital content, such as spam, viruses, and/or trojan files. The 65
processor may be configured to determine that the digital
content designated by the recerved characterizing informa-

6

tion corresponds to at least one of the plurality of unwanted
digital content based on the comparison. The processor may
be further configured to determine the usage rights for the
digital content designated by the received characterizing
information based on the usage rights corresponding to the
characterizing information that designates the at least one of
the plurality of unwanted digital content. For example, the
processor may determine that the unwanted digital content
should be quarantined and/or deleted based on the compari-
SO1.

Although described above primarily with respect to
method and device aspects, 1t will be understood that the
present invention may be embodied as methods, systems,
clectronic devices, and/or computer program products.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram illustrating systems and methods
for controlling unauthorized use of digital content according
to some embodiments of the present invention.

FIG. 2 1s a block diagram 1llustrating a multimedia device
configured to control unauthorized use of digital content
according to some embodiments of the present invention.

FIG. 3 1s a block diagram illustrating a network device
configured to control unauthorized use of digital content
according to some embodiments of the present invention.

FIGS. 4-6 are tlowcharts illustrating operations for control-
ling unauthorized use of digital content according to some
embodiments of the present invention.

FIG. 7 1s a flow diagram 1llustrating operations for control-
ling unauthorized use of digital content according to some
embodiments of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS
OF THE INVENTION

The present 1invention now will be described more fully
hereinafter with reference to the accompanying drawings, in
which illustrated embodiments of the mvention are shown.
This invention may, however, be embodied in many different
forms and should not be construed as limited to the embodi-
ments set forth herein. Rather, these embodiments are pro-
vided so that this disclosure will be thorough and complete,
and will fully convey the scope of the mvention to those
skilled 1n the art. Like numbers refer to like elements through-
out.

The terminology used herein 1s for the purpose of describ-
ing particular embodiments only and 1s not intended to be
limiting of the invention. As used herein, the singular forms
“a,” “an,” and “the” are intended to include the plural forms as
well, unless expressly stated otherwise. It should be further
understood that the terms “comprises™ and/or “comprising’”
when used 1n this specification 1s taken to specily the presence
of stated features, integers, steps, operations, elements, and/
or components, but does not preclude the presence or addition
of one or more other features, integers, steps, operations,
clements, components, and/or groups thereof. It will be
understood that when an element 1s referred to as being “con-
nected” or “coupled” to another element, 1t can be directly
connected or coupled to the other element or intervening
clements may be present. In contrast, when an element 1s
referred to as being “directly coupled” or “directly con-
nected” to another element, there are no intervening elements
present. Furthermore, “connected” or “coupled” as used
herein may include wirelessly connected or coupled. As used



US 9,002,744 B2

7

herein, the term “‘and/or” includes any and all combinations
of one or more of the associated listed 1tems, and may be
abbreviated as “/”.

It will also be understood that, although the terms first,
second, etc. may be used herein to describe various elements,
these elements should not be limited by these terms. These
terms are only used to distinguish one element from another.
For example, a first multimedia device could be termed a
second multimedia device, and, similarly, a second multime-
dia device could be termed a first multimedia device without
departing from the teachings of the disclosure.

Unless otherwise defined, all terms (including technical
and scientific terms) used herein have the same meaning as
commonly understood by one of ordinary skill in the art to
which this invention belongs. It will be further understood
that terms, such as those defined 1n commonly used dictio-
naries, should be imterpreted as having a meaning that 1s
consistent with their meaning 1n the context of the relevant art
and/or the present specification and will not be interpreted 1n
an 1dealized or overly formal sense unless expressly so
defined herein.

As will be appreciated by one of skill 1n the art, the present
invention may be embodied as methods, systems, and
devices. Accordingly, the present invention may be embodied
in hardware and/or 1n software (including firmware, resident
soltware, micro-code, etc.). Computer program code for car-
rying out operations of the present invention may be written in
an object oriented programming language such as Java®,
Smalltalk or C++, a conventional procedural programming
languages, such as the “C” programming language, or lower-
level code, such as assembly language and/or microcode. The
program code may execute entirely on a single processor
and/or across multiple processors, as a stand-alone software
package or as part of another software package. The program
code may execute entirely on a multimedia device or only
partly on the multimedia device and partly on another device.
In the latter scenario, the other device may be connected to the
multimedia device through a wired and/or wireless local area
network (LAN) and/or wide area network (WAN), or the
connection may be made to an external computer (for
example, through the Internet using an Internet Service Pro-
vider).

The present invention 1s described below with reference to
flowchart 1llustrations and/or block and/or tlow diagrams of
methods, systems, and devices according to embodiments of
the mvention. It will be understood that each block of the
flowchart illustrations and/or block diagrams, and combina-
tions of blocks 1n the flowchart illustrations and/or block
diagrams, can be implemented by computer program instruc-
tions. These computer program instructions may be provided
to a processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other program-
mable data processing apparatus, create means for imple-
menting the functions/acts specified in the flowchart and/or
block and/or flow diagram block or blocks.

These computer program instructions may also be stored in
a computer-readable memory that can direct a computer or
other programmable processor to function 1n a particular
manner, such that the instructions stored in the computer-
readable memory produce an article of manufacture includ-
ing 1instruction means which implement the function/act
specified 1n the flowchart and/or block diagram block or
blocks.

The computer program instructions may also be loaded
onto a computer or other programmable data processor to
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cause a series of operational steps to be performed on the
computer or other programmable processor to produce a
computer implemented process such that the instructions
which execute on the computer or other programmable pro-
cessor provide steps for implementing the functions or acts
specified 1n the flowchart and/or block diagram block or
blocks. It should also be noted that, 1n some alternate 1imple-
mentations, the functions/acts noted 1n the blocks may occur
out of the order noted in the flowcharts. For example, two
blocks shown 1n succession may 1n fact be executed substan-
tially concurrently or the blocks may sometimes be executed
in the reverse order, depending upon the functionality/acts
involved.

Some embodiments of the present invention may arise
from a realization that, to control access and/or distribution of
protected content, 1t may be beneficial to validate newly
received and/or other content that may be likely to contain
copyrighted and/or otherwise protected content. For
example, a representation or signature of newly downloaded
content may be checked against a database of signatures of
protected content, and the newly downloaded content may be
identified as protected content based on a match between the
signatures. As such, appropriate usage rights for the newly
downloaded content may be determined and applied to limait
and/or prevent unauthorized usage thereof.

FIG. 1 illustrates systems and methods for controlling
unauthorized use of digital content according to some
embodiments of the present invention. Referring now to FIG.
1, a validation system 100 includes a user device 105 that 1s
configured to communicate with a web server 125 via one or
more communications networks, such as network 120. The
user device 105 may be, for example, a laptop computer, a
notebook computer, a handheld computer, a personal com-
munication system terminal, a personal digital assistants
(PDA), a portable music player, and/or a radiotelephone. In
addition, while the user device 105 1s 1llustrated as a mobile
device commumnicating with the network 120 via a wireless
network transcerver 108a, the user device 105 may also be a
stationary device, such as a desktop computer and/or other
non-mobile device configured to communicate via a wired
connection thereto. The network 120 may represent a global
network, such as the Internet, and/or other publicly accessible
networks. The network 120 may also, however, represent a
wide area network, a local network, an Internet, and/or other
private networks, which may not be accessible by the general
public. Furthermore, the network 120 may represent a com-
bination of one or more wired and/or wireless public and/or
private networks and/or virtual private networks (VPN).

The validation system 100 further includes a content owner
130 that 1s configured to communicate with a validation
server 110 via one or more communications networks, such
as the network 120. The content owner 130 may be, for
example, a network device associated with a corporation
and/or other entity that own copyrights and/or other intellec-
tual property rights 1n media content that may be represented
in digital form. As such, the content owner 130 may wish to
prevent unauthorized usage and/or distribution of this pro-
tected media content, represented 1n FIG. 1 as stored 1n a
database 137. Accordingly, the content owner 130 may reg-
ister the protected media content with a validation service
according to some embodiments of the present invention.

The validation service may include the validation server
110 and a validation agent 107 (included in the user device
105) configured to communicate over the network 120. The
validation server 110 may include a database 117 including
characterizing information that designates and/or represents
particular digital content, as well as specific usage rights
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associated with the characterizing information and/or the
digital content designated thereby. For example, the charac-
terizing information stored in the database may designate
and/or represent copyrighted, licensed, and/or otherwise pro-
tected media content, such as the protected media content
stored 1n the database 137 of the content owner 130. More
particularly, the content owner 130 may transmit the pro-
tected media content to the validation server 110 to register
with the validation service. The validation server 110 may
generate the characterizing information based on the pro-
tected media content and may populate the database 117 with
the generated characterizing information. For example, the
characterizing information may be digital signatures repre-
senting the protected media content, and may be generated
using one or more predetermined algorithms. Examples of
such algorithms may include hashing algorithms (such as
SHA-1 and MD?J), cyclic redundancy check (CRC) algo-
rithms, and/or digital signal processing (DSP) algorithms.
Such algorithms need not be discussed further herein.
Accordingly, the characterizing information stored in the
database 117 may respectively represent and/or designate
protected media content files.

The characterizing information stored 1n the database 117
may also designate known unauthorized copies of the pro-
tected media content, such as unofficially released “bootleg”™
copies, and/or otherwise officially released/“genuine” copies
ol the protected media content whose copy protection and/or
other technical protection measures have been altered and/or
circumvented. For example, a pirate may successtully bypass
the DRM mechanisms associated with the protected media
content, and may provide the “ripped” content to a publicly
accessible web server, such as the web server 125. In addition,
the pirate may encode the protected media content with his
own seemingly legitimate DRM wrapper prior to providing
the content to the web server 1235. Accordingly, the content
owner 130 may locate such known unauthorized copies of the
protected media content and/or variants thereof, and may
provide these copies to the validation server 110. In addition,
the content owner 130 may specily particular usage rights for
the protected media content files and/or the known variants
thereot, and the validation server 110 may store the usage
rights with the corresponding characterizing information in
the database 117. It 1s to be understood that, 1n some embodi-
ments, the characterizing information designating the pro-
tected media content may be received directly from the con-
tent owner 130 and/or other subscriber device, and as such,
may not be generated by the validation server 110.

Still referring to FI1G. 1, the validation server 110 may be
configured to compare the characterizing information stored
in the database 117 to characterizing information recerved
from the validation agent 107. The validation agent 107 may
be a hardware and/or software device embedded in the user
device 105, and may be configured to control usage of digital
content therein. More particularly, the validation agent 107
may be configured to generate characterizing information
that designates and/or represents identified digital content
that 1s stored in the user device 105. For example, the user
device 105 may download digital content, such as an MP3
file, from a database 127 in the web server 125 via the network
120. The MP3 file may not include copy protection and/or
other DRM, and may thereby be accessed by the user device
105 without a license. As such, the validation agent 107 may
identily the downloaded MP3 file as not having any usage
rights currently associated therewith, and may proceed to
validate the MP3 file with the validation server 110. More
generally, the validation agent 107 may be configured to
identity downloaded digital content files, digital content that
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does not currently include usage rights and/or restrictions on
use, and/or other digital content that was not created at the
user device 105 for validation, as such digital content may be
more likely to include copyrighted, licensed, and/or other-
wise protected media content.

Accordingly, the validation agent 107 may generate char-
acterizing information that designates and/or represents the
identified digital content. For example, the validation agent
107 may generate a digital signature that represents and/or
designates the identified MP3 file using a predetermined
algorithm that 1s specified by the validation server 110, which
may be the same algorithm used to generate the characteriz-
ing information stored in the database 117. The validation
agent 107 may be configured to generate the characterizing
information responsive to detecting receipt of the digital con-
tent and/or responsive to detecting a request to render the
digital content. The validation agent 107 may also permuit
“trial” usage of the downloaded MP3 file for a predetermined
period of time and/or uses, and as such, may generate the
characterizing information only upon detecting a subsequent
request to use the digital content. In addition, the validation
agent 107 may generate the characterizing information based
on identifying the file type for the digital content. For
example, for the downloaded MP?3 file, the validation agent
107 may generate the characterizing information based on a
predetermined start point and/or a predetermined endpoint of
the MP3 file format.

Based on this characterizing information, the validation
agent 107 may be configured to determine usage rights for the
identified digital content. For example, the validation agent
107 may be configured to access the database 117 in the
validation server 110, and may be configured to determine the
usage rights for the identified digital content based on a com-
parison of the characterizing information designating the
identified digital content to the characterizing information
stored 1n the database 117. More particularly, the validation
agent 107 may be configured to transmit the characterizing
information designating the identified digital content to the
validation server 110 via the network 120. The validation
server 110 may compare the recerved characterizing informa-
tion to the characterizing information stored in the database
117, and may determine the usage rights for the i1dentified
digital content based on the comparison.

More specifically, as the characterizing information stored
in the database 117 designates protected media content files,
the validation server 110 may determine whether the i1denti-
fied digital content includes and/or corresponds to one or
more of the protected media content files based on the com-
parison of the characterizing information designating the
identified digital content to the characterizing information 1n
the database 117. For instance, 1f the digital signature desig-
nating the downloaded MP3 file received from the validation
agent 107 matches one or more of the digital signatures stored
in the database 117, the validation server 110 may identify the
MP3 file stored at the user device 105 as a copy of the
protected media content represented by the matching digital
signature. As such, the validation server 110 may determine
usage rights for the downloaded MP3 file based on the usage
rights corresponding to the matching digital signature stored
in the database 117 and/or the protected media content des-
ignated thereby.

In addition, as the characterizing information stored in the
database 117 may also designate unauthorized copies of the
protected media content and/or known variants thereof (such
as “bootlegs™ of the protected media content and/or copies of
the protected media content whose DRM mechanisms have
been altered and/or circumvented), the validation server 110
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may also determine whether digital content stored on the user
device 103 corresponds to such unauthorized copies based on
characterizing information designating the digital content
provided by the validation agent 107. Accordingly, the vali-
dation server 110 may identify digital content stored on the
user device 105 as copyrighted, licensed, and/or otherwise
protected media content based on characterizing information
that represents and/or designates the digital content, and may
determine appropriate usage rights for the identified digital
content based on the usage rights corresponding to matching
characterizing information stored in the database 117.

Again referring to FIG. 1, the validation server 110 may
also be configured to transmit a notification to the validation
agent 107 1n the user device 105 via the network 120 respon-
stve to determining the usage rights. The notification may
indicate the determined usage rights for the identified digital
content. As such, responsive to receiving the notification from
the validation server 110, the validation agent 107 may be
configured to control usage of the identified digital content at
the user device 105 based on the determined usage rights. For
example, when the characterizing information designating
the 1dentified digital content does not match any of the char-
acterizing information stored 1n the database 117, the valida-
tion agent 107 may allow unrestricted usage of the identified
digital content at the user device 103. In other words, when
the comparison with the database 117 does not indicate a
match, the validation agent 107 may determine that the digital
content stored on the user device 105 does not include and/or
correspond to protected media content, and as such, may not
impede usage thereof.

However, if the comparison of the characterizing informa-
tion designating the identified digital content matches one or
more of the characterizing information stored in the database
117, the validation agent 107 may limit and/or prevent usage
of the digital content at the user device 105 based on the usage
rights specified 1n the notification from the validation server
110. For example, when the identified digital content 1s deter-
mined to be a “genuine” copy of the protected media content
(1.e., an officially released copy of the protected media con-
tent whose technical protection measures has been altered/
circumvented), the validation agent 107 may be configured to
provide limited or “trial” usage of the 1dentified digital con-
tent at the user device 105. In addition, the validation agent
107 may be configured to provide instructions on how to
obtain an authorized copy of the protected media content. In
contrast, when the identified digital content downloaded by
the user device 105 1s determined to be a “bootleg” copy of the
protected media content (1.e., a copy whose release has been
unauthorized), the validation agent 107 may be configured to
prevent rendering and/or other use of the identified digital
content at the user device 105 altogether.

The validation agent 107 may be configured to control
usage of the 1dentified digital content at the user device 105
directly and/or indirectly. For example, the validation agent
107 may be configured to control and/or interfere with opera-
tion of a media player and/or other rendering hardware/soft-
ware at the user device 105 to directly control usage of the
digital content until a proper license to access the digital
content 1s purchased. In addition, the validation agent 107
may be configured to control usage of the digital content
indirectly, for example, by altering the digital content stored
on the user device 105 to prevent rendering thereol. More
particularly, the validation agent 107 may be configured to
locally apply DRM to the identified digital content, for
example, by encoding the identified digital content to associ-
ate the determined usage rights therewith. In other words, the
validation agent 107 may be configured to “wrap” the 1den-
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tified digital content based on the determined usage rights at
the user device 105, such that a rights object and/or license
may be required to successiully render the identified digital
content. For example, where the identified digital content 1s
determined to be a “genuine” copy of the protected media
content whose technical protection measures have been
altered and/or circumvented, the validation agent 107 may
obtain and re-apply the circumvented technical protection
measures to the identified digital content at the user device
105, to thereby “restore” the digital content to be equivalent to
an authorized copy of the protected media content. In addi-
tion, responsive to encoding the digital content, the validation
agent 107 may provide instructions for obtaining a rights
object and/or a proper license that may be used to decode the
encoded digital content. As such, the validation agent 107
may not only limit unauthorized use of the 1dentified digital
content by the user device 105, but also by other devices to
whom the user device 105 may distribute the identified digital
content stored therein.

Moreover, the validation agent 107 may also be configured
to append information that identifies the user device 105 to
the 1dentified digital content stored therein. For example, the
validation agent 107 may be configured to imprint the user
device’s IMSI (International Mobile Station Identity), IMEI
(International Mobile Equipment Identity), and/or other
information that may be used to 1dentity the user device 105
in a wrapper ol the identified digital content file stored
therein. As such, by examining the wrapper, a chain of distri-
bution for the digital content can be determined. In other
words, one or more devices, such as the user device 105, that
have recerved the 1dentified digital content may be 1dentified
based on the appended device information 1n the digital con-
tent file. Thus, the validation server 110 and/or the validation
agent 107 may be configured to alert the content owner 130
(and/or other subscribers to the validation service) of the
identities of infringing devices and/or the origin of the unau-
thorized digital content based on the appended device infor-
mation.

Although FIG. 1 illustrates an exemplary system 100 for
controlling unauthorized use of digital content, 1t will be
understood that the present invention 1s not limited to such
configurations, but 1s intended to encompass any configura-
tion capable of carrying out the operations described herein.
For example, although 1llustrated 1n FIG. 1 as included in the
user device 105, the validation agent 107 may also be
included in other network devices, such as the web server 125,
and may thus similarly control usage of digital content stored
therein as described above. Likewise, although illustrated in
FI1G. 1 as included 1n the validation server 110, the database
117 may be included 1n other network devices, and/or may be
included as part of the validation agent 107. In addition, the
validation agent 107 may be updated via the network 120, for
example, using known techniques. More generally, while
particular blocks having particular functionalities are shown
in FIG. 1 by way of illustration, functionalities of particular
blocks thereolf may be combined, divided, and/or eliminated.

In addition, although primarily described herein with ref-
erence to digital signatures, other types of characterizing
information may be generated by the validation agent 107 to
designate the identified digital content. For example, the vali-
dation agent 107 may be configured to sample a portion of a
wavelorm that represents the identified digital content to pro-
vide the characterizing information. As such, the validation
server 110 may compare the sampled portion of the wavelform
to portions of wavetforms stored in the database 117 that
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designate protected media content, and may thereby deter-
mine the usage rights for the identified digital content as
described above.

Moreover, while FIG. 1 illustrates a validation service for
preventing unauthorized use of protected media content, the
validation service may be configured to limit and/or prevent
the use of other digital content as well. For example, in some
embodiments, the validation server 110 may obtain and popu-
late the database 117 with characterizing information desig-
nating known unwanted digital content files, such as spam,
viruses, and/or trojan files. As such, by comparing character-
1zing 1information received from the validation agent 107 at
the user device 105 with the characterizing information stored
in the database 117, the validation server 110 may determine
whether the digital content at the user device 105 includes one
or more of the unwanted digital content files. It so, the vali-
dation server 110 may determine appropriate usage rights and
instruct the validation agent 107 to limit and/or prevent usage
of the digital content at the user device 105 accordingly. More
particularly, the validation server 110 may instruct the vali-
dation agent 107 to quarantine and/or delete the unwanted
digital content.

FIG. 2 1s a block diagram 1llustrating a multimedia device
200 configured to limit unauthorized use of digital content
according to some embodiments of the present invention. In
some embodiments, the multimedia device 200 may corre-
spond to the user device 105 of FIG. 1. As shown 1in FIG. 2, the
multimedia device 200 includes a transceiver 225, an antenna
265, a processor 240, a memory device 230, a speaker 238,
and a user iterface 255. The user mterface 255 may include
a microphone 220, a display 210 (such as a liqud crystal
display), a joystick 270, a keypad 205, a touch-sensitive dis-
play 260, a dial 275, navigation keys 280, and/or a pointing,
device 285 (such as a mouse, trackball, touchpad, etc.),
depending on the functionalities of the multimedia device
200. As such, additional and/or fewer elements of the user
interface 255 may actually be provided.

The transcerver 225 includes a transmitter circuit 2350 and
a receiver circuit 245, which transmit and receive radio fre-
quency signals via the antenna 265. The radio frequency
signals may include both traific and control signals (e.g.,
paging signals/messages for incoming calls), which may be
used to establish and maintain communication with other
devices. The processor 240 1s coupled to the transcerver 225,
the memory 230, the speaker 238, and the user interface 255.
The processor 240 may be, for example, a commercially
available or custom microprocessor configured to coordinate
and manage operations of the transceiver 2235, the memory
230, the speaker 238, and/or the user interface 2355.

The memory 230 may represent a hierarchy of memory that
may 1include volatile and/or nonvolatile memory, such as
removable flash, magnetic, and/or optical rewritable nonvola-
tile memory. As shown in FIG. 2, the memory 230 may also be
configured to store digital content 232 which may be down-
loaded to the multimedia device 200, for example, from a
server, such as the web server 125 of FIG. 1, and/or from a
removable memory and/or other communication port. The
foregoing components of the multimedia device 200 of FIG.
2 need not be discussed further herein.

Still referring to FIG. 2, the multimedia device 200 also
includes a validation agent 207. The validation agent 207 may
be configured to i1dentily particular ones 232' of the digital
content files 232 stored in the memory 230 for validation by
a validation service, and generate characterizing information
that designates and/or represents the 1dentified digital content
files. For example, the identified digital content files 232" may
include digital content files that do not currently include
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usage rights and/or restrictions on use, downloaded digital
content files, and/or other digital content files that were not
created at the multimedia device 200, as such digital content
may be more likely to include copyrighted, licensed, and/or
otherwise protected media content. However, in some
embodiments, the validation agent 207 may identity all
downloaded digital content for validation, regardless of the
presence of usage rights, In addition, the validation agent 207
may be configured to 1dentily the digital content files 232" for
validation based on a particular file type. For example, MPEG
files, MP3 files, and/or other audio and/or video files may be
likely to contain protected media content, and may thus be
identified for validation by the validation agent 207. As such,
the validation agent 207 may distinguish particular ones 232
of the digital content files 232 stored 1n the memory 230 of the
multimedia device 200 for validation.

After 1dentifying one or more 232' of the digital content
f1les 232 for validation, the validation agent 207 may generate
characternizing information that designates the identified digi-
tal content files 232'. For example, the validation agent 207
may be configured to generate digital signatures that respec-
tively designate the 1dentified digital content files 232" using
a predetermined algorithm, such as a hashing algorithm, a
CRC algorithm, and/or a DSP characterization algorithm.
The predetermined algorithm may be specified by a valida-
tion server, such as the validation server 110, which may
include a database of characterizing information generated
using the same predetermined algorithm. The validation
agent 207 may also generate the characterizing information
designating the digital content based on the file type. For
example, after identiiying particular digital content as MPEG
video, the validation agent 207 may generate the character-
1zing information based on a predetermined start point and/or
a predetermined endpoint according to the MPEG video stan-
dard. In addition, the validation agent 207 may be configured
to generate the characterizing information by sampling a
portion of a wavelorm that represents the digital content 232.
Also, where the 1dentified digital content files 232" already
include some associated usage rights (even 1t illegitimate),
the characterizing information may be generated to represent
a combination of the digital content files 232' including the
respective associated usage rights.

The validation agent 207 1s further configured to determine
usage rights for the 1dentified digital content 232' based on the
generated characterizing information. More particularly, the
validation agent 207 may determine the usage rights by
accessing a database including a plurality of characterizing

information and a respective plurality of corresponding usage
rights, such as the database 117 of FIG. 1. For example, the
characterizing information stored in the database may be
digital signatures, which respectively designate particular
protected media content files and/or known unauthorized
copies thereol. The validation agent 207 may thereby deter-
mine the usage rights for the identified digital content 232" by
accessing the database and comparing the characterizing
information designating the 1identified digital content 232' to
the characterizing information stored in the database. More
particularly, the validation agent 207 may transmait the char-
acterizing information designating the 1dentified digital con-
tent 232' to a validation server that 1s coupled to the database,
such as the validation server 110, via the transmitter 250. The
validation server may be configured to perform the compari-
son between the recerved characterizing information and the
plurality of characterizing information stored in the database,
and may determine usage rights for the i1dentified digital
content 232' based on the usage rights corresponding to any
matching characterizing information stored in the database.
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The validation server may then transmit the results of the
comparison and/or the determined usage rights to the valida-
tion agent 207 via the receiver 245. As such, the recerver 245
may be configured to recetve a notification from the valida-
tion server indicating the determined usage rights for the
identified digital content 232' based on the comparison.

The validation agent 207 may be further configured to
control usage of the digital content 232 on the multimedia
device 200 based on the determined usage rights. For
example, the validation agent 207 may be configured to allow
unrestricted usage of the 1identified digital content 232' when
the comparison of the characterizing information designating,
the 1dentified digital content 232' to the characterizing infor-
mation 1n the database does not indicate a match therebe-
tween. However, 11 the comparison indicates a match between
the characterizing information designating the identified digi-
tal content 232' and the characterizing information designat-
ing protected media content 1n the database, the validation
agent 207 may be configured to limit and/or prevent usage of
the 1identified digital content 232' at the multimedia device
200. For example, the validation agent 207 may directly con-
trol usage of the identified digital content 232' on the multi-
media device 200 by instructing the processor 240 to limit
and/or prevent usage thereof. For instance, the validation
agent 207 may be configured to allow “trial” usage of the
identified digital content 232" when 1t 1s determined that the
identified digital content 232' 1s a “genuine” copy of the
protected media content, such as a copy of the protected
media content whose technical protection measures have
been circumvented. In addition, the validation agent 207 may
instruct the processor 240 to completely prevent rendering of
the 1dentified digital content 232" when 1t 1s determined that
the 1dentified digital content 232' includes an unauthorized
and/or “bootleg” copy of the protected media content based
on accessing the database.

In addition, the validation agent 207 may be configured to
indirectly control usage of the identified digital content 232
on the multimedia device 200, for example, by altering the
identified digital content 232' based on the determined usage
rights to limit rendering thereof. More particularly, the vali-
dation agent 207 may be configured to locally apply DRM to
encode the 1dentified digital content 232' with the determined
usage rights. For example, where the identified digital content
232' 1s determined to be a “genuine” copy of the protected
media content whose technical protection measures have
been circumvented, the validation agent 207 may obtain and
locally reinstate the circumvented technical protection mea-
sures by encoding the identified digital content 232 at the
multimedia device 200. In other words, the validation agent
207 may “wrap”’ the identified digital content 232" based on
the determined usage rights at the multimedia device 200,
such that the multimedia device 200 (and/or other devices)
may no longer be able to render the 1dentified digital content
232" without obtaining a rights object and/or proper license to
decode the encoded digital content. The validation agent 207
may be further configured to provide instructions for obtain-
ing such a rights object and/or license to a user of the multi-
media device 200 via the user interface 255. As such, the
validation agent 207 may identify particular ones 232' of the
digital content 232 as including protected media content, and
may appropriately control usage thereof according to usage
rights that may be specified by the content owner.

In addition, the validation agent 207 may be configured to
append information that may be used to identily the multi-
media device 200 to the 1dentified digital content 232'. For
example, the validation agent 207 may be configured to
imprint the multimedia device’s IMSI, IMEI, and/or other
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identifving information in wrappers of the identified digital
content files 232'. As such, by examinming the device informa-
tion 1n the wrappers of the identified digital content 232' a
chain of distribution for the identified digital content 232
may be determined. The validation agent 207 may thereby
alert a content owner, such as the content owner 130 of FIG.
1, of the devices that have received and/or distributed their
protected media content.

Furthermore, in some embodiments, the multimedia

device 200 may be a network device, such as the web server
125 of FIG. 1, that 1s configured to provide access to digital
content stored therein. As such, upon receiving digital content
for distribution, a validation agent 1n the network device may
verily that the received digital content does not correspond to
protected media content, as described above. Thus, unautho-
rized copies of protected media content may be 1dentified and
appropriate usage rights may be applied thereto at the net-
work device 1tseltf, prior to distribution.

Although FIG. 2 illustrates an exemplary multimedia
device 200 configured to control unauthorized use of digital
content according to some embodiments of the present inven-
tion, 1t will be understood that the present invention 1s not
limited to such a configuration but 1s intended to encompass
any configuration capable of carrying out the operations
described herein. For example, although illustrated as a
mobile device including an antenna 265 and a transcerver 225
configured to receive radio frequency signals, the multimedia
device 200 may be a stationary and/or otherwise non-mobile
device, and the transcerver 225 may be a conventional wire-
line transcerver configured to recerve and transmit signals via
a wired connection. In addition, although the validation agent
207 and the processor 240 are illustrated as separate blocks,
the functions of the validation agent 207 may be performed by
the processor 240 1n some embodiments. More generally,
while particular functionalities are shown 1n particular blocks
by way of 1llustration, functionalities of different blocks and/
or portions thereof may be combined, divided, and/or elimi-
nated.

FIG. 3 1s a block diagram illustrating a network device
configured to control unauthorized use of digital content
according to some embodiments of the present invention. In
some embodiments, the network device 300 may correspond
to the validation server 110 and/or the web server 1235 of FI1G.
1. Referring now to FIG. 3, the network device 300 includes
a processor 340 coupled to a memory 330, a validation agent
307, and a transceiver 325. The processor 340 may be, for
example, a commercially available and/or custom micropro-
cessor that 1s configured to coordinate and manage operations
of the transceiver 325, the memory 330, and the validation
agent 307. The transcerver 325 may be a wireless transcerver
including a transmitter circuit 350 and a recerver circuit 345
configured to transmait and receive radio frequency signals via
an antenna 365. However, the transceiver 325 may also be a
wireline transceiver configured to transmit and receive sig-
nals over a wired connection thereto. The memory 330 may
represent a hierarchy of memory that may include volatile
and/or non-volatile memory, such as removable flash, mag-
netic, and/or optical rewritable non-volatile memory.

The validation agent 307 may be a hardware and/or soft-
ware device embedded in the network device 300, and may be
configured to control usage of digital content therein. In some
embodiments, the validation agent 307 may correspond to the
validation agent 207 of FIG. 2, and as such, may be config-
ured to 1dentity digital content for validation, generate char-
acterizing information designating the 1dentified digital con-
tent, determine usage rights for the identified digital content,
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and control usage of the identified digital content based on the
determined usage rights, as described above.

As turther shown 1n FIG. 3, the memory 330 may include
a database 317. The database 317 may include a plurality of
characterizing information respectively designating and/or
representing a plurality of digital content, and a plurality of
corresponding usage rights for the digital content represented
by the characterizing information. For example, the charac-
terizing information stored in the database 317 may be a
plurality of digital signatures generated from a plurality of
protected media content files using a predetermined algo-
rithm. For instance, the recerver 345 may be configured to
receive the plurality of protected media content files and a
plurality of corresponding usage rights from a content owner
who wishes to subscribe to a validation service, such as the
content owner 130 of FIG. 1. As such, the processor 340 may
be configured to generate the characterizing information to
respectively represent and/or designate the protected media
content files using the predetermined algorithm, and may
populate the database 317 with the characterizing informa-
tion and the corresponding usage rights. However, 1n some
embodiments, the recerver 345 may recerve the characteriz-
ing information designating the protected media content
directly from the content owner and/or other subscriber
device, and the processor 340 may populate the database 317
with the plurality of characterizing information and the cor-
responding usage rights recerved from the content owner. The
plurality of protected media content recerved from the content
owner and/or the characterizing information stored in the
database 317 may also designate known unauthorized copies
of the protected media content and/or variants thereof, such as
“bootleg” copies and/or “genuine” copies whose DRM
mechanisms have been altered and/or circumvented,

Accordingly, the processor 340 may be configured to
receive characterizing information that designates particular
digital content, and may compare the recerved characterizing
information to the plurality of characterizing information
stored 1n the database 317 to determine usage rights for the
digital content. For example, the processor 340 may be con-
figured to receive the characterizing information from a vali-
dation agent 307 included 1n the network device 300. More
particularly, 1n some embodiments, the network device 300
may be a web server, such as the web server 125 of FIG. 1, that
includes the validation agent 307 and the database 317
therein. As such, the network device 300 may be configured to
receive digital content 332 via the receiver 345, and may store
the recerved digital content 332 in the memory 330. The
validation agent 307 may generate characterizing informa-
tion representing and/or designating the recerved digital con-
tent 332, and may provide this characterizing information to
the processor 340. The processor 340 may compare the
received characterizing information to the plurality of char-
acterizing information stored in the database 317 to deter-
mine whether the recerved digital content 332 corresponds to
one or more of the protected media content files designated by
the characterizing information stored in the database 317. In
other words, the processor 340 may be configured to 1dentily
the received digital content 332 stored therein as protected
media content (and/or unauthorized copies thereof) 1t the
characterizing information designating the received digital
content 332 matches the characterizing information stored 1n
the database 317. If a match 1s detected, the processor 340
may determine usage rights for the recerved digital content
332 based on the usage rights corresponding to the matching
characterizing information in the database 317, and may
notily the validation agent 307 of the determined usage rights.
More particularly, the processor 340 may transmit a notifica-
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tion to the validation agent 307 indicating and/or including
the determined usage rights. The validation agent 307 may
then apply the determined usage rights to the digital content to
control further unauthorized use by devices that download the
digital content from the network device 300.

In other embodiments, however, the network device 300
may not include the validation agent 307 theremn. For
example, the network device 300 may be a validation server,
such as the validation server 110 of FIG. 1. As such, the
processor 340 may be configured to receive characterizing
information designating particular digital content from a
requesting device, such as the user device 105 of FIG. 1, via
the receiver 345. The processor 340 may also be configured to
transmit an i1dentification of the algorithm used to generate
the characterizing information in the database 317 to the
requesting device via the transmitter 350, so that the request-
ing device may generate 1ts characterizing information using
the same algorithm. Accordingly, the processor 340 may
compare the characterizing information received from the
requesting device to the plurality of characterizing informa-
tion 1n the database 317 to determine the usage rights for the
digital content stored in the requesting device, as discussed
above. The transmitter 350 may then transmit a notification to
the requesting device that indicates the determined usage
rights for the digital content. The transmitter 350 may also
transmit 1nstructions to the requesting device to limit and/or
prevent usage of the digital content based on the determined
usage rights. As such, the network device 300 may notonly be
configured to determine appropriate usage rights for digital
content recerved at other devices based on the characterizing
information received therefrom, but may also be configured
to control usage of the digital content at those devices.

Although FIG. 3 illustrates an exemplary network device
300 that may be configured to control unauthorized use of
digital content according to some embodiments of the present
invention, it will be understood that the present invention 1s
not limited to such a configuration but 1s intended to encom-
pass any configuration capable of carrying out the operations
described herein. For example, although illustrated as includ-
ing an antenna 365 and a transcerver 325 configured to recerve
radio frequency signals, the network device 300 may be a
stationary and/or otherwise non-mobile network device, and
the transceiver 325 may be a conventional wireline trans-
ceiver configured to receive and transmit signals via a wired
connection. In addition, although described above with ret-
erence to protected media content, the database 317 may store
a plurality of characterizing information representing and/or
designating a plurality of unwanted digital content, such as
viruses and/or trojan files. As such, the processor 340 may
determine whether particular digital content includes and/or
corresponds to such viruses and/or trojan files based on char-
acterizing information that designates the particular digital
content, and may determine usage rights speciiying quaran-
tine and/or deletion of such digital content accordingly.

Example operations for controlling unauthorized use of
digital content 1n accordance with some embodiments of the
present invention will now be described with reference to the
flowcharts of FIGS. 4-6. In particular, FIG. 4 1s a flowchart
illustrating operations for controlling unauthorized use of
digital content which may be performed, for example, by a
validation agent 1n a user device, such as the user device 1035
of FIG. 1. Referring now to FIG. 4, operations begin at Block
400 when digital content 1s 1dentified for validation. More
particularly, digital content may be identified for validation
based on a likelithood of including copyrighted, licensed,
and/or otherwise protected media content. For example, digi-
tal content that does not include rights and/or restrictions on
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usage may be identified for validation. In addition, digital
content that has been received, downloaded, and/or otherwise
has not been created by an electronic device may be identified
for validation. Moreover, 1n some embodiments, all digital
content that has been downloaded to an electronic device may
be 1dentified for validation, regardless of the presence of
usage rights and/or restrictions. Digital content may also be
identified for validation based on file type. For example,
video files, such as MPEG files, and/or audio files, such as
MP3 files, may be 1dentified for validation, as such files may
be likely candidates for unauthorized use, especially 1t the
files do not currently include usage rights. In some embodi-
ments, the digital content may be identified for validation
responsive to receipt of the digital content and/or responsive
to detecting a request to render or otherwise use the digital
content. As such, content that 1s more likely to include pro-
tected media content may be distinguished from other digital
content, such as content created at an electronic device and/or
installed on the electronic device during the manufacturing
process.

Once the digital content has been identified for validation,
characterizing information that designates and/or represents
the 1dentified digital content 1s generated at Block 410. For
example, a digital signature that designates the identified
digital content may be generated using a predetermined algo-
rithm, such as a hashing algorithm, a CRC algorithm, and/or
a DSP characterization algorithm. Also, the characterizing
information may be generated based on the identified file type
of the digital content. For example, characterizing informa-
tion may be generated for MPEG files using a MD3 hashing
algorithm, while characterizing information may be gener-
ated for MP3 files using a SHA-1 hashing algorithm. In
addition and/or alternatively, the characterizing information
may be generated by sampling a portion of a waveform that
represents the i1dentified digital content. For example, the
sampled portion may be generated based on a predetermined
start point and/or a predetermined endpoint based on the
identified file type. In addition, where the i1dentified digital
content already includes some associated usage rights, the
characterizing information may be generated to represent the
combination of the identified digital content and the associ-
ated usage rights. More generally, the characterizing infor-
mation may be any type of representation of the digital con-
tent that may be used to subsequently identity the digital
content.

Still referring to FIG. 4, usage rnights for the identified
digital content are determined based on the characterizing
information at Block 420. For example, the usage rights for
the 1dentified digital content may be determined based on a
comparison of the characterizing information that designates
the 1dentified digital content to other characterizing informa-
tion that 1s associated with particular usage rights. More
particularly, a database including a plurality of characterizing,
information and a corresponding plurality of usage rights
may be accessed, and the usage rights for the identified digital
content may be determined based on a comparison of the
characterizing information designating the identified digital
content to the characterizing information in the database. For
example, the characterizing information 1n the database may
designate a plurality of protected media content files, such as
copyrighted movies, music, and/or interactive games, and/or
known unauthorized copies of the protected media content
files, such as bootleg copies of movies, music whose technical
protection measures have been altered/circumvented, and/or
interactive games whose copy protection mechanisms have
been removed. Accordingly, based on a match between the
characterizing mformation designating the 1dentified digital
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content and at least one of the plurality of characterizing
information stored in the database, the digital content may be
identified as including and/or corresponding to the copy-
righted, licensed, and/or otherwise protected media content.
As such, the usage rights for the 1dentified digital content may
be determined based on the usage rights corresponding to the
matching characterizing imformation in the database. Also,
where the identified digital content included some usage
rights prior to validation, these previously associated usage
rights may be verified based on the determined usage rights.
For example, some DRM wrappers may include information
about the content owner and/or a URL for downloading the
rights. As such, after determining the usage rights for the
identified digital content as described above, the pre-existing
DRM wrapper could be verified as valid (ie., applied by the
content owner rather than by a hacker or pirate) based on a
comparison with the determined usage rights.

In addition, 1n some embodiments, the plurality of charac-
terizing information 1n the database may designate a plurality
of unwanted digital content, such as spam, viruses, and/or
trojan files. Accordingly, based on a match with this charac-
terizing information, usage rights specitying quarantine and/
or deletion of the unwanted digital content may be deter-
mined. In other words, usage of the 1dentified digital content
may also be controlled based on the determined usage rights,
as will be discussed 1n greater detail below.

FIG. 5 1s a flowchart illustrating more detailed operations
for controlling unauthorized use of digital content according
to some embodiments of the present invention. For example,
the operations of FIG. 5 may be performed by a multimedia
device, such as the multimedia device 200 of FIG. 2. Refer-
ring now to FIG. 5, operations begin at Block 505 when
digital content 1s received at an electronic device. The digital
content may include text, movies, music, and/or interactive
games, and/or other media content that may typically be
downloaded by electronic devices. At Block 510, the recerved
digital content 1s 1dentified for validation. For example, 1n
some embodiments, the recerved digital content may be 1den-
tified for validation based on whether the digital content

includes usage rights and/or other restrictions on use. How-
ever, as discussed herein with reference to the embodiments
of FIG. §, all downloaded and/or otherwise recerved digital
content may be identified for validation, regardless of the
presence of associated usage rights. At Block 515, character-
1zing information representing and/or designating the digital
content 1s generated using a predetermined algorithm. For
example, the digital content may be hashed using a predeter-
mined hashing algorithm to generate a digital signature
thereol. In some embodiments, the predetermined algorithm
used to generate the characterizing information may be speci-
fied by a validation server.

Still referring to FIG. 5, the characterizing information that
designates the digital content i1s transmitted to a validation
server at Block 520. The validation server may include a
database of characterizing information that designates a plu-
rality of protected media content files, such as copyrighted
and/or licensed movies, music, and/or interactive games. The
database may also specily particular usage rights correspond-
ing to the characterizing information stored therein. As such,
the characterizing information designating the recerved digi-
tal content may be compared to the characterizing informa-
tion stored 1n the database, and 1 a match results, usage rights
for the received digital content may be determined based on
the usage rights associated with the matching characterizing,
information 1n the database. In other words, the received
digital content may be 1dentified as including and/or corre-
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sponding to one or more of the protected media content files
based on a comparison of their characterizing information.

At Block 525, results of the comparison are received from
the validation server. Based on the received results, 1t 1s deter-
mined whether the digital content includes protected media
content at Block 530. If the digital content does not include
protected media content, unrestricted usage of the digital
content (and/or usage based on any previously associated
usage rights) 1s allowed at Block 535. The usage of the digital
content 1s allowed for a predetermined period of time and/or
number of uses, as determined at Block 337. For example,
although the digital content may not be 1dentified as including
protected media content at a particular time, the database may
be updated with protected media content corresponding to the
digital content after the particular time. As such, the digital
content may be periodically and/or itermittently re-vali-
dated by re-generating the characterizing information at
Block 513 after predetermined periods of time and/or after a
predetermined number of uses of the digital content.

However, 11 1t 1s determined at Block 530 that the digital
content includes protected media content, usage of the digital
content 1s controlled based on the determined usage rights at
Block 540. For example, when the digital content 1s deter-
mined to include protected media content whose technical
protection measures have been circumvented, limited and/or
trial usage of the digital content may be allowed. In addition,
instructions for obtaining an authorized copy of the protected
media content may be provided. However, if the received
digital content 1s determined to be a copy of the protected
media content whose release has been previously unautho-
rized, rendering and/or use of the received digital content may
be prevented altogether.

As discussed above, 1t 1s to be understood that usage of the
received digital content may be controlled at Block 540
directly and/or indirectly. More particularly, usage of the
received digital content may be controlled at a particular
clectronic device by directly controlling operation of the
device’s media player and/or other rendering hardware/soft-
ware. In addition and/or alternatively, usage of the received
digital content may be controlled indirectly by altering the
received digital content based on the determined usage rights
to limit rendering and/or use thereof. For example, the
received digital content may be locally encoded to associate
the determined usage rights therewith. In other words, the
determined usage rights may be obtained and locally applied
to the recerved digital content to reinstate any technical pro-
tection measures that may have been altered and/or circum-
vented. In addition, instructions for obtaining a rights object
and/or proper license that may be required to decode the
encoded digital content may also be provided. Accordingly,
usage rights may be determined and applied to the received
digital content based on characterizing information derived
therefrom to control unauthorized use thereof.

FIG. 6 1s a flowchart illustrating operations for controlling,
unauthorized use of digital content according to further
embodiments of the present invention. In some embodiments,
the operations of FIG. 6 may be performed by a validation
server, such as the validation server 110 of FIG. 1. Referring
now to FIG. 6, operations begin at Block 600 when charac-
terizing information that represents and/or designates par-
ticular digital content 1s received from a requesting device.
For example, the requesting device may be a user device, such
as the user device 105 of FIG. 1, which may have downloaded
the particular digital content via the Internet and/or other
network, such as the network 120. The received characteriz-
ing information 1s compared to a plurality of characterizing
information having a corresponding plurality of usage rights
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at Block 610. For instance, the plurality of characterizing
information may respectively designate a plurality of pro-
tected media content {files, such as copyrighted, licensed,
and/or otherwise protected media content having correspond-
ing usage rights associated therewith. The characterizing
information and the corresponding usage rights may be stored
in a database. More particularly, the plurality of protected
media content files and the associated usage rights may be
received from a content owner, and the plurality of character-
izing information may be generated from the plurality of
protected media content files using a predetermined algo-
rithm. As such, the database may be populated with the plu-
rality of characterizing information and the corresponding
plurality of usage rights. The requesting device may also be
notified of the predetermined algorithm used to generate the
characterizing information stored in the database prior to
receiving the characterizing mnformation designating the par-
ticular digital content.

At Block 620, usage rights for the particular digital content
(designated by the recerved characterizing information) are
determined based on the comparison at Block 610. For
example, 1f the comparison indicates a match between the
characterizing information received from the requesting
device and at least one of the plurality of characterizing
information stored in the database, 1t 1s determined that the
digital content from the requesting device includes and/or
corresponds to one or more of the protected media content
files designated by the characterizing information stored 1n
the database. In other words, the digital content from the
requesting device may be identified as copyrighted, licensed,
and/or other protected media content based on the compari-
son, and the usage rights for the digital content from the
requesting device are determined based on the usage rights
corresponding to the matching characterizing information.
The plurality of characterizing information stored in the data-
base may also designate known unauthorized copies of the
protected media content files, such as bootleg copies and/or
copies having a technical protection measure that has been
altered/circumvented. As such, unauthorized copies of the
protected media content files may also be identified, and
appropriate usage rights may be determined based on the
identification.

Still referring to FI1G. 6, the requesting device 1s notified of
the results of the comparison and/or of the determined usage
rights for the particular digital content at Block 630. For
example, when the requesting device 1s a user device, such as
the user device 105 of FI1G. 1, a notification may be transmuit-
ted to the requesting device over a wired and/or wireless
connection thereto. In addition, the notification may include
instructions for the requesting device to limit and/or prevent
usage of the digital content based on the determined usage
rights. For example, the instructions may notify a processor
and/or media player associated with the requesting device to
control usage of the digital content. In addition and/or alter-
natively, the mstructions may notity hardware and/or soft-
ware 1nstalled in the requesting device, such as the validation
agent 107 of FIG. 1, to alter the digital content to limit ren-
dering thereof, for mstance, by locally encoding the digital
content based on the determined usage rights. Thus, unautho-
rized use of the digital content by the requesting device may
be controlled.

FIG. 7 1s a flow diagram 1illustrating operations for control-
ling unauthorized use of digital content according to some
embodiments of the present invention. Referring now to FIG.
7, operations begin when a content owner 732 subscribes to a
validation service 703 provided by the validation server 722.
As part of the subscription, the content owner 732 may trans-
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mit protected media content, signatures thereol and/or other
characterizing information that designates the protected
media content to the validation server 722. As such, the vali-
dation server 722 may create and populate a database with
signatures and/or other characterizing information that des-
ignates the protected media content for which the content
owner 732 wishes to prevent unauthorized use and/or distri-
bution.

Still referring to FI1G. 7, a request for digital content 710 1s
transmitted from a user device 702 to a web server 707. The
requested digital content may be multimedia content, such as
audio, video, and/or iteractive gaming content. As such, the
requested digital content may be an unauthorized copy of
copyrighted, licensed, and/or otherwise protected media con-
tent. More particularly, in the following example, the
requested digital content 1s a pirated copy of the DVD movie
“Prrates of the Caribbean™”. In other words, the requested
digital content 1s a digital copy of the movie “Pirates of the
Caribbean™” whose copy protection has been removed. As
such, usage of this pirated copy 1s currently unrestricted, ie.,
the movie may be successtully rendered without the use of a
corresponding rights object, license, and/or other DRM
mechanism. Responsive to receiving the request for the digi-
tal content, the web server 707 transmits the requested digital
content 715 to the user device 702. Upon recerving the digital
content, the user device 702 notes that the digital content does
not currently have usage rights associated therewith. As such,
the user device 702 (and/or a validation agent therein) 1den-
tifies the digital content for validation, generates a signature
of the digital content using a predetermined algorithm, and
transmits the signature of the digital content 720 to a valida-
tion server 722.

Responsive to recerving the signature of the digital content,
the validation server 722 determines usage rights for the
digital content based on the received signature. More particu-
larly, the validation server 722 compares the signature of the
digital content to the signatures of the protected media con-
tent provided by the content owner 732. Based on the com-
parison, the validation server determines that the signature
received from the user device 702 matches the signature of an
unauthorized copy of the movie “Pirates of the Caribbean™”
provided by the content owner 732. As such, the validation
server 722 determines usage rights for the digital content
requested by the user device based on the usage rights speci-
fied by the content owner 732 for the unauthorized copy of
“Pirates of the Caribbean™”. More particularly, the valida-
tion server 722 determines that the digital content should not
be viewable without a corresponding license. As such, the
validation server 722 transmits a notification 723 to the user
device 702 1dentitying the digital content as protected media
content and specifying the usage rights therefor.

Upon recerving the notification, the user device 702 con-
trols further rendering of the digital content (1dentified as an
unauthorized copy of “Pirates of the Caribbean™”). For
example, the user device 702 may struct i1ts media player
and/or other hardware and/or software not to allow playback
of the identified digital content. In addition, the user device
702 may encode the digital content such that 1t cannot be
rendered without the appropriate license and/or rights object.
The validation server 722 may provide instructions to the user
device 702 as to how to encode and/or apply DRM to the
digital content such that it may be successiully decoded using
the license and/or rights. In other words, the user device 702
may locally apply DRM to the downloaded digital content to
limit unauthorized use thereof based on the determined usage
rights. In addition to the notification, the validation server 722
may also provide purchasing information for the license and/
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or rights required to decode the encoded digital content 730 to
the user device 702, including payment options, conditions,
and/or other relevant information regarding the purchase of a
license to view the digital content.

Accordingly, as the user device 702 can no longer render
the downloaded copy of “Pirates of the Caribbean™”, a
request to purchase the license to access the digital content
735 15 transmitted to the validation server 722 (and/or the
content owner 732) based on the purchasing information.
Once payment has been received, the validation server 722
transmits the requested license 740 to the user device 702.

Thus, according to some embodiments of the present
invention, usage rights for digital content may be determined
based on characterizing information that represents and/or
otherwise designates the digital content. More particularly,
the digital content may be 1dentified as including and/or cor-
responding to particular digital content, such as copyrighted,
licensed, and/or other protected media content, based on the
characterizing information designating the digital content,
and usage rights for the digital content may be determined
based on the 1dentification thereof. Moreover, the determined
usage rights may be locally applied to the digital content to
limit further unauthorized use thereof, and a chain of distri-
bution for the digital content may be determined based on
device iformation appended thereto. Accordingly, usage of
the digital content may be controlled, limited, and/or pre-
vented based on the determined usage rights.

In the drawings and specification, there have been dis-
closed exemplary embodiments of the invention. However,
many variations and modifications can be made to these
embodiments without substantially departing from the prin-
ciples of the present invention. All such variations and modi-
fications are intended to be included herein within the scope
of the present invention, as set forth in the following claims.

That which 1s claimed:
1. A method for controlling unauthorized use of digital
content, the method comprising:

identitying digital content stored 1n an electronic end user
device for validation, wherein rendering of the digital
content by the electronic end user device 1s currently
unrestricted and does not require a corresponding Digi-
tal Rights Management (DRM) mechanism;

generating, at the electronic end user device, a digital sig-
nature that designates the identified digital content
stored therein responsive to 1dentification thereof;

determining, at the electronic end user device, usage rights
for the identified digital content based on the digital
signature thereof, wherein the usage rights specily rights
for use of the digital content by the electronic end user
device 1n which the digital content 1s stored;

when a comparison of the digital signature that designates
the identified digital content to a plurality of digital
signatures 1n a database does not indicate a match ther-
cbetween, allowing usage of the identified digital con-
tent for a predetermined period of time and/or number of
uses;

when the comparison of the digital signature that desig-
nates the identified digital content to a plurality of digital
signatures 1n a database indicates a match therebetween,
determining, based on the usage rights, that the 1denti-
fied digital content corresponds to an authorized pro-
tected media content having circumvented technical
protection measures;

locally moditying, at the electronic end user device, the
identified digital content based on the usage rights to
reapply the circumvented technical protection measures
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to restore the identified digital content to correspond to
the authorized protected media content; and

preventing rendering of the digital content 1n response to
the locally moditying.

2. The method of claim 1, wherein determining the usage
rights comprises:

accessing the database including the plurality of digital

signatures and a respective plurality of usage rights cor-
responding thereto; and

determining the usage rights for the identified digital con-

tent based on the comparison of the digital signature that
designates the 1dentified digital content to the plurality
of digital signatures.
3. The method of claim 2, wherein accessing the database
COmMprises:
transmitting the digital signature that designates the 1den-
tified digital content from the electronic end user device
to a validation server coupled to the database; and

receiving, at the electronic end user device, a notification
from the validation server indicating and/or including
the determined usage rights for the identified digital
content stored therein.

4. The method of claim 2, wherein the plurality of digital
signatures in the database comprises a plurality of digital
signatures generated using a predetermined algorithm, and
wherein generating the digital signature that designates the
identified digital content comprises:

generating the digital signature that designates the 1denti-

fied digital content using the predetermined algorithm.

5. The method of claim 1, wherein determining the usage
rights for the identified digital content based on the digital
signature comprises:

comparing the digital signature that designates the 1denti-

fied digital content to a plurality of digital signatures
having a plurality of usage rights respectively corre-
sponding thereto; and

determining the usage rights for the identified digital con-

tent based on the comparison.

6. The method of claim 5, further comprising;

receiving the digital signature that designates the 1dentified

digital content at a validation server configured to per-
form the comparison; and

transmitting a noftification indicating and/or including the

determined usage rights for the identified digital content
from the validation server to the electronic end user
device based on the comparison.

7. The method of claim 5, wherein the plurality of digital
signatures respectively designates a plurality of protected
media content, and wherein determining the usage rights
based on the comparison comprises:

determining that the 1identified digital content corresponds

to at least one of the plurality of protected media content
based on the comparison; and

determining the usage rights for the identified digital con-

tent based on the usage rights corresponding to the digi-
tal signature that designates the at least one of the plu-
rality of protected media content.

8. The method of claim 7, wherein the plurality of digital
signatures further designates unauthorized copies of the plu-
rality of protected media content and/or known variants
thereol.

9. The method of claim 7, further comprising;

obtaining the plurality of protected media content;

generating the plurality of digital signatures respectively

designating the plurality of protected media content
responsive to obtaining the protected media content; and
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populating a database with the plurality of digital signa-
tures responsive to generation thereof.

10. The method of claim 7, turther comprising:

recerving the plurality of protected media content and/or
the plurality of digital signatures from a subscriber
device.

11. The method of claim 5, wherein the plurality of digital
signatures respectively designates a plurality of unwanted
digital content, and wherein determining the usage rights
based on the comparison comprises:

determining that the identified digital content corresponds

to at least one of the plurality of unwanted digital content
based on the comparison; and

determining the usage rights for the identified digital con-

tent based on the usage rights corresponding to the digi-
tal signature that designates the at least one of the plu-
rality of unwanted digital content.

12. The method of claim 1, further comprising:

controlling usage of the identified digital content by the

electronic end user device in which the digital content 1s
stored based on the determined usage rights.

13. The method of claim 12, wherein controlling usage of
the 1dentified digital content comprises:

limiting rendering of the 1dentified digital content based on

the determined usage rights.

14. The method of claim 13, wherein limiting rendering of
the 1dentified digital content comprises:

altering the idenftified digital content based on the deter-

mined usage rights to limit rendering thereof.

15. The method of claim 14, wherein altering the 1dentified
digital content comprises:

encoding the idenftified digital content to associate the

determined usage rights therewith such that subsequent
rendering of the identified digital content by the elec-
tronic end user device 1s limited.

16. The method of claim 1, wherein generating the digital
signature comprises:

sampling a portion of a wavetorm representing the 1denti-

fied digital content.

17. The method of claim 1, further comprising:

appending device information to the identified digital con-

tent responsive to determining the usage rights thereifor,
wherein the appended device information identifies the
clectronic end user device as having an unauthorized
copy of the digital content stored therein.

18. The method of claim 17, further comprising:

identitying the device that has received the identified digi-

tal content based on the appended device information
therein; and

notitying a party associated with the identified digital con-

tent of the identified device.

19. The method of claim 1, wherein 1dentifying the digital
content for validation comprises:

identitying the digital content as without valid usage rights

associated therewith.

20. The method of claim 1, wherein identifying the digital
content for validation comprises:

identifying a file type of the digital content,

and wherein generating the digital signature comprises

generating the digital signature based on the 1dentified
file type.

21. A computer program product, the computer program
product comprising a non-transitory computer usable storage
medium having computer-readable program code embodied
in the medium, the computer readable program code executed
by a processor, which causes the processor to perform:
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identifying digital content stored 1n an electronic end user
device for validation, wherein rendering of the digital
content by the electronic end user device 1s currently
unrestricted and does not require a corresponding Digi-
tal Rights Management (DRM) mechanism;

generating, at the electronic end user device, a digital sig-
nature that designates the identified digital content
stored therein responsive to 1dentification thereof;

determining, at the electronic end user device, usage rights
for the identified digital content based on the digital

signature thereof, wherein the usage rights specity rights
for use of the digital content by the electronic end user

device 1n which the digital content 1s stored;

when a comparison of the digital signature that designates
the identified digital content to a plurality of digital
signatures 1n a database does not indicate a match ther-
cbetween, allowing usage of the identified digital con-
tent for a predetermined period of time and/or number of
uses;

when the comparison of the digital signature that desig-
nates the 1dentified digital content to a plurality of digital
signatures 1n a database indicates a match therebetween,
determining, based on the usage rights, that the identi-
fied digital content corresponds to an authorized pro-
tected media content having circumvented techmical
protection measures;

locally modifying, at the electronic end user device, the
identified digital content based on the usage rights to
reapply the circumvented technical protection measures
to restore the 1dentified digital content to correspond to
the authorized protected media content; and

preventing rendering of the digital content in response to
the locally moditying.

22. An electronic end user device comprising;:

a memory and a processor coupled to the memory, the
memory including computer executable instructions
that, when executed by the processor, cause the proces-
sor to perform:
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identifying digital content stored in an electronic end
user device for validation, wherein rendering of the
digital content by the electronic end user device 1s
currently unrestricted and does not require a corre-
sponding Digital Rights Management (DRM) mecha-
nism;

generating, at the electronic end user device, a digital
signature that designates the 1dentified digital content
stored therein responsive to identification thereof;

determining, at the electromic end user device, usage
rights for the 1dentified digital content based on the
digital signature thereof, wherein the usage rights
specily rights for use of the digital content by the
clectronic end user device in which the digital content
1s stored;

when a comparison of the digital signature that desig-
nates the i1dentified digital content to a plurality of
digital signatures in a database does not indicate a
match therebetween, allowing usage of the identified
digital content for a predetermined period of time
and/or number of uses:

when the comparison of the digital signature that desig-

nates the identified digital content to a plurality of
digital signatures in a database indicates a match ther-
cbetween, determining, based on the usage rights, that
the 1dentified digital content corresponds to an autho-
rized protected media content having circumvented
technical protection measures;

locally modifying, at the electronic end user device, the
identified digital content based on the usage rights to
reapply the circumvented technical protection mea-
sures to restore the 1dentified digital content to corre-
spond to the authorized protected media content; and

preventing rendering of the digital content in response to
the locally moditying.

¥ ¥ H ¥ H



	Front Page
	Drawings
	Specification
	Claims

