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IDENTITY-BASED CASTING OF NETWORK
ADDRESSES

BACKGROUND

Online entities offer a wide variety of services to a variety
of different client devices, including personal computers
(PCs), portable digital assistants (PDAs), mobile telephones,
pocket PCs, smartphones, set-top boxes, digital video record-
ers (DVRs), and gaming consoles, among other possibilities.
These client devices often access various web services, such
as online stores or other providers of audio/visual content,
soltware programs, digital books, or other electronic content.
In many cases, users of a client device may use a domain name
to 1dentity a web service.

However, generally speaking, client devices cannot trans-
late domain names directly mto network addresses, such as
internet protocol (“IP”) addresses. Rather, client devices typi-
cally send the domain name of a web service to a domain
name system (“DNS”) server, and the DNS server replies to
the client device with one or more IP addresses for accessing
the web service. The client device may then use one of the IP
addresses that 1t recerved from the DNS server to access one
or more servers associated with the web service.

In some cases, the web service may select one of the servers
to provide the web service to the client device, and the
selected server may also maintain state information for the
client device and the current browsing or connection session.
For example, a user of the client device may add i1tems to an
online shopping cart, and the selected server may store state
data i1dentifying the items that the user has added to the
shopping cart. However, because the client device may access
the web service at a domain name that 1s used by all of the
servers associated with the web service, the web service may
need logic to route communications to the specific IP address
tor the server that will provide the selected web service to the
client device. Moreover, because the selected server may fail,
the web service may also need to replicate the state data on the
other servers associated with the domain name. In some
cases, the client device 1s also required to store state data, such
as a cookie, that identifies the client device’s current state to

the web service. Therefore, systems and methods are needed
to overcome these limitations of traditional methods for
selecting servers for providing a web service to a client
device.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and constitute a part of this disclosure, 1llustrate various dis-
closed embodiments. In the drawings:

FIG. 11s a diagram of an example of a system for providing,
access to a service;

FIG. 2A 1s diagram of an example of an architecture of an
allocation server;

FIG. 2B an example of an architecture of a server;

FI1G. 2C 1s an example of an architecture of a client device;

FIG. 3 1s a diagram of an example of an IP address table;

FIG. 4 1s a flow diagram of an example of a routine for
identifying a server to a client;

FIG. 5 1s anillustration of an exemplary consistent hashing
routine; and

FI1G. 6 1s a flow diagram of a routine for assigning a server
to a client.

DETAILED DESCRIPTION

The following detailed description refers to the accompa-
nying drawings. Wherever possible, the same reference num-
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bers are used 1n the drawings and the following description to
refer to the same or similar parts. While several exemplary
embodiments are described herein, modifications, adapta-
tions and other implementations are possible. For example,
substitutions, additions or modifications may be made to the
components 1llustrated 1n the drawings, and the exemplary
methods described herein may be modified by substituting,
reordering, deleting, or adding steps to the disclosed methods.
Accordingly, the following detailed description 1s not limit-
ing of the disclosed embodiments. Instead, the proper scope 1s
defined by the appended claims.

Disclosed embodiments provide systems and methods for
identifving a server, such as a server that provides a web
service, to a client. The systems and methods may store server
identification data for several servers associated with a
domain name. Client devices may send requests to access the
domain name, along with identifiers of the client devices. The
client devices may be provided with IP addresses for access-
ing the web service, and the IP address provided to each
respective client may be based on the client device’s 1denti-
fier.

Consistent with a disclosed embodiment, a computer-
implemented method 1identifies a server to a client. According
to the method, server identification data 1s stored for a plural-
ity of servers associated with a domain name, and the plural-
ity of servers includes a first server and a second server. A first
request 1s received from a first client device, and the first
request includes an 1dentifier of the first client device. A
second request 1s received from a second client device, and
the second request includes an 1dentifier of the second client
device. The first server 1s selected to process the first request,
and the first server 1s selected based on at least the identifier of
the first client device. The second server 1s selected to process
the second request, and the second server 1s selected based on
at least the 1dentifier of the second client device. The server
identification data for the first server i1s provided to the first
client device, and the server identification data for the second
server 1s provided to the second client device. The first server
processes the first request consistent with first state data
stored at the first server, and the first state data corresponds to
the first client device. The second server processes the second
request consistent with second state data stored at the second
server, and the second state data corresponds to the second
client device.

Consistent with another disclosed embodiment, a com-
puter-implemented method 1dentifies a server. According to
the method, server identification data 1s stored for a plurality
ol servers associated with a service. An 1dentifier of a client
device 1s recerved, and one of the plurality of servers is
selected to provide the service to the client device. The server
1s selected based at least on the identifier of the client device.
The server 1dentification data for the selected server 1s pro-
vided to the client device. The selected server receives a
request to access the service from the client device, and pro-
cesses the request consistent with state data stored at the
selected server.

Consistent with another disclosed embodiment, a system
provides access to a service. The system includes a processor
for executing program instructions, and a non-transitory coms-
puter-readable medium storing the program instructions. The
program instructions, when executed by the processor, per-
forming a process store server 1dentification data for a plural-
ity of servers associated with a service. The program instruc-
tions receive an 1dentifier of a client device, and select one of
the plurality of servers to provide the service to the client
device. The program instructions select the server based on
the 1dentifier of the client device; and the server identification
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data for the selected server 1s provided to the client device.
The selected server receives a request to access the service
from the client device, and processes the request consistent
with state data stored at the selected server.

Consistent with yet another embodiment, a client device
includes a processor for executing program instructions, and
a non-transitory computer-readable storage medium storing
the program instructions. The program instructions, when
executed by the processor, perform a process to request a
service. The process includes transmitting a domain name to
a first server, and receiving, from the first server, identifica-
tion data of a second server. The process further includes
transmitting identification data of the client device to the
second server, recerving, from the second server, identifica-
tion data of a third server, and requesting the service from the
third server.

Consistent with other disclosed embodiments, a non-tran-
sitory computer-readable storage medium may store program
instructions for implementing any of the methods described
herein.

FIG. 1 1s an example of a system 100 for identifying a
server to a client, consistent with one or more embodiments.
System 100 may also provide functionality for one or more
client devices to access a service (e.g., a web service) execut-
ing on aweb server. As shown i system 100, allocation server
110, content servers 120, 130, and 140, and client devices
150,160, and 170 are connected to a network 180. One of skill
in the art will appreciate that although a particular number of
components are depicted 1n FIG. 1, any number of these
components may be provided. One of ordinary skill 1n the art
will also recognize that functions provided by one or more
components of system 100 may be combined 1nto one com-
ponent, or distributed across a plurality of components. For
example, allocation server 110 and content servers 120, 130,
and 140 may be implemented using one or more server farms
including several main servers as well as several backup
servers. In addition, allocation server 110 and content servers
120, 130, and 140 may be implemented by distributing vari-
ous processing steps discussed herein across multiple servers.

Network 180 provides communications between the vari-
ous components i system 100, such as allocation server 110,
content servers 120, 130, and 140, and client device 150, 160,
and 170. Network 180 may be a shared, public, or private
network, may encompass a wide area or local area, and may
be implemented through any suitable combination of wired
and/or wireless communication networks. Furthermore, net-
work 180 may comprise an intranet or the Internet.

Allocation server 110 may comprise a general purpose
computer (e.g., a personal computer, network computer,
server, or mainirame computer) having one or more proces-
sors that may be selectively activated or reconfigured by a
computer program. Processor 111 may perform steps or
methods consistent with disclosed embodiments by reading
instructions from memory 112, and executing the instruc-
tions. As discussed 1n more detail below, certain components
of allocation server 110 may be implemented as instructions
stored 1n memory 112, suitable for execution by processor
111.

Memory 112 may be one or more memory or storage
devices that store data as well as software. Memory 112 may
also comprise, for example, one or more of RAM, ROM,
magnetic storage, or optical storage. Furthermore, memory
112 may store program modules that, when executed by pro-
cessor 111, perform one or more steps discussed below.

In other embodiments, allocation server 110 may be spe-
cially constructed for carrying-out methods consistent with
disclosed embodiments. For example, one or more of the
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processing steps disclosed herein may be implemented on a
field-programmable gate array (“FPGA”), application-spe-
cific integrated circuit (“ASIC”) or suitable chipset. Content
servers 120, 130, and 140 may be similar 1n construction to
allocation server 110.

Content servers 120, 130, and 140 may be associated with
a domain name, such as www.abc.com. Content servers 120,
130, and 140 may provide access to one or more services,
such as web services, associated with the domain name. Cli-
ent devices 150, 160, and 170 may access the services asso-
ciated with the domain name by providing the domain name
and a client device 1dentifier to allocation server 110. Alloca-
tion server 110 may provide identification data for one or
more of content servers 120, 130, and 140 to client devices
150, 160, and 170. Thereatter, client devices 150, 160, and
170 may access the web services by directly communicating,
with content servers 150, 160, and 170 using the identification
data recerved from allocation server 110.

Allocation server 110 may determine which of content
servers 120, 130, and 140 provides the requested service to
the requesting client device based on the identifier of the
client device. When allocation server 110 receives the domain
name and client identifier from one of client devices 150, 160,
and 170, allocation server 110 may select one of content
servers 120, 130, or 140 to provide the service associated with
the domain name to the requesting client device. Allocation
server 110 may also provide server identification data, such as
the IP address of the selected content server, to the requesting
client device.

As discussed, content servers 120, 130, and 140 may be
similar 1n construction to allocation server 110. For example,
content servers 120, 130, and 140 may comprise one or more
general purpose computers (e.g., a personal computer, net-
work computer, server, or mainframe computer) having one
or more processors 121, 131, and 141 that may be selectively
activated or reconfigured by a computer program. Further-
more, content servers 120, 130, and 140 may communicate
via network 180 with allocation server 110 as well as client
devices 150, 160, and 170. Content servers 120, 130, and 140
may be implemented using server farms, distributed tech-
nologies, and various combinations of software and hardware
in a manner analogous to the discussion above with respect to
allocation server 110. Content servers 120, 130, and 140 may
also 1include one or more memories 122, 132, and 142, com-
prising 1nstructions executable by processors 121, 131, and
141, respectively.

Client devices 150,160, and 170 may be any type of device
for commumcating with allocation server 110 and content
servers 120, 130, and 140. For example, client devices 150,
160, and 170 may be personal computers, handheld devices
(e.g., PDAs, cellular phones such as a smartphones, etc.),
televisions, digital music players, set-top boxes, digital video
recorders (DVRs), or gaming consoles, or any other appro-
priate computing platforms or devices capable of exchanging
data with network 180. Client devices 150, 160, and 170 may
include, for example, processors 151, 161, and 171, and
memories 152, 162, and 172, respectively.

FIG. 2A shows a diagram of an example of an architecture
of allocation server 110, 1n accordance with one or more
embodiments. As discussed above, memory 112 1n allocation
server 110 may provide server 1identification data, such as an
IP address, to a requesting client device. The server identifi-
cation data may be stored in IP address table 213. Allocation
server 110 may also include an update module 211 for updat-
ing IP address table 213 with new IP addresses for content
servers 120, 130, and 140, and for adding or deleting content
servers from IP address table 213. Allocation server 110 may
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also include an allocation engine 212 for selecting a particular
one of content servers 120, 130, and 140 to process requests

from client devices 150, 160, and 170.

FIG. 2B shows a diagram of an example of an architecture
of content server 120, in accordance with one or more
embodiments. Content servers 130 and 140 may have similar

architectures to that shown 1n FIG. 2B. Memory 122 1n con-
tent server 120 may store a service, such as web service 122,
which 1s associated with a domain name, and client devices
that access the domain name may be provided with the ser-
vice. Memory 122 may also include state data 221. For
example, state data 221 may include shopping cart data that
reflects the current state of one or more client devices 150,
160, and 170. For example, 11 client device 150 1s communi-
cating with content server 120 to add items to a shopping cart,
state data 221 may 1dentily the items added to the shopping
cart. Memory 122 may also include a redirect module 223 for
redirecting requests from one of client devices 150, 160, and
170 to another one of content servers 120 or 130 that also has
state data for the corresponding client device. Memory 122
may also mclude an authentication module 224 for authenti-
cating requests from client devices 150, 160, and 170, using
techniques such as username/password combinations or
security tokens.

FIG. 2C shows a diagram of an example of an architecture
of client device 150, 1n accordance with one or more embodi-
ments. Client devices 160 and 170 may have similar archi-
tectures to that shown in FIG. 2C. Memory 152 in client
device 150 may include an application for accessing services,
such as browser 251. Browser 251 may access the services by
providing an associated domain name and a client device
identifier to allocation server 110, recerving server identifi-
cation data from allocation server 110, and accessing the
content server corresponding to the recerved server identifi-
cation data.

FI1G. 3 illustrates an exemplary diagram of IP address table
213, consistent with disclosed embodiments. IP address table
213 may include one or more domain names that are associ-
ated with services, such as web services. For example, a first
web service (or group of web services) may be provided by
the domain www.abc.com, and a second web service (or
group of web services) may be provided by the domain name
www.xyz.com. As shown 1n FIG. 3, content servers 120, 130,
and 140 may be associated with domain name www.abc.com,
and provide associated web service(s). Content servers 710,
720, and 730 (not shown) may be associated with the domain
name www.xyz.com, and provide associated web service(s).

IP address table 213 may also include server identification
data, such as IP addresses, for each content server listed
theremn. For example, content server 120 may have an IP
address 01 192.168.0.120, content server 130 may have an IP
address of 192.168.0.130, and content server 140 may have
an IP address of 192.168.0.140. In operation, allocation
server 110 may access IP address table 213 to determine the
IP address of a content server selected to respond to requests
from one of clientdevices 150,160, or 170. If an IP address of
one of content servers 120, 130, or 140 changes, update
module 211 may update IP address table 213 to reflect the
modified IP address. Furthermore, 1f a new content server 1s
associated with the domain name, or an existing content

server 1s no longer to be associated with the domain name,
update module 211 may update IP address table 213 accord-
ingly.

FI1G. 4 15 a flow diagram of an example of a routine 400 for
identifying a server to a client, consistent with one or more
disclosed embodiments. Routine 400 may be implemented by
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allocation engine 212 of allocation server 110, using pro-
cesses according to one or more of program modules stored 1n
memory 112.

At the start of routine 400, 1n block 401, allocation server
110 may store server identification data for one or more
content servers. For example, allocation server 110 may store
IP address table 213, and corresponding IP addresses for
content servers 120, 130, and 140. In some embodiments,
allocation server 110 may also store a domain name that 1s
associated with the IP address, e.g., www.abc.com. In further
embodiments, more than one domain name may be associated
with a given IP address. For example, the domain name
www.abcd.com may also be associated with one or more of IP
addresses 192.168.0.120,192.168.0.130, and 192.168.0.140,
and corresponding content servers 120, 130, and 140.

Next; 1n block 402, allocation server 110 may receive a
request from a client device for accessing a domain name. For
example, allocation server 110 may recetve a request from
client device 150, e.g., to request access to www.abc.com.
The request may also include client identification data that
identifies client device 150 to allocation server 110. For
example, the client 1dentification data may be a number or
numbers umque to client device 150, such as an IP or media
access control (“MAC”) address. Alternatively, the client
identification data may be a serial number for the client
device, or a combination of a device type identifier and the
serial number. In some embodiments, the client identification
data may be appended to the domain name as a prefix, e.g.,
“client_device 150.abc.com™ or “client device 1350.ww-
w.abc.com.”

Next, i block 403, allocation server 110 may select a
content server to process requests from the client device. For
example, content servers 120, 130, and 140 are all associated
with the domain name www.abc.com, and each of these con-
tent servers may be capable ol processing requests from client
device 150 to access www.abc.com. However, allocation
server 110 may select content server 120, instead of content
servers 130 or 140, to process requests from client device 150.
In some embodiments, allocation server 110 may maintain a
table 1dentifying which of content servers 120, 130, and 140
are assigned to process requests from each client device 150,
160, and 170.

In further embodiments, allocation server 110 may use a
mathematical technique, rather than a table, to select the
particular content server to process requests from client
device 150. For example, a mathematical function, such as a
hash function, may use the client identification data as an
input, and the selected content server as an output. In some
embodiments, the hash function 1s a consistent hashing algo-
rithm, as discussed 1n more detail below, with respect to
FIGS. 5 and 6.

Next, in block 404, allocation server 110 may provide
server 1dentification data to the client. The server 1dentifica-
tion data may be a number or numbers umique to the content
server selected atblock 403, e.g., server 120. For example, the
server 1dentification data may be a MAC address, or an IP
address from IP address table 213. As shown in FIG. 3,
allocation server 110 may use the IP address 192.168.0.120 as
the server 1dentification data for server 120. Allocation server
110 may provide the IP address 192.168.0.120 to client
device 150 by transmitting the IP address to client device 150
over network 180.

Once client device 150 has received the IP address of server
120, client device 150 may transmit one or more requests to
content server 120 over network 180 to access the domain
name www.abc.com. Because client device 150 has received
the IP address for its assigned content server, e.g., content
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server 120, client device 150 may access web service 222 by
communicating directly with content server 120. Thus, client
device 150 may access web service 222 without further com-
municating with allocation server 110.

While providing web service 222 to client device 150,
content server 120 may also store state data 221 that repre-
sents the state of communications with client device 150.
State data 221 may correspond to a browsing or connection
session between client device 150 and server 120. For
example, 1n embodiments where web service 122 1s a shop-
ping service, state data 221 may relate to a shopping cart, and
may track items added by client device 150 to the shopping
cart. In other embodiments, state data 221 may 1dentify cer-
tain data items, such as musical selections, electronic books,
videos, or other electronic media, that have been sent to client
device 150, for example by including 1dentifiers of the elec-
tronic media data 1tems.

State data 221 may also 1dentify other data, such as data
provided by client device 150 to complete fields of a form.
State data 221 may also include characteristics or properties
of client device 150 such as the geo-location of the device.
State data 221 may also include mmformation that content
server 120 has dertved and/or retrieved on the behalf of client
device 150, such as local weather or news. State data 221 may
also 1include mformation needed to manage the browsing or
connection session, such as the accumulated bandwidth
usage of the client device.

Next, 1n block 405, allocation server 110 may receive an
indication that a particular content server i1s unavailable. For
example, content server 120 may fail, and content server 130
may determine that content server 120 has failed by monitor-
ing server 120. For example, content server 130 may periodi-
cally communicate with content server 120, and may deter-
mine that content server 120 has failed because content server
120 has not communicated with content server 130 within a
predetermined timeout period, e.g., 30 seconds. Content
server 130 may implement the monitoring mechanism using
a technique such as a ping command. When content server
120 has not responded to communications from content
server 130 within the predetermined timeout period, content
server 130 may transmit an indication to allocation server 110
that content server 120 has failed.

Next, 1n block 406, allocation server 110 may determine a
new content server to process requests for the domain name
from client device 150. For example, allocation server 110
may 1dentify a particular content server, such as content
server 140, that should process subsequent requests from
client device 150. In further embodiments, mathematical
techniques, such as the consistent hashing algorithm dis-
cussed below, may be used by allocation server 110 to deter-
mine which content server should be assigned to client device
150 when content server 120 fails.

Next, in block 407, redirect module 223 on allocation
server 110 may redirect client device 150 to the content server
that was determined at block 406. For example, allocation
server 110 may transmit a message to client device 150 that
identifies content server 140 as the new content server to
which client device 150 should direct requests for the domain
name www.abc.com. Allocation server 110 may do so by
transmitting the IP address for content server 140, e.g.,
192.168.0.140, to client device 150. In some embodiments,
allocation server 110 may wait for client device 150 to send
another request for www.abc.com before transmitting the IP
address for content server 140 to client device 150.

Using method 400, as described above, allocation server
110 may select the content server that should process requests
for a given domain name from a particular client device.
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Because each client device has a particular assigned content
server 1o process the requests for the domain name, requests
from each client device for the domain name may be trans-
mitted directly to the appropniate IP address for the assigned
content server. As discussed above, this technique may be
implemented by using client identification data as an input to
a mathematical function.

In some embodiments, allocation server 110 may be a
domain name system (“DNS”") server. In such embodiments,
the DNS server may be modified to implement the math-
ematical techniques discussed herein to select the particular
content server to respond to requests from client devices for
particular domain names, based on identifiers of the client
devices. When allocation server 110 1s implemented as a DNS
server, client device 150 may provide both the client 1denti-
fication data and the domain name to allocation server 110
when making the nitial request to access web service 222,
¢.g., at block 402 of routine 400. Allocation server 110 may
then determine which of content servers 120, 130, and 140
should receive subsequent requests from client device 150.

In further embodiments, allocation server 110 may be
implemented separately from a DNS server. In such embodi-
ments, allocation server 110 may be associated with the
domain name, for example, as part of a group of content
servers that also includes content servers 120, 130, and 140.
Chient devices 150, 160, and 170 may imtially request to
access the domain name by contacting the DNS server to

obtain an IP address for the domain name, e.g., the IP address
of allocation server 110.

Using the IP address from the DNS server, the client
devices may then contact allocation server 110, which
responds to the client devices with the appropriate IP
addresses for their assigned content servers. Thus, the DNS
server may 1mtially provide a common IP address for the
client devices to access the web services, e.g., the IP address
tor allocation server 110. After allocation server 110 provides
cach client device with the IP address for their respective
content servers, the client devices may send subsequent
requests for the web services directly to the IP address for
their respective assigned content servers.

In still further embodiments, the DNS server may store a
list of IP addresses that may be used to access the web ser-
vices, randomly select one or more IP addresses from the list
upon receiving a request for the domain, and provide the list
to the client device upon recerving an 1nitial request to access
the web services. In such embodiments, each IP address on
the list may correspond to a different allocation server. Client
devices may contact one or more of the IP addresses on the list
to obtain, from the corresponding allocation server, the IP
address for their assigned server, and may send subsequent
requests to access the web services to the IP address for their
assigned content server.

In embodiments where allocation server 110 1s 1mple-
mented separately from a DNS server, client devices 150,
160, and 170 may provide the domain name and client 1den-
tification data separately. For example, client devices 150,
160, and 170 may provide only the domain name, without the
client identification data, to the DNS server, and receive an IP
address for allocation server 110 1n response. Subsequently,
clientdevices 150, 160, and 170 may transmuit their respective
client i1dentification data to allocation server 110. As dis-
cussed above with respect to blocks 403 and 404 of routine
400, allocation server 110 may then determine the assigned
content server for the client device based on the 1dentification
data, and provide the IP address for the assigned content
server to the requesting client device.
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In some embodiments, client devices 150, 160, and 170
may include and execute logic for requesting web service 222
using different techniques, depending on whether allocation
server 110 1s implemented as on a DNS server, or imple-
mented separately. When allocation server 110 1s imple-
mented on a DNS server, client devices 150, 160, and 170
may provide their respective client identification data
together with the domain name 1n a single request for web
service 222. In return, allocation server 110 may provide the
IP address for the assigned content server.

However, when allocation server 110 1s implemented sepa-
rately from the DNS server, client devices 150, 160, and 170
may provide the domain name and client identification data
separately, as part of a two-step process. First, client devices
150, 160, and 170 may transmit the requested domain name to

the DNS server, and 1n response, recerve the IP address for
allocation server 110. Then, client devices 150, 160, and 170
may transmit their respective client identification data to the
IP address received from the DNS server, e.g., the IP address
of allocation server 110. Then, client devices 150, 160, and
170 may receive the IP address of their assigned content
server from allocation server 110, and access web service 222
at the respective IP addresses, e.g., the IP addresses for con-
tent servers 120, 130, and 140.

In still further embodiments, the functionality discussed
above for allocation server 110 may be implemented on con-
tent servers 120, 130, and/or 140. In such embodiments,
content servers 120, 130, and 140 may be capable of both
implementing method 400 to identify a server to a client
device, and of providing one or more services associated with
the requested domain name. In such embodiments, the server
that selects and 1dentifies a content server for a particular
client device 1s not necessarily the content server that pro-
vides the service to the particular client device.

As discussed above, each content server may store state
data corresponding to communications between the client
devices and their respective assigned servers. However, 11 a
given content server fails, the state data may be lost. For
example, 1f content server 120 1s assigned to client device
150, and stores state data for shopping cart items selected by
the user of client device 150, content server 130 or 140 may
continue providing the shopping service to client device 150.
However, when content server 120 fails (e.g., experiences a
crash), the state data identifying the shopping cart items may
be lost. To overcome this problem, the state data for a given
client device may be replicated on content server 130 or 140,
to ensure that 11 content server 120 fails, the shopping cart
items are recoverable.

In some embodiments, the content server thatreplicates the
state data may be the server that i1s responsible for providing
the web service if the assigned server fails. Thus, content
server 130 may be assigned as a backup server for server 120,
and may recerve the state data from content server 120 when-
ever modifications to the state data are requested. In the event
of a failure by content server 120, server 130 may transmit a
message to allocation server 110 indicating that content
server 130 1s now responsible for providing the web service to
client device 150, and allocation server 110 may provide
client device 150 with the IP address for content server 130.
Alternatively, content server 130 may directly transmait the IP
address to client device 150. Upon determining that content
server 120 has failed, content server 130 may take over and
provide the web service, and provide the state data for client
device 150 to content server 140, so that content server 140
may replicate the state data in the event that content server
130 also crashes.
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In further embodiments, the content server that replicates
the state data 1s not necessarily the content server that 1s
responsible for providing the web service in the event that a
content server fails. For example, content server 130 may be
responsible for replicating state data for both content servers
120 and 140, but content server 140 may be responsible for
providing the web service to client device 150 1n the event that
content server 120 fails. Thus, 1n the event of a failure by
content server 120, content server 140 may obtain the repli-
cated state data from content server 130, rather than main-
taining the replicated state data locally while content server
120 1s still operational.

In still further embodiments, state data may be replicated
by using a dedicated backup server for each content server. In
such embodiments, the dedicated backup servers may be
included 1n system 100 1n a one-to-one relationship with each
content server. Upon a failure by any of content servers 120,
130, or 140, the corresponding backup server may take over
providing the web service to the client devices that were
assigned to the failed content server. In such an embodiment,
allocation server 110 or the backup servers may be respon-
sible for providing the IP address of the assigned backup
server to the corresponding client devices.

As discussed above, client devices 150, 160, and 170 may
provide client i1dentification data to allocation server 110,
which allocation server 110 may use to determine which
content server should be assigned to the requesting client
device. In further embodiments, other information may be
provided by the requesting client device. For example, client
devices 150, 160, or 170 may provide location information
instead of, or 1n addition to, the client 1dentification data.

For example, client device 150 may be located in Europe,
and client device 160 may be located in Asia. Content server
120 may be responsible for providing web service 222 to
client devices 1n Europe, and content server 130 may be
responsible for providing web service 222 to client devices in
Asia. Client device 150 may send location information, such
as the text string “FEurope” or other identifier to allocation
server 110 when requesting web service 222. Likewise, client
device 160 may provide the text string “Asia” to allocation
server 110 when requesting web service 222. Client devices
150 and 160 may provide the text strings as prefixes to the
URL www.abc.com, e.g., by transmitting “Europe_www.ab-
ccom” and “Asia_www.abc.com,’” respectively. Upon
receiving the requests, allocation server 110 may determine
that content server 120 1s assigned to client device 150, and
content server 130 1s assigned to client device 160. Allocation
server 110 may then provide the appropriate IP addresses for
content servers 120 and 130 to client devices 150 and 160,
respectively.

In still further embodiments, requesting client devices may
provide information such as device types to allocation server
110. For example, content server 120 may be responsible for
providing web service 222 to a device type “A,” whereas
content server 130 may be responsible for providing web
service 222 to a device type “B.” This may be usetul, for
example, where device type “A” supports certain features that
are not supported by device type “B,” and content server 120

provides server-side support for such features, but not content
server 130.

In such embodiments, client devices 150 and 160 may
provide their respective device types 1n a text string with the
URL, e.g., “typeA_www.abc.com” and “typeB_www.abc-
com,” respectively. Allocation server 110 may then deter-
mine the appropriate IP addresses to transmit 1n response,
e.g., the IP address for content server 120 may be transmuitted
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to client device 150, and the IP address for content server 130
may be transmitted to client device 160.

FIG. 5 1s a conceptual diagram of an exemplary consistent
hashing technique, 1n accordance with disclosed embodi-
ments. As discussed above, 1dentifiers of client devices 150,
160, and 170 may be input to a consistent hashing algorithm,
and the algorithm may output the content server that is
assigned to each respective client device. The consistent
hashing algorithm may map the i1dentifiers of each client
device to locations on a circle, as well as map 1dentifiers of
cach content server to locations on a circle. The assigned
server for a given client device may be determined by moving
counterclockwise or clockwise on the circle from the mapped
location of a client device to the closest mapped location of a
content server.

For example, as can be seen from FIG. 5, client device 150
1s mapped to a location at approximately 9:30 on a circle.
Moving clockwise, the closest content server 1s content server
120, which 1s mapped to a location at approximately 11:00 on
the circle. Thus, content server 120 1s the assigned content
server for client device 150. Likewise, client 170 1s mapped to
a location at approximately 1:00 on the circle. Moving clock-
wise, content server 130, mapped to approximately 2:00 on
the circle, 1s the closest content server to client 170 and,
therefore, 1s the assigned content server for client 170. Simi-
larly, content server 140 1s the assigned server for client
device 160, as can be seen from FIG. 5. Additional details of
the consistent hashing algorithm are discussed below.

FIG. 6 1s a flow diagram of an example of a routine 600 for
selecting servers to process requests from a client device,
consistent with one or more disclosed embodiments. Routine
600 may be implemented by allocation engine 212 on allo-
cation server 110, using processes according to one or more
of program modules stored in memory 112. Block 403 of
method 400 may be implemented using method 600 to select
the content server to process requests for a client device
accessing a domain name.

Routine 600 begins at block 601, where allocation server
110 may use a hash function to calculate a hash value based on
identifiers for content servers 120, 130, and 140. For example,
the 1dentifiers may be IP addresses, MAC addresses, or other
identifiers of servers 120, 130, and 140. In some embodi-
ments, the content server 1dentifiers are unique to each cor-
responding server. The hash function may be MD5, SHA-1,
or any other suitable hash function.

Next, 1 block 602, allocation server 110 may determine
corresponding values, for example, between 0 and 1, of the
hash values calculated at block 601. For example, the hash
values may be normalized to the range between O and 1, and
mapped to corresponding locations on a circle, as shown in
FIG. 5. For example, a hash value of 0 1s mapped to the 12:00
position, a hash value of 0.5 1s mapped to the 6:00 position,
etc.

Blocks 601 and 602 may be implemented by allocation
server 110 belfore recerving requests from client devices to
access a domain name or, alternatively, may be implemented
upon recerving requests from the client devices. In some
embodiments, each time a server 1s added that 1s associated
with the domain name, blocks 601 and 602 are performed to
map the new content server to the circle shown 1n FIG. S,
Likewise, when allocation server 110 receives an indication
that a given content server 1s no longer available, the corre-
sponding mappings on the circle may be deleted.

Next, i block 603, allocation server 110 may use the hash
function of block 601 to also calculate hash values based on
identifiers of client devices 150, 160, and 170. For example,
the i1dentifiers may be IP or MAC addresses for the client
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devices, or other suitable identifiers. In some embodiments,
the 1dentifiers are unique to each corresponding client device.
The hash function used at block 603 1s not necessarily 1den-
tical to the hash function used at block 601. For example, 1
the values calculated at block 603 can be normalized and
mapped to the circle shown 1n FIG. 5, a different hash func-
tion may be used 1 block 603 than 1s used 1n block 601.

Next, 1n block 604, allocation server 110 may determine
corresponding values, for example, between 0 and 1, of the
hash values calculated at block 601. For example, the hash
values are normalized to the range between 0 and 1, and
mapped to corresponding locations on a circle, as shown in
FIG. 5. For example, a hash value of 0 1s mapped to the 12:00
position, a hash value of 0.5 1s mapped to the 6:00 position,
etc.

In some embodiments, blocks 603 and 604 are imple-
mented by allocation server 110 upon {irst recerving a request
from a given client device to access the domain name. How-
ever, allocation server 110 may also maintain the mapping of
a given client device on the circle, even atter the client device
closes a browsing session with the web service. In some
embodiments, the mappings are automatically deleted after a
predetermined amount of time from receiving the client
device requests. In other embodiments, content servers 120,
130, and/or 140 may transmit messages to allocation server
110 mdicating that a browsing session for a given client
device has ended, and the corresponding mapping for the
client device should be deleted.

Next, 1n block 605, allocation server 110 may select the
content server with the closest value to the client requesting to
access the domain name. Allocation server 110 may do so, for
example, by moving in the clockwise or counterclockwise
direction on the circle shown 1n FIG. 5. For example, the hash
value of the identifier for client device 150 may be normalized
to approximately 0.8. To determine the closest normalized
server value 1n the clockwise direction from client 150, allo-
cation server may find the closest normalized server value
that 1s higher than 0.8. As shown in FIG. 5, the hash value of
the identifier for content server 120 may be normalized to
approximately 0.9, and therefore content server 120 1is
selected for processing requests from client device 150.

Next, 1n block 606, allocation server 110 may assign the
content server selected at block 605 to the requesting client
device. For example, allocation server 110 may store data,
¢.g., a table, indicating a correspondence between client
device 150 and content server 120. In some embodiments,
allocation server 110 may also transmit a message to content
server 120 indicating that content server 120 1s assigned to
process requests for www.abc.com from client device 150.
Likewise, allocation server 110 may transmit a message to
client device 150 indicating that content server 120 1s the
assigned server.

As discussed above with respect to routine 400, content
servers may be added or removed by allocation server 110.
For example, a content server may be removed from being an
available server when allocation server 110 receives a mes-
sage indicating that the content server has failed. Likewise, a
content server may be removed even though the content
server has not failed, for example, 11 an entity associated with
the domain name decides that the content server should no
longer be associated with the domain name.

In the case where a content server 1s removed, allocation
server 110 may remove the corresponding mapped locations
from the circle. For example, 1T allocation server 110 receives
a message indicating that content server 120 1s no longer
available to provide access to the domain name, allocation
server may remove the corresponding mapped location on the
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circle shown in FIG. 5. Note that, 1n such a case, the closest
content server 1n the clockwise direction from client device

150 1s now content server 130. Thus, allocation server 110
may assign content server 130 to client device 1350, for

example, by transmitting a message with the IP address of 5

content server 130 to client device 150. In further embodi-
ments, the removed content server, or the newly-assigned
content server, may provide the IP address for the newly-
assigned content server to the client device.

In the embodiments discussed above, the closest content
server 1n the clockwise direction was determined mathemati-
cally, by finding the next-highest normalized server hash
value relative to the normalized hash value for client device
150. However, as can be seen from FIG. 5, 1 content server
120 1s no longer available to process requests for the domain
name, no content server has a higher normalized hash value
than the value of approximately 0.8 for client device 150.

From FIG. 5, 1t 1s apparent that the next content server in
the clockwise direction from client device 150 1s content
server 130. However, the normalized hash value for content
server 130 1s approximately 0.2, a lower value than the nor-
malized hash value for client device 150 of approximately
0.8. To account for this situation and correctly identify server
130, allocation server 110 may include suitable program logic
to select the content server with the lowest normalized hash
value, when there 1s no server with a higher normalized hash
value.

Using the consistent hashing technique discussed above, it
1s possible to determine which content server will be assigned
to a given client device 1n the event of a failure by the cur-
rently-assigned content server. For example, referring to FIG.
5, while content server 120 1s assigned to client device 150, 1t
1s apparent that a failure by content server 120 will result 1n
content server 130 being the assigned server for client device
150. In such embodiments, content server 130 may be respon-
sible for replicating state data 221 while content server 120 1s
assigned to client device 150. Thus, 1n the event of a failure by
content server 120, content server 130 will have a locally-
stored copy of state data 221, and thus may be able to continue
providing web service 222 to chient device 150. From the
perspective of client device 150, this may prevent an inter-
ruption 1n service that requires the user of client device 150 to
repeat certain actions that would be required 1if the state data
were not available on content server 130.

Furthermore, using the consistent hashing technique dis-
cussed above, a load-balancing effect may be achieved. Pro-
vided the hashing algorithm values for the client device and
content server identification data are normalized to a uniform
distribution between 0.0 and 1.0, the number of client devices
assigned to each content server will, on average, be approxi-
mately equal. Moreover, in circumstances where a content
server lails, the consistent hashing technique reduces the
number of client devices that must be assigned to new content
servers, relative to conventional hashing algorithms.

The foregoing description has been presented for purposes
of illustration. It 1s not exhaustive and 1s not limiting to the
precise forms or embodiments disclosed. Modifications and
adaptations will be apparent to those skilled in the art from
consideration of the specification and practice of the dis-
closed embodiments. For example, the described implemen-
tations mclude soitware, but systems and methods consistent
with the disclosed embodiments be implemented as a com-
bination of hardware and software or in hardware alone.
Examples of hardware include computing or processing sys-
tems, including personal computers, servers, laptops, main-
frames, micro-processors and the like. Additionally, although
aspects of the disclosed embodiments are described as being
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stored 1n memory, one skilled 1n the art will appreciate that
these aspects can also be stored on other types of computer-
readable media, such as secondary storage devices, for
example, hard disks, floppy disks, or CD-ROM, or other
forms of RAM or ROM, USB media, DVD, or other optical
drive media.
Computer programs based on the written description and
disclosed methods are within the skill of an experienced
developer. The various programs or program modules can be
created using any of the techniques known to one skilled 1n
the art or can be designed 1n connection with existing soft-
ware. For example, program sections or program modules can
be designed in or by means of .Net Framework, .Net Compact
Framework (and related languages, such as Visual Basic, C,
etc.), Java, C++, C#, HIML, HITML/AJAX combinations,
XML, or HTML with included Java applets. One or more of
such software sections or modules can be integrated into a
computer system or existing e-mail or browser software.
Moreover, while illustrative embodiments have been
described herein, the scope of any and all embodiments hav-
ing equivalent elements, modifications, omissions, combina-
tions (e.g., of aspects across various embodiments), adapta-
tions and/or alterations as would be appreciated by those in
the art based on the present disclosure. The limitations in the
claims are to be interpreted broadly based on the language
employed 1n the claims and not limited to examples described
in the present specification or during the prosecution of the
application, which examples are to be construed as non-ex-
clusive. Further, the blocks of the disclosed routines may be
modified 1n any manner, including by reordering blocks and/
or mserting or deleting blocks. It 1s intended, therefore, that
the specification and examples be considered as exemplary
only, with a true scope and spirit being indicated by the
following claims and their full scope of equivalents.
What 1s claimed 1s:
1. A computer-implemented method for identifying a
server to a client, comprising:
storing, at an allocation server, a first set of server 1denti-
fication data for a plurality of content servers associated
with a domain name, the plurality of content servers
including at least a first content server and a second
content server, wherein the allocation server 1s config-
ured to store server identification data for multiple plu-
ralities of content servers, each plurality of content serv-
ers associated with a different domain name;
recerving, at the allocation server, a first request to access
one of the plurality of content servers associated with the
domain name from a first client device, the first request
including an identifier of the first client device;

recewving, at the allocation server, a second request to
access one of the plurality of content servers associated
with the domain name from a second client device, the
second request including an 1dentifier of the second cli-
ent device:

selecting the first content server to process the first request,

wherein the first content server 1s selected based on at
least the i1dentifier of the first client device and the
domain name, and the proximity of a location of a hash
value for the first client device on a circle to a location of
a hash value for the first content server on the circle, and
wherein the location of the hash value for the first client
device and the location of the hash value for the first
content server on the circle are determined by normal-
1zing the hash value of the first client device and the hash
value of the first content server to between 0 and 1;
selecting the second content server to process the second
request, wherein the second content server is selected
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based on at least the 1dentifier of the second client device

and the domain name, and the proximity of a location of

a hash value for the second client device on the circle to
a location of a hash value for the second content server
on the circle, and wherein the location of the hash value
for the second client device and the location of the hash
value for the second content server on the circle are
determined by normalizing the hash value of the second
client device and the hash value of the second content

server to between 0 and 1;

providing the server 1dentification data for the first content
server to the first client device, wherein the first client
device stores the server 1dentification data for the first
content server enabling the first client device to commu-
nicate with the first content server on subsequent
requests to the plurality of content servers associated
with the domain name while bypassing the allocation
server; and

providing the server identification data for the second con-
tent server to the second client device, wherein the sec-
ond client device stores the server identification data for
the second content server enabling the second client
device to communicate with the second content server
on subsequent requests to the plurality of content servers
associated with the domain name while bypassing the
allocation server,

wherein the first content server processes the subsequent
requests of the first client device consistent with first
state data stored at the first content server, the first state
data corresponding to the first client device,

wherein the second content server processes the subse-
quent requests of the second client device consistent
with second state data stored at the second content
server, the second state data corresponding to the second
client device, and

wherein the first state data includes information related to
an interaction between the first client device and the first
content server that occurred while processing the first
request.

2. The computer-implemented method according to claim

1, further comprising:

receiving an indication that the first content server i1s
unavailable to process subsequent requests from the first
client device;

selecting a third content server from the plurality of content
servers to handle subsequent requests from the first cli-
ent device; and

providing the server identification data for the third content
server to the first client device.

3. The computer-implemented method according to claim

1, implemented by a domain name system (“DNS”) server,
wherein the first request and the second request include the
domain name.

4. The computer-implemented method according to claim

1, wherein the server identification data for the first content
server comprises a first internet protocol (“IP”) address and
the server identification data for the second content server
comprises a second IP address.

5. The computer-implemented method according to claim

4, wherein:

a domain name system (“DNS”) server provides the first
client device and the second client device with a com-
mon 1nternet protocol (“IP”) address after recerving cor-
responding initial requests to access the domain name,

the first client device sends subsequent requests to the first

[P address; and
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the second client device sends subsequent requests to
access the domain name to the second IP address.
6. The computer-implemented method according to claim
4, wherein:
a domain name system (“DNS”) server provides the first
client device and the second client device with an inter-

net protocol (“IP”) address randomly selected from a
pool of IP addresses associated with the domain name,
the randomly selected address being provided by the
DNS server upon recerving corresponding 1nitial
requests to access the domain name from the first client
device and the second client device,

the first client device sends subsequent requests to access
the domain name to the first IP address; and

the second client device sends subsequent requests to
access the domain name to the second IP address.

7. A computer-implemented method for identifying a

server, comprising:

storing, at an allocation server, a first set of server 1denti-
fication data for a plurality of content servers associated
with a service, wherein the allocation server 1s config-
ured to store server 1dentification data for multiple plu-
ralities of content servers, each plurality of content serv-
ers associated with a different service;

recerving an identifier of a client device;

selecting one of the plurality of content servers to provide
the service to the client device 1n response to receiving
the i1dentifier, wherein the content server 1s selected
based on at least the 1dentifier of the client device, and
the proximity of a location of a hash value for the client
device on a circle to a location of a hash value for the
selected content server on the circle, and wherein the
location of the hash value for the client device and the
location of the hash value for the selected content server
on the circle are determined by normalizing the hash
value of the client device and the hash value of the
selected content server to between 0 and 1; and

providing the server identification data for the selected
content server to the client device, enabling the client
device to store the server identification data for the
selected content server and to communicate with the
selected content server on subsequent requests to access
the service without accessing the allocation server dur-
ing the subsequent requests,

wherein the selected content server receives a request to
access the service from the client device, and stores state

data at the selected content server,
wherein the state data includes information related to an
interaction between the client device and the selected
content server, and
wherein the selected content server processes the subse-
quent requests consistent with the state data.
8. The computer-implemented method according to claim
7, wherein the state data corresponds to a browsing or con-
nection session between the client device and the selected
content server.
9. The computer-implemented method according to claim
8, wherein the state data comprises shopping cart data reflect-
ing 1tems selected for purchase during the browsing or con-
nection session.
10. The computer-implemented method according to claim
7, further comprising:
storing the state data on a backup server selected from the
plurality of content servers.
11. The computer-implemented method according to claim
10, further comprising:
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receiving an indication that the selected content server 1s
unavailable to process requests from the client device;
and

providing the client device with the server identification

data for the backup server, such that the subsequent
requests from the client device to access the service are
received by the backup server.

12. The computer-implemented method according to claim
7, wherein selecting one of the plurality of content servers
turther comprises:

calculating hash values for the plurality of content servers;

mapping the hash values for the plurality of content servers

to locations on the circle;

calculating the hash value for the client device;

mapping the hash value of the client device to the location

on the circle.

13. The computer-implemented method according to claim
7, wherein the identifier of the client device comprises a serial
number of the client device.

14. The computer-implemented method according to claim
7, wherein the 1dentifier of the client device 1s recerved with a
Uniform Resource Locator (“URL”), and the URL includes a
domain name associated with the service.

15. The computer-implemented method according to claim
14, wherein the i1dentifier of the client device 1s included as a
prefix to the domain name associated with the service.

16. A system comprising:

a processor for executing program instructions; and

a non-transitory computer-readable storage medium stor-

ing the program instructions, the program instructions,

when executed by the processor, performing a process

to:

store a first set of server identification data for a first
plurality of servers associated with a first service;

store a second set of server identification data for a
second plurality of servers associated with a second
service;

receive an 1dentifier of a client device and an identifier of
a service, wherein the identifier of the service 1denti-
fies one of the first service and the second service;

determine a requested service based, at least in part, on
the recetved 1dentifier of the service;

select one of a plurality of servers to provide the
requested service to the client device, wherein the
server 1s selected based at least on the identifier of the
client device and the identifier of the service, and the
proximity of a location of a hash value for the client
device on a circle to a location of a hash value for the
selected server on the circle, and wherein the location
of the hash value for the client device and the location
of the hash value for the selected server on the circle
are determined by normalizing the hash value of the
client device and the hash value of the selected server
to between 0 and 1; and

provide the server identification data for the selected
server to the client device enabling the client device to
store the server identification data for the selected
server and to communicate with the selected server on
subsequent requests to access the service without
accessing the system during the subsequent requests,

wherein the selected server recetves a request to access
the requested service from the client device, and
stores state data at the selected server,

wherein the state data includes information related to an
interaction between the client device and the selected
server that occurred prior to processing the request,
and
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wherein the selected server processes the subsequent
requests consistent with the state data.

17. A non-transitory computer-readable storage medium
storing program 1instructions for performing a method
executed by a processor, the method comprising steps per-
formed by the processor of:

storing, at an allocation server, a first set of server identi-

fication data for a first plurality of servers associated
with a first service;

storing, at the allocation server, a second set of server

identification data for a second plurality of servers asso-
ciated with a second service;
recerving, at the allocation server, a request to access the
first service and an 1dentifier of a client device;

selecting, based on the request to access the first service,
one of the first plurality of servers to provide the service
to the client device, wherein the server 1s selected based
on at least the identifier of the client device, and the
proximity of a location of a hash value for the client
device on a circle to a location of a hash value for the
selected server on the circle, and wherein the location of
the hash value for the client device and the location of the
hash value for the selected server on the circle are deter-
mined by normalizing the hash value of the client device
and the hash value of the selected server to between 0
and 1; and
providing the server identification data for the selected
server to the client device, enabling the client device to
store the server 1dentification data for the selected server
and to communicate with the selected server on subse-
quent requests to access the service without accessing
the allocation server during the subsequent requests,

wherein the selected server receives a request to access the
service from the client device, and stores state data at the
selected server,

wherein the state data includes information related to an

interaction between the client device and the selected
server, and

wherein the selected server processes the subsequent

requests consistent with the state data.

18. A client device comprising;:

a processor for executing program instructions; and

a non-transitory computer-readable storage medium stor-

ing the program instructions, the program instructions,

when executed by the processor, performing a process to

request a service comprising:

transmitting a domain name to a first server, the first
server comprising a domain name system (“DNS™)
Server;

receiving, from the DNS server, identification data of a
second server, the second server comprising an allo-
cation server;

transmitting 1dentification data of the client device to the
allocation server, the allocation server configured to
store server 1dentification data for multiple pluralities
ol content servers, each plurality of content servers
assoclated with a different service;

receiving, Irom the allocation server, identification data
of a third server, the third server comprising a content
server from the plurality of content servers associated
with the service, wherein the third server 1s deter-
mined based at least 1n part on the proximity of a
location of a hash value for the client device on a circle
to a location of a hash value for the third server on the
circle, and wherein the location of the hash value for

the client device and the location of the hash value for
the third server on the circle are determined by nor-
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malizing the hash value of the client device and the
hash value of the third server to between 0 and 1;

requesting the service from the content server, wherein
the content server 1s configured to store state data
related to an interaction between the client deviceand 5
the content server; and

sending a subsequent request to the content server with-
out accessing the allocation server during the subse-
quent request, wherein the content server 1s further
configured to process the subsequent request consis- 10
tent with the state data.

19. The client device according to claim 18, wherein the
first server and the second server are implemented 1n the same
system.

20. The client device according to claim 18, the process 15
turther comprising:

determining whether the DNS server also functions as the

allocation server;

when the DNS server also functions as the allocation

server, transmitting the domain name and the clientiden- 20
tification data together; and

when the DNS server does not function as the allocation

server, transmitting the domain name to the DNS server
separately from transmitting the client identification
data to the allocation server. 25
21. The client device according to claim 18, wherein:
the 1dentification data of the second server 1s an IP address
of the second server; and
the 1dentification data of the third server 1s an IP address of
the third server. 30
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