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1
DATA CAVEATS FOR DATABASE TABLES

CROSS REFERENCE TO RELATED
APPLICATION

This 1s a continuation patent application of copending
application Ser. No. 13/751,316 filed Jan. 28, 2013 which 1s
hereby incorporated by reference 1n 1ts entirety.

TECHNICAL FIELD

The exemplary embodiments relate generally to data stor-
age and, more specifically, relate to storing data caveats for
databases.

BACKGROUND

This section 1s intended to provide a background or con-
text. The description herein may include concepts that could
be pursued, but are not necessarily ones that have been pre-
viously conceived or pursued. Therefore, unless otherwise
indicated herein, what 1s described in this section 1s not prior
art to the description and claims 1n this application and 1s not
admuitted to be prior art by inclusion 1n this section.

Databases may be used to store data. Some metadata, such
as data about the structure of the data, may also be stored.
However, this type of structural metadata does not provide a

tull understanding of the data 1n the database. Metacontent 1s
a type of metadata which provides information about the data
content 1itself. Such metacontent enables future users to
appreciate additional aspects of the data, such as the process
used to collect the data.

BRIEF SUMMARY

In an exemplary aspect, a method for storing data caveats,
that 1s, warnings or qualifications about the data or use of the
data, for database tables 1s provided. The method includes
storing at least one data field 1n at least one table 1n a database.
The method 1ncludes storing at least one data caveat having a
relationship to one or more database tables 1n at least one
record 1n a caveat table. A data caveat has a relationship to one
or more database tables when the data caveat applies to: one
or more records 1n one or more database tables 1n the data-
base. The method also includes storing, 1n a memory device,
an indication of the relationship.

In another exemplary aspect, an article of manufacture for
storing data caveats for database tables 1s provided. The
article of manufacture 1s tangibly embodying computer read-
able non-transitory instructions which, when implemented,
cause a computer to carry out the steps of a method. The
method includes storing at least one data field 1n at least one
table one or more database tables. The method includes stor-
ing at least one data caveat having a relationship to one or
more database tables 1n at least one record 1n a caveat table. A
data caveat has a relationship to one or more database tables
when the data caveat applies to: one or more records in one or
more database tables i the database. The method also
includes storing, 1n a memory device, an indication of the
relationship.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

The foregoing and other aspects of exemplary embodi-
ments are made more evident in the following Detailed
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2

Description, when read in conjunction with the attached
Drawing Figures, wherein:

FIG. 1 1illustrates a simplified block diagram of software
operational components that are suitable for use in practicing
various exemplary embodiments.

FIG. 2 demonstrates the relationship between a content
table and a caveat table 1n accordance with an exemplary
embodiment.

FIG. 3 shows a simplified block diagram of exemplary
clectronic devices that are suitable for use 1n practicing vari-
ous exemplary embodiments.

FIG. 4 1s a logic tlow diagram that illustrates the operation
of a first exemplary embodiment, and a result of execution of
computer program instructions embodied on a computer

readable memory, 1n accordance with various exemplary
embodiments.

FIG. 5 1llustrates a simplified communication diagram 1n
accordance with the first exemplary embodiment.

DETAILED DESCRIPTION

FIG. 1 1illustrates a simplified block diagram of software
operational components 100 that are suitable for use 1n prac-
ticing various exemplary embodiments. A client component
110 1s usable by users to interact with the data, such as, to
store data, access data, query the database, etc. for example. A
data access manager 120 receives communications ifrom the
client component 110. The data access manager 120 may
consult a caveat SQL converter 130 1n order to interpret
queries.

As a non-limiting example, the data access manager 120
also communicates with a JDBC API 140 1n order to access
caveat tables 150 and content tables 160. The caveat tables
150 and the content tables 160 may be stored on separate
memory devices or on the same memory device.

The data access manager 120 represents an API dealing
with data persistence. The data access manager 120 can be a
simple wrapper of a JDBC Connection, or a more complex
interface that implements Java bean persistence.

Databases, such as 170, may be used to store data and

metadata about the structure of the data. In accordance with
an exemplary embodiment, information about the instances
of the data (such as data about data content or content about
content for example) may also be maintained. Such informa-
tion about content (or metacontent) may include, for
example, what was the procedure for collecting the data, did
this procedure change over the collection period, were there
any constraints imposed during the collection of the data, etc.
This sort of metacontent for a set of data will depend on the
data 1tself and will likely change over time. The metacontent
captures whatever information 1s important to ensure that data
will be well understood by future users. It can also be used to
identify which data was included or excluded for a particular
type of analysis.

Various exemplary embodiments enable the data access
manager 120 to identily relevant information for an entire
table or to explicitly tlag records with a multi-bit mask which
would 1ndicate which of any number of caveats apply to the
entry. Each bit of the mask may be associated with a particular
caveat which could be detailed 1n another table 1n the database
(such as caveat table 150). Such a flag would make 1t easy for
a potential user (such as client 110) to have a clear under-
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standing about the data and reduce the probability of that user
misinterpreting the data due to a lack of understanding of the
data 1itself.

FIG. 5 illustrates a simplified communication diagram in
accordance with a first exemplary embodiment. A client pro-
gram 110 1s shown interacting with a data access manager
120. The data access manager 120 controls access to a data-
base (DB) 170 which then interacts with the content table 165
and caveat table 155. While content table 1635 and caveat table
155 are shown as distinct 1items, content table 165 and caveat
table 155 may be stored on the same computer readable
device (such as a single hard drive, a RAID dnive, etc. for
example) or on different computer readable devices.

At point 510, the client 110 sends data and a caveat to the
data access manager 120 for storing. As a non-limiting
example, the data and caveat are sent 1n a single message;
however, the data may be sent 1n one message and the caveat
may be sent 1n separate message. The data access manager
120 provides, at point 515, the data to the DB 170 for storage
in the content table 165, at point 520, and provides, at point
525, the data (such as a caveat) to the DB 170 for storage 1n the
caveat table 155, at point 527. The data access manager 120
may also add fields to the data and/or caveat in order to
indicate a relationship between the data and caveat. As a
non-limiting example, the data access manager 120 may add:
a field to the content record indicating which caveats 1n the
caveat table 155 apply to that entry and/or a field to the caveat
record indicating which content tables the caveat either
applies to or have data entries to which the caveat applies.

At some later time, at point 530, the client 110 sends a
query to the data access manager 120. The data access man-
ager 120 processes the query (such as by reference to a SQL
converter 130 for example). Based on the processed query, the
data access manager 120 accesses the DB 170, at point 535.
Next, the DB 170 accesses the content table 1635, at point 540,
and caveat table 155, at point 545, in order to retrieve inifor-
mation suificient to create the query result which is returned
to the data access manager 120, at point 550. At point 555, the
data manger 120 provides a query response to the client 110.

As a non-limiting example, Tables 1-3 show two content
tables (Table 1 and Table 2) and a related caveat table (Table

3). Table 1 shows a table named “Timing™:
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Table 2 shows another table named “Session’:

TABLE 2

Session Table

Action Session

Unique ID  Entry ID Type Action Time Caveats
250 12345 Start 2011 Oct. 11 09:36:12.0 8b10000000
251 12346 Start 2011 Oct. 11 09:38:22.0 8b10000000
252 12345 Pause 2011 Oct. 11 09:41:12.0 8b10000000
253 123477 Start 2011 Oct. 11 09:42:12.0 8b10000000
254 12348 Start 2011 Oct. 11 09:45:19.0 8b10000000
255 12346 Finish 2011 Oct. 11 09:48:22.0 8b10000000

Similar to Table 1, each record 1n the table has a number of

fields, including an eight bit field corresponding to caveats 1n
a caveat table.

Table 3 shows a caveat table named “Caveats™:

TABLE 3

Caveats Table

Field
Table Name Bit Date Description
8 8 2011 The original intent of collecting this data
Apr. 15 was ... The instructions given to the
users collecting the data were . . .
Timing * 2011 COP teams were mstructed not to record
May 01 time spent on passive monitoring
Timing Timing 0 2011 Blue and Yellow teams were combined
Caveats May 01 to form the Green team
Timing Timing 1 2011 Generic activity “Maintain operating
Caveats Jun. 21  system” was removed and the following
more speciiic activities were added . . .
Timing Timing 2 2011 New activity type of Other was added
Caveats Oct. 15
Session ¥ 2011 Any activity with last action of Start,
Apr. 15 Paused, or Resume can be Finished
Session  Session O 2011 Session durations > 240 are no longer
Caveats Jul. 30 permutted by data collection tool

Similar to the records in Table 1 and Table 2, the records 1n
Table 3 1include a number of fields for various data elements.
However, 1n contrast to the data in Table 1 or Table 2, various

TABLE 1
Timing Table
Unique Entry Activity Effort Timing
ID ) Type Activity  Start End (mins) Team Caveats
100 12345 Incident Disk full 2011 5 Red 8b01100000
Oct. 11
09:36
101 12346 Maintenance Patch 2011 2011 10 Red {8b01100000
Oct. 11  Oct. 11
09:38  09:48
102 12347 Incident Outof 2011 13 Purple 8b01100000
memory Oct. 11
09:42
103 12348 Other Team 2011 11  Green  8b01100000
Meeting Oct. 11
09:45

As shown, each record in the table has a number of fields

for various data elements, such as a “Umque ID”, an “Entry
ID”, an “Activity Type”, an “Activity”, etc. Additionally, each
entry includes a “Timing Caveats™ field holding an eight bat
byte. Each bit corresponds to a caveat 1n a caveat table.

65

fields 1n Table 3 provide information regarding caveats that
apply to the content of the data in the other tables (Table 1 and
Table 2).

The field “Table” provides an 1indication of which database
table the record 1s related to. A record relates to a database
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table when the caveat of the record applies to the table as a
whole (table-wide) or to at least one entry in the table. The
“Field Name” field provides an indication of a named field 1n
the related database table, for example, a value of “Timing
Caveats” 1ndicates the “Timing Caveats™ field 1n the “Tim-
ing”” table (Table 1). The “Bit” field indicates which bit in the
indicated field corresponds to the record. The “Data™ and
“Description” fields provide information regarding the caveat
record, such as, changes in teams which enter data and when
such changes occurred, for example. The “Description” field
may be used to provide specific information regarding the
caveat or bit 1n the caveat.

A value of “*”” 1n the Table field indicates the caveat applies
to all the tables 1n the database. A value of “*” 1n the Field
Name field indicates the caveat applies to all the fields 1n the
database table or database 1n the case that the value of Table
1s also “*”’. When the Field Name has a value of “*”, there 1s
no need to specity a value for the Bit field.

Data caveats can be used to capture information in order
that data can be well understood by future users of that data.
Caveats may be used to provide users with information
regarding how data was captured, which 1s important when
performing analysis of the data and data collection processes.
Caveats can also be used to 1dentity which data was included
or excluded for a particular type of analysis. This enables
subsequent analysis to ensure use of the same data.

Using a caveat table, such as Table 3 for example, various
exemplary embodiments provide a method for tagging struc-
tured data with unstructured information (such as data cave-
ats). The metacontent may be created for data using a struc-
tured technique (such as a metacontent-to-SQL syntax for a
direct SQL implementation as a non-limiting example) or the
metacontent may be added in a more free form.

In a non-limiting example, each entry 1n a database table 1s
flagged with a multi-bit mask indicating which caveats apply
to the data. Each bit of the mask 1s associated with a particular
caveat detailed in another database table. These caveats may
be created at data collection time or added prior to publication
of the data. Various caveats may apply table-wide such that
the caveat applies to all entries in the table. Such table-wide
caveats may be indicated without being part of the multi-bat
mask 1n order to avoid excess repetition (as a non-limiting
example, a table-wide caveat may be indicated by being omit-
ted from the multi-bit mask).

By providing accessible fields in the content tables and
caveat tables, the data may be seamlessly queried in regards to
the caveats and, likewise, the data entries may be queried with
a certain set of caveats. For example, a user may request a list
of all caveats that apply to a given entry. Such a search may (or
may not) omit table-wide caveats based on the user’s prefer-
ences. In another non-limiting example, a user may wish to
see to which records a specific caveat applies.

FIG. 2 demonstrates the relationship between a content
table 220 and a caveat table 210 1n accordance with an exem-
plary embodiment. The content table 220 1s named “Timing”
and stores data regarding various activities 1n entries (shown

as rows). As shown, each record in the content table 220 has
a field for a “Timing_Id” 221 to identity the record and a field

for “Activity” 222 that provides information (the activity) for

that record. Additionally, the records include a field for the
“Date” 223, a field for the “Duration” 224 and a field for the

“Team”™ 2235.

A final field 226 1s present that indicates which (if any)
caveats 1n the caveat table 210 apply to that entry. As a
non-limiting example, field 226 may include a multi-bit field
(such as an 8-bit byte) where each bit corresponds to a specific
caveat. In one embodiment, a bit value of 1 indicates that the
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6

caveat corresponding to that bit applies to the data entry and
a value of O indicates that the caveat corresponding to that bat
does not apply to the data entry.

The caveat table 210 stores data regarding various caveats
that apply to various records in the content table 220 or to the
content table 220 1n whole (table-wide). Each record 1n the
caveat table 210 has a field for a “Caveat_Id” 211 to 1dentily
the record and a field for “Table” 212 indicating to which

content table(s) the record relates.

Records 1n the caveat table 210 also include a field named
Field 213 which may be used to distinguish caveats that relate
to individual records 1n the indicated table. The example has
a value “Caveats™ for this field. A value of *“*” for Field 213
indicates that the caveat relates to the content table 220 1n
whole. For those records which relate to individual records of
the content table(s), a ficld named Bit 214 indicates which bit
in field 226 (pointed to by value of Field 213) of the content
table 220 indicate whether or not the caveat applies to that
record. In a non-limiting example, the value represents the
number of bits to the left of the right most bit1s used. Such that
a value of ‘0’ indicates the right most bit and a value of 2’
indicates the third bit to the left (shown with an ‘X’ 1n the
following byte: 0000 0X00).

The field named Date 215 contains the date at which the
caveat took effect. The Field named Description 216 contains
a description of the caveat, that is, the mformation which
future consumers of the data should know to properly use the
data.

As shown, the content table 220 entry with a “Timing_Id”
value of 4 corresponds to a “Team meeting” activity for the
Green team on Oct. 12, 2011 which lasted 60 minutes. The
caveat field has a value of “7” which corresponds to the byte:
0000 0111. Each bit in the byte can relate to a caveat record 1n
the caveat table 210. In this example, since bits 0, 1 and 2 have
values of 1, Caveat-Id records 2, 3 and 4 apply to the entry.

A user may request (Irom the data access manager 120)
information regarding the stored data. Using SQL language
as a non-limiting example, the user (via the client 110) may
request a list of caveats for the whole table using the following
command:

SELECT CAVEATS FOR Timing,

which would be converted by the data access manager 120 to:
SELECT*FROM  Caveat @ WHERE  Table IN

(‘Timing’.“*”).

The user may also request a list of caveats that apply to a
particular record:

SELECT CAVEATS FOR Timing WHERE Timing_Id=1,
which would be converted by the data access manager 120 to:
SELECT Caveats FROM Timing WHERE Timing_Id=1+

SELECT*FROM Caveat WHERE Table IN (‘Timing’,

“*7y AND Bit IN (1).

In order to request records that match certain caveats (such
as by having the caveat apply to that record), the user may use
the command:

SELECT*FROM Timing WITH CAVEATS (2, 3),
which would be converted by the data access manager 120 to:
SELECT * FROM Caveat WHERE Table IN (“Timing’,

“*7YAND Caveat_Id IN (2, 3)+SELECT*FROM Timing

WHERE BITAND (Caveats, 3)=3.

In accordance with SQL language (as a non-limiting
example), the commands may be written using alternative
commands, for example, the following commands would also
be acceptable to request records that match certain caveats:
SELECT CAVEATS FOR Timing WHERE Timing_Id=1,
which would be converted by the data access manager 120 to:
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SELECT c¢.* from Caveat ¢, Timing t WHERE c.Table In
(‘Timing’,*.*’) AND c.Field="Caveats’ AND t.Tim-
ing_Id=1 AND BITAND(.Caveats, POWER(2, c.Bit))
<>(; and

SELECT*FROM Timing WITH CAVEATS (2, 3),

which would be converted by the data access manager 120 to:
WITH CaveatMask AS (SELECT SUM(POWER(2,

c.Bit)) AS Mask FROM Caveat ¢ WHERE c.Table In

(‘Timing’,**’) AND c.Field="Caveats’ AND c.Cave-

at_Id IN (2, 3)) SELECT t.* FROM Timing t,Caveat-

Mask cm WHERE BITAND (t.Caveats, cm.Mask)=cm-

Mask.

In accordance with SQL language commands (as a non-

limiting examples) may also be used to update entries:
UPDATE Timing SET CAVEATS=3,

which would be converted by the data access manager 120 to:
UPDATE Timing SET Caveats=3.

and to set default caveats:

ALTER Timing SE'T DEFAULT CAVEATS=3,
which would be converted by the data access manager 120 to:

ALTER TABLE Timing ALTER COLUMN Caveats SET

ITH DEFAULT 3.

As a non-limiting example, data access manager 120 may
receive an SQL command: “SELECT*FROM Timing WITH
CAVEATS (2, 3)”. This command requests all data entries
fromthe “Timing” content table 220 which have caveats 2 and

3 (as 1dentified 1n the “Caveat_ID” field) applied to the
entries.

Referring to F1G. 2, circle 232 highlights the “Caveat_ID”

fields for caveats “2”” and “3”. These records are indicated by
bit 0 for caveat “2” and bit 1 for caveat “3” (shown by circle
230).

The JDBC API 140 may consult the Caveat table 220 to
identify which bits 1dentify an entry as having caveats 2 and 3
applied to 1t (as seen above, this would be bits 0 and 1). Next,
the JDBC API 140 accesses Timing table 220 (as specified by
value of “Timing” 1n field 212) 1n order to find all entries

which have bits 0 and 1 flagged (that 1s, showing a value of 1)
in the field named Caveats (as specified in the field 213).
Circle 235 highlights the 0 and 1 bits 1n the “Caveats™ field

byte for “Timing ID” entry 4. This indicates that “Tim-
ing_ID” entry 4 has (at least) caveats 2 and 3 applied to 1t and,
thus, satisfies the query. As the other entries do not satisiy the
query, JDBC API 140 may return a reference to “Timing_1DD”
entry 4 as a response to the query.

The above example 1s but one, non-limiting embodiment.
In an alternative embodiment, caveats for each table are
stored 1n a caveat table (having primary key columns and
caveat columns and/or the caveat column 1s combined with
primary key (PK) column such that 8 bits of the PK represent
the caveats, as non-limiting examples). There can be one
cavear table per content table, or a single caveat table for
multiple content tables (with an extra column to reference the

content table). The caveat column may use a data type that can

contain more bits (such as a LONG VARCHAR FOR BIT
DATA for example).

In another alternative embodiment, caveat definitions can
be applied to more than one table. For example, the Caveat
table may be replaced by two tables: a caveat definition table
(such as a table having fields for 1D, Date and Definition for
example) and a relationship table (such as a table having
fields for Caveat_Id, Table, Field and Bit for example).

Reference 1s made to FIG. 3 for illustrating a simplified
block diagram of various electronic devices and apparatus
that are suitable for use 1n practicing exemplary embodi-
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8

ments. For example, computer 310 may be used to control a
lithography process in accordance with an exemplary
embodiment.

The computer 310 includes a controller, such as a computer
or a data processor (DP) 314 and a computer-readable
memory medium embodied as a memory (MEM) 316 that
stores a program of computer nstructions (PROG) 318.

The PROGs 318 15 assumed to include program instruc-
tions that, when executed by the associated DP 314, enable
the device to operate 1n accordance with exemplary embodi-
ments, as will be discussed below 1n greater detail.

That 1s, various exemplary embodiments may be imple-
mented at least 1n part by computer software executable by
the DP 314 of the computer 310, or by hardware, or by a
combination of software and hardware (and firmware).

The computer 310 may also include dedicated processors,
for example caveat storage manager processor 315.

The computer readable MEM 316 may be of any type
suitable to the local technical environment and may be imple-
mented using any suitable data storage technology, such as
semiconductor based memory devices, tlash memory, mag-
netic memory devices and systems, optical memory devices
and systems, fixed memory and removable memory. The DP
314 may be of any type suitable to the local technical envi-
ronment, and may include one or more of general purpose
computers, special purpose computers, miCroprocessors,
digital signal processors (DSPs) and processors based on a
multicore processor architecture, as non-limiting examples.

The exemplary embodiments, as discussed herein and as
particularly described with respect to exemplary methods,
may be implemented 1n conjunction with a program storage
device (such as at least one memory for example) readable by
a machine, tangibly embodying a program of instructions
(such as a program or computer program for example) execut-
able by the machine for performing operations. The opera-
tions comprise steps of utilizing the exemplary embodiments
or steps of the method.

The exemplary embodiments may be carried out by com-
puter software implemented by the DP 314 or by hardware, or
by a combination of hardware and software. As anon-limiting
example, the exemplary embodiments may be implemented
by one or more 1ntegrated circuits. The MEM 316 may be of
any type approprate to the technical environment and may be
implemented using any approprate data storage technology,
such as optical memory devices, magnetic memory devices,
semiconductor based memory devices, fixed memory and
removable memory, as non-limiting examples. The DP 314
may be of any type appropriate to the technical environment,
and may encompass one or more of microprocessors, general
purpose computers, special purpose computers and proces-
sors based on a multi-core architecture, as non limiting
examples.

FIG. 4 1s a logic flow diagram that illustrates the operation
ol a method, and a result of execution of computer program
instructions (such as PROG 318 for example), 1n accordance
with exemplary embodiments. In accordance with these
exemplary embodiments a method performs, at Block 410, a
step of storing a data and optionally a field with bits to 1ndi-
cate applicability of caveats 1n a database table. At Block 420,
the method performs a step of storing a data caveat having a
relationship to one or more database tables in a record 1n a
caveat table. A data caveat has a relationship to the database
when the data caveat applies to either one or more records in
one or more database tables or to one or more database tables
in entirety. The method also performs a step of storing, 1n a
memory device, an indication of the relationship at Block

430.




US 8,996,521 B2

9

The various blocks shown 1n FIG. 4 may be viewed as
method steps, and/or as actions that result from operation of
computer program code, and/or as a plurality of coupled logic
circuit elements constructed to carry out the associated func-
tion(s).

The blocks shown in FIG. 4 further may be considered to
correspond to one or more functions and/or operations that
are performed by one or more components, circuits, chips,
apparatus, processors, computer programs and/or function
blocks. Any and/or all of the above may be implemented in
any practicable solution or arrangement that enables opera-
tion 1n accordance with the exemplary embodiments as
described herein.

In addition, the arrangement of the blocks depicted in FIG.
4 should be considered merely exemplary and non-limiting. It
should be appreciated that the blocks shown 1 FIG. 4 may
correspond to one or more functions and/or operations that
may be performed 1n any order (such as any suitable, practi-
cable and/or feasible order for example) and/or concurrently
(such as suitable, practicable and/or feasible for example) so
as to implement one or more of the exemplary embodiments.
In addition, one or more additional functions, operations and/
or steps may be utilized 1n conjunction with those shown 1n
FIG. 4 so as to implement one or more further exemplary
embodiments.

That 1s, the exemplary embodiments shown 1n FIG. 4 may
be utilized, implemented or practiced in conjunction with one
or more further aspects in any combination (such as any
combination that 1s suitable, practicable and/or feasible for
example) and are not limited only to the steps, blocks, opera-
tions and/or functions shown 1n FIG. 4.

Below are further descriptions of various non-limiting,
exemplary embodiments. The below-described exemplary
embodiments are numbered separately for clarity purposes.
This numbering should not be construed as entirely separat-
ing the various exemplary embodiments since aspects of one
or more exemplary embodiments may be practiced 1n con-
junction with one or more other aspects or exemplary
embodiments.

The exemplary embodiments, as discussed herein and as
particularly described with respect to exemplary methods,
may be implemented 1n conjunction with a program storage
device (such as at least one memory for example) readable by
a machine, tangibly embodying a program of instructions
(such as a program or computer program for example) execut-
able by the machine for performing operations. The opera-
tions comprise steps of utilizing the exemplary embodiments
or steps of the method.

Any use of the terms “connected”, “coupled” or variants
thereol should be interpreted to indicate any such connection
or coupling, direct or indirect, between the i1dentified ele-
ments. As a non-limiting example, one or more intermediate
clements may be present between the “coupled” elements.
The connection or coupling between the identified elements
may be, as non-limiting examples, physical, electrical, mag-
netic, logical or any suitable combination thereof 1n accor-
dance with the described exemplary embodiments. As non-
limiting examples, the connection or coupling may comprise
one or more printed electrical connections, wires, cables,
mediums or any suitable combination thereof.

An exemplary embodiment provides a method for storing
data caveats for databases. The method includes storing (such
as 1n a memory for example) at least one record 1n at least one
content table. The method includes storing (such as 1n a
memory for example) at least one data caveat having a rela-
tionship to a content table 1n at least one record 1n a caveat
table. A data caveat has a relationship to a content table when
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the data caveat applies to: a record in the content table or to the
content table in entirety. The method also includes storing
(such as in a memory for example), 1n a memory device, an
indication of the relationship.

In a further exemplary embodiment of the method above,
the at least one data caveat applies to a content table. The
indication of the relationship 1s embodied 1n the fields 1n the
caveat table.

In another exemplary embodiment of any one of the meth-
ods above, the at least one data caveat applies to the at least
one record 1n a content table or at least one table. The 1ndica-
tion of the relationship 1s embodied 1n a field 1n the record 1n
the data caveat table and if the relationship 1s to specific
records 1n the content table in the at least one field 1n records
of the content table(s). The field may include at least one bit
and each of the at least one bit corresponds to a record 1n the
caveat table.

In a further exemplary embodiment of any one of the meth-
ods above, storing the at least one data caveat includes adding
a record to the caveat table. Storing the indication of the
relationship to specific records in a content table includes
changing at least one bit 1n a field 1n a record in the content
table.

In another exemplary embodiment of any one of the meth-
ods above, each record in the caveat table includes a field
indicating a content table associated with the data caveat 1n
the record. A content table 1s associated with a data caveat
when the data caveat has a relationship to the content table.

In a further exemplary embodiment of any one of the meth-
ods above, the method also includes recerving the at least one
data caveat with the at least one data record.

In another exemplary embodiment of any one of the meth-
ods above, the method also includes recerving the at least one
data record at a first time and receiving the at least one data
caveat at a second subsequent time,

In a further exemplary embodiment of any one of the meth-
ods above, the method also includes recerving a query; and
responding to the query based at least 1n part on the caveat
table(s) and the content table(s). The query may be a struc-
tured query language (SQL) query.

Another exemplary embodiment provides an article of
manufacture for storing data caveats for databases. The article
of manufacture 1s tangibly embodying computer readable
non-transitory instructions which, when implemented, cause
a computer to carry out the steps of a method. The method
includes storing at least one data element in at least one entry
in a database. The method includes storing at least one data
caveat having a relationship to the database in at least one
record 1n a caveat table. A data caveat has a relationship to the
database when the data caveat applies to: a record in the
content table or the content table itself. The method also
includes storing, i a memory device, an indication of the
relationship.

In a further exemplary embodiment of the article of manu-
facture above, the at least one data caveat applies to at least
one content table. The indication of the relationship 1s embod-
ied 1n a field in the caveat table.

In another exemplary embodiment of any one of the
articles of manufacture above, the at least one data caveat
applies to the at least one content table. The indication of the
relationship to one or more specific records 1n a content table
1s embodied 1n a field 1n the at least one entry in the content
table. The field may include at least one bit and each of the at
least one bit corresponds to a record 1n the caveat table.

In a further exemplary embodiment of any one of the
articles of manufacture above, storing the at least one data
caveat includes adding a record to the caveat table. Storing the
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indication of the relationship to specific records 1n a content
table includes changing at least one bit 1n a field 1n an entry 1n
the content table.

In another exemplary embodiment of any one of the
articles of manufacture above, each record in the caveat table
includes a field indicating a database associated with the data
caveat 1n the record. A content table 1s associated with a data
caveat when the data caveat has a relationship to the content
table.

In a further exemplary embodiment of any one of the
articles of manufacture above, the method also includes
receiving the at least one data caveat with the at least one data
record.

In another exemplary embodiment of any one of the
articles of manufacture above, the method also includes
receiving the at least one data record at a first time; and
receiving the at least one data caveat at a second subsequent
time.

In a further exemplary embodiment of any one of the
articles of manufacture above, the method also includes
receiving a query; and responding to the query based at least
in part on the caveat table(s) and the content table(s). The
query may be a structured query language query.

Generally, various exemplary embodiments can be imple-
mented 1n different mediums, such as software, hardware,
logic, special purpose circuits or any combination thereof. As
a non-limiting example, some aspects may be implemented 1n
software which may be run on a computing device, while
other aspects may be implemented in hardware.

The foregoing description has provided by way of exem-
plary and non-limiting examples a full and informative
description of the best method and apparatus presently con-
templated for carrying out various exemplary embodiments.
However, various modifications and adaptations may become
apparent to those skilled 1n the relevant arts 1n view of the
foregoing description, when read in conjunction with the
accompanying drawings and the appended claims. However,
all such and similar modifications will still fall within the
scope of the teachings of the exemplary embodiments.

Furthermore, some of the features of the preferred embodi-
ments could be used to advantage without the corresponding,
use ol other features. As such, the foregoing description
should be considered as merely illustrative of the principles,
and not 1n limitation thereof.

The following abbreviations that may be found in the
specification and/or the drawing figures are defined as fol-
lows:

API application programming interface

DB database

IDBC Java database connectivity

SQL structured query language

What 1s claimed 1s:
1. A method executed by at least one computer, compris-
ng:

storing at least one record 1n at least one content table 1n a
database, the at least one record comprising content
data;

storing at least one data caveat 1n at least one record 1n a
caveat table, the at least one data caveat having a rela-
tionship to the at least one record 1n the at least one
content table, wherein the at least one data caveat has a
relationship to the at least one content table, wherein the
at least one data caveat applies to at least one of: arecord
in the at least one content table or the content table 1n 1ts
entirety or at least one record stored 1n a plurality of
content tables; and
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storing, 1n a memory device, an indication of the relation-

ship;

wherein the at least one data caveat 1s pointed to by an

indicator stored 1n a field of the at least one record 1n the
at least one content table, wherein the at least one data
caveat comprises information, that 1s expressive to a user
of the content data, at least of how the content data stored
in the at least one record of the at least one content table
was obtained, and wherein each record in the caveat
table comprises a field indicating at least one content
table associated with the data caveat in the record.

2. The method of claim 1, wherein the at least one data
caveat applies to the at least one content table, and wherein
the indication of the relationship 1s embodied 1n a field 1n the
caveat table.

3. The method of claim 1, wherein the at least one data
caveat applies to the at least one record 1n the at least one
content table or the at least one content table itself, and
wherein the indication of the relationship to specific records
in the at least one content table 1s embodied 1n the field 1n the
at least one content table.

4. The method of claim 3, wherein the field comprises at
least one bit and each of the at least one bit corresponds to a
record 1n the caveat table.

5. The method of claim 1, wherein storing the at least one
data caveat comprises adding a record to the caveat table; and
wherein storing the indication of the relationship to specific
records 1n the at least one content table comprises changing at
least one bit 1n the field 1n the records 1n the at least one
content table.

6. The method of claim 1, wherein a particular one of at
least one content table 1s associated with a data caveat when
the data caveat has a relationship to the database.

7. The method of claim 1, wherein the method further
comprises recewving the at least one data caveat with the at
least one record from the at least one content table.

8. The method of claim 1, wherein the method further
COmprises:

recerving the at least one record from a particular content

table at a first time; and

recerving the at least one data caveat at a second subsequent

time.

9. The method of claam 1, wherein the method further
COmMprises:

receving a query; and

responding to the query based at least 1n part on the caveat

table and the at least one content table.

10. The method of claim 9, wherein the query 1s a struc-
tured query language query.

11. The method of claim 1, wherein the at least one data
caveat comprises mnformation that 1s expressive to a user of
the content data of at least one of a warning or a qualification
concerning the content data.

12. The method of claim 1, wherein the at least one data
caveat comprises information that 1s expressive to a user of
the content data of at least one of a warning or a qualification
concerning use of the content data.

13. The method of claim 1, wherein the at least one data
caveat comprises mnformation that 1s expressive to a user of
the content data of a procedure that was used for collecting the
content data.

14. The method of claim 1, wherein the at least one data
caveat comprises mnformation that 1s expressive to a user of
the content data of a change, over a data collection period, in
a procedure that was used for collecting the content data.

15. The method of claim 1, wherein the at least one data
caveat comprises mformation that 1s expressive to a user of
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the content data of a constraint that existed 1n a procedure that
was used for collecting the content data.

16. The method of claim 1, wherein the at least one data
caveat comprises information that 1s expressive to a user of
the content data of which data was included or excluded from 5
the content data.
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