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decomposition of a task of a worktlow. In one aspect there 1s
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decomposition, a task from a worktlow including a plurality
ol tasks; indicating whether one or more portions of informa-
tion associated with the decomposed task are restricted; and
providing, to another user interface, the decomposed task
including the one or more restricted portions. The recerved
command 1s executed at the database. Related systems, appa-
ratus, methods, and/or articles are also described.

11 Claims, 5 Drawing Sheets

SELECT A TASK FROM A
WORK FLOW FOR
DECOMPOSITION

240

ONE OR MORE PORTIONS
INFORMATION (E.G., OF A
FORM} ASSOCIATED WITH A
WORKFLOW MAY BE
RESTRICTED WITH REGARD
TO AN INVITEE

244

PROVIDE, ON AN AD HOC
BASIS, THE TASK TO THE
INVITEE WITH THE
CONFIRGURED
RESTURCTIONS

246

RECEIVE THE DECOMPOSED
TASK WHEN THE INVITEE
COMPLETES THE
DEOCMPOSED TASK

248

CONTINUE PROCESSING
WORK FLOW




U.S. Patent

Mar. 3, 2015 Sheet 1 of 5

USER I
| INTERFACE 105

150 i
|

US 8,972,868 B2

SERVER 160
TASK
DECOMPOSER (TD) |
162

FIG. 1A



U.S. Patent

Mar. 3, 2015

Sheet 2 of 5 US 8.972.868 B2

105

Us
e.g

e L
R R T
BT N F R MR DR PR e

request

AT Sy

er Interface
. Web Browser

i T ey oty i L e e PR B T L e e U L L Rt
'f{-ﬁ-_;:".'.:;?j?f E""{k ey .-;:’!.:!::1_.::r%_ﬁ":ﬁﬂ:'fjﬁ;?!’:x ' f?i‘-:!-ss.g:.' E;% !::§: .;.,‘.-Eg:f" :'g" ;ﬁ'__—'&%’ b "@l}::ﬁ

S L e O T S e e T e R e M e T T -f-:c.-,- g, LR fi : ,'i.EE o

SRSEEREROE PR B H T ’ﬁ".w%' PalE L H e e H-:‘%-.-L;;-ﬁa?i-: £1

response

1644

User
anagement
& Security

ubsystem

H-hth

.o

e

drdemly

T,
m

ik

[

SreLE . LRI

e

L

P

B sy

e

]

A

B

Management

1648 164C

User
Interface
ubsystem

Task

g

ay

e

o

Subsystem

i

e

ra e

===

ekt imim

Maalh -l

] ”'E-'?”'E R

e

164D

EOFTRE
LR E Rl N S, R R R
R TR TR AR A

o B

EEEENC= L

Hib
e seiratiiaglariic,

R A L

%__i—:‘.{g-.:_r:ﬂiﬂ o i

Hif
i

o
bl

et

Task Definitions and
- Task Instances

164E

e .“.':-:::.-.': :.'“ - . '\.':'I".':'_.:.:' e =
; iEEr;ﬂ-}?;éﬁ-‘F-;l R £ b
e AT R

' Hh:ﬂi:.'-:.’:.-:':::':-:':_:"":k:'"“.:: '-_' bE: .-"i";. 'ii:':l B 5 :uﬁ":'-:':"-\'.?i:'--
adi ST el A e S b A i
LR N T .5‘:.:.35::..“.-:,-.“_.-,_::’&;;?-5:3:. ..... ; }k&-:.:‘.ﬁ?:k-:-::'.-L:-'.:r'EJE:: :

FIG. 1B



U.S. Patent Mar. 3, 2015 Sheet 3 of 5 US 8,972.868 B2

SELECT A TASK FROM A
WORK FLOW FOR L
DECOMPOSITION

240

ONE OR MORE PORTIONS
INFORMATION (E.G., OF A
FORM) ASSOCIATED WITH A L
WORKFLOW MAY BE
RESTRICTED WITH REGARD
TO AN INVITEE

244

PROVIDE, ON AN AD HOC
BASIS, THE TASK TO THE
INVITEE WITH THE
CONFIRGURED \_
RESTURCTIONS

246

i

RECEIVE THE DECOMPOSED
TASK WHEN THE INVITEE
COMPLETES THE I\

DEOCMPOSED TASK 2438

CONTINUE PROCESSING
| WORK FLOW 290

FIG. 2



U.S. Patent Mar. 3, 2015 Sheet 4 of 5 US 8,972.868 B2

312

FILL OUT

......................................................

- u
et et
. .'.'.'.'.'-‘ .
- 5 - — -
il
b r-

WORK FLOW 3

- W e : 1

i
i
|
i
i
|
i
i
i
i
i
i
%

L (mmmm e Lo )y g oy mia e Mt B by g - M e i b e i - i A ey m e O m, omean ]

SIGNAND  |./p18 | j320
FILE F o W

~ APPLICATION

| FORM

T L, O e e e e m e

| ACCOUNTANT 306 - '

FIG. 3



¥ "Old

A

~

9?%%%%.

Wsmmw LR ﬁ.wwmummm_mm Wamw%

US 8,972,868 B2

e sw ¥39INNN NOOY

2Ly >M_(|_¢w

NOILdINDS3a -qop

adk |-qop

d8Ll¥

Sheet 5 of 5

Hn 2B R
£ .
...-._w._lﬂl-u.r“ '

saN[EA

V8lv

o} sybl B B 4 | BulpRaQ

rT,
T,
s

ssanoid 10} a|gisucdsal frla

SR
¢y
P
- -

| afessap

Mar. 3, 2015

aebaen

Ol¥

yse} ajebaja(

00F

U.S. Patent



US 8,972,868 B2

1

TASK DECOMPOSITION WITH DATA
AVAILABILITY

FIELD

This disclosure relates generally to data processing and,
more particularly, decomposing a task of a workflow.

BACKGROUND

In increasingly complex business operations, a business
process might be formalized using a workflow management
system. The workflow management system typically includes
a workflow engine that generates work items according to
activities defined as workilows supporting one or more busi-
ness processes. As an example, an organization might have a
set process for approval for particular activity and the work-
flow management system handles routing a corresponding
work 1tem among those individuals that need to sign off on the
approval. For example, an employee desiring a vacation
might 1nitiate a “vacation approval” business object. A vaca-
tion application would then send an event to the workilow
management system, along with a reference to the business
object (vacation request) and the workilow management sys-
tem would pick and start a worktlow that corresponds to the
triggering event. The vacation approval request would be
routed among those others that would need to track, approve
or just be notified of such a request, with a result of the work
(e.g., approval, demal, etc.) routed back to the imitiating
employee.

The work 1tems needing a particular person’s mput or
notice might be presented to that person or role as an 1tem on
a worklist. In some cases, work items can be acted on directly
from a presentation of a worklist, while others are acted on by
the workflow participant taking an action outside the
worklist. In addition, participants may have other tasks and
collaborative events.

Some 1nteractions might use the worktflow management
system 1n part and use unrelated applications in part. For
example, a work item might be generated for handling by a
user that prompts the user to make a decision that requires
information not present in the work 1tem. For example, the
work 1item might specily that employee A wants to take N
days of vacation from date D1 to date D2 and request an
approval/rejection response ifrom the participant to whom the
work i1tem 1s assigned. That participant might then have to
obtain further information externally, such as by conferring
with A’s group manager and relevant project managers, as
well as checking with a human resources department or
human resources application to determine 1t A has sufficient
vacation time available.

SUMMARY

The subject matter disclosed herein provides methods and
apparatus, including computer program products, for decom-
posing tasks of a workilow.

In one aspect there 1s provided a method. The method may
include selecting, for decomposition, a task from a workflow
including a plurality of tasks; indicating whether one or more
portions of information associated with the decomposed task
are restricted; and providing, to another user interface, the
decomposed task including the one or more restricted por-
tions.

Articles are also described that comprise a tangibly embod-
ied machine-readable medium embodying 1nstructions that,
when performed, cause one or more machines (e.g., comput-
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2

ers, etc.) to result 1n operations described herein. Similarly,
computer systems are also described that may include a pro-
cessor and a memory coupled to the processor. The memory
may include one or more programs that cause the processor to
perform one or more of the operations described herein.
The details of one or more variations of the subject matter
described herein are set forth 1n the accompanying drawings
and the description below. Other features and advantages of

the subject matter described herein will be apparent from the
description and drawings, and from the claims.

BRIEF DESCRIPTION OF THE DRAWING

These and other aspects will now be described 1n detail
with reference to the following drawings.

FIGS. 1A-B illustrates systems for task decomposition;

FIG. 2 1llustrates a process for decomposing a task;

FIG. 3 depicts an example of a workilow 300; and

FIG. 4 depicts a form 400 used when decomposition a task
and restricting the availability of data on that form.

Like reference symbols 1n the various drawings indicate
like elements.

DETAILED DESCRIPTION

During the course of a running process (e.g., a process
instance), tasks may need to be performed by a user (e.g., an
approve an order). The most common way of realizing this 1s
to assign such tasks as work items for a group of people
(so-called “potential owners™ of the task), and wait until
someone (e.g., the so-called “task owner”) in the group
selects one or more of the tasks. When a user opens an
assigned task using a user interface, the user interface enables
the user to work on the task. The user interface will present
information relevant to the processing of the task. In some
cases, the user interface includes fields (or icons, etc.) to allow
data to be entered into, for example, a form that will be
relevant to subsequent processing (e.g., execution of the run-
ning process to approve or reject an order).

In some 1nstances, it 1s often the case that a single task,
although picked by a single user, requires information which
1s provided by other users (e.g., the actual task owner does not
have the right information at hand to complete the task and
must call someone else to obtain the right information). Tra-
ditional workflow systems do not support such scenarios.
This 1s why ad-hoc actions, such as e-mails, phone calls, and
the like, are used to get the information and correctly process
the task. Recent improvements in worktlow systems may
allow for delegating a task (e.g., making another person the
actual owner), but this seldom is the right mechanism to cope
with the ad hoc situation. For example, the original owner of
a task may not want to hand a task over to another user, the
user may only need some information to complete the task of
the worklist. Moreover, the original owner might not even be
allowed to assign responsibility of the task over to another
user because the task might contain sensitive information.

In some 1implementations, the subject matter may be used
to decompose a task 1nto a plurality of tasks. The original task
owner may invite one or more other users to jointly solve a
task by decomposing the task into one or more tasks (e.g.,
subtasks). When mviting one or more users to assist with a
task, the original owner may restrict the data the invitee(s)
may see or edit (e.g., data might be hidden, read-only, or not
modifiable). This can be done for each invitee separately. The
invitees may be presented via a user interface with the same
form that the original task owner was presented with; how-
ever, the invitees may be presented with portions of the infor-
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mation (e.g., a form presented at the user intertace) hidden,
restricted, not editable, and the like. Furthermore, the original
task owner may decide whether to have the task returned (e.g.,
in a task 1nbox) when the invitee provides information (e.g., 1n
the case or the order approval above, the invitee may add
information to the form presented at the user interface, and
then the updated the form to the original task owner’s inbox).
In some cases, less critical tasks may not be controlled (i.e.,
returned to the original task owner’s) 1nbox.

In some 1implementations, the advantage of task decompo-
sition 1s that the original task owner configures the final
outcome of the task before the task 1s completed. Moreover,
the original task owner has control over which nvitee 1s
allowed to see or edit portions of information related to a task.
In addition, a decomposed task allows the original task owner
to better control the task outcome and 1mpose visibility con-
straints. In contrast to the decomposed task approach
described herein, a collaborative task approach does not have
controls to, for example, restrict the visibility of data pre-
sented at a user mterface since each participant has the same
rights and can even complete the task.

FIG. 1 depicts a system 100 including a user interface 105
and a server 160, both of which are coupled by a communi-
cation mechanism 150, such as the Internet, an intranet, and
the like.

User interface 105 may be implemented as processor
including any type of intertace mechanism for a user, such as
a web browser, a client, a smart client, and any other presen-
tation mechanism.

Server 160 may be implemented as any type of processor
(e.g., a computer, a blade, and the like). Server 160 may also
include a workilow application to control and process a work-
flow. Server 160 may also include a task decomposer 162 for
decomposing a task. The task decomposer 162 may perform
one or more of the task decomposition functions described
herein including one or more aspects ol process 200; generate
form 400 (FIG. 4) for presentation (e.g., as an hyper text
markup language page) at a user intertace; control aspects of
a workflow:; receive from a user interface a selection for
decomposing a task from a worktlow including a plurality of
tasks; receive, at the server, an indication from the user inter-
face, the selection reflecting whether one or more portions of
information (e.g., ficlds of the form 400) associated with the
decomposed task are restricted; and provide to another user
interface the decomposed task including the one or more
restricted portions. In some implementations, the task decom-
poser 162 may decompose tasks for a workflow management
system for managing tasks configured as a worklist.

FI1G. 2 depicts a process 200 for decomposing a task using,
for example, system 100. The description of process 200 will
also refer to FIGS. 1A-B and 3.

At 240, a task 1s selected from a workilow for decomposi-
tion. For example, a user at user interface 105 may select a
task for decomposition. The selected task may be a task
selected from a workflow (and/or worklist) of tasks, such as
tasks associated with a worktlow management system. FIG. 3
depicts an example of a workflow 300 including three users
(e.g., secretary 302, professor 304, and accountant 306). The
workilow 300 includes recerving an application 310 (e.g., an
application form 1s received at user mterface 105 as an email
from server 160) and filling out the application form 312 (e.g.,
by secretary 302 at user interface 105). During the completion
of the completion of the form, the secretary 302 cannot com-
plete the application form because the secretary 302 lacks
suificient information (e.g., the secretary 1s unsure of the
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4

salary amount to include on the application form). When this
1s the case, the secretary 302 may select the task 312 for
decomposition.

At 244, one or more portions of the form may be restricted.
For example, once task 312 of the workilow 1s selected for
decomposition, the secretary 302 may restrict aspect to por-
tions of the application form presented as a user interface.
Returning to the above example, secretary 302 may restrict
the entire application form as read-only except for the salary
portion, for which the secretary 302 seeks input from another
user. Moreover, the restriction may be made with regard to the
other user (1.e., the mvitee-user to whom the decomposed task
1s sent). For example, the restriction may expressly identity a
user, auser’s role, auser’s function, a user’s title, and the like,
and then make the restriction to one or more portions (e.g.,
fields) of the application form. Although the previous
example describes the restriction as a read-only restriction,
other restrictions may be used as well including one or more
of the following: hide a field, and a mask a field. For example,
secretary 302 may want to hide information sensitive infor-
mation regarding the person that 1s about to be hired to pre-
vent an 1nvitee from seeing that sensitive information.

At 246, the selected task (including any restrictions) may
be provided to another user (e.g., a so-called invitee-user) on
an ad hoc basis. For example, secretary 302 may decompose
the task 312 into a subtask to obtain salary information and
restrict the application form so that only that salary field can
be modified. Next, secretary 302 may select another user (1.¢.,
the invitee) to recerve the selected decomposed task. For
example, the salary subtask may be provided via email (either
independently of the application form or as part of the appli-
cation form) to another user, such as professor 304. In this
example, the professor 304 may not know the salary and
provide the decomposed task to an accountant 306. Professor
304 and accountant 306 would each have a corresponding
user interface, such as user interface 105 coupled to server
160.

At 248, when a decomposed task 1s completed, the decom-
posed task 1s recerved at an inbox (e.g., at server 160), and an
indication (e.g., an email or other like notification) 1s pro-
vided to the user, such as secretary 302 at user interface 105.

At 250, the workflow process may continue. For example,
secretary 302 may complete using user interface 115 the form
at 314, provide (e.g., via server 160) the completed applica-
tion form for signature (or approval) to professor 304, and,
once approved, professor 304 may send (e.g., by indicating
approval at a user interface and selecting send) the application
form to accountant 306 for final signature and filing (e.g.,
storage) of the application form. At 320, the workflow 300 1s
complete.

FIG. 1B depicts another implementation of system 100.
Specifically, FIG. 1B depicts server 160 including a user
management and security subsystem 164 A for confirming the
identity (e.g., with a login and password) of users, a task
management subsystem 164B for managing (and/or control-
ling) the tasks of the work flow, and a user interface sub-
system 164C for generating pages (e.g., hypertext markup
language pages of for presentation at user interface 105 (e.g.,
pages mcluding tasks, such as page 400). User management
and security subsystem 164B may access information 164D
regarding users of the system (e.g., a list of users and their
rights). Task management subsystem 164B (which includes
task decomposer 162 (labeled TD 162) may access informa-
tion 164E defining the tasks of the workflow and the instances
of those tasks in the workflow.

For example, when a task 1s decomposed, a request 1s sent
from user interface 103 to task management subsystem 164B,
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where the task included 1n the request 1s decomposed by task
decomposer 162. Next, the task decomposer 162 takes the
request with the information about the invitees (to which the
decomposed task will be sent) and, based on the information
at user management & security subsystem 164A, confirms
whether the secretary 302 has the appropriate rights to
decompose the task and whether the mnvitees are authorized to
provide the secretary with the missing information. If so, the
task decomposer 162 decomposes the task into subtasks.
Once the 1invitees open their work list at a user interface, they
will find the new tasks assigned on to their name. Opening the
task(s) will again result 1n a roundtrip to the server, which then
in turn vields a response rendered by the user interface which
essentially reflects the settings made by the secretary about
which information 1s read-only, hidden, or modifiable by the
invitee.

FIG. 4 depicts an example of a form presented at user
interface 105 for decomposition to another user. The user, for
example, secretary 302 may be presented at user interface 1035
with form 400 and then decompose a task by, for example,
selecting which portions of form 400 will be provided to
another user (e.g., an 1vitee). For example, the user may
select Adam as the invitee and decompose the task by provid-
ing only the position name and salary. In the example of FIG.
4, the restrictions are listed as visibility rights 418A, and the
10b description 1s read-only 418B (i.e., the invitee can only
read the description of developer and cannot change 1t), while
the salary information 1s modifiable 418C (1.e., the invitee can
write to that field 1n the form). Once the secretary 1s ready to
delegate the decomposed task, the secretary may select del-
egate 420 to provide (e.g., send) that task via server 160 to the
invitee which 1n this example 1s the user Adam.

Form 400 also includes other features, such as a message
ficld to allow embedded messages (e.g., a message stating
“help me with this subtask,” “hello,” “urgent,” and so forth);
a stay responsible for process field (e.g., the user that del-
egates the decomposed task maintains control and responsi-
bility for the subtask within the overall workflow); a deadline
field (e.g., to include a date for completion); and a set all rights
field (e.g., to set all visibility rights 418 A) to, for example, one
of the listed restrictions (e.g., writable, read-only, and 1nvis-
ible).

The systems and methods disclosed herein may be embod-
ied 1n various forms including, for example, a data processor,
such as a computer that also includes a database, digital
clectronic circuitry, firmware, software, or in combinations of
them. Moreover, the above-noted features and other aspects
and principles of the present disclosed embodiments may be
implemented 1n various environments. Such environments
and related applications may be specially constructed for
performing the various processes and operations according to
the disclosed embodiments or they may include a general-
purpose computer or computing platform selectively acti-
vated or reconfigured by code to provide the necessary func-
tionality. The processes disclosed herein are not inherently
related to any particular computer, network, architecture,
environment, or other apparatus, and may be implemented by
a suitable combination of hardware, software, and/or firm-
ware. For example, various general-purpose machines may
be used with programs written 1n accordance with teachings
of the disclosed embodiments, or 1t may be more convenient
to construct a specialized apparatus or system to perform the
required methods and techniques.

The systems and methods disclosed herein may be imple-
mented as a computer program product, 1.e., a computer pro-
gram tangibly embodied 1n an information carrier, €.g., 1n a
machine readable storage device or 1n a propagated signal, for
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execution by, or to control the operation of, data processing
apparatus, €.g., a programmable processor, a computer, or
multiple computers. A computer program can be written in
any form of programming language, including compiled or
interpreted languages, and 1t can be deployed in any form,
including as a stand-alone program or as a module, compo-
nent, subroutine, or other unit suitable for use in a computing
environment. A computer program can be deployed to be
executed on one computer or on multiple computers at one
site or distributed across multiple sites and interconnected by
a communication network.

As used herein, the term “user” may refer to any entity
including a person or a computer.

The foregoing description 1s intended to 1llustrate but not to
limait the scope of the invention, which 1s defined by the scope
of the appended claims. Other embodiments are within the
scope of the following claims.

What 1s claimed:

1. A computer-readable medium non-transitorily storing
instructions that, when executed by at least one processor,
cause the at least one processor to perform operations com-
prising:

receving, at a server from a first machine, a request for

decomposition of a task, the task comprising completion
of an application form comprising a plurality of fields,
the plurality of fields comprising a restricted field for
which one or more nvitees lack access permission, a
second field for which information from the one or more
ivitees 1s required to complete the task, and a message
field for which a message provided by the first machine
1s displayed to the one or more invitees, the request
comprising identifications of the task for which the one
or more 1nvitees are allowed to assist with completion of
the application form, an 1nvitee of the one or more 1nvi-
tees, and the second field:

decomposing, by the server, the task into a plurality of

subtasks, the decomposing comprising verifying that the
first machine has permission to decompose the task and
identifying at least one restricted field of the plurality of
fields for which the invitee lacks an access permission,
the decomposing further comprising generating a
restricted version of the application form, the restricted
version of the application form comprising at least one
restricted portion of the application form, the restricted
portion having an access control restricting access by the
invitee to the at least one restricted field, the access
control comprising a hidden field restriction that hides
the at least one restricted field from being viewable by
the 1nvitee, the decomposing further mncluding provid-
ing, by the first machine 1n the message field, the mes-
sage viewable by the mnvitee, the message providing
information for assisting with completion of the appli-
cation form;

inviting the 1invitee to assist with completion of the at least

one second field, the inviting comprising retaining
responsibility by the first machine for completion of the
task and completion of the subtask;

providing, by the server to a second machine and acces-

sible by the mvitee 1n response to detecting that the
invitee has the restricted version of the application form,
the at least one second field; and

notitying, by the server to the first machine upon detection

by the server, that the mnvitee has completed the at least
one second field.

2. The computer-readable medium of claim 1, wherein the
operations further comprise:
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determining, at a user management and security system,
whether an 1dentity of an ivitee of the plurality of 1nvi-
tees 1s authorized to recerve the subtask to which the
invitee 1s mvited.

3. The computer-readable medium of claim 1, wherein the

operations further comprise:

receiving, at the server, visibility rights of the plurality of
fields of the application form, the visibility rights defin-
ing whether the mvitee 1s authorized to view, read, and/
or write the at least one field of the plurality of fields.

4. The computer-readable medium of claim 1, wherein the

inviting further comprises adding each subtask to a worklist
displayed 1n a second user interface of the second machine.

5. The computer-readable medium of claim 1, wherein the

inviting further comprises sending an e-mail notification to
the 1invitee, the e-mail notification containing the restricted
version of the application form.

6. A computer-implemented method comprising:

receiving, at a server from a first machine, a request for
decomposition of a task, the task comprising completion
of an application form comprising a plurality of fields,
the plurality of fields comprising a restricted field for
which one or more mvitees lack access permission, a
second field for which information from the one or more
ivitees 1s required to complete the task, and a message
field for which a message provided by the first machine
1s displayed to the one or more invitees, the request
comprising 1dentifications of the task for which the one
or more 1nvitees are allowed to assist with completion of
the application form, an 1nvitee of the one or more 1nvi-
tees, and the second field:

decomposing, by the server, the task into a plurality of
subtasks, the decomposing comprising verifying that the
first machine has permission to decompose the task and
identifying at least one restricted field of the plurality of
fields for which the mnvitee lacks an access permission,
the decomposing further comprising generating a
restricted version of the application form, the restricted
version of the application form comprising at least one
restricted portion of the application form, the restricted
portion having an access control restricting access by the
invitee to the at least one restricted field, the access
control comprising a hidden field restriction that hides
the at least one restricted field from being viewable by
the 1nvitee, the decomposing further including provid-
ing, by the first machine 1n the message field, the mes-
sage viewable by the invitee, the message providing
information for assisting with completion of the appli-
cation form:

inviting the mvitee to assist with completion of the at least
one second field, the inviting comprising retaining
responsibility by the first machine for completion of the
task and completion of the subtask;

providing, by the server to a second machine and acces-
sible by the mvitee in response to detecting that the
invitee has the restricted version of the application form,
the at least one second field; and

notitying, by the server to the first machine upon detection
by the server, that the mnvitee has completed the at least
one second field.

7. The computer-implemented method of claim 6 further

comprising;

determining, at a user management and security system,
whether an 1dentity of an mvitee of the plurality of 1nvi-
tees 1s authorized to receiwve the subtask to which the
invitee 1s mnvited.
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8. The computer-implemented method of claim 6 turther

comprising;

receving, at the server, visibility rights of the plurality of
fields of the application form, the visibility rights defin-
ing whether the invitee 1s authorized to view, read, and/
or write the at least one field of the plurality of fields.

9. A system comprising:

a processor; and a

memory, wherein the processor and memory are config-
ured to perform operations comprising:

receving, at a server from a first machine, a request for
decomposition of a task, the task comprising completion
of an application form comprising a plurality of fields,
the plurality of fields comprising a restricted field for
which one or more nvitees lack access permission, a
second field for which information from the one or more
ivitees 1s required to complete the task, and a message
field for which a message provided by the first machine
1s displayed to the one or more invitees, the request
comprising 1dentifications of the task for which the one
or more 1nvitees are allowed to assist with completion of
the application form, an 1nvitee of the one or more 1nvi-
tees, and the second field;

decomposing, by the server, the task into a plurality of
subtasks, the decomposing comprising verifying that the
first machine has permission to decompose the task and
identifying at least one restricted field of the plurality of
fields for which the mnvitee lacks an access permission,
the decomposing further comprising generating a
restricted version of the application form, the restricted
version of the application form comprising at least one
restricted portion of the application form, the restricted
portion having an access control restricting access by the
invitee to the at least one restricted field, the access
control comprising a hidden field restriction that hides
the at least one restricted field from being viewable by
the 1nvitee, the decomposing further mncluding provid-
ing, by the first machine in the message field, the mes-
sage viewable by the mnvitee, the message providing
information for assisting with completion of the appli-
cation form;

inviting the invitee to assist with completion of the at least
one second field, the inviting comprising retaining
responsibility by the first machine for completion of the
task and completion of the subtask;

providing, by the server to a second machine and acces-
sible by the mvitee 1n response to detecting that the
invitee has the restricted version of the application form,
the at least one second field; and

notitying, by the server to the first machine upon detection
by the server, that the mnvitee has completed the at least
one second field.

10. The system of claim 9 further comprising:

determiming, at a user management and security system,
whether an 1dentity of an mvitee of the plurality of 1nvi-
tees 1s authorized to receive the subtask to which the
invitee 1s mvited.

11. The system of claim 9 further comprising;

receving, at the server, visibility rights of the plurality of
ficlds of the application form, the visibility rights defin-
ing whether the mvitee 1s authorized to view, read, and/
or write the at least one field of the plurality of fields.
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