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METHOD AND APPARATUS FOR HANDLING
POLICY AND CHARGING CONTROL RULE

OR QUALITY OF SERVICE RULE
MODIFICATION FAILURES

CLAIM OF PRIORITY UNDER 35 U.S.C. §119

The present application for patent claims priority to Provi-
sional Application No. 61/232,729 entitled “METHOD AND
APPARATUS FOR HANDLING POLICY AND CHARG-
ING CONTROL RULE OR QoS RULE MODIFICATION
FAILURES” filed Aug. 10, 2009, and assigned to the assignee
hereof and hereby expressly incorporated by reference
herein.

BACKGROUND

1. Field

The following description relates generally to wireless
communications, and more particularly to policy and charg-
ing control (PCC) and/or quality of service (QoS) rule modi-
fication.

2. Background

Wireless communication systems are widely deployed to
provide various types of communication content such as, for
example, voice, data, and so on. Typical wireless communi-
cation systems may be multiple-access systems capable of
supporting communication with multiple users by sharing
available system resources (e.g., bandwidth, transmuit
power, . .. ). Examples of such multiple-access systems may
include code division multiple access (CDMA) systems, time
division multiple access (TDMA) systems, frequency divi-
sion multiple access (FDMA) systems, orthogonal frequency
division multiple access (OFDMA) systems, and the like.
Additionally, the systems can conform to specifications such
as third generation partnership project (3GPP), 3GPP long
term evolution (LTE), ultra mobile broadband (UMB), evo-
lution data optimized (EV-DQO), etc.

Generally, wireless multiple-access communication sys-
tems may simultaneously support communication for mul-
tiple mobile devices. Each mobile device may communicate
with one or more base stations via transmissions on forward
and reverse links. The forward link (or downlink) refers to the
communication link from base stations to mobile devices, and
the reverse link (or uplink) refers to the communication link
from mobile devices to base stations. Further, communica-
tions between mobile devices and base stations may be estab-
lished via single-mnput single-output (SISO) systems, mul-
tiple-input single-output (MISO) systems, multiple-input
multiple-output (MIMO) systems, and so forth. In addition,
mobile devices can communicate with other mobile devices
(and/or base stations with other base stations) 1n peer-to-peer
wireless network configurations.

In addition, devices 1n a wireless network can communi-
cate with one or more core network components for authen-
tication and/or authorization to access the wireless network.
For example, a policy charging and rules function (PCRF) can
be implemented within one or more of the core network
components (e.g., an iternet protocol (IP) multimedia sub-
system (IMS), etc.) for providing policy control and charging
(PCC) rules, quality of service (QoS) rules, and/or the like,
for one or more devices. In an example, a device can establish
a bearer 1n the wireless network for communicating there-
with, and the PCRF can assign policy rules (e.g., PCC rules,
QoS rules, etc.) to the bearer depending on a type data to be
communicated over the bearer, subscriber information
related to the device, and/or the like
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2

The policy rules can be enforced over the bearer by one or
more disparate components, such as a policy charging and

enforcement function (PCEF), which can be implemented by
one or more gateways. In addition, the one or more gateways
can implement other components to manage the bearer and/or
correlate the bearer with the policy rules, such as a bearer
binding and event reporting function (BBERF), and/or the
like. Upon bearer modification, the PCRF can generate or
otherwise recerve modified policy rules and can provide the
new policy rules to the one or more disparate components for
enforcing on the bearer. In some cases, however, the one or
more disparate components may not be able to install the
modified policy rules or complete modification of the bearer
according to the modified policy rules.

SUMMARY

The following presents a simplified summary of one or
more aspects in order to provide a basic understanding of such
aspects. This summary 1s not an extensive overview of all
contemplated aspects, and 1s intended to neither identify key
or critical elements of all aspects nor delineate the scope of
any or all aspects. Its sole purpose 1s to present some concepts
of one or more aspects 1n a simplified form as a prelude to the
more detailed description that 1s presented later.

In accordance with one or more embodiments and corre-
sponding disclosure thereof, various aspects are described 1n
connection with facilitating handling policy and charging
control (PCC) and/or quality of service (QoS) rule modifica-
tion failure at one or more wireless network components. For
example, where a network component fails to install modified
policy rules, such as PCC and/or QoS rules, related to a
bearer, a policy charging and rules function (PCRF) can be
notified and can revert to previous policy rules. In one
example, such notification can entail receiving a message
from the one or more wireless network components reporting
success or Tailure of implementing the modified policy rules,
utilizing a timer to determine whether the modified policy
rules are properly installed at the one or more network com-
ponents, etc. In addition, for example, the PCRF can notify an
application function related to the bearer of failed or success-
tul policy rule modification.

According to an aspect, a method 1s provided that includes
providing one or more modified policy rules to a gateway
based at least 1n part on a bearer modification procedure and
determining whether the gateway successiully completes the
bearer modification procedure installing the one or more
modified policy rules. The method also includes utilizing the
one or more modified policy rules or one or more previous
policy rules based at least in part on the determining whether
the gateway successiully completes the bearer modification
procedure.

In another aspect, a wireless communications apparatus 1s
provided that includes at least one processor configured to
communicate one or more modified policy rules to a gateway
based at least in part on a bearer modification procedure and
determine whether the gateway successiully installs the one
or more modified policy rules and completes the bearer modi-
fication procedure. The at least one processor 1s further con-
figured to utilize the one or more modified policy rules or one
or more previous policy rules based at least in part on whether
the gateway successiully installs the one or more modified
policy rules and completes the bearer modification procedure.
In addition, the wireless communications apparatus includes
a memory coupled to the at least one processor.

In yet another aspect, an apparatus 1s provided that includes
means for providing one or more modified policy rules to a
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gateway based at least 1in part on a bearer modification pro-
cedure and means for determining whether the gateway suc-
cessiully completes the bearer modification procedure
installing the one or more modified policy rules. The appara-
tus further includes means for reverting to one or more pre-
vious policy rules, wherein the means for determining deter-
mines that the gateway did not successtully complete the
bearer modification procedure.

Still, 1n another aspect, a computer-program product 1s
provided that includes a computer-readable medium having,
code for causing at least one computer to communicate one or
more modified policy rules to a gateway based at least in part
on a bearer modification procedure and code for causing the
at least one computer to determine whether the gateway suc-
cessiully installs the one or more modified policy rules and
completes the bearer modification procedure. The computer-
readable medium further includes code for causing the at least
one computer to utilize the one or more modified policy rules
or one or more previous policy rules based at least in part on
whether the gateway successtully installs the one or more
modified policy rules and completes the bearer modification
procedure.

Moreover, 1n an aspect, an apparatus 1s provided that
includes a rules provisionming component that provides one or
more modified policy rules to a gateway based at least in part
on a bearer modification procedure and a modifying status
receiving component that determines whether the gateway
successiully completes the bearer modification procedure
installing the one or more modified policy rules. The appara-
tus further includes a rules reverting component that reverts to
one or more previous policy rules, wherein the moditying
status recerving component determines that the gateway did
not successiully complete the bearer modification procedure.

According to another aspect, a method 1s provided that
includes recerving one or more modified policy rules from a
PCRF based at least in part on a bearer modification proce-
dure and attempting to install the one or more modified policy
rules as part of the bearer modification procedure. The
method further includes transmitting a CCR to the PCRF to
indicate whether the bearer modification procedure success-
tully completed.

In another aspect, a wireless communications apparatus 1s
provided that includes at least one processor configured to
obtain one or more modified policy rules from a PCRF based
at least 1n part on a bearer modification procedure and install
the one or more modified policy rules as part of the bearer
modification procedure. The at least one processor 1s further
configured to transmit a CCR to the PCRF to indicate whether
the bearer modification procedure successtully completed. In
addition, the wireless communications apparatus includes a
memory coupled to the at least one processor.

In yet another aspect, an apparatus 1s provided that includes
means for receiving one or more modified policy rules from a
PCRF based at least 1n part on a bearer modification proce-
dure and means for attempting to install the one or more
modified policy rules as part of the bearer modification pro-
cedure. The apparatus further includes means for transmitting
a CCR to the PCRF to indicate whether the bearer modifica-
tion procedure successiully completed.

Still, 1n another aspect, a computer-program product 1s
provided that includes a computer-readable medium having,
code for causing at least one computer to obtain one or more
modified policy rules from a policy charging and rule func-
tion (PCRF) based at least in part on a bearer modification
procedure and code for causing the at least one computer to
install the one or more modified policy rules as part of the
bearer modification procedure. The computer-readable
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medium further includes code for causing the at least one
computer to transmit a CCR to the PCRF to indicate whether
the bearer modification procedure successiully completed.

Moreover, 1n an aspect, an apparatus 1s provided that
includes arules receiving component that obtains one or more
modified policy rules from a PCRF based at least in part on a
bearer modification procedure and a rules modilying compo-
nent that attempts to install the one or more modified policy
rules as part of the bearer modification procedure. The appa-
ratus further includes a modifying status communicating,
component that transmits a CCR to the PCRF to indicate
whether the bearer modification procedure successtully com-
pleted.

According to yet another example, a method 1s provided
that includes receiving a request for additional or modified
services Irom a device and generating new service informa-
tion for a policy charging and rules function (PCRF) based at
least 1n part on the request. The method also includes trans-
mitting the new service information to the PCRF along with a
rules behavior indicator that specifies one or more actions to
take 11 a bearer modification procedure related to the new
service information fails.

In another aspect, a wireless communications apparatus 1s
provided that includes at least one processor configured to
obtain a request for additional or modified services from a
device and generate new service miformation for a PCRF to
facilitate providing resources related to the request. The at
least one processor 1s further configured to transmit the new
service information to the PCRF with a rules behavior indi-
cator that specifies one or more actions to perform where a
bearer modification procedure related to the new service
information fails. In addition, the wireless communications
apparatus includes a memory coupled to the at least one
Processor.

In yet another aspect, an apparatus 1s provided that includes
means for transmitting new service information to a PCRF
based at least 1n part on a request for additional or modified
services from a device. The apparatus further includes means
for transmitting a rules behavior indicator that specifies one or
more actions to take if a bearer modification procedure related
to the new service information fails to the PCRFE.

Still, 1n another aspect, a computer-program product 1s
provided that includes a computer-readable medium having
code for causing at least one computer to obtain a request for
additional or modified services from a device and code for
causing the at least one computer to generate new service
information for a PCRF to facilitate providing resources
related to the request. The computer-readable medium further
includes code for causing the at least one computer to transmit
the new service information to the PCRF with a rules behav-
ior mdicator that specifies one or more actions to perform
where a bearer modification procedure related to the new
service information fails.

Moreover, 1n an aspect, an apparatus 1s provided that
includes anew service provisioning component that transmits
new service mformation to a policy charging and rules func-
tion (PCRF) based at least in part on a request for additional
or modified services from a device. The apparatus further
includes a new service provisioning component that transmits
new service information to a PCRF based at least in part on a
request for additional or modified services from a device.

To the accomplishment of the foregoing and related ends,
the one or more aspects comprise the features heremafter
tully described and particularly pointed out in the claims. The
following description and the annexed drawings set forth 1n
detail certain 1llustrative features of the one or more aspects.
These features are indicative, however, of but a few of the
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various ways 1 which the principles of various aspects may
be employed, and this description 1s intended to include all

such aspects and their equivalents.

BRIEF DESCRIPTION OF THE DRAWINGS

The disclosed aspects will hereinafter be described in con-
junction with the appended drawings, provided to illustrate
and not to limit the disclosed aspects, wherein like designa-
tions denote like elements, and 1n which:

FIG. 1 1llustrates an example system for enforcing policy
rules for a device communicating in a wireless network.

FIG. 2 illustrates an example system for indicating a status
of policy rule installation and/or related bearer modification.

FIG. 3 1llustrates an example system that facilitates noti-
tying an application function of a policy rule installation
and/or bearer modification status.

FI1G. 4 illustrates an example system for communicating a
rules behavior indicator among network components.

FI1G. 5 illustrates an example system for reporting status of
a policy rule installation and/or related bearer modification.

FIG. 6 1llustrates an example system that facilitates deter-
minming a status of policy rule installation and/or related bearer
modification according to a timer.

FIG. 7 illustrates an example system that facilitates noti-
tying an application function of a policy rule installation
and/or bearer modification status.

FIG. 8 illustrates an example system for communicating a
rules behavior indicator.

FI1G. 9 1llustrates an example methodology that facilitates
utilizing modified or previous policy rules based on determin-
ing whether policy rule installation or related bearer modifi-
cation succeeded at a gateway.

FI1G. 10 1llustrates an example methodology for receiving a
credit control request (CCR) that specifies whether policy
rule installation and/or related bearer modification suc-
ceeded.

FIG. 11 1llustrates an example methodology that facilitates
transmitting a CCR to indicate whether policy rule 1nstalla-
tion and/or bearer modification succeeded.

FI1G. 12 illustrates an example methodology for transmit-
ting rules behavior indicators.

FIG. 13 illustrates an example system that facilitates
reverting to previous policy rules upon recerving an indica-
tion of failed policy rule mstallation and/or bearer modifica-
tion.

FI1G. 14 illustrates an example system that facilitates trans-
mitting a CCR to indicate whether rule installation and/or
bearer modification succeeded.

FIG. 151llustrates an example system for transmitting rules
behavior indicators.

FIG. 16 1s an illustration of a wireless communication
system 1n accordance with various aspects set forth herein.

FIG. 17 1s an 1illustration of an example wireless network
environment that can be employed 1n conjunction with the
various systems and methods described herein.

DETAILED DESCRIPTION

Various aspects are now described with reference to the
drawings. In the following description, for purposes of expla-
nation, numerous specific details are set forth 1 order to
provide a thorough understanding of one or more aspects. It
may be evident, however, that such aspect(s) may be practiced
without these specific details.

As described further herein, policy rules related to a device
or corresponding bearer can be updated to allow for modified
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policy and charging control (PCC), quality of service (QoS),
and/or the like. A policy and charging rules function (PCRF)
can provide modified rules to a gateway for enforcement
thereof and/or association with a specific bearer. Where the
gateway fails to properly istall the modified policy rules
and/or complete bearer modification 1n view of the rules, the
gateway can communicate such failure to the PCRF (as part of
a credit control request (CCR)/credit control answer (CCA)
exchange, 1n one example). Thus, the PCRF can utilize this
indication to determine whether to continue using the modi-
fied rules or revert to a previous version of policy rules.

In addition, the PCRF can notify an application function of
the failure, and the application function can accordingly per-
form an action 1n response to the failure (e.g., tear down the
session, continue at a suboptimal QoS, revert to previous
services, and/or the like). Moreover, for example, the appli-
cation can specily an action to be taken by the PCRF where
installation of the modified rules fails. The PCRF can pass the
specified action to the gateway as well, for example.

As used 1n this application, the terms “component,” “mod-
” “system” and the like are mtended to include a com-

ule,
puter-related entity, such as but not limited to hardware, firm-
ware, a combination of hardware and software, software, or
software 1n execution. For example, a component may be, but
1s not limited to being, a process running on a processor, a
processor, an object, an executable, a thread of execution, a
program, and/or a computer. By way of illustration, both an
application running on a computing device and the comput-
ing device can be a component. One or more components can
reside within a process and/or thread of execution and a
component may be localized on one computer and/or distrib-
uted between two or more computers. In addition, these com-
ponents can execute from various computer readable media
having various data structures stored thereon. The compo-
nents may communicate by way of local and/or remote pro-
cesses such as in accordance with a signal having one or more
data packets, such as data from one component interacting
with another component 1n a local system, distributed system,
and/or across a network such as the Internet with other sys-
tems by way of the signal.

Furthermore, various aspects are described herein 1n con-
nection with a terminal, which can be a wired terminal or a
wireless terminal. A terminal can also be called a system,
device, subscriber unit, subscriber station, mobile station,
mobile, mobile device, remote station, remote terminal,
access terminal, user terminal, terminal, communication
device, user agent, user device, or user equipment (UE). A
wireless terminal may be a cellular telephone, a satellite
phone, a cordless telephone, a Session Initiation Protocol
(SIP) phone, a wireless local loop (WLL) station, a personal
digital assistant (PDA), a handheld device having wireless
connection capability, a computing device, or other process-
ing devices connected to a wireless modem. Moreover, vari-
ous aspects are described herein 1n connection with a base
station. A base station may be utilized for communicating
with wireless terminal(s) and may also be retferred to as an
access point, a Node B, evolved Node B (eNB), or some other
terminology.

Moreover, the term “or” 1s intended to mean an inclusive
“or” rather than an exclusive “or.”” That 1s, unless specified
otherwise, or clear from the context, the phrase “X employs A
or B” 1s intended to mean any of the natural inclusive permu-
tations. That 1s, the phrase “X employs A or B” 1s satisfied by
any of the following instances: X employs A; X employs B; or
X employs both A and B. In addition, the articles “a” and “an”
as used 1n this application and the appended claims should
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generally be construed to mean “one or more” unless speci-
fied otherwise or clear from the context to be directed to a
singular form.

The techniques described herein may be used for various
wireless communication systems such as CDMA, TDMA,
FDMA, OFDMA, SC-FDMA and other systems. The terms
“system” and “network” are often used interchangeably. A

CDMA system may implement a radio technology such as

Universal Terrestrial Radio Access (UTRA), cdma2000, etc.
UTRA 1ncludes Wideband-CDMA (W-CDMA) and other
variants of CDMA. Further, cdma2000 covers IS-2000, IS-95
and IS-856 standards. A TDMA system may implement a
radio technology such as Global System for Mobile Commu-
nications (GSM). An OFDMA system may implement a radio
technology such as Evolved UTRA (E-UTRA), Ultra Mobile
Broadband (UMB), IEEE 802.11 (Wi-F1), IEEE 802.16
(WiMAX), IEEE 802.20, Flash-OFDM®, etc. UTRA and
E-UTRA are part of Universal Mobile Telecommumcatlon
System (UMTS). 3GPP Long Term Evolution (LTE) 1s a
release of UMTS that uses E-UTRA, which employs
OFDMA on the downlink and SC-FDMA on the uplink.
UTRA, E-UTRA, UMTS, LTE and GSM are described 1n
documents from an organization named “3rd Generation
Partnership Project” (3GPP). Additionally, cdma2000 and
UMB are described in documents from an orgamization
named “3rd Generation Partnership Project 2 (3GPP2). Fur-
ther, such wireless communication systems may additionally
include peer-to-peer (e.g., mobile-to-mobile) ad hoc network
systems often using unpaired unlicensed spectrums, 802.xx
wireless LAN, BLUETOOTH and any other short- or long-
range, wireless communication techniques.

Various aspects or features will be presented 1n terms of
systems that may include a number of devices, components,
modules, and the like. It 1s to be understood and appreciated
that the various systems may include additional devices, com-
ponents, modules, etc. and/or may not include all of the
devices, components, modules etc. discussed in connection
with the figures. A combination of these approaches may also
be used.

Referring to FIG. 1, 1llustrated 1s a wireless communica-
tion system 100 for implementing and enforcing PCC, QoS,
and/or similar policy rules for a device 1n a wireless network.
System 100 includes a PCRF 102 that generates or otherwise
receives policy rules (e.g., PCC, QoS, or similar rules) related
to a device 1n the network or a corresponding bearer estab-
lished between the device and the network. System 100 also
includes a gateway 104 that facilitates forwarding communi-
cations from a device 106 to one or more components of a
wireless network (e.g., a serving gateway (SGW), packet data
network (PDN) gateway (PGW), and/or the like in LTE, etc.).
It 1s to be appreciated that additional components can be
present 1n system 100 to facilitate communication among,
PCRF 102, gateway 104, and device 106. For example, device
106 can be a wireless device, UE, etc. that communicates
directly with an access point, eNB, etc. to recetve access to
gateway 104 (e.g., through one or more additional access
points or relay nodes, one or more additional gateways, one or
more additional UEs 1n peer-to-peer mode, and/or the like). In
another example device 106 can be an access point, relay
node, or other device. In addition, 1t 1s to be appreciated that
there can be multiple gateways or other components between
gateway 104 and PCRF 102.

According to an example, PCRF 102 can be implemented
within an internet protocol (IP) multimedia subsystem (IMS)
or similar component of a wireless network and can define
policies for the IMS or other backend components of the
wireless network to control access from one or more devices.
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For example, device 106 can establish communications with
gateway 104 and PCRF 102 by establishing one or more
bearers 1n the wireless network over which data can be com-
municated from the wireless network to device 106. PCRF
102 can assign policy rules to the bearer that associate sub-
scriber- or data-specific information of device 106 with the

bearer, such as charging (e.g., per minute, per kilobyte, etc.),
resource restrictions or allowances (e.g., related to the sub-
scriber and/or type of data requested), and/or the like.

In one example, gateway 104 can implement a policy
charging and enforcement function (PCEF), that can assist 1n
enforcing the policy rules over the bearer related to device
106, a bearer binding and event reporting function (BBERF)
that can modily the bearer of device 106 according to the
policy rules, and/or the like. It 1s to be appreciated that device
106 can have multiple bearers 1n the wireless network man-
aged by gateway 104 or one or more disparate components,
and PCRF 102 can associate a set of policy rules with each
bearer, which gateway 104 utilizes at least 1n part to manage
the multiple bearers.

In an example, PCRF 102 can modify policy rules for one
or more bearers related to device 106. For example, this can
be based at least 1n part on a resource modification procedure
initiated by device 106 (e.g., modifying a bearer to be a voice
bearer for voice calls rather than for receiving data). Gateway
104 can receive a related request from device 106 and can
forward the request to PCRF 102. Where PCRF 102 autho-
rizes the request, 1t can determine to modily policy rules
related to the bearer. PCRF 102, for example, can update
policy rules related to the bearer and can provide the modified
policy rules or related information to gateway 104. This can
be referred to a pull mode of requesting new policy rules from
PCRF 102 from gateway 104. In this example, gateway 104
can 1nstall and/or correlate the modified policy rules with the
bearer (e.g., using the PCEF, BBEREF, etc.) related to device
106, and can enforce the policy rules for communications
from device 106. In one example, however, gateway 104 can
fail to install the modified policy rules and/or complete a
related bearer modification procedure. In this case, gateway
104 can notity PCRF 102 of the failure, and PCRF can revert
to a previous version of the PCC, QoS, and/or other policy
rules, 1n one example.

In one example, gateway 104 can transmit a message to
PCRF 102 to notity of the failed policy rule installation and/or
bearer modification. In this regard, PCRF 102, upon recerving
the message, can revert to the previous version of the policy
rules. For example, gateway 104 can also notily PCRF 102 of
successiul policy rule installation and/or bearer modification,
in which case PCRF 102 can continue to utilize the modified
policy rules. In another example, PCRF 102 can initialize a
timer upon providing the modified policy rules to gateway
104. Where gateway 104 does not send a failure message to
PCRF 102 before expiration of the timer, PCRF 102 can
continue to utilize the modified rules. Similarly, in another
example, PCRF 102 can utilize the timer to indicate failed
policy rule install and/or bearer modification, such that where
PCRF 102 does not receive a message from gateway 104
indicating successtul policy rule installation and/or bearer
modification, PCRF 102 can revert to the previous policy
rules. In another example, PCRF 102 can update policy rules
based at least in part on information received from an appli-
cation function related to the bearer. In this example, PCRF
102 can provide the policy rules to gateway 104, which can be
referred to as a push mode, and can report failure and/or
success of policy rule installation and/or bearer modification
received from gateway 104 to the application function.
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Turning to FIG. 2, illustrated 1s an example wireless com-
munications network 200 that handles failure 1n PCC, QoS,
and/or similar rule updating. Network 200 can include a
PCRF 102 that implements policy control for a device 106 or
a related bearer, and a gateway 104 that facilitates communi-
cations between device 106 and PCRF 102, enforce the policy
control, and/or the like, as described. Additionally, as
described, gateway 104 can be a SGW, PGW, or other gate-
way 1n a wireless network. Moreover, device 106 can be a
wireless device, such as a UE, an access point, relay node, or
other device, as described, that communicates 1n a wireless
network and 1s authorized or authenticated via PCRF 102.

PCRF 102 can comprise a rules updating component 202
that generates or otherwise receives a set of modified policy
rules related to a device in the wireless network and/or a
bearer thereol, and a rules provisioning component 204 that
provides the modified policy rules to a gateway with which
the device communicates. PCRF 102 can additionally com-
prise a modilying status receiving component 206 that
obtains at least an indication of whether the gateway success-
tully installed the modified policy rules and/or completed a
related bearer modification, and a rules reverting component
208 that updates policy rules to a previous version where the
gateway indicates failure for installing the modified policy
rules and/or completing the related bearer modification.

Gateway 104, for example, comprises a rules receiving
component 210 that obtains a set of modified policy rules
from a PCREF, and a rule modifying component 212 that
installs the set of modified policy rules for a device and/or a
related bearer. Gateway 104 can also comprise a bearer modi-
tying component 214 that performs a bearer modification,
which can be requested from the device, and a modifying
status communicating component 216 that can report a status
of mstalling the modified policy rules and/or modifying the
bearer to the PCRF.

According to an example, as described, PCRF 102 can
define or otherwise receive policy rules (e.g., PCC, QQoS, or
similar rules) for a bearer established in the wireless network
tor device 106 communications, and gateway 104 can enforce
the policy rules for the bearer. Rules updating component 202
can modily the policy rules related to the bearer. In one
example, as described, device 106 can initiate a resource
modification procedure for the bearer or another resource
with gateway 104, which can forward the request to PCRF
102. In this example, where PCRF 102 authorizes the request,
rules updating component 202 can modily the policy rules
based at least 1n part on the request to handle and/or appro-
priately 1nstitute policies for data sent over the bearer. For
example, rules updating component 202 can define rules for a
higher QoS to facilitate allocating more resources to the
bearer, define additional charging policies, and/or the like.
Moreover, for example, rules provisioning component 204
can transmit the modified policy rules to gateway 104.

In an example, bearer modilying component 214 can 1ni-
tiate bearer modification for device 106 upon receiving the
modified policy rules from PCRF 102 (e.g., in LTE), upon
receiving an authorization for bearer modification from
PCRF 102 (e.g., 1n evolved high rate packet data (cHRPD)),
ctc. In either case, for example, rules recerving component
210 can obtain the modified policy rules relating to the bearer,
as described, and rules modilying component 212 can attempt
to mstall or correlate the modified policy rules for the bearer
of device 106. In one example, rules modilying component
212 can fail to properly install the modified policy rules.
Thus, bearer modifying component 214 can also fail to com-
plete the bearer modification procedure. It 1s to be appreci-
ated, 1n another example, that bearer moditying component
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314 can fail to complete the bearer modification procedure for
another reason. In either case, modifying status communicat-
ing component 216 can indicate to PCRF 102 that the policy
rules were not properly installed by gateway 104 and/or the
bearer modification procedure was not completed, and gate-
way 104 can continue using the previous version of the policy
rules. Modilying status recerving component 206 can obtain
the indication, and rules reverting component 208 can update
the policy rules to the previous version for the bearer of device
106. In this regard, gateway 104 can continue enforcing the
previous version of the rules over the bearer.

Thus, in one example, upon recerving a bearer modification
request from device 106, gateway can transmit a CCR to
PCRF 102 to mitiate bearer modification. Rules updating
component 202 can generate or otherwise recerve a set of
policy rules for the bearer, and rules provisioning component
204 can transmit the new policy rules or related information
to gateway 104 1n a CCA. Moreover, rules reverting compo-
nent 208 can store the previous version of the policy rules in
case 1nstall or bearer modification fails at gateway 104. In this
regard, for example, PCRF 102 and gateway 104 can
exchange another CCR/CCA to indicate whether the new
policy rules are successtully mstalled at gateway 104 or not
and/or whether the bearer modification completed success-
tully or not. For example, rules modifying component 212
can attempt to install the modified policy rules, and bearer
modifying component 214 can attempt to complete bearer
modification, as described.

In this example, modifying status communicating compo-
nent 216, 1n one example, can transmit a CCR to PCRF 102
following the policy rules operation indicating status of the
modified policy rules 1nstallation and/or bearer modification.
Moditying status receiving component 206 can obtain the
indicated status. Where the status indicates that gateway 104
successiully installed the policy rules and/or completed
bearer modification, rules reverting component 208 can
delete the previous policy rules. Thus, PCRF 102 utilizes the
modified policy rules 1n for communications over the bearer
related to device 106. Where the status indicates that policy
rule 1nstallation and/or bearer modification failed at gateway
104, for example, rules reverting component 208 can revert
PCRF 102 to the previous version of the policy rules for
communications over the bearer related to device 106. It 1s to
be appreciated, in this example, that gateway 104 continues to
enforce the previous version of the policy rules since the new
policy rules failed to install (or the bearer modification
tailed). In either case, rules provisioming component 204 can
transmit a CCA acknowledging receipt of the status indica-
tion to gateway 104.

In another example, rules reverting component 208 does
not store the previous version of the policy rules upon rules
updating component 202 modifying the policy rules used by
PCRF 102. In this example, where policy rules installation or
bearer modification fails at gateway 104, modilying status
communicating component 216 can include the previous ver-
sion of the policy rules with the indicated failure status to
PCRF 102. Moditying status receiving component 206 can
obtain the failure status and the previous version of the policy
rules, and rules reverting component 208 can update the
policy rules at PCRF 102 to the previous version.

In yet another example, whether or not rules reverting
component 208 stores the previous version of the policy rules
when rules updating component 202 modifies the policy rules
of PCRF 102, rules reverting component 208 can additionally
initialize a timer (e.g., once rules updating component 202
modifies the policy rules used by PCRF 102 for the bearer,
once rules provisioning component 204 transmits the modi-
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fied policy rules to gateway 104, etc.). In this regard, where
policy rules installation and/or bearer modification fail at
gateway 104, as described, modifying status communicating
component 216 can transmit the CCR to PCRF 102. Modity-
ing status recerving component 206 can obtain the CCR and
interpret as failure at gateway 104 (regardless of the contents
of the CCR, 1n one example), and rules reverting component
208 can update the policy rules of PCRF 102 to the previous
version (whether stored or recerved 1n the CCR).

In this example, where gateway 104 successtully installs
the policy rules and/or successiully modifies the bearer, 1t
does notsend a CCR to PCRF 102. Therefore, where the timer
at rules reverting component 208 expires before modifying
status receiving component 206 recerves a CCR from gate-
way 104, rules reverting component 208 can assume the
policy rules are successiully installed and the bearer 1s suc-
cessiully modified at gateway 104. Thus, for example, 11 rules
reverting component 208 stored the previous version of the
policy rules, 1t can delete the policy rules. It 1s to be appreci-
ated that the timer can be utilized 1n the converse case as well,
such that gateway 104 transmits a CCR only on successiul
rule installation and/or bearer modification, and thus rules
reverting component 208 only reverts to the previous policy
rules where a CCR 1s recetved before expiration of the timer.
It 15 to be appreciated that rules reverting component 208 can
set the timer value based at least in part on a configured or
otherwise specified value, a value computed based on histori-
cal successiul policy rule installations and/or bearer modifi-
cations, etc.

Referring to FIG. 3, an example wireless communications
network 300 that notifies an application function of failure in
policy rule modification 1s shown. Network 300 can include a
PCRF 102 that implements policy control for a device (not
shown) or a bearer thereot, as described. Network 300 addi-
tionally includes an application function 302 that communi-
cates data over the bearer to the device through PCRF 102
(e.g., and/or a gateway or other core network node). Applica-
tion function 302, for example, can operate on a network
server or similar component to serve a number of devices, and
PCRF 102 can control policy, QoS, etc. for the application
function 302. In one example, application function 302 can
provide service imformation to the PCRF for implementing
PCC, QoS, or similar rules for a device or related bearer.

PCRF 102 can comprise a new service receiving compo-
nent 304 that obtains one or more new service parameters
from an application function related to communicating with a
device over a bearer in the wireless network, a rules updating
component 202 that modifies one or more policy rules at
PCRF 102 based at least in part on the one or more new
service parameters, and a rules provisioning component 204
that transmits the one or more modified PCC, QoS, or similar
policy rules to a gateway (not shown), which can implement
a PCEF and/or BBEREF, for enforcing the policy rules and/or
modifying the bearer according to the policy rules. PCRF 102
can also comprise a modifying status receiving component
206 that obtains an indication of whether policy rule instal-
lation and/or bearer modification succeeded at the gateway, as
described, a modifying status communicating component
306 that communicates the indication to the application func-
tion, and a rules reverting component 208 that updates the one
or more PCC, QoS, or similar policy rules to a previous
version where the indication specifies that policy rule 1nstal-
lation and/or bearer modification failed at the gateway.

Application function 302 comprises, for example, a new
service provisioning component 308 that can provide one or
more new service parameters to a PCRF or other core com-
ponent of a wireless network, and a modilying status receiv-
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ing component 310 that can obtain an indication from the
PCRF of whether policy rules were properly installed at the
PCREF, and/or related nodes, that correspond to the one or
more new service parameters.

According to an example, application function 302 can
generate new service parameters related to a device. For
example, the device can request additional or modified ser-
vices from the application function (e.g., requesting stream-
ing video from an application that previous streamed audio to
the device, etc.). Application function 302, 1n this example,
can create one or more new service parameters related to a
bearer over which it communications to device based at least
in part on the request. New service provisioning component
308 can transmit the one or more new service parameters to
PCRF 102. The new service parameters, for example, can
relate to additional resources or QoS required for the bearer,
policies for charging the device for the requested services,
and/or the like. New service recerving component 304 can
obtain the one or more new service parameters. In an
example, new service receiving component 304 can acknowl-
edge receipt of the one or more new service parameters to
application function 302.

In this example, rules updating component 202 can gener-
ate a set of modified policy rules (e.g., PCC, QoS, or similar
rules) based at least 1n part on the one or more new service
parameters. For example, modified policy rules can be
defined to allow for sufficient QoS for the requested services.
Rules provisioning component 204, as described, can provide
the set of modified policy rules to a gateway or other compo-
nent that implements an enforcement function, such as a
PCEF, a bearer managing function, such as a BBERF, etc.
Moreover, as described, modifying status recerving compo-
nent 206 can obtain an indication of whether the set of modi-
fied policy rules were successiully installed at the gateway,
whether the bearer related to the device was successtully
modified 1n view of the set of modified policy rules, and/or the
like. Where the indication specifies that policy rule installa-
tion and/or bearer modification failed at the gateway (and thus
the gateway can utilize the old policy rules instead), as
described, rules reverting component 208 can update the
policy rules at PCRF 102 to the previous version of the policy
rules (which can have been stored at rules reverting compo-
nent 208 or received 1n the indication, as described).

Furthermore, 1n this example, modifying status communi-
cating component 306 can notify application function 302 of
the failure 1n utilizing the set of modified policy rules related
to the one or more new service parameters. Modifying status
receiving component 310 can obtain the notification from
PCRF 102, and application function 302 can take action
according to the notification. For example, where application
function 302 stores the previous service information and/or
uses a pre-condition type mechanism, i1t can utilize the previ-
ous service nformation upon receiving the notification.
Where no pre-condition type mechanism 1s used, for
example, application function 302 can tear down the commu-
nication session with the device, continue with the new ser-
vice information using suboptimal QoS, and/or the like. In
another example, 1t 1s to be appreciated that modilying status
communicating component 306 can also notify application
function 302 of successiul policy rules install and/or bearer
modification (e.g., whether 1t recerves such 1ndication from
the gateway or infers such based on not recerving an indica-
tion to the contrary, as described).

Turming now to FIG. 4, depicted 1s an example wireless
communications network 400 that communicates a rules
behavior indicator related to failure 1n policy rule mstallation
and/or related bearer modification. Network 400 can include
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a PCRF 102 that implements policy control for a device (not
shown) or a bearer thereof, as described. Network 400 addi-
tionally includes an application function 302 that communi-
cates data over the bearer to the device through PCRF 102 and
gateway 104, as described. Application function 302, for
example, can serve a number of devices, and PCRF 102 can
control policy, QoS, etc. for the application function 302.
Gateway 104 can enforce policy control over the bearer and/
or can handle bearer establishment and modification based on

policy rules recerved from PCRF 102. In one example, appli-
cation function 302 can provide service information to the
PCRF 102 for implementing the policy rules for a device or
related bearer.

PCRF 102 can comprise a rules behavior receiving com-
ponent 402 that can obtain an indication of whether to release
or utilize previous policy rules (e.g., PCC, QoS, or similar
rules) if installation of a set of modified policy rules or related
bearer modification fails at a gateway, and a rules behavior
specilying component 404 that forwards or communicates a
similar indication to the gateway. PCRF 102 additionally
comprises a rules reverting component 208 that can update
PCRF 102 to a previous version of the policy rules upon
receiving a notification of policy rule installation failure or
bearer modification failure from the gateway, and a rules
removing component 406 that can release the previous ver-
sion of the policy rules.

Application function 302 can include a rules behavior
specifying component 408 that indicate whether to release or
utilize a previous version of a set of policy rules to a PCRF.
Gateway 104 comprises, for example, a rules behavior receiv-
ing component 410 that obtains an indication of whether to
release or utilize previous policy rules if installation of a setof
modified policy rules or related bearer modification fails at
the gateway 104, a rules reverting component 412 that
enforces a previous version of policy rules, and a rules remov-
ing component 414 that can release the previous version of
policy rules.

According to an example, as described, application func-
tion 302 can implement new service information based at
least in part on a requested service addition, modification, etc.
from a device. In addition, rules behavior specitying compo-
nent 408 can provide an indication to PCRF 102 of the
expected behavior 1f policy rules cannot be installed (e.g.,
and/or the bearer cannot be successtully modified) to accom-
modate the new service information. For example, the 1ndi-
cation can specily whether to utilize or release a previous
version o the policy rules 11 installation of the policy rules or
a related bearer modification fails. Rules behavior specitying
component 408 can provide the indication to PCRF 102 with
new service information, upon initially connecting thereto, as
a separate message, and/or the like. In any case, rules behav-
1or recerving component 402 can obtain the indication.

For example, the rules behavior indicator can specily to
utilize the previous version of the policy rules upon modified
policy rule installation and/or related bearer modification
failure. Thus, for example, where gateway 104 reports that
installation of a set of modified policy rules or a related bearer
modification failed, as described above, rules reverting com-
ponent 208 can update PCRF 102 to the previous version of
the policy rules. In addition, as described above, PCRF 102
can notily application function 302 of the failure. In another
example, rules removing component 406 can release the pre-
vious version of the policy rules upon receiving failure from
gateway 104 where the rules behavior indicator specifies to
do so. In this regard, PCRF 102 can perform substantially any
other action indicated by the rules behavior indicator.
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Moreover, rules behavior specitying component 404 can
forward or transmit the rules behavior indicator, or a similar
indication, to gateway 104. This can be sent with a set of
modified rules, 1n one example, as described above. Rules
behavior recerving component 410 can obtain the indication.
Similarly, where the indication specifies to revert to a previ-
ous version of the policy rules upon failure of 1nstallation or
related bearer modification and gateway 104 fails to success-
fully install a set of modified policy rules or modily the
bearer, rules reverting component 412 can continue using the
previous version of the policy rules. In addition, gateway 104
can notity PCRF 102 of the failure, and rules reverting com-
ponent 406 can similarly revert to the previous version of
policy rules, etc. Where the indication specifies to release the
previous version of the policy rules 1n the case of failure, rules
removing component 414 can deactivate the previous version
of the policy rules and release resources related thereto, for
example.

Referring to FIG. 5, an example wireless communication
system 500 1s 1llustrated that facilitates handling failure 1n
updating policy rules between a PCRF and PCEF/BBERF.
System 500 includes a UE 502 that can communicate with an
application function 302 through a plurality of network
nodes. For example, UE 502 can connect to a core wireless
network via one or more eNBs, as described above, which can
facilitate access to one or more core network components,
such as a gateway that implements PCEF/BBERF 504, etc.,
over one or more bearers 1n the core wireless network. In
addition, system 500 includes a PCRF 102 that can define
policy rules (e.g., PCC, QoS, and/or other rules) for commu-
nicating over the bearer; PCEF 504 can enforce the policy
rules. Moreover, BBERF 504 can manage the core network
bearer for UE 502.

According to an example, UE 502 can 1mitiate a resource
modification 506 by transmitting a request to PCEF/BBERF
504, which can include a requested service or modification to
the bearer, a desired QoS, and/or the like. PCEF/BBERF 504
can notily the PCRF 102 of the request by transmitting a CCR
with the modification request 508 thereto. PCRF 102 can
derive a set of updated policy rules and can store the old policy
rules at 510, as described. In addition, PCRF 102 can transmait
the updated policy rules in a CCA 512 to PCEF/BBERF 504.
PCEF 504 can attempt to nstall the updated policy rules, and
BBERF 504 can attempt to complete bearer modification 1n
view ol the updated policy rules. Updating the policy rules
can succeed, as shown at 514, 1n one example, and PCEF/
BBERF 504 can notify PCRF 102 of successtul policy rules
update by transmitting a CCR 516 to acknowledge. In this
example, PCRF 102 can release the old policy rules 518 1f
previously stored. PCRF 102 can additionally acknowledge
receiving the CCR by transmitting CCA 520 to PCEF/
BBERF 504.

Updating the policy rules (or a different set of policy rules)
can fail and the old policy rules can be kept, as shown at 522.
In this example, PCEF/BBERF 504 can transmit a CCR 1ndi-
cating error and/or the old set of policy rules 524 to PCRF
102. PCRF 102 can revert to the old policy rules 526, whether
by obtaining the stored policy rules orrecerving the old policy
rules 1n the CCR 524, as described. PCRF 102 can acknowl-
edge recerving CCR 524 by transmitting CCA 528 to PCEF/
BBERF 504, as described.

Referring to FIG. 6, an example wireless communication
system 600 1s 1llustrated that facilitates handling failure in
updating policy rules based on a timer. System 600 includes a
UE 502 that can communicate with an application function
302 through a plurality of network nodes. For example, as
described, UE 502 can connect to a core wireless network via
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one or more eNBs, as described above, which can facilitate
access to one or more core network components, such as a
gateway that implements PCEF/BBERF 504, etc., over one or
more bearers in the core wireless network. In addition, as
described, system 600 includes a PCRF 102 that can define 5
policy rules (e.g., PCC, QoS, and/or other rules) for commu-
nicating over the bearer; PCEF 3504 can enforce the policy
rules. Moreover, BBERF 504 can manage the core network
bearer for UE 502.

According to an example, UE 502 can initiate a resource 10
modification 506 by transmitting a request to PCEF/BBERF
504, which can include a requested service or modification to
the bearer, a desired QoS, and/or the like. PCEF/BBERF 504
can notity the PCRF 102 of the request by transmitting a CCR
with the modification request 508 thereto. PCRF 102 can 15
derive a set of updated policy rules, store the old policy rules
at 602, as described, and/or start a timer related to determin-
ing whether PCC, QoS, and/or other policy rule installation or
related bearer modification succeeds. PCRF 102 can transmit
the updated policy rules mna CCA 512 to PCEF/BBERF 504. 20
PCEF 504 can attempt to 1nstall the updated policy rules, and
BBERF 504 can attempt to complete bearer modification 1n
view ol the updated policy rules. Updating the policy rules
can succeed, as shown at 514, 1n one example, and PCEF/
BBERF 504 can do nothing as far as notifying PCRF 102, in 25
this case. The timer can expire 604, and PCRF 102 can
assume policy rule 1nstallation and/or related bearer modifi-
cation succeeded at PCEF/BBERF 504.

Updating the policy rules (or a different set of policy rules)
can fail and the old policy rules can be kept, as shown at 522. 30
In this example, PCEF/BBERF 504 can transmit a CCR 1ndi-
cating error and/or the old set of policy rules 524 to PCRF
102. PCRF 102 can stop the timer and revert to the old policy
rules 606, whether by obtaining the stored policy rules or
receiving the old policy rules 1n the CCR 524, as described. 35
PCRF 528 can acknowledge receiving CCR 524 by transmiut-
ting CCA 528 to PCEF/BBERF 504, as described.

Referring to FIG. 7, an example wireless communication
system 700 1s 1llustrated that facilitates handling failure in
updating policy rules pushed from a PCRF to a PCEF/ 40
BBEREF. System 700 includes a UE 502 that can communi-
cate with an application function 302 through a plurality of
network nodes. For example, as described, UE 502 can con-
nect to a core wireless network via one or more eNBs, as
described above, which can facilitate access to one or more 45
core network components, such as a gateway that implements
PCEEF/BBEREF 504, etc., over one or more bearers 1n the core
wireless network. In addition, system 700 1ncludes a PCRF
102 that can define policy rules (e.g., PCC, QoS, and/or other
rules) for communicating over the bearer, as described; PCEF 50
504 can enforce the policy rules. Moreover, BBERF 504 can
manage the core network bearer for UE 502.

According to an example, UE 502 can negotiate new ser-
vice mformation 702 with application function 302. As
described, for example, UE 502 can request additional or 55
modified services from application function 302. Application
function 302 can, 1n response for example, transmit an
authentication and authorization request (AAR ) including the
new service information 704 to PCRF 102. PCRF 102 can
authorize the new service information 706, and transmit an 60
authentication and authorization answer (AAA) 708 to appli-
cation function 302 to acknowledge authorization of the new
service mnformation. PCRF 102 can then derive updated
policy rules based on the new service information and store
the old policy rules 710. PCRF 102 can transmit a re-autho- 65
rizationrequest (RAR) including the updated policy rules 712
to PCEF/BBERF 504.
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As described above, PCEF/BBERF 504 can succeed or fail
in installing the updated policy rules and/or completing
bearer modification 1 view of the updated policy rules.
Updating policy rules can succeed, as shown at 714, and
PCEF/BBERF 504 can transmit a re-authorization answer
(RAA) indicating success 716 to PCRF 102. PCRF 102 can
release the old policy rules 718, 11 stored. Updating policy
rules can alternatively fail and the old policy rules are kept, as
shown at 720. In this example, PCEF/BBERF 504 can trans-
mit an RAA reporting error 722 to PCRF 102. For example,
the RAA 722 can indicate that the policy rule installation
and/or bearer modification failed. PCRF 102 canrevert to old
policy rules 724, 1n this case, and can transmit a RAR 1ndi-
cating error 726 to application function 302. Application
function 302 can acknowledge receiving the RAR 726 with
an RAA 728. Application function 302 can perform one or
more actions based on recerving the indicated error, such as
tear down the session, continue at suboptimal QoS, revert
back to previous service information, and/or the like, as
described.

Referring to FIG. 8, an example wireless communication
system 800 1s 1llustrated that facilitates handling failure 1n
updating policy rules pushed from a PCRF to a PCEF/
BBERF. System 800 includes a UE 502 that can communi-
cate with an application function 302 through a plurality of
network nodes. For example, as described, UE 502 can con-
nect to a core wireless network via one or more eNBs, as
described above, which can facilitate access to one or more
core network components, such as a gateway that implements
PCEF/BBERF 504, etc., over one or more bearers 1n the core
wireless network. In addition, system 800 includes a PCRF
102 that can define policy rules (e.g., PCC, QoS, and/or other
rules) for communicating over the bearer, as described; PCEF
504 can enforce the policy rules. Moreover, BBERF 504 can
manage the core network bearer for UE 502.

According to an example, UE 302 can negotiate new ser-
vice mformation 702 with application function 302. As
described, for example, UE 502 can request additional or
modified services from application function 302. Application
function 302 can, 1n response for example, transmit an AAR
including the new service information and a rules behavior
indicator 802 to PCRF 102. The rules behavior indicator can
relate to action at the PCRF 102 expected by application
function 302 1t updating policy rules to comply with the new
service mnformation fails. PCRF 102 can authorize the new
service mformation 706, and transmit an AAA 708 to appli-
cation function 302 to acknowledge authorization of the new
service information. PCRF 102 can then derive updated
policy rules based on the new service information and store
the old policy rules or not depending on the rule behavior
indication 804. PCRF 102 can transmit a RAR including the
updated policy rules and/or rules behavior indicator 806 to
PCEF/BBERF 504.

As described above, PCEF/BBERF 504 can succeed or fail
in installing the updated policy rules and/or completing
bearer modification 1 view of the updated policy rules.
Updating policy rules can succeed, as shown at 714, and
PCEF/BBERF 504 can transmit a RAA indicating success
716 to PCRF 102. PCRF 102 can release the old policy rules
808, if stored, depending on the rules behavior indicator.
Updating policy rules can alternatively fail and the old policy
rules are kept based on the rules behavior indicator, as shown
at 810. For example, 1f the rules behavior indicator specifies to
store the old policy rules in the case of error, then PCEEF/
BBERF 504 can do so. In this example, PCEF/BBERF 504
can transmit an RAA reporting error 722 to PCRF 102. For
example, the RAA 722 can indicate that the policy rule instal-




US 8,972,553 B2

17

lation and/or bearer modification failed. PCRF 102 can revert
to old policy rules or release the old policy rules depending on
the rules behavior indicator 812, 1n this case, and can transmit
a RAR indicating error 726 to application function 302.
Application function 302 can acknowledge receiwving the
RAR 726 with an RAA 728. Thus, in this example, PCRF 102
and PCEF/BBERF 504 behave as requested by application
function 302 1n the case of unsuccessiul policy rule installa-
tion and/or related bearer modification.

Referring to FIGS. 9-12, example methodologies relating
to handling failure 1n policy rule installation are 1llustrated.
While, for purposes of simplicity of explanation, the meth-
odologies are shown and described as a series of acts, 1t 1s to
be understood and appreciated that the methodologies are not
limited by the order of acts, as some acts may, 1n accordance
with one or more embodiments, occur 1n different orders
and/or concurrently with other acts from that shown and
described herein. For example, those skilled in the art will
understand and appreciate that a methodology could alterna-
tively be represented as a series of interrelated states or
events, such as 1n a state diagram. Moreover, not all 1llustrated
acts may be required to implement a methodology 1n accor-
dance with one or more embodiments.

Turning to FIG. 9, an example methodology 900 15 dis-
played that facilitates utilizing policy rules based on whether
installation of modified policy rules or completion of a related
bearer modification procedure 1s successiul at a gateway. At
902, one or more modified policy rules can be provided to a
gateway based at least 1n part on a bearer modification pro-
cedure. For example, the bearer modification procedure can
be mitiated by a device requesting additional services for a
related bearer, an application function providing new service
information for the device or the related bearer, and/or the
like, as described. In addition, the policy rules can modify a
previous version of the rules to allow additional resources, to
modily charging rules, and/or the like. At 904, it can be
determined whether the gateway successiully completes the
bearer modification procedure installing the one or more
modified policy rules. For example, this can include recerving,
an indication (e.g., in a CCR) from the gateway that indicates
whether or not the bearer modification successiully com-
pleted, which can be based on a timer or otherwise, as
described. At 906, the one or more modified policy rules or
one or more previous policy rules can be utilized based at least
in part on determining whether the gateway successiully
completes the bearer modification procedure. For example,
where the gateway does not successtully complete the bearer
modification procedure, the one or more previous policy rules
can be utilized. In one example, as described, the one or more
previously policy rules can be stored upon providing the one
or more modified policy rules and/or the gateway can include
the one or more previous policy rules 1n the indication, if so
provided.

Referring to FIG. 10, 1llustrated 1s an example methodol-
ogy 1000 that uses CCR/CCA exchange to communicate
failure and/or success of modified rules installation and/or a
related bearer modification procedure. At 1002, a CCR
including a request for rule modification from a PCEF/
BBERF can be received. At 1004, modified rules can be
transmitted to the PCEF/BBERF 1n a corresponding CCA. At
1006, a disparate CCR can be recerved comprising an indi-
cation of whether the one or more modified rules are success-
tully installed and/or whether bearer modification success-
tully completed. Thus, as described, the disparate CCR can
include an indication of failure or success, can be evaluated to
determine whether 1t 1s recerved betfore expiration of a timer,

and/or the like to determine whether the PCEF/BBERF suc-
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cessiully installed the rules and/or completed the related
bearer modification procedure.

Turming now to FIG. 11, an example methodology 1100
that facilitates indicating failure and/or success of policy rules
installation 1s illustrated. At 1100, one or more modified
policy rules can be recerved from a PCRF based atleast in part
on a bearer modification procedure. In one example, rule
modification can be requested as part of the procedure,
request from an application function to the PCRF to accom-
modate new services for a device, and/or the like. At 1104,
installing the one or more modified policy rules can be
attempted as part of the bearer modification procedure. At
1106, a CCR can be transmitted to the PCRF 1ndicating
whether the bearer modification procedure successiully com-
pleted. For example, this can include an indication of whether
the rules are successtully mstalled. In this regard, PCRF can
take appropriate action based at least 1n part on the indication.
In addition, as described, a rules behavior indicator can be
received with the one or more modified rules, 1n one example,
and arelated action can be performed where installation of the
one or more modified policy rules and/or the bearer modifi-
cation procedure fails.

Referring to FIG. 12, an example methodology 1200 1s
depicted that facilitates providing a rules behavior indicator
with new service mformation to specity actions to take when
a bearer modification procedure fails. At 1202, a request for
additional or modified services can be received from a device.
At 1204, new service information can be generated for a
PCREF based at least 1n part on the request. As described, the
new service information can indicate additional resources
required for the new service, updated charging information,
etc. At 1206, the new service information can be transmitted
to the PCRF along with a rules behavior indicator. Thus, as
described, where a bearer modification procedure fails, the
PCRF can perform an action specified by the rules behavior
indicator, for example.

It will be appreciated that, 1n accordance with one or more
aspects described herein, inferences can be made regarding
determining whether rule installation or a related bearer
modification fails or succeeds, and/or the like, as described.
As used herein, the term to “infer” or “inference” refers
generally to the process of reasoning about or inferring states
of the system, environment, and/or user from a set of obser-
vations as captured via events and/or data. Inference can be
employed to identify a specific context or action, or can
generate a probability distribution over states, for example.
The 1inference can be probabilistic—that 1s, the computation
ol a probability distribution over states of interest based on a
consideration of data and events. Inference can also refer to
techniques employed for composing higher-level events from
a set of events and/or data. Such inference results 1n the
construction of new events or actions from a set of observed
events and/or stored event data, whether or not the events are
correlated 1n close temporal proximity, and whether the
events and data come from one or several event and data
sources.

With reference to FIG. 13, illustrated 1s a system 1300 that
reverts to previous policy rules where installation of modified
rules fails. For example, system 1300 can reside at least
partially within a base station, mobile device, etc. It 1s to be
appreciated that system 1300 1s represented as including
functional blocks, which can be functional blocks that repre-
sent functions implemented by a processor, software, or com-
bination thereol (e.g., firmware). System 1300 includes a
logical grouping 1302 of electrical components that can act 1n
conjunction. For mstance, logical grouping 1302 can include
an electrical component for providing one or more modified
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policy rules to a gateway based at least 1n part on a bearer
modification procedure 1304. For example, as described, the
bearer modification procedure can be initiated by the gateway
based at least 1n part on a request from a related device. In
another example, the modified policy rules can be provided to
the gateway based at least 1n part on new service information
received from an application function. Further, logical group-
ing 1302 can comprise an electrical component for determin-
ing whether the gateway successtully completes the bearer
modification procedure installing the one or more modified
policy rules 1306.

As described, for example, electrical component 1306 can
determine whether the gateway successiully completes the
bearer modification procedure based at least in part on receiv-
ing a CCR therefrom indicating status of the bearer modifi-
cation procedure and/or associated modified rule installation,
receiving such an indication before expiration of a timer,
and/or the like. Moreover, logical grouping 1302 can com-
prise an e¢lectrical component for reverting to one or more
previous policy rules 1308. As described, electrical compo-
nent 1308 can revert based at least 1n part on determining that
rule 1nstallation or the related bearer modification procedure
tailed at the gateway. Additionally, system 1300 can include a
memory 1310 that retains instructions for executing functions
associated with the electrical components 1304, 1306, and
1308. While shown as being external to memory 1310, 1t 1s to
be understood that one or more of the electrical components
1304, 1306, and 1308 can exist within memory 1310.

With reference to FIG. 14, illustrated 1s a system 1400 for
indicating a status of a modified rule installation and/or a
related bearer modification procedure to a PCRF. For
example, system 1400 can reside at least partially within a
base station, mobile device, etc. It 1s to be appreciated that
system 1400 1s represented as including functional blocks,
which can be functional blocks that represent functions
implemented by a processor, software, or combination
thereol (e.g., firmware). System 1400 includes a logical
grouping 1402 of electrical components that can act 1n con-
junction. For instance, logical grouping 1402 can include an
clectrical component for recerving one or more modified
policy rules from a PCRF based at least 1in part on a bearer
modification procedure 1404. For example, as described, the
bearer modification procedure can be 1nitiated based at least
in part on a request from a related device, based on receiving
new service information from an application function at the
PCREF, etc. Further, logical grouping 1402 can comprise an
clectrical component for attempting to 1nstall the one or more
modified policy rules as part of the bearer modification pro-
cedure 1406. Moreover, logical grouping 1402 can comprise
an electrical component for transmitting a CCR to the PCRF
to indicate whether the bearer modification procedure suc-
cessiully completed 1408. Additionally, system 1400 can
include a memory 1410 that retains instructions for executing
functions associated with the electrical components 1404,
1406, and 1408. While shown as being external to memory
1410, 1t 1s to be understood that one or more of the electrical
components 1404, 1406, and 1408 can exist within memory
1410.

With reference to FIG. 15, illustrated 1s a system 1500 that
provides a rules behavior indicator to a PCRF. For example,
system 1500 can reside at least partially within a base station,
mobile device, etc. It 1s to be appreciated that system 1500 1s
represented as including functional blocks, which can be
tfunctional blocks that represent functions implemented by a
processor, soltware, or combination thereof (e.g., firmware).
System 1500 includes a logical grouping 1502 of electrical
components that can act 1n conjunction. For instance, logical
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grouping 1502 can include an electrical component for trans-
mitting new service information to a PCRF based at least in
part on a request for additional or modified services from a
device 1504. For example, the new service information, as
described, can relate to additional resources required for new
or modified services, additional charging policies, and/or the
like, as described. Further, logical grouping 1502 can com-
prise an electrical component for transmitting a rules behav-
1ior indicator that specifies one or more actions to take if a
bearer modification procedure related to the new service fails
to the PCRF 1506. Thus, as described, the PCRF can utilize
this indicator to perform the specified behavior, transmait the
indicator to a PCEF/BBEREF, and/or the like. Additionally,
system 1500 can include a memory 1508 that retains instruc-
tions for executing functions associated with the electrical
components 1504 and 1506. While shown as being external to
memory 1508, 1t 1s to be understood that one or more of the
clectrical components 1504 and 1506 can exist within
memory 1508.

Referring now to FIG. 16, a wireless communication sys-
tem 1600 1s 1llustrated 1n accordance with various embodi-
ments presented herein. System 1600 comprises a base sta-
tion 1602 that can include multiple antenna groups. For
example, one antenna group can include antennas 1604 and
1606, another group can comprise antennas 1608 and 1610,
and an additional group can include antennas 1612 and 1614.
Two antennas are 1llustrated for each antenna group; however,
more or fewer antennas can be utilized for each group. Base
station 1602 can additionally include a transmitter chain and
a receiver chain, each of which can 1n turn comprise a plural-
ity of components associated with signal transmission and
reception (e.g., processors, modulators, multiplexers,
demodulators, demultiplexers, antennas, etc.), as will be

appreciated by one skilled 1n the art.

Base station 1602 can communicate with one or more
mobile devices such as mobile device 1616 and mobile device
1622; however, 1t 1s to be appreciated that base station 1602
can communicate with substantially any number of mobile
devices similar to mobile devices 1616 and 1622. Mobile
devices 1616 and 1622 can be, for example, cellular phones,
smart phones, laptops, handheld communication devices,
handheld computing devices, satellite radios, global position-
ing systems, PDAs, and/or any other suitable device for com-
municating over wireless communication system 1600. As
depicted, mobile device 1616 1s 1n communication with
antennas 1612 and 1614, where antennas 1612 and 1614
transmit information to mobile device 1616 over a forward
link 1618 and recerve information from mobile device 1616
over a reverse link 1620. Moreover, mobile device 1622 1s 1n
communication with antennas 1604 and 1606, where anten-
nas 1604 and 1606 transmit information to mobile device
1622 over a forward link 1624 and receive information from
mobile device 1622 over a reverse link 1626. In a frequency
division duplex (FDD) system, forward link 1618 can utilize
a different frequency band than that used by reverse link 1620,
and forward link 1624 can employ a different frequency band
than that employed by reverse link 1626, for example. Fur-
ther, 1n a time division duplex (TDD) system, forward link
1618 and reverse link 1620 can utilize a common frequency
band and forward link 1624 and reverse link 1626 can utilize
a common frequency band.

Each group of antennas and/or the area in which they are
designated to communicate can be referred to as a sector of
base station 1602. For example, antenna groups can be
designed to communicate to mobile devices 1n a sector of the
areas covered by base station 1602. In communication over
torward links 1618 and 1624, the transmitting antennas of
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base station 1602 can utilize beamforming to improve signal-
to-noise ratio of forward links 1618 and 1624 for mobile
devices 1616 and 1622. Also, while base station 1602 utilizes
beamforming to transmit to mobile devices 1616 and 1622
scattered randomly through an associated coverage, mobile
devices in neighboring cells can be subjectto less interference
as compared to a base station transmitting through a single
antenna to all 1ts mobile devices. Moreover, mobile devices
1616 and 1622 can communicate directly with one another
using a peer-to-peer or ad hoc technology as depicted.
According to an example, system 1600 can be a multiple-
input multiple-output (MIMO) communication system.

FIG. 17 shows an example wireless communication system
1700. The wireless communication system 1700 depicts one
base station 1710 and one mobile device 1750 for sake of
brevity. However, 1t 1s to be appreciated that system 1700 can
include more than one base station and/or more than one
mobile device, wherein additional base stations and/or
mobile devices can be substantially similar or different from
example base station 1710 and mobile device 1750 described
below. In addition, 1t 1s to be appreciated that base station
1710 and/or mobile device 1750 can employ the systems
(FIGS. 1-8 and 13-16) and/or methods (FIGS. 9-12)
described herein to facilitate wireless communication there
between.

At base station 1710, traffic data for a number of data
streams 1s provided from a data source 1712 to a transmit
(TX) data processor 1714. According to an example, each
data stream can be transmitted over a respective antenna. TX
data processor 1714 formats, codes, and interleaves the traflic
data stream based on a partlcular Codmg scheme selected for
that data stream to provide coded data.

The coded data for each data stream can be multiplexed
with pilot data using orthogonal frequency division multi-
plexing (OFDM) techniques. Additionally or alternatively,
the pilot symbols can be frequency division multiplexed
(FDM), time division multiplexed (TDM), or code division
multiplexed (CDM). The pilot data 1s typically a known data
pattern that 1s processed in a known manner and can be used
at mobile device 1750 to estimate channel response. The
multiplexed pilot and coded data for each data stream can be
modulated (e.g., symbol mapped) based on a particular
modulation scheme (e.g., binary phase-shiit keying (BPSK),
quadrature phase-shift keying (QPSK), M-phase-shiit keying
(M-PSK), M-quadrature amplitude modulation (M-QAM),
etc.) selected for that data stream to provide modulation sym-
bols. The data rate, coding, and modulation for each data
stream can be determined by instructions performed or pro-
vided by processor 1730.

The modulation symbols for the data streams can be pro-
vided to a TX MIMO processor 1720, which can further
process the modulation symbols (e.g., for OFDM). TX
MIMO processor 1720 then provides N'T modulation symbol
streams to N'T transmitters (ITMTR) 17224 through 1722¢. In
various embodiments, TX MIMO processor 1720 applies
beamforming weights to the symbols of the data streams and
to the antenna from which the symbol 1s being transmaitted.

Each transmitter 1722 recerves and processes a respective
symbol stream to provide one or more analog signals, and
turther conditions (e.g., amplifies, filters, and upconverts) the
analog signals to provide a modulated signal suitable for
transmission over the MIMO channel. Further, NT modulated
signals from transmitters 1722a through 1722¢ are transmit-
ted from N'T antennas 1724a through 1724¢, respectively.

At mobile device 1750, the transmitted modulated signals
are received by NR antennas 1752a through 17527 and the
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respective receiver (RCVR) 1754a through 1754r. Each
receiver 1754 conditions (e.g., filters, amplifies, and down-
converts) a respective signal, digitizes the conditioned signal
to provide samples, and further processes the samples to
provide a corresponding “received” symbol stream.

An RX dataprocessor 1760 can recerve and process the NR
received symbol streams from NR receivers 1754 based on a
particular recerver processing technique to provide NT
“detected” symbol streams. RX data processor 1760 can
demodulate, deinterleave, and decode each detected symbol
stream to recover the traflic data for the data stream. The
processing by RX data processor 1760 1s complementary to
that performed by TX MIMO processor 1720 and TX data
processor 1714 at base station 1710.

A processor 1770 can periodically determine which pre-
coding matrix to utilize as discussed above. Further, proces-
sor 1770 can formulate a reverse link message comprising a
matrix index portion and a rank value portion.

The reverse link message can comprise various types of
information regarding the communication link and/or the
received data stream. The reverse link message can be pro-
cessed by a TX data processor 1738, which also receives
traffic data for a number of data streams from a data source
1736, modulated by a modulator 1780, conditioned by trans-
mitters 1754a through 17547, and transmitted back to base
station 1710.

At base station 1710, the modulated signals from mobile
device 1750 are received by antennas 1724, conditioned by
receivers 1722, demodulated by a demodulator 1740, and
processed by a RX data processor 1742 to extract the reverse
link message transmitted by mobile device 1750. Further,
processor 1730 can process the extracted message to deter-
mine which precoding matrix to use for determining the
beamiorming weights.

Processors 1730 and 1770 can direct (e.g., control, coordi-
nate, manage, etc.) operation at base station 1710 and mobile
device 1750, respectively. Respective processors 1730 and
1770 can be associated with memory 1732 and 1772 that store
program codes and data. Processors 1730 and 1770 can also
perform computations to derive frequency and impulse
response estimates for the uplink and downlink, respectively.

The various 1llustrative logics, logical blocks, modules,
and circuits described 1n connection with the embodiments
disclosed herein may be implemented or performed with a
general purpose processor, a digital signal processor (DSP),
an application specific integrated circuit (ASIC), a field pro-
grammable gate array (FPGA) or other programmable logic
device, discrete gate or transistor logic, discrete hardware
components, or any combination thereof designed to perform
the fTunctions described herein. A general-purpose processor
may be a microprocessor, but, in the alternative, the processor
may be any conventional processor, controller, microcontrol-
ler, or state machine. A processor may also be implemented as
a combination of computing devices, e.g., a combination of a
DSP and a microprocessor, a plurality of microprocessors,
one or more microprocessors 1 conjunction with a DSP core,
or any other such configuration. Additionally, at least one
processor may comprise one or more modules operable to
perform one or more of the steps and/or actions described
above.

Further, the steps and/or actions of a method or algorithm
described in connection with the aspects disclosed herein
may be embodied directly 1n hardware, in a software module
executed by a processor, or 1n a combination of the two. A
soltware module may reside in RAM memory, flash memory,
ROM memory, EPROM memory, EEPROM memory, regis-
ters, a hard disk, a removable disk, a CD-ROM, or any other
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form of storage medium known in the art. An exemplary
storage medium may be coupled to the processor, such that
the processor can read mnformation from, and write informa-
tion to, the storage medium. In the alternative, the storage
medium may be integral to the processor. Further, in some
aspects, the processor and the storage medium may reside 1n
an ASIC. Additionally, the ASIC may reside 1n a user termi-
nal. In the alternative, the processor and the storage medium
may reside as discrete components 1n a user terminal. Addi-
tionally, in some aspects, the steps and/or actions of a method
or algorithm may reside as one or any combination or set of
codes and/or instructions on a machine readable medium
and/or computer readable medium, which may be incorpo-
rated 1into a computer program product.
In one or more aspects, the functions described may be
implemented in hardware, software, firmware, or any combi-
nation thereof. IT implemented 1n software, the functions may
be stored or transmitted as one or more instructions or code on
a computer-readable medium. Computer-readable media
includes both computer storage media and communication
media including any medium that facilitates transfer of a
computer program from one place to another. A storage
medium may be any available media that can be accessed by
a computer. By way of example, and not limitation, such
computer-readable media can comprise RAM, ROM,
EEPROM, CD-ROM or other optical disk storage, magnetic
disk storage or other magnetic storage devices, or any other
medium that can be used to carry or store desired program
code 1n the form of mstructions or data structures and that can
be accessed by a computer. Also, any connection may be
termed a computer-readable medium. For example, 11 soft-
ware 1s transmitted from a website, server, or other remote
source using a coaxial cable, fiber optic cable, twisted pair,
digital subscriber line (DSL), or wireless technologies such as
infrared, radio, and microwave, then the coaxial cable, fiber
optic cable, twisted pair, DSL, or wireless technologies such
as infrared, radio, and microwave are included 1n the defini-
tion of medium. Disk and disc, as used herein, includes com-
pact disc (CD), laser disc, optical disc, digital versatile disc
(DVD), floppy disk and blu-ray disc where disks usually
reproduce data magnetically, while discs usually reproduce
data optically with lasers. Combinations of the above should
also be included within the scope of computer-readable
media.
While the foregoing disclosure discusses illustrative
aspects and/or embodiments, 1t should be noted that various
changes and modifications could be made hereimn without
departing from the scope of the described aspects and/or
embodiments as defined by the appended claims. Further-
more, although elements of the described aspects and/or
embodiments may be described or claimed 1n the singular, the
plural 1s contemplated unless limitation to the singular 1s
explicitly stated. Additionally, all or a portion of any aspect
and/or embodiment may be utilized with all or a portion of
any other aspect and/or embodiment, unless stated otherwise.
What 1s claimed 1s:
1. A method, comprising;:
providing, by a policy and charging rules function (PCRF),
one or more modified policy rules to a gateway based at
least in part on a bearer modification procedure, wherein
the bearer modification procedure 1s configured to
update one or more current policy rules of the gateway to
the one or more modified policy rules by installing the
one or more modified policy rules at the gateway;

storing, by the PCRF, one or more previous policy rules 1n
a memory based on providing the one or more modified
policy rules to the gateway;
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determiming, by the PCRF, whether the gateway has failed
to install the one or more modified policy rules; and

updating, by the PCRF, the one or more current policy rules
of the gateway to the one or more previous policy rules
stored 1n the memory based on the PCRF determining,
that the gateway has failed to install the one or more
modified policy rules.

2. The method of claim 1, further comprising;

recerving a credit control request (CCR) from the gateway
requesting the one or more modified policy rules,
wherein the providing the one or more modified policy
rules includes communicating the one or more modified
policy rules to the gateway 1n a credit control answer
(CCA).

3. The method of claim 2, further comprising;

recewving a disparate CCR from the gateway related to
installing the one or more modified policy rules at the
gateway, wherein the determining 1s based at least in part

on the disparate CCR.

4. The method of claim 3, wherein the disparate CCR
includes the one or more previous policy rules.

5. The method of claim 1, further comprising:

inmitializing a timer upon providing the one or more modi-

fied policy rules to the gateway, wherein the determining
1s based at least 1n part on determining whether a credit
control request (CCR) 1s recetved from the gateway 1n
response to recerving the one or more modified policy
rules at the gateway before expiration of the timer.

6. The method of claim 1, further comprising;

receving new service information from an application

function; and

generating, the one or more modified policy rules based at

least in part on the new service information.

7. The method of claim 6, further comprising:

notitying the application function that the one or more

modified policy rules failed to install at the gateway.

8. The method of claim 7, further comprising:

receving a rules behavior indicator from the application

function that specifies one or more actions to perform 1f
the bearer modification procedure fails.

9. The method of claim 8, further comprising;

providing the rules behavior indicator to the gateway.

10. The method of claim 8, wherein the rules behavior
indicator specifies, upon a determination that the gateway has
failed to 1nstall the one or more modified policy rules, whether
the PCRF 1s to update the one or more current policy rules to
the one or more previous policy rules stored by the PCRF or
the PCREF 1s to release the previous policy rules stored by the
PCREF.

11. The method of claim 1, turther comprising;:

removing the one or more previous policy rules stored by

the PCRF based on a determination that the gateway has
successiully installed the one or more modified policy
rules.

12. A wireless communications apparatus, comprising;:

at least one processor configured to execute a policy and

charging rules function (PCRF) to:

provide one or more modified policy rules to a gateway
based on a bearer modification procedure, wherein
the bearer modification procedure 1s configured to
update one or more current policy rules of the gateway
to the one or more modified policy rules by installing
the one or more modified policy rules at the gateway;

store one or more previous policy rules based on the at
least one processor providing the one or more modi-
fied policy rules to the gateway;
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determine whether the gateway has failed to install the
one or more modified policy rules; and

updating the one or more current policy rules of the
gateway to the one or more previous policy rules
based on the at least one processor determining that
the gateway has failed to install the one or more modi-
fied policy rules; and
amemory coupled to the at least one processor, wherein the
at least one processor 1s configured to store the one or
more previous policy rules 1n the memory.
13. An apparatus, comprising:
means for providing one or more modified policy rules to a
gateway based on a bearer modification procedure,
wherein the bearer modification procedure 1s configured
to update one or more current policy rules of the gateway
to the one or more modified policy rules by installing the
one or more modified policy rules at the gateway;
means for storing one or more previous policy rules in a
memory based on providing the one or more modified
policy rules to the gateway;
means for determining whether the gateway has failed to
install the one or more modified policy rules; and
means for updating the one or more current policy rules of
the gateway to the one or more previous policy rules
stored 1n the memory based at least in part on the means
for determining indicating that the gateway has failed to
install the one or more modified policy rules.
14. A
non-transitory computer-readable medium, comprising:
code for causing at least one computer to provide one or
more modified policy rules to a gateway based on a
bearer modification procedure, wherein the bearer
modification procedure 1s configured to update one or
more current policy rules of the gateway to the one or
more modified policy rules by installing the one or
more modified policy rules at the gateway;

code for causing the at least one computer to store one or
more previous policy rules 1n a memory based on the
at least one computer providing the one or more modi-
fied policy rules to the gateway;

code for causing the at least one computer to determine
whether the gateway has failed to install the one or
more modified policy rules; and

code for causing the at least one computer to update the
one or more current policy rules of the gateway to the
one or more previous policy rules stored in the
memory based on the at least one computer determin-
ing that the gateway has failed to install the one or
more modified policy rules.

15. An apparatus, comprising:

a rules provisioning component that provides one or more
modified policy rules to a gateway based on a bearer
modification procedure, wherein the bearer modifica-
tion procedure 1s configured to update one or more cur-
rent policy rules of the gateway to the one or more
modified policy rules by 1nstalling the one or more modi-
fied policy rules at the gateway;

a rules reverting component that stores one or more previ-
ous policy rules 1n a memory based on the rules provi-
stoning component providing the one or more modified
policy rules to the gateway; and

a modilying status receiving component comprising hard-
ware that determines whether the gateway has failed to
install the one or more modified policy rules,

wherein the rules reverting component updates the one or
more current policy rules of the gateway to the one or
more previous policy rules stored 1n the memory based
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on the modifying status receiving component determin-
ing that the gateway has failed to install the one or more
modified policy rules.

16. The apparatus of claim 15, wherein the rules provision-
ing component provides the one or more modified policy
rules to the gateway 1n a credit control answer (CCA) based
on a credit control request (CCR) received from the gateway
as part of the bearer modification procedure.

17. The apparatus of claim 16, wherein the modifying
status receiving component obtains a disparate CCR from the
gateway related to installing the one or more modified policy
rules at the gateway and determines whether the gateway has

tailed to 1nstall the one or more modified policy rules based on
the disparate CCR.

18. The apparatus of claim 17, wherein the disparate CCR
includes the one or more previous policy rules.

19. The apparatus of claim 15, wherein the modifying
status recerving component 1mitializes a timer when the rules
updating component provides the one or more modified
policy rules to the gateway and determines whether the gate-
way has failed to 1nstall the one or more modified policy rules
based on whether a credit control request (CCR) 1s recerved
betore expiration of the timer.

20. The apparatus of claim 13, further comprising a new
service recerving component that obtains new service infor-
mation from an application function, wherein the rules updat-
ing component generates the one or more modified policy
rules based at least in part on the new service information.

21. The apparatus of claim 20, further comprising a modi-
fying status communicating component that notifies the
application function when installation of the one or more
modified policy rules fails.

22. The apparatus of claim 15, further comprising a rules
behavior recerving component that obtains a rules behavior
indicator from the application function that specifies one or
more actions to perform where the bearer modification pro-
cedure fails.

23. The apparatus of claim 22, further comprising a rules
behavior specitying component that communicates the rules
behavior indicator to the gateway.

24. The apparatus of claim 23, wherein the rules behavior
indicator specifies, upon a determination that the gateway has
failed to install the one or more modified policy rules, whether
the rules reverting component 1s to update the one or more
current policy rules to the one or more previous policy rules
stored 1n the memory or the rules reverting component 1s to
release the previous policy rules stored 1n the memory.

25. The apparatus of claim 15, wherein the rules reverting,
component removes the one or more previous policy rules
from the memory based at least 1n part on the modilying status
receiving component determining that the gateway has suc-
cessiully installed the one or more modified polity rules.

26. A method, comprising:

receving, by a gateway, one or more modified policy rules

from a policy and charging rules function (PCRF) based
on a bearer modification procedure, wherein the bearer
modification procedure 1s configured to update one or
more current policy rules of the gateway to the one or
more modified policy rules by installing the one or more
modified policy rules at the gateway;

attempting, by the gateway, to install the one or more

modified policy rules as part of the bearer modification
procedure; and

transmitting, by the gateway, when the gateway fails to

install the one or more modified policy rules as part of
the bearer modification procedure, a credit control
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request (CCR) to the PCRF to indicate that the bearer
modification procedure has failed,
wherein the CCR causes the PCRF to update the one or
more current policy rules of the gateway to one or more
previous policy rules stored by the PCRF 1n a memory.
277. The method of claim 26, further comprising transmit-
ting a disparate CCR to the PCRF to request rule modification
as part of the bearer modification procedure, wherein the
receiving the one or more modified policy rules includes
receiving the one or more modified policy rules 1n a corre-
sponding credit control answer (CCA).
28. The method of claim 26, further comprising generating,
the CCR to include the one or more previous policy rules.
29. The method of claim 26, further comprising receiving,
a rules behavior indicator that specifies one or more actions to
perform 1if the bearer modification procedure fails.
30. A wireless communications apparatus, comprising:
at least one processor configured to:
receive one or more modified policy rules from a policy
and charging rules function (PCRF) based on a bearer
modification procedure, wherein the bearer modifica-
tion procedure 1s configured to update one or more
current policy rules of a gateway to the one or more
modified policy rules by installing the one or more
modified policy rules at the gateway;
attempt to install the one or more modified policy rules
as part of the bearer modification procedure; and
transmit a credit control request (CCR) to the PCRE,
when the at least one processor fails to install the one
or more modified policy rules as part of the bearer
modification procedure, to indicate that the bearer
modification procedure has failed; and
amemory coupled to the at least one processor, wherein the
CCR causes the PCRF to update the one or more current
policy rules of the gateway to one or more previous
policy rules stored by the PCRF 1n the memory.
31. An apparatus, comprising:
means for recerving one or more modified policy rules
from a policy charging and rules function (PCRF) based
on a bearer modification procedure, wherein the bearer
modification procedure 1s configured to update one or
more current policy rules of a gateway to the one or more
modified policy rules by installing the one or more modi-
fied policy rules at the gateway;
means for attempting to install the one or more modified
policy rules as part of the bearer modification procedure;
and
means for transmitting a credit control request (CCR) to
the PCRF, when the means for attempting fails to install
the one or more modified policy rules as part of the
bearer modification procedure, to indicate that the
bearer modification procedure has failed;
wherein the CCR causes the PCRF to update the one or
more current policy rules of the gateway to one or more
previous policy rules stored by the PCRF 1n a memory.
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32. A computer program product, comprising:
a non-transitory computer-readable medium, comprising;:
code for causing at least one computer to obtain one or
more modified policy rules from a policy and charg-
ing rules function (PCRF) based on a bearer modifi-
cation procedure, wherein the bearer modification
procedure 1s configured to update one or more current
policy rules of a gateway to the one or more modified
policy rules by installing the one or more modified
policy rules at the gateway;

code for causing the at least one computer to attempt to
install the one or more modified policy rules as part of
the bearer modification procedure; and

code for causing the at least one computer to transmit a
credit control request (CCR) to the PCRF, when the at
least one computer fails to install the one or more
modified policy rules as part of the bearer modifica-
tion procedure, to indicate that the bearer modifica-
tion procedure has failed,

wherein the CCR causes the PCRF to update the one or
more current policy rules of the gateway to one or more
previous policy rules stored by the PCRF 1n a memory.

33. An apparatus, comprising:

a rules recerving component that obtains one or more modi-
fied policy rules from a policy and charging rules func-
tion (PCRF) based on a bearer modification procedure,
wherein the bearer modification procedure 1s configured
to update one or more current policy rules of a gateway
to the one or more modified policy rules by installing the
one or more modified policy rules at the gateway;

a rules modifying component comprising hardware that
attempts to install the one or more modified policy rules
as part of the bearer modification procedure; and

a modilying status communicating component that trans-
mits a credit control request (CCR) to the PCRF, when
the rule modifying component fails to install the one or
more modified policy rules as part of the bearer modifi-
cation procedure, to indicate that the bearer modification
procedure has failed,

wherein the CCR causes the PCRF to update the one or
more current policy rules of the gateway to one or more
previous policy rules stored by the PCRF 1n a memory.

34. The apparatus of claim 33, wherein the rules receiving,
component recerves the one or more modified policy rules 1n
a credit control answer (CCA) 1n response to a disparate CCR
requesting rule modification.

35. The apparatus of claim 33, wherein the modilying
status communicating component generates the CCR to
include the one or more previous policy rules.

36. The apparatus of claim 33, further comprising a rules
behavior recerving component that obtains a rules behavior
indicator specitying one or more actions to perform where the
bearer modification procedure fails.
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