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1

SYSTEMS AND METHODS FOR
CONTROLLING FILE EXECUTION FOR
INDUSTRIAL CONTROL SYSTEMS

BACKGROUND OF THE INVENTION

The subject matter disclosed herein relates to industrial
control systems and, more particularly, to securing the opera-
tion of 1industrial control systems.

Industrial control systems, such as automated power gen-
cration systems (e.g., wind, water, and gas turbine systems)
and automated manufacturing systems (e.g., petroleum refin-
eries, chemical manufacturing plants, and the like) are a com-
mon feature of modern industry. For such industrial control
systems, an industrial controller may generally control the
operation of the system. For example, certain devices in the
industrial control system (e.g., sensors, pumps, valves, actua-
tors, and the like) may be controlled by, and may report data
to, the industrial controller. Furthermore, the industrial con-
troller may execute 1nstructions (e.g., firmware and/or appli-
cations) that may generally enable the industrial controller to
control the operation of the industrial control system (e.g.,
gas turbine system). These instructions may be provided by
the manufacturer of the industrial controller. For example,
these istructions may be loaded onto the industrial controller
before 1t 1s 1nstalled 1n the industrial control system.

BRIEF DESCRIPTION OF THE INVENTION

Certain embodiments commensurate in scope with the
originally claimed invention are summarized below. These
embodiments are not intended to limit the scope of the
claimed invention, but rather these embodiments are intended
only to provide a brief summary of possible forms of the
invention. Indeed, the invention may encompass a variety of
forms that may be similar to or different from the embodi-
ments set forth below.

In an embodiment, a system includes a build system pro-
cessor configured to generate a private encryption key and
configured to add the private encryption key to at least one of
a plurality of source files. Each of the plurality of source files
includes instructions configured to be executed by an indus-
trial controller processor. The processor 1s also configured to
generate a plurality of binary files from the plurality of source
files. The processor 1s further configured to construct a
whitelist file including first hash key values determined for
the plurality of binary files and configured to encrypt the
whitelist file using the private key to provide an encrypted
whitelist file.

In another embodiment, a method includes generating a
private key and generating a plurality of executable files. The
plurality of executable files includes instructions to be
executed by an industrial controller. The method includes
determining a first hash key value for each of the plurality of
executable files. The method further includes generating a
whitelist file including the first hash key value for each of the
plurality of executable files and encrypting the whaitelist file
using the private key to provide an encrypted whatelist file.

In a third embodiment, a tangible, non-transitory, com-
puter-readable medium includes instructions configured to be
executed by a processor of an industrial controller. The
instructions include instructions to determine an encryption
key value from a plurality of binary files and 1nstructions to
use the encryption key to decrypt a whitelist file. The whitelist
file mncludes a plurality of whitelisted hash key values that
cach correspond to a respective one of the plurality of binary
files. The 1nstructions also include 1nstructions to determine a
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2

hash key value for a particular binary file of the plurality of
binary files. The instructions further include instructions to
block execution of the particular binary file when the deter-
mined hash key value 1s not located among the plurality of
whitelisted hash key values.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other features, aspects, and advantages of the
present invention will become better understood when the
following detailed description 1s read with reference to the
accompanying drawings in which like characters represent
like parts throughout the drawings, wherein:

FIG. 1 1s a schematic diagram of an embodiment of an
industrial control system and a build system, in accordance
with aspects of the present disclosure;

FIG. 2 1s a flow diagram for an embodiment of a process by
which the build system builds the executable files and
whitelist for later use by the industrial controller, in accor-
dance with aspects of the present disclosure;

FIG. 3 1s a tlow diagram for an embodiment of a process by
which the industrnial controller recerves and decrypts the
whitelist, in accordance with aspects of the present disclo-
sure; and

FIG. 4 1s a tlow diagram for an embodiment of a process by

which the industrial controller uses the decrypted whitelist to
verily an executable file prior to execution, in accordance
with aspects of the present disclosure.

DETAILED DESCRIPTION OF THE INVENTION

One or more specific embodiments of the present invention
will be described below. In an effort to provide a concise
description of these embodiments, all features of an actual
implementation may not be described in the specification. It
should be appreciated that in the development of any such
actual implementation, as 1 any engineering or design
project, numerous implementation-specific decisions must be
made to achieve the developers’ specific goals, such as com-
pliance with system-related and business-related constraints,
which may vary from one implementation to another. More-
over, 1t should be appreciated that such a development effort
might be complex and time consuming, but would neverthe-
less be a routine undertaking of design, fabrication, and
manufacture for those of ordinary skill having the benefit of
this disclosure.

When introducing elements of various embodiments of the
present invention, the articles “a,” “an,” “the,” and “said” are
intended to mean that there are one or more of the elements.
The terms 7 “including,” and “having” are

“comprising,
intended to be inclusive and mean that there may be addi-
tional elements other than the listed elements. Additionally,
as used herein, the terms “executable file” and “binary file”
may both generally refer to a computer-readable file that that
includes instructions (e.g., binary instructions) that may be
performed by a processor (e.g., the processor of an industrial
controller). Furthermore, as used herein, the term “software
developer” may generally refer to an organization which
develops, maintains, and/or provides instructions in the form
ol source code and/or executable files to control the operation
of industrial controllers. Also, as used herein, the term
“whitelist” may refer to a file which includes a list identitying
executable files that are authorized to run on an industrial
controller. Additionally, the term “authorized” may be used
herein to refer to an executable file that 1s verified to be from
a trustworthy source (1.¢., the software developer) and whose
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contents are verified as being the same as when 1t was pro-
vided by the trustworthy source.

As mentioned above, an industrial controller may gener-
ally execute instructions (e.g., base code, firmware, and/or
applications stored in the form of one or more executable
files) that may enable the industrial controller to control the
operation of an 1industrial control system. These instructions
may be mitially loaded onto the industrial controller (e.g.,
into a memory or data storage component of the industrial
controller) by the manufacturer before 1t 1s supplied to a
customer. These instructions (e.g., base code, firmware, and/
or applications) may also be subsequently updated (e.g., by
the hardware manufacturer) and provided to the customer so
that the instructions stored on the industrial controller may be
updated to augment functionality and/or to fix errors or bugs
in the instructions. Once the 1nstructions in the memory of the
industrial controller have been updated, then the industrial
controller may execute these updated instructions to control
the operation of the industrial control system.

However, under certain circumstances, 1t may be desirable
tor the industrial controller to verily that each executable file
storing nstructions for the industrial controller 1s authorized
prior to execution. That 1s, 1t may be desirable to ensure that,
prior to execution, each executable or binary file storing
instructions for the industrial controller 1s verified as being
provided from a trustworthy or reputable source (e.g., the
software developer). Furthermore, 1t may be desirable to
verily that each executable or binary file has not been altered
since 1t was prepared by this trustworthy source (e.g., 1n
transit between the hardware manufacturer and the cus-
tomer). Moreover, it may be desirable to be able to perform
this verification of executable files quickly and using limited
resources (e.g., memory space and processor time), so as not
to otherwise disrupt the operations of the industrial controller.

Accordingly, the presently disclosed systems and methods
enable the verification of both the 1dentity and the contents of
cach of the executable files before they are executed by the
industrial controller 1n an efficient manner using a whitelist-
ing system. That 1s, as discussed in detail below, presently
disclosed embodiments utilize a secure whitelist file that may
be provided by the software developer along with each release
of executable files (e.g., each software 1nstallation or update
release). This whitelist file generally includes a number of
values, and each of these values may be associated with an
authorized executable file. By veritying that each executable
has an associated entry in the whaitelist prior to execution, the
presently disclosed embodiments provide the industrial con-
troller with improved security to block or prevent the execu-
tion of undesired and/or malicious nstructions (1.e., mstruc-
tions from a non-trustworthy source).

As discussed 1n detail below, the presently disclosed
whitelist file includes a collection of hash key values for the
authorized executable files in a particular software release.
That 1s, after each executable file 1s built, the executable file
may be provided as mput to a hash function and the hash key
value output associated with that executable may be stored in
the whitelist. Furthermore, the whitelist may be securely pro-
vided to the industrial controller (e.g., encrypted prior to
packaging and/or transport and decryption by the industrial
controller). The industrial controller, prior to executing a
particular executable file may also provide the particular
executable file to the same hash function (e.g., CRC, MD?3,
SHA-1, or other hash function) and may search the whitelist
to determine if the hash key value output from the hash
function 1s listed in the whitelist. IT the hash key value 1s
located 1n the whitelist, the industrial controller may conclude
that the particular executable file 1s authorized (e.g., from a
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trustworthy source and unaltered since i1t was built) and pro-
ceed with executing the file. If, however, the hash key value 1s
not located in the whitelist, the industrial controller may
block the execution of the particular executable file.

With the foregoing in mind, FIG. 1 1s a schematic diagram
illustrating an industrial control system 10. The 1illustrated
industrial control system 10 includes an industrial controller
12 that may be coupled to a network 14 to control the opera-
tion of a number of field devices 16, 18 and 20. For example,
the 1llustrated industrial controller 12 receives sensory data
from a number of field devices 16, 18, and 20 (e.g., tempera-
ture sensors, pressure sensors, voltage sensors, control
valves, actuators, or similar field devices for an industrial
control system) via the network 14 to monitor and control the
operation of a gas turbine system 22. In other embodiments,
rather than a gas turbine system 22, the system being moni-
tored and controlled by the industrial control system 10 may
include, for example, any automated manufacturing systems
(e.g., petroleum refinery systems, chemical production sys-
tems, or other automated manufacturing system) or auto-
mated power generation systems (e.g., power plants, steam
turbine systems, wind turbine systems, gasification systems,
and similar automated power generation systems). For
example, 1n an embodiment, a gasification system may
include a gasifier configured to gasily a carbonaceous feed-
stock to generate a synthetic gas, a gas treatment unit 1s
configured to process the synthetic gas to remove undesirable
clements (e.g., acid gases), a combustor configured to com-
bust the synthetic gas to drive a turbine, and a generator
coupled to the turbine configured to produce electrical power.
In such an embodiment, the industrial controller 12 may
monitor and control the various components of the gasifica-
tion system (e.g., the gasifier, gas treatment unit, combustor,
and turbine) using the field devices 16, 18, and 20.

For the illustrated industrial control system 10, the field
devices 16, 18, and 20 are be communicatively coupled to the
industrial controller 12 (e.g., via the network 14) while moni-
toring and controlling various aspects and parameters of the
operation of the gas turbine system 22 (e.g., monitoring the
temperature 1n a combustor of the gas turbine system, con-
trolling the voltage output of an electrical generator coupled
to a shaft of the gas turbine system, regulating a flow of a fuel
into the combustor, controlling a valve to regulate a gas flow
to a gas processor, controlling a steam input of a heat recovery
stecam generator (HRSG), and the like). It should be appreci-
ated that the illustrated industrial control system 10 represent
a simplified industrial control system, and that other indus-
trial control systems may include any suitable number of
industrial controllers 12, networks 14, networking devices,
field devices, etc., to monitor and control various portions of
any automated system 22.

In the depicted embodiment, industrial controller 12 may
use the network 14 for communicating with and controlling
any one of the field devices 16, 18, or 20. For example, the
industrial controller 12 may reside 1n an industrial plant and
may be configured to adjust one or more process conditions
related to the devices 16, 18, 20. The network 14 may be any
clectronic and/or wireless network suitable for enabling com-
munications, and may include fiber media, twisted pair cable
media, wireless communications hardware, Ethernet cable
media (e.g., Cat-3, Cat-7), and the like. Further, the network
14 may 1nclude several sub-buses, such as a high speed Eth-
ernet sub-bus suitable for connecting components of the
industrial control system 10 at communication speeds of 100
MB/sec and upwards. Additionally, the network 14 may
include an input/output (I/O) network, such as an I/O network
conforming to the Institute of Electrical and FElectronics Engi-
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neers (IEEE) 802.3 standard. The network 14 may also
include an H1 network sub-bus suitable for connecting com-
ponents of the industrial control system 10 at communica-
tions speeds of approximately 31.25 Kb/sec. The sub-buses
may itercommunicate with each other, for example, by using
linking devices or gateways, such as those gateways available
under the designation FG-100 provided by softing AG, of
Haar, Germany, and/or I/O packs available from General
Electric Co. of Schenectady, N.Y. Indeed, a number of inter-
connected sub-buses of the network 14 may be used to com-
municate amongst the components of the industrial control
system 10.

The industrial controller 12 includes memory 34 and pro-
cessor 36 that may execute instructions (e.g., binary istruc-
tions 1n executable files) to generally control the operation of
the industrial control system 10. For example, the memory 34
of the mdustrial controller 12 may 1nclude one or more files
including binary instructions that may be performed by the
processor 36 1 order to control and monitor the field devices
16, 18, and 20 disposed within portions of the gas turbine
system 22. These executable file may, for example, be 1ni1-
tially istalled in the memory 34 of the industrial controller 12
by the manufacturer of the industrial controller 12 before the
industrial controller 12 1s installed 1n the industrial control
system 10. Furthermore, as discussed 1n detail below, the
executable files stored 1n the memory 34 of the industrial
controller 12 may occasionally be updated, for example, to
augment the features of previous software versions as well as
improve performance.

Also communicatively coupled to the industrial controller
12 (e.g., via the network 14 or another suitable network) 1s the
device 24, having a memory 235 and a processor 26, which
may host a human machine interface (HMI) system 27, a
manufacturing execution system (MES) 28, a supervisor con-
trol and data acquisition (SCADA) system 29, a distributed
control system (DCS) 30, or similar interface systems. In
particular, 1n certain embodiments, the device 24 may host a
configuration application or tool, such as ToolboxST™ (rep-
resented by element 32), available from General Electric Co.,
of Schenectady, N.Y. In general, the atorementioned systems
may provide one or more interfaces by which a user may
monitor and control the operation of the industrial controller
12. For example, the HMI 27 and/or the ToolboxST 32 may
provide a user itertace through which various parameters of
the industrial control system 10 (e.g., stored in the memory 34
of the industrial controller 12) may be forced or set. By further
example, as discussed 1n detail below, the HMI 27 and/or the
ToolboxST 32 may include an interface through which the
various executable files stored 1n the memory 34 of the con-
troller 12 may be updated to newer versions. In certain
embodiments, the alorementioned systems may be hosted on
a single device 24, while, 1n other embodiments, they may
cach be installed on one or more devices in the industrial
control system 10.

As mentioned above, the memory 34 of the industrial con-
troller 12 generally stores a number of executable files (e.g.,
binary files) to be executed by the processor 36. Also men-
tioned, the executable files stored 1in the memory 34 of the
industrial controller 12 may occasionally be updated. For
example, a software developer may produce and/or provide
soltware updates for the executable files used by the industrial
controller 12. For example, the software developer may have
a build system 38 (e.g., a computer, laptop, or similar com-
puting device), having a memory 40 and a processor 42, that
may be used to build the executable files for later execution by
the industrial controller 12 (e.g., once loaded into the memory
34 of the industrial controller 12), such as at the time of
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manufacturing or during a software update, as discussed
below. That 1s, the memory 40 of the build system 38 may
include a number of source files that may contain instructions
in the form of human-readable code 1n a computer program-
ming language. In order to produce an updated version of the
executable files, the software developer may use the proces-
sor 42 compile these source files, translating them into com-
puter-readable (e.g., binary) instructions in the form of
executable files for later execution by the processor 36 of the
industrial controller 12. Additionally, 1n certain embodi-
ments, once the executable files have been created, they may
be packaged together (e.g., placed 1n an archive, compressed,
encrypted, and the like). Then, the software developer may
provide the updated executable files to the industrial control-
ler 12, as represented by the dashed line 44 of FIG. 1. In
certain embodiments, the software developer may place the
updated executable files on a physical medium (e.g., an opti-
cal disc, a magnetic medium, a flash drive, or other similar
data storage medium) that may be provided to (e.g., mailed
to) a user of device 24. This user may, 1n turn, utilize the HMI
27 and/or ToolboxST 32 to transier the contents of the physi-
cal medium to the memory 34 of the industrial controller 12.
In other embodiments, the device 24 may, for example, be
capable of establishing a network connection to build system
38 1n order to download the executable files from the memory
40 of the remote build system 38 of the software developer.

Accordingly, as stated above, 1t may generally be desirable
to ensure that the industrial controller 12 only executes autho-
rized executable files. That 1s, regardless of how the execut-
able files are provided by the software developer (e.g., via
physical medium or network connection), it would be benefi-
cial to vernity that the executable file has been 1n no way
modified since 1t was compiled by the soiftware developer
(e.g., the processor 42 of the build system 38 of the software
developer). As such, the presently disclosed embodiments
utilize a whitelist file that 1s provided by the software devel-
oper along with the executable files as a way of veritying that
all of the executable files are authorized prior to execution. As
discussed 1n detail below with respect to FIGS. 2 and 3, the
whitelist file contains hash key values for each of the execut-
able files such that the industrial controller 12 may efficiently
and simultaneously verily the identity and contents of each
executable file prior to execution.

FIG. 2 1llustrates a flow diagram of a process 50 by which
a device (e.g., the processor 42 of the build system 38) may
prepare a software package including executable files and a
whitelist identiiying authorized executable files for the indus-
trial controller 12. The 1llustrated process 50 begins with the
build system 38 receiving (block 52) a plurality of source files
that include 1nstructions to be later executed by the processor
36 ofthe industrial controller 12. Next, the processor 42 of the
build system 38 may generate (block 54) a private encryption
key. In certain embodiments, the processor 42 may utilize one
or more algorithms to produce random or pseudo-random
characters or values for this private encryption key. In other
embodiments, the build system 38 may include one or more
random number generating devices that may be used to gen-
erate random or pseudo-random characters or values for the
private encryption key. Once the private encryption key has
been generated, the processor 42 may add (block 56) this
private encryption key to at least one of the plurality of source
files. For example, a source file associated with a startup
executable file (e.g., an executable file that may usually run
first when the industrial controller 12 is started) may include
a variable that i1s defined but whose value 1s not mitially
specified by the software developer. Accordingly, the proces-
sor 42 may edit the source file such that the value of the
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variable 1s defined to be the private encryption key. By doing,
s0, as discussed 1n detail below with respect to FIG. 3, when
the industrial controller 12 executes the executable file that
was compiled from this edited source file, the industrial con-
troller 12 may have the variable set to the private encryption
key (e.g., 1n order to later decrypt the whitelist file).

Next, the processor 42 of the build system 38 may generate
a plurality of executable files from the plurality of source files.
That 1s, the processor 42 may compile the source files 1n
memory 40 of the build system 38 1n order to output a number
of executable files, which may also be stored 1n memory 40 of
the build system. The processor 42 may then determine a hash
key value for each of the plurality of executable files. That 1s,
the processor 42 may apply a hash function to each of the
executable files 1n order to determine a hash key value. A
non-limiting list of example hash functions include: Cyclic
Redundancy Check (CRC) 32, CRC 64, Message-Digest
Algorithm (MD) 5, MD 6, Secure Hash Algorithm (SHA) 1,
SHA 2, SHA 256, or SHA 312. It should be appreciated that
the hash key value uniquely 1dentifies an executable file based
on a digestion of the contents of the executable file. This
means that even a single bit change 1n the content of the
executable file (e.g., caused by an error or corruption during
transmission over a network connection) may produce a sig-
nificantly different hash key value. It should also be appreci-
ated that 1t may be substantially difficult or impossible to
intentionally or accidentally produce two different executable
files that will produce the same hash key value. As such, 1t
should be appreciated that this essentially enables a processor
(c.g., the processor 34 of the industrial controller 12) to
quickly verity both the identity and the contents of an execut-
able file by comparing hash key values.

Next, the processor 42 may construct (block 62) a whitelist
file including each of the hash key values determined for the
plurality of executable files. For example, the processor 42
may create anew file and populate the file with a delimited list
of the determined hash key values for the executable files
previously compiled by the processor 42. In certain embodi-
ments, the whitelist file may be constructed as an Extensible
Markup Language (XML) file. Once the whitelist file has
been created, the processor 42 may then encrypt (block 64)
the constructed whitelist file using the private encryption key
determined 1n block 54. For example, the processor 42 may
use an Advanced Encryption Standard (AES) algorithm, a
Data Encryption Standard (DES) algorithm, Pretty good pri-
vacy (PGP) algorithm, or other suitable data encryption algo-
rithm. Then, 1n certain embodiments, the processor 42 may
package (block 66) the executable files together with the
encrypted whitelist file. That 1s, the processor 42 may com-
bine the executable file and the encrypted whitelist file into a
single archive or compressed file for distribution to the indus-
trial controller 12. In other embodiments, the build system 38
may make the whitelist file available to the industrial control-
ler 12 and/or device 24 for eventual use by the processor 36 of
the industrial controller 12.

FIG. 3 illustrates a tlow diagram for an embodiment of a
process 70 by which a processor 36 of the industrial controller
12 receives and decrypts the whitelist file. The process 70
may begin with the processor 36 of the industrial controller 12
receiving and unpackaging (block 72) the plurality of execut-
able files and the encrypted whitelist file. As mentioned
above, the HMI 27 and/or ToolboxST application 32 of the
device 24 may assist the industrial controller 12 1n receiving
and/or unpackaging the plurality of executable files from the
soltware developer (e.g., from build system 38 via physical
medium or a network connection). The process 70 continues
with the processor 36 of the industrial controller 12 executing,
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(block 74) a startup executable file which may include the
private encryption key, as discussed in blocks 64 and 54 of
FIG. 2. Next, the processor 36 of the industrial controller 12
may decrypt (block 76) the encrypted whitelist file using the
private encryption key in order to provide a decrypted
whitelist file (e.g., 1n the memory 34 of the industrial control-
ler 12). It should be appreciated that, while the actions
described 1n block 72 may generally only be performed dur-
ing an update of the industrial controller 12, 1n certain
embodiments, the actions described 1n blocks 74 and 76 may
also be performed, for example, during reboots of the indus-
trial controller 12.

FIG. 4 illustrates a flow diagram for an embodiment of a
process 80 by which a processor 36 of the industrial controller
12 may use the whaitelist to venity that an executable file 1s
authorized prior to execution. The process 80 begins with the
processor 36 determining (block 82) that a particular execut-
able file 1s attempting execution. The processor 36 may then
determine (block 84) a hash key value for the executable file
that 1s attempting execution. It should be appreciated that the
processor 36 will apply the same hash function as was used to
determine the hash key values during the construction of the
whitelist file (e.g., discussed 1n block 60 of FIG. 2). The
process 80 continues with the processor 36 determining
(block 86) 1f the hash key value is included within the
decrypted whatelist file (e.g., the decrypted whitelist file dis-
cussed with respect to block 76 of FIG. 3). For example, 1n
certain embodiments, the decrypted whitelist file discussed 1n
block 76 of FIG. 3 may be loaded into the memory 34 of the
industrial controller 12 as a particular data structure, such as
a hash table, which may enable fast and/or eflicient searching
when determining 1f a particular hash key value 1s present in
the whitelist. Then, the processor 36 may allow (block 88) the
executable file to execute when or 11 the hash key determined
tor the executable file 1s located in the decrypted whitelist file.
However, the process 80 may also terminate with the proces-
sor 36 blocking (block 90) the execution of the executable file
if the hash key value for the executable file 1s not located 1n the
decrypted whitelist file. In certain embodiments, the proces-
sor 36 may further log (e.g., the blocked execution of the
executable file as a potential security concern).

The technical ettects of this disclosure include improving
the security of an industrial controller of an industrial control
system. That 1s, presently disclosed embodiments enable a
processor 36 of the industrial controller 12 to verity that each
executable file 1s authorized prior to execution. In particular,
by using hash key values for the verification process of the
executable files the presently disclosed embodiments provide
a light-weight system, enabling the processor 36 of the indus-
trial controller 12 to perform this verification process with
minimal 1mpact on resources (e.g., memory space and/or
processing time). Furthermore, through the use of hash key
values, presently disclosed embodiments provide verification
ol both the content and the identity of the executable files such
that even a single bit change (e.g., due to a transmission error,
file corruption, or file tampering) 1n the executable file would
casily be detected. Accordingly, the presently disclosed
embodiments provide a robust system for the detection and
the blocking of unauthorized executable files from execution.

This written description uses examples to disclose the
invention, mcluding the best mode, and also to enable any
person skilled in the art to practice the mvention, including
making and using any devices or systems and performing any
incorporated methods. The patentable scope of the imnvention
1s defined by the claims, and may include other examples that
occur to those skilled in the art. Such other examples are
intended to be within the scope of the claims 1f they have
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structural elements that do not differ from the literal language
of the claims, or 1f they include equivalent structural elements
with insubstantial differences from the literal language of the
claims.

The mvention claimed 1s:

1. A system, comprising:

a build system processor configured to:

generate a private encryption key;

embed the private encryption key 1n at least one of a
plurality of source files, wherein each of the plurality
of source files comprises istructions configured to be
executed by an i1ndustrial controller processor of an
industrial controller;

generate a plurality of binary files from the plurality of
source files, wherein at least one of the plurality of
binary files includes the private encryption key;

construct a whaitelist file comprising a plurality of hash
key values respectively determined for the plurality of
binary files; and

encrypt the whitelist file using the private key to provide
an encrypted whitelist file.

2. The system of claim 1, wherein the build system proces-
sor 1s configured to provide the plurality of binary files and the
encrypted whitelist file to the industrial controller.

3. The system of claim 1, comprising the industrial con-
troller having the industnial controller processor configured
to:

execute a binary startup executable file of the plurality of

binary files acquired from the build system processor to
determine the private encryption key;

decrypt the encrypted whatelist file using the determined

private encryption key to provide the whaitelist file;
determine a particular hash key value for a particular
binary file of the plurality of binary files, wherein the
particular binary file 1s attempting execution; and
allow the particular binary file to execute when the particu-
lar hash key value matches one of the plurality of hash
key values located 1n the whaitelist file.

4. The system of claim 3, wherein the industrial controller
processor 1s configured to download the plurality of binary
files and the encrypted whitelist file from the build system
processor via a network connection or from a data storage
medium.

5. The system of claim 3, wherein the industrial controller
processor 1s configured to block the particular binary file from
executing on the industrial controller when the particular hash
key value determined for the particular binary file does not
match one of the plurality of hash key values located 1n the
whitelist file.

6. The system of claim 1, wherein the whaitelist file has an
extensible markup language (XML) format.

7. The system of claim 1, wherein the industrial controller
1s configured to control an industrial system comprising a
gasification system, a gas treatment system, a turbine system,
a power generation system, a heat recovery steam generation
(HRSG) system, or a combination thereof.

8. A method, comprising:

generating a plurality of executable files from a plurality of

source files, wherein the plurality of executable files
comprise 1nstructions to be executed by an industrial
controller, and wherein the plurality of executable files
include a private key that 1s embedded 1n at least one of
the plurality of source files;

determining a respective hash key value for each of the

plurality of executable files;

generating a whitelist file comprising the hash key values

for each of the plurality of executable files; and
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encrypting the whitelist file using the private key to provide

an encrypted whitelist file.

9. The method of claim 8, comprising packaging the plu-
rality of executable files together with the encrypted whitelist
file to provide a package.

10. The method of claim 9, comprising encrypting the
package before providing the package to the industrial con-
troller.

11. The method of claim 8, comprising;:

receving the encrypted whitelist file and the plurality of

executable files at the industrial controller:

execute one of the plurality of executable files recerved to

determine the private encryption key;

decrypting the recerved encrypted whitelist file using the

private key to provide the whitelist file;
determiming a particular hash key value for a particular
executable file of the plurality of executable files; and

allowing the particular executable file to execute on the
industrial controller when the particular hash key value
determined for the particular executable matches one of
the hash key values in the whitelist file.

12. The method of claim 11, comprising:

blocking the particular executable file from executing on

the industrial controller when the particular hash key
value determined for the particular executable does not
match one of the hash key values in the decrypted
whitelist file; and

logging information relating to the particular executable

file blocked from executing on the industrial controller.

13. The method of claim 8, wherein the industrial control-
ler comprises an industrial controller of a gasification system,
a gas treatment system, a turbine system, a power generation
system, a heat recovery steam generation (HRSG) system, or
a combination thereof.

14. A tangible, non-transitory, computer-readable medium
comprising instructions configured to be executed by a pro-
cessor of an industrial controller, the instructions comprising:

instructions to determine an encryption key value via

execution of a first binary file of a plurality of binary
files, wherein the first binary file was generated from a
source file having the encryption key value embedded
within;

instructions to use the determined encryption key value to

decrypt a whatelist file, wherein the whitelist file com-
prises a plurality of whitelisted hash key values that
respectively correspond to the plurality of binary files;
instructions to determine a hash key value for a second
binary file of the plurality of binary files; and
instructions to block execution of the second binary file
when the determined hash key value 1s not located
among the plurality of whitelisted hash key values.

15. The medium of claim 14, wherein the instructions
comprise mstructions to log information relating to the par-
ticular binary file blocked from executing on the industrial
controller.

16. The medium of claim 14, wherein the instructions
comprise mstructions to allow execution of the second binary
file when the determined hash key value 1s located among the
plurality of whitelisted hash key values.

17. The medium of claim 14, wherein the instructions
comprise mstructions to determine the hash key value for the

particular binary file using a Cyclic Redundancy Check
(CRC) hash function, a Message-Digest Algorithm (MD)

hash function, or a Secure Hash Algorithm (SHA) hash func-
tion.

18. The medium of claim 14, wherein the instructions
comprise instructions to unpackage a package generated by a
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build system processor, wherein the package comprises the
plurality of binary files and the whaitelist file.

19. The system of claim 1, wherein the build system pro-
cessor 1s configured to package the encrypted whitelist file
and the plurality of binary files together 1n a package before
the package 1s provided to the industrial controller.

20. The system of claim 19, wherein the build system
processor 1s configured to compress the package before the
package 1s provided to the industrial controller.
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