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SAFETY FEATURE TO DISABLE AN
ELECTRONIC DEVICE WHEN A WIRELESS

IMPLANTABLE MEDICAL DEVICE (IMD) IS
PROXIMATE

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims priority to application Ser. No.
13/568,541, which was filed on 7 Aug., 2012, and 1s incorpo-
rated herein 1n 1ts entirety.

BACKGROUND

The present invention relates to the field of medical devices
and, more particularly, to a safety feature for implanted medi-
cal devices (IMDs).

Implantable medical devices (IMDs) are a subset of medi-
cal devices that are partially or totally inserted into a human
body or natural orifice (or 1s used to replace an epithelial
surface or surface of the eye) and are expected to stay in place
for over thirty days. Examples of IMDs include, but are not
limited to: cardiac defibrillators (sometimes referred to as
implantable cardioverter-defibrillator or ICDs), pacemakers,
deep brain neurostimulators, gastric stimulators, foot drop
implants, cochlear implants, insulin pumps, and the like.
Some IMDs include wireless communication capabilities for
communicating with various electronic devices like medical
monitors or programmers.

Implantable medical devices (IMDs) extend the life and/or
enhance the quality of life of millions of people. Many elec-
tronic devices encountered 1n our daily lives have the poten-
tial to interfere with the operation of an IMD. Often, the
implantee, the person in whom the IMD 1s implanted, or an
operator of the electronic device 1s unaware of the potentially
dangerous interaction, particularly in an emergency situation
where the implantee 1s unable to provide information about
their health and IMD.

In the attempt to circumvent this problem, some IMDs have
been designed to mitigate detected electromagnetic or radio
frequency interference either by using materials that provide
better protection or adjusting the operation of the IMD. While
this type of approach addresses the problem, the IMD, a
resource-constrained device, must be able to accommodate
the additional space and power consumption to support the

additional components required for mitigation. Further, these
approaches are limited to only those devices that emit elec-
tromagnetic or radio waves. For example, this type of IMD
would not prohibit an automated drug delivery system from
administering pain medication that 1s known to adversely
interact with the medication provided by a patient’s
implanted drug pump.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

FI1G. 1 1s atflowchart of amethod describing the general use
of an electronic device having an implantable medical device
(IMD) safety control in accordance with an embodiment of
the disclosure.

FIG. 2 1s a schematic diagram illustrating an implantee
having an implanted medical device (IMD) within the effec-
tive proximity of an electronic device equipped with an IMD
safety control in accordance with an embodiment of the dis-
closure.
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FIG. 3 depicts an exemplary IMD communicatively linked
to one or more electronic devices 1n accordance with an

embodiment of the disclosure.

FIG. 4 1s a flowchart of a method describing the general
operation of the IMD safety control in accordance with an
embodiment of the disclosure.

FIG. 5 1s a flowchart of a method 1llustrating operation of a
simple IMD safety control within a microwave oven in accor-
dance with an embodiment of the disclosure.

FIG. 6 1s a flowchart of a method 1llustrating operation of a
robust IMD safety control within a drug delivery system in
accordance with an embodiment of the disclosure.

DETAILED DESCRIPTION

This disclosure provides for a solution for mitigating the
adverse effects of functions performed by an electronic
device upon a proximately-located implanted medical device
(IMD). An IMD safety control can be coupled with the elec-
tronic device 1n order to disable the performance of the func-
tions that can have an adverse eflect upon operation of the
implanted medical device or a treatment provided by the
implanted medical device when the implanted medical device
1s detected within an effective proximity of the electronic
device. An operator of the electronic device can be notified of
the presence of the implanted medical device and resolution
requested. The functions can be enabled upon receipt of the
resolution. In one embodiment, bidirectional communica-
tions can occur between the proximate electronic device and
the IMD, which enable either/both devices to change their
state and/or trigger functions to ensure maximum safety. For
example, an IMD device can immediately go into a “safe”
mode right before a cardiac defibrillator emits a charge to a
wearer of an IMD, and the IMD can immediately go back
“online” out of the “sate” mode after the charge to ensure
proper regulation of the wearer’s body (such as the wearer’s
heart) post-charge. No known solution exists for this prob-
lem, where no automatic adjustments are made between an
IMD and proximate electronic device(s) to ensure that these
clectronic devices pose no harm to an IMD. This even applies
to devices specifically designed for patient care (such as those
within an ambulance or hospital) as well as common environ-
mental devices (like microwave ovens, security detectors,
etc.). This lack of automatic safeguard results 1n severe physi-
cal ramifications to IMD wearers, when oversights occur
(such as not adjusting an MRI to ensure that an IMD wearer
1s unharmed by the MRI procedure).

As will be appreciated by one skilled 1n the art, aspects of
the present invention may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module™ or
“system.” Furthermore, aspects of the present invention may
take the form of a computer program product embodied in one
or more computer readable medium(s) having computer read-
able program code embodied thereon.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may
be a computer readable signal medium or a computer read-
able storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, inirared, or semiconductor
system, apparatus, or device, or any suitable combination of
the foregoing. More specific examples (a non-exhaustive list)
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of the computer readable storage medium would include the
following: an electrical connection having one or more wires,
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory ), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic
storage device, or any suitable combination of the foregoing.
In the context of this document, a computer readable storage
medium may be any tangible medium that can contain, or
store a program for use by or 1n connection with an instruction
execution system, apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that 1s not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or 1n connection with an 1nstruction execution system,
apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, including,
but not limited to wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing. Computer
program code for carrying out operations for aspects of the
present invention may be written 1n any combination of one or
more programming languages, mncluding an object oriented
programming language such as Java, Smalltalk, C++ or the
like and conventional procedural programming languages,
such as the “C” programming language or similar program-
ming languages. The program code may execute entirely on
the user’s computer, partly on the user’s computer, as a stand-
alone software package, partly on the user’s computer and
partly on a remote computer or entirely on the remote com-
puter or server. In the latter scenario, the remote computer
may be connected to the user’s computer through any type of
network, including a local area network (LAN) or a wide area
network (WAN), or the connection may be made to an exter-
nal computer (for example, through the Internet using an
Internet Service Provider).

Aspects of the present invention are described below with
reference to flowchart i1llustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the mvention. It will be
understood that each block of the flowchart illustrations and/
or block diagrams, and combinations of blocks in the tlow-
chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program 1nstructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified 1n the tlowchart and/or block diagram
block or blocks.

These computer program instructions may also be stored in
a computer readable medium that can direct a computer, other
programmable data processing apparatus, or other devices to
function 1n a particular manner, such that the instructions
stored 1n the computer readable medium produce an article of
manufacture including instructions which implement the
function/act specified 1n the flowchart and/or block diagram
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The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series ol operational steps to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the istructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

Referring to the figures, FIG. 1 1s a flowchart of a method
100 describing the general use of an electronic device having
an implantable medical device (IMD) safety control in accor-
dance with an embodiment of the disclosure. The general
purpose of the IMD safety control can be to minimize the
occurrence ol potentially adverse interactions caused by

functions of the electronic device and the operation of the
IMD.

Method 100 can begin 1n step 105 where an implantee can
become proximate to an electronic device having an IMD
safety control. Step 1035 can encompass movement on the part
of the implantee (e.g., a person walking), movement on the
part of the electronic device (e.g., a mobile device or a device
transported upon or within a carrier), or simultaneous move-
ment of both.

An operator of the electronic device can select a function
for execution that targets or exposes the implantee to the
elfects of the selected function 1n step 110. For example, the
functions of a medical monitoring device target a single per-
son, but not others nearby, while the radiation from a micro-
wave oven affects all in limited area.

In step 115, the IMD safety control of the electronic device
can detect the IMD within the implantee. Step 1135 can be
performed 1n a variety of ways known 1n the art. The IMD
safety control can ascertain the effect of the selected function
upon the IMD 1n step 120. Step 120 can utilize data from a
variety of sources (e.g., local and network) depending upon
the specific implementation and communicative environ-
ment.

In step 125, the IMD satety control can determine 1f its
function will have any potentially adverse efiects, either
directly to the IMD (e.g., electrical interference) or indirectly
via physiological changes to the implantee (e.g., medication
delivered). When 1t 1s determined that the function will have
no potentially adverse effects, the IMD safety control can
allow the electronic device to perform the selected function in
step 130.

When the function has the potential to adversely affect the
IMD or implantee, step 135 can be performed where the IMD
safety control can disable the adverse functionality of the
clectronic device. The IMD safety control can then alert the
operator of the electronic device to the potentially adverse
elfects 1n step 140.

In step 145, the operator can resolve the situation between
the implantee and electronic device functionality. For
example, the operator can select a different function of the
clectronic device, ask the implantee to remove themselves
from the area aflected by the function, utilize a different
device or method, and the like, depending on the function
being performed.

It should be emphasized that an electronic device without
the IMD satety control would perform the selected function,
regardless; potentially harming the implantee and/or the
IMD. Further, the IMD safety control can be used with elec-
tronic devices that do not emit electronic or radiological
interference but whose functions atfect the implantee, and the
IMD, by extension, like a drug delivery system.

il
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FIG. 2 1s a schematic diagram 200 illustrating an implantee
205 having an implanted medical device (IMD) 210 within
the effective proximity 222 of an electronic device 225
equipped with an IMD safety control 227 1n accordance with
an embodiment of the disclosure. The steps of method 100 5
can be performed within the context of illustration 200.

The IMD 210 can include wireless communication abili-
ties. As shown in embodiment 230, the IMD 210 can wire-
lessly communicate via a network 235 with one or more
devices connected to the network 235. The devices can 10
include a server 240, a network data store 245, and/or an
clectronic device 225 controlled by an operator 220. Com-
munications over the network 235 with the IMD 210 can be
unidirectional or bidirectional, depending on implementation
specifics. Additionally, communications can be active, semi- 15
active, or passive ones from the IMD 210 perspective, 1n
various embodiments. The electronic device 225 can receive
the IMD mformation directly, indirectly (1.e., through server
240 or data store 245), or both depending on the specific
embodiment of the disclosure. 20

As used herein, a medical device can be a manufactured
product used to cope with human disease, care for human
injuries, meet human anatomical needs, maintain human ana-
tomical needs, maintain or monitor human physiological
functions, support or sustain human life, control human con- 25
ception, or examine specimens or from human bodies. An
implanted medical device or IMD 210 can be a medical
device that 1s partially or totally inserted 1nto the human body
or natural orifice and 1s expected to stay in there for thirty days
or more. Additionally, IMD 210 can be a medical device used 30
to replace an epithelial surface or the surface of the eye that 1s
expected to stay 1n place for thirty days or more. Surgical or
medical procedures can be used to msert or apply IMDs 210
and surgical or medical procedures can be used to remove
IMDs 210. 35

IMD 210 can be an active or passive device. An active IMD
210 can be an implanted medical device that uses electrical
energy or other power to make 1t function. Devices that are
powered by the human body or by gravity are not generally
considered active IMDs by this definition. Human body pow- 40
ered and/or gravity powered IMDs 210 are to be considered
passive IMDs 210, which are included within the scope of
embodiments of the disclosure.

Diagram 250 visually depicts a non-exclusive listing of
IMDs 210 able to be implanted 1n the human body of implan- 45
tee 205. These IMDs 210 can include neurostimulators 252
(e.g., cortical stimulators, deep brain stimulators, spinal cord
stimulators and vagus nerve stimulators, sacral nerve stimu-
lation, etc.), gastric stimulators 253, foot drop and other skel-
ctal implants 254, cochlear implants 255, cardiac implants 50
256 (e.g., cardioverter-defibrillator, cardiac resynchroniza-
tion device, cardiac defibrillators, pacemakers, etc.), medica-
tion pumps 257 (e.g., msulin pumps, morphine pumps, etc.),
bone fusion stimulators, and the like.

The IMD 210 can be a single, discrete device implanted in 55
the implantee 205, or can consist of two or more components.
For example, diagram 215 showing the body of implantee 205
illustrates that IMD 210 can include two different compo-
nents; IMD component 212 and IMD component 214. More
specifically, an ICD 1s shown, where component 212 1s an 60
automatic 1mplantable cardioverter defibrillator and compo-
nent 214 1s an electrode 1nserted 1nto the heart of implantee
205.

Many existing standards exist that provide definitions and
standards for IMDs 210, which are to be selectively consid- 65
ered as applicable to the present disclosure to the extent that
they define IMDs 210 and to the extent these definitions are

6

consistent with embodiments of the disclosure. To elaborate,
the International Organization for Standards (ISO) has estab-
lished TC 130 for implants for surgery: more specifically
TC150/SC1 (subcommuittee for materials), TC150/SC2 (sub-
committee for cardiovascular implants and extracorporeal
systems), TC 150/SC3 (subcommittee for Neurosurgical

implants), TC 150/SC4 (subcommittee for bone and joint
replacements), TC 150/SCS (subcommittee for Osteosynthe-
s1s and spinal devices), TC 150/5C6 (subcommuttee for active
implants), and TC 130/SC7 (subcommittee for tissue-engi-
neered medical products). Documents for these subcommuit-
tees and definitions contained therein are to be considered
applicable for definitions of IMD 210, as used and defined 1n
embodiments of the disclosure. For example, ISO 13483:
2003 “Medical Devices—quality management systems—re-
quirements for regulator purposes™ 1s applicable to embodi-
ments of the disclosure for IMDs 210. Appreciably these
standards are not to be construed as limiting the scope of the
disclosure, but are useful for providing additional definitional
material and specifics not expressly detailed herein, but
which are to be considered as having been contemplated by
the disclosure.

The electronic device 225 can include components whose
functionality 1mpacts the physiology of the implantee 205
and/or operation of the IMD 210. As shown in diagram 230,
the electronic device 225 can be of a portable or hand-held
nature like a cell phone. The electronic device 225 1s not to be
construed as limited to portable electronic devices, but can
also include devices that are relatively stationary, such as
personal computers, microwaves, specialized medical
devices, and the like.

The electronic device 225 can be configured to support

operation of the IMD safety control 227. The IMD safety
control 227 can represent the hardware and/or software com-
ponents required to detect the IMD 210 of the implantee 203
and prohibit functionality of the electronic device 223 should
the functionality pose a danger to the implantee 205 and/or
IMD 210, as discussed in method 100.

For example, in one embodiment, the IMD safety control
2277 can be a logic circuit built 1into the electronic device 225;
in another embodiment, the IMD safety control 227 can be a
soltware program that interacts with the software that con-
trols operation of the electronic device 225.

In its simplest form, the IMD safety control 227 can be
thought of as an automated “kill switch” for the electronic
device 225, suspending operation of the electronic device 225
when an IMD 210 1s detected within the effective proximity
222. The effective proximity 222 can represent a predefined
physical distance that the electronic device 2235 1s known to
adversely aflect the operation of an IMD 210.

Embodiment 230 can illustrate a robust implementation of
the IMD safety control 227. In embodiment 230, the IMD
safety control 227 can communicate with IMD 210, server
240 and/or data store 2435 over the network 235 to collect
additional information about the implantee 205 and/or IMD
210, as well as data regarding the interaction of the electronic
device 225 with IMD 210.

For example, upon detection of the IMD 210, the IMD
safety control 227 can establish a communication link to the
IMD 210 over the network 235 to acquire basic patient and/or
operational data. From the acquired data, the IMD safety
control 227 can then obtain safety or interaction information
about the specific IMD 210 from a trusted data source like the
Web site of the IMD 210 manufacturer or an applicable gov-
erning body. Such information can then be used by the IMD
satety control 227 to determine 1f the implantee 2035 and/or
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IMD 210 are at risk for an adverse interaction with the func-
tion of the electronic device 225.

As used herein, presented data store 245 can be a physical
or virtual storage space configured to store digital informa-
tion. Data store 245 can be physically implemented within
any type of hardware including, but not limited to, a magnetic
disk, an optical disk, a semiconductor memory, a digitally
encoded plastic memory, a holographic memory, or any other
recording medium. Data store 245 can be a stand-alone stor-
age unit as well as a storage unit formed from a plurality of
physical devices. Additionally, information can be stored
within data store 245 1n a variety of manners. For example,
information can be stored within a database structure or can
be stored within one or more files of a file storage system,
where each file may or may not be indexed for information
searching purposes. Further, data store 245 can utilize one or
more encryption mechanisms to protect stored imnformation
from unauthorized access.

FIG. 3 depicts an exemplary IMD 310 (1.¢., one embodi-
ment of IMD 210) communicatively linked to one or more
electronic devices 340 in accordance with an embodiment of
the disclosure. The IMD 310 can be an active IMD having a
transmitter 312, recerver 314 (or both combined as a trans-
ceiver), one or more processors 316, storage 318, and com-
munication control 320 circuits/program code.

Each electronic device 340 can be configured to include a
transmitter 342, recerver 344, processor 346, storage 348, and
communication control 350 circuits/program code. Common
examples of electronic devices 340 can include medical
devices and devices that emait signal energy (e.g., electromag-
netic, X-ray, radio, etc.) waves. The transmitter 312 and/or
receiver 314 of IMD 310 can provide for wireless communi-
cations.

Communications to/from IMD 310 can occur over one or
more communication channels 330. When multiple channels
are used, different security measures and requirements can
exist for these different communication channels 330. Fur-
ther, different ones of these channels can be linked to different
functions. That 1s, some protected functions may only be
accessed over one channel, mnformation of a particular type
may be accessible over one channel and not another, etc. Each
of the different communication channels 330 can utilize
secure transmission protocols to ensure data conveyed over
cach 1s protected during transmission. One or more encryp-
tion techniques can be used by one or more of the channels
330.

Any of a variety of cryptography techniques can be used to
secure channels 330, such as use of hardware and/or software
keys. Hardware based keys can be specifically usetul, espe-
cially when the utilized keys for the channels 330 are never
transported over a network, thus eliminating risks of inter-
ception of keys. A public key infrastructure (PKI) can be used
to at least partially secure the channels 330 in one embodi-
ment. The channels 330 can also utilize identity-based
encryption (IBE), and PKI with an on-line trusted third party
(TTP)based techniques. In still another embodiment, biomet-
ric based inputs and/or hardware keys unique to an electronic
device 340, an implantee, and IMD 310 can be utilized. For
example, 1n one embodiment, a biometric input can be used to
additionally secure one of the communication channels 330,
which provides an additional level of assurance that a user of
the electronic device 340, through which IMD data 1s pro-
vided, 1s an authorized information recipient.

Use of a short-range broadcast between the IMD 310 and
the electronic device 340 1s another means of enhancing
security when transmitting IMD data. BLUETOOTH, WIRE-
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thereol) exist that have a relatively short broadcasting range
(under 10 meters, for example), which can be used for local-
1zed communications between IMD 310 and an electronic
device 340. Similarly near field communications (NFC) can
be used, which typically have a range of six inches or less to
ensure that IMD data 1s conveyed securely between IMD 310
and the electronic device 340. Use of a NFC can be especially
useiul in embodiments of the disclosure, as power required
for data transmissions generally increases with distance and
minimizing power ol the IMD 310 consumed for transmis-
sions can be essential. When the electronic device 340 1s a
mobile telephony device or 1s able to communicate over a
mobile telephony network, existing security protocols exist-
ing on these devices can be leveraged and enhanced (such as
through a double-encryption scheme) to ensure channels 330
are secure.

Diagram 350 illustrates an example configuration of an
IMD 310, a medical server 354 (one of the electronic devices

340), and a medical device 360 (another electronic device
340). A set of ditferent networks 356, 357, 358 can intercon-

nect these devices. For example, network 356 can be a near
field communication (NFC) or a personal area network. Net-
work 357 can be a mobile telephony network, and network
358 can be an internet protocol (IP) network. In another
embodiment, the illustrated networks 356, 357, 358 can be a
common network.

Medical device 360 can be an electronic device 340
designed for use 1n a medical context, such as a monitoring
device, a drug delivery system, a scanmng device, and the
like. In a different embodiment, the electronic device 340 can
be a device specifically manufactured/constructed for a dif-
ferent context (e.g., laboratory tasks, manufacturing tasks,
etc.). A special purposed device can have umique hardware,
clectronic boards, firmware, etc., which 1s not able to be easily
modified by software.

As shown 1n the block diagram, medical device 360 can
include components such as a control module 362, commu-
nication handler 364, treatment elements 366, input devices
368, output devices 370, security engine 372, the IMD safety
control 375, and data store 385.

The control module 362 can represent the elements that
control operation of the medical device 360, such as one or
more processors, one or more nonvolatile memories, one or
more volatile memories, and other such components linked
via a bus. The communication handler 364 can include one or
more receivers, transmitters, and/or transceivers. The com-
munication handler 364 can enable wired and/or wireless
communications ol very shortrange (NFC range), shortrange
(under 10 meters), medium range (WIFI range), and/or long
range (cellular or mobile telephony).

The treatment components 366 can represent the elements
required by the medical device 360 to perform its designated
treatment or function. For example, a drug delivery system
would have elements for storing, measuring, and providing
the drug to the patient (1.e., subcutaneous, injection, etc.), a
defibrillator would have elements for providing an electric
shock, and so on.

Input devices 368 can include buttons, dials, a touch pad, a
touch screen, a keyboard, a microphone for speech mnput, a
biometric sensor, a camera, an accelerometer, and the like.
Output devices 370 can include a display, a speaker, a vibra-
tion generator, and the like. The security engine 372 can
encrypt/decrypt data, which includes data sent from the IMD
device 310. The communication engine 376 can permit the
medical device 360 to communicate over one or more of the
communication channels 330.
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The IMD safety control 375 can include components such
as an IMD detector 377, alert handler 378, and data manager
380. The IMD detector 377 can be the components utilized 1n
detecting the presence of IMD 310 1n the effective proximity
222. The IMD detector 377 can follow predefined standards
in the art for identifying the presence of an IMD 310, such as
broadcasting a message on an applicable communication
channel 330 to request 1dentification from the IMD 310.

The data manager 380 can utilize an aggregator 382 and
analyzer 384 to determine 1f the function of the medical
device 360 has the potential to harm the implantee or IMD
310. The aggregator 382 can be configured to collect pertinent
data from trusted data sources, like medical server 354 and
data store 385. The analyzer 384 can determine 11 the opera-
tion of the IMD 310 or the health of the implantee could be
adversely affected by the function to be performed by the
medical device 360.

The data manager 380 can invoke the alert handler 378
when potentially adverse conditions are 1dentified. The alert
handler 378 can utilize the output devices 370 to display a
message to the operator as well as trigger an audible and/or
visual alarm of the medical device 360, when available.
Depending upon the specific configuration and capabilities of
the medical device 360, the alert handler 378 can also convey
a message over one or more networks 356-358 to another
electronic device 340 like an emergency page to a doctor or
nurse.

The alert handler 378 can also be responsible for interact-
ing with the control module 362 to disable or lock-out one or
more treatment elements 366, as well as releasing the treat-
ment elements 366 once resolution of the identified problem
has been entered by the operator and/or once the IMD 310 1s
no longer within the eflective proximity 222.

In the embodiment of the IMD safety control 375 shown in
medical device 360, the IMD safety control 375 can utilize
components of the medical device 360 like the communica-
tion handler 364, input devices 368, output devices 370, and
clements of the control module 362.

In another contemplated embodiment, the IMD safety con-
trol 375 can be an independent device that 1s coupled with or
connected to the medical device 360. In such an embodiment,
the IMD safety control 375 can have a separate control mod-
ule 362 and communication handler 364, intertacing with the
medical device 360 to perform mput/output and control func-
tionalities.

As used herein, presented storages 318 and 348 and data
store 383 can be a physical or virtual storage space configured
to store digital information. Storages 318 and 348 and data
store 385 can be physically implemented within any type of
hardware including, but not limited to, a magnetic disk, an
optical disk, a semiconductor memory, a digitally encoded
plastic memory, a holographic memory, or any other record-
ing medium. Storages 318 and 348 and/or data store 385 can
be formed from a plurality of physical devices. Additionally,
information can be stored within storages 318 and 348 and
data store 385 1n a variety of manners. For example, informa-
tion can be stored within a database structure or can be stored
within one or more files of a file storage system, where each
file may or may not be indexed for information searching
purposes. Further, storages 318 and 348 and/or data store 385
can utilize one or more encryption mechanisms to protect
stored information from unauthorized access.

FI1G. 4 1s a flowchart of a method 400 describing the general
operation ol the IMD safety control 1n accordance with an
embodiment of the disclosure. Method 400 can begin 1n step
405, where the IMD safety control can mnitialize for opera-
tion. In step 410, a trigger for the electronic device to perform
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a Tunction can be detected. Triggers can include function
calls, button presses, menu selections, and the like, depending
upon the type of electronic device.

The handling of the trigger by the electronic device can be
interrupted by the IMD safety control in step 415. For
example, processing of the triggering event by the electronic
device can be mterrupted and the trigger message or com-
mand withheld by the IMD safety control.

In step 420, an IMD 1dentification request can be broadcast
upon known, applicable communication channels. Identifica-
tion responses can be recerved from IMDs in the effective
proximity 1n step 425, Steps 420 and 425 can represent simple
IMD detection. The conveyance of requests and responses
can occur over a network, which can connect the electronic
device to the IMD directly or indirectly.

In step 430, the effect of the triggered function on the
responding IMDs can be ascertained. The possibility of the
triggered function having a potentially adverse effect upon

one or more of the responding IMDs can be determined 1n
step 435.

When 1t 1s determined that the triggered function will not
have an adverse effect upon the IMD, step 440 can execute
where the IMD safety control can release its hold upon the
trigger, allowing the electronic device to perform the func-
tion. When 1t 1s determined that the triggered will have an
adverse effect upon the IMD, the IMD safety control can
instruct the electronic device to disable or lock the potentially
adverse Tunctionality 1n step 445.

In an alternate embodiment, step 443 can lock the entirety
of the electronic device except for select input/output func-
tionality.

In step 450, the operator can be alerted and/or notified of
the potentially adverse eflects upon the proximate IMDs.
Resolution from the operator can then be recerved 1n step 455.

When the received resolution 1s to override the lock-out,
method 400 can tlow from step 435 to step 440 where the IMD
safety control enables the electronic device to perform the
triggered function. Override resolution can require additional
inputs such as supervisory i1dentification and/or a password.
When the received resolution 1s a change to the triggered
function (1.e., a different function 1s selected or function
parameters are selected), method 400 can flow from step 455
to step 430 where the modified function can be assessed for
potentially adverse effects upon the IMD.

Another resolution can be for the operator to decide to not
use the electronic device for the implantee (1.e., perform the
function manually), which 1s not explicitly shown 1n method
400. However, such resolution can be handled as a function
change where the change 1s to cancel execution of the func-
tion and method 400 can then terminate after step 453.

FIG. 5 15 a flowchart of a method 500 1llustrating operation
of a simple IMD safety control within a microwave oven 1n
accordance with an embodiment of the disclosure. Method
500 can begin 1n step 505, where user presses the button to
activate a microwave oven 1n a semi-public area like a break
room or cafeteria (1.e., a location where multiple people are
likely to be present).

Prior to the activation of the microwave, the IMD safety
control can detect the presence of a proximate IMD 1n step
510. In step 515, the microwave oven can be locked 1n a
disabled state by the IMD safety control. An audible alert can
be emitted by the microwave oven at the command of the IMD
satety control 1n step 520. In step 325, the IMD safety control
can display a message 1n the display area of the microwave
oven that informs the user to the presence of a proximate IMD
and requests acknowledgement to proceed.
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Acknowledgement can be received by the IMD safety con-
trol from the user 1n step 530. For example, the user may be
required to press the ‘Start” button a second time.

In step 535, the IMD satfety control can determine 1if the
IMD 1s still proximate to the microwave oven (1.¢., a second
detection for IMDs can be performed). Step 335 can be a
fail-safe requiring the user to take action (1.¢., ask the implan-
tee to vacate the etflective proximity); the user cannot simply
ignore the alert and enter the acknowledgement without

removing the IMD from the effective proximity.

When the IMD safety control determines that an IMD 1s
still proximate to the microwave oven, method 500 can return
to step 520 where the alert and notification can be reissued to
the user. When the IMD safety control determines that the
IMD 1s no longer proximate to the microwave oven, the IMD
safety control can release the microwave oven into an enabled
state 1n step 540.

It 1s important to note that the type of IMD safety control
described 1n method 500 will not allow the microwave oven or
other type of electronic device to operate until the IMD 1s no
longer proximate. Thus, a person cooking microwave pop-
corn cannot mnadvertently cause harm to a coworker having a
pacemaker 1n the company break room.

Further, 1t should be emphasized that the operation of the
IMD satety control should be tailored to address the specific
situations that the type of electronic device 1s expected to
encounter.

FIG. 6 1s a flowchart of a method 600 1llustrating operation
of a robust IMD safety control within a drug delivery system
in accordance with an embodiment of the disclosure. The
method 600 can begin 1n step 605, where a medical provider
can configure a drug delivery system for providing medica-
tion to a patient.

Prior to dispensation of the medication by the drug delivery
system, the IMD safety control can detect the presence of a
proximate IMD 1n step 610. In step 615, the IMD safety
control can determine 11 the detected IMD belongs to the
patient being treated. The determination performed 1n step
615 can require additional data exchanges between the IMD
safety control and the IMD as well as between the IMD safety
control and other data sources like a medical server housing
patient data.

When the detected IMD does not belong to the patient
being treated (1.e., the IMD 1s implanted within a stail or
family member who 1s near the drug delivery system), method
600 can flow from step 615 to step 640 where the IMD safety
control can allow the drug delivery system to proceed with
dispensing medication to the patient. When the detected IMD
belongs to the patient being treated, the IMD safety control
can request and receive patient and/or operational data from
the IMD 1n step 620.

In step 625, the IMD safety control can aggregate contrain-
dication and drug interaction data for the IMD and/or the
medication being dispensed. This data can be obtained from
local and/or network data sources. The collected data can be
analyzed by the IMD safety control 1n step 630.

In step 635, the IMD satfety control can determine 1f the
medication being dispensed can have a potentially adverse
eifect upon the patient and/or operation of the IMD. For
example, the IMD safety control can obtain a list of medica-
tions that the patient 1s taking from the patient’s medical
record stored on the medical server as well as drug interaction
information for the medication being dispensed. The IMD
safety control can then determine 11 a harmful drug interac-
tion has been overlooked and keep the medication from being,
automatically dispensed to the patient.
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As another example, the IMD safety control would be able
to determine 1f the medication being dispensed would
adversely affect the effectiveness of or interact with the medi-
cation already provided by a patient’s an msulin pump.

When the IMD safety control determines that the dis-
pensed medication would not have a potentially adverse
eifect upon the patient and/or IMD), step 640 can be per-
tformed where the IMD safety control allows the drug delivery
system to proceed with dispensing the medication. When 1t 1s
determined that the dispensed medication can have a poten-
tially adverse etiect, the IMD safety control can instruct the
drug delivery system to suspend medication dispensation 1n
step 645.

In step 650, the IMD safety control can alert and/or notify
the medical provider of the identified potentially adverse
allfects upon the patient and/or IMD. The IMD safety control
can then await resolution from the medical provider in step
655.

It should be noted that the phrase “potentially adverse
clfects” does not have the same meaning as the phrase “pos-
sible side effects”. A side eflect can be a reaction of a drug
with a person’s physiology. A “potentially adverse effect”, as
used herein, can be an interaction between the function of the
clectronic device, drug delivery system 1n this example, and
the patient or IMD that 1s widely accepted as disadvanta-
geous.

For example, giving a diabetic patient insulin medication
can cause side effects. Giving a diabetic patient having an
implanted insulin pump insulin medication can have an
adverse elfect upon the patient’s health.

The flowchart and block diagrams 1n the Figures 1llustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block
diagrams may represent a module, segment, or portion of
code, which comprises one or more executable instructions
for implementing the specified logical function(s). It should
also be noted that, 1n some alternative implementations, the
functions noted 1n the block may occur out of the order noted
in the figures. For example, two blocks shown 1n succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams
and/or flowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer instructions.

What 1s claimed 1s:

1. A method for protecting an implanted medical device
(IMD) from proximate device harmiul interference compris-
ng:

cstablishing a communication pathway between an

implanted medical device (IMD) and a proximate elec-
tronic device, wherein the implanted medical device 1s
an active mmplanted medical device having wireless
communication capabilities, wherein performance of
one or more functions by the proximate electronic
device 1s known to have a potential to cause at least one
adverse effect to a treatment provided by the implanted
medical device or to an operation of the implanted medi-
cal device when the implanted medical device 1s within
an effective proximity of the electronic device at a time
the electronic device performs the one or more func-
tions, wherein the communication pathway for wireless
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communication refers to any communication medium
not requiring a dedicated physical wire between com-
munication endpoints over which an information bear-
ing signal 1s conveyed;

the implanted medical device wirelessly conveying a mes-

sage over the communication pathway to the electronic
device indicating an existence of the implanted medical
device (IMD) within wireless communication range of
the electronic device and indicating a safety requirement
or operational data specific to the implanted medical
device, wherein the wireless communication range cor-
responds to at least a high likelthood of the implanted
medical device being within the effective proximity of
the proximate electric device; and

the conveyance of the message from the implanted medical

device placing the proximate electronic device, which
receives the message, on notice, such that the electronic
device responsive to being on notice 1s able to minimize
potential harmiul effects of performing the one or more
functions while the implanted medical device 1s within
the effective proximity, 1s able to alert a user of the
clectronic device of potential harmiul effects of per-
forming the one or more functions while the implanted
medical device 1s within the effective proximity, or auto-
matically disable the one or more functions while the
implanted medical device 1s 1n the effective proximaity,
wherein the implanted medical device 1s a man-made
device that 1s partially or totally inserted into a human
body or a natural orifice of the human body, where the
implanted medical device i1s operationally designed to
remain 1n place after being inserted for over thirty days.

2. The method of claim 1, further comprising;

the implanted medical device conveying a notification or

an alert to a wearer of the implanted medical device or to
other humans within the effective proximity of a pres-
ence ol the electronic device having the one or more
functions able to cause the at least one adverse effect on
the implanted medical device.

3. The method of claim 1, further comprising:

the implanted medical device changing operational state

from a default while near the effective proximity to
minimize harm resulting from the one or more electronic
device executing the one or more functions; and

the implanted medical device changing operational state

back to the default when the implanted medical device 1s
no longer near the effective proximity.
4. The method of claim 1, further comprising;
exchanging communications between the implanted medi-
cal device and the electronic device as the electronic
device performs the one or more functions; and

dynamically altering optional state of the implanted medi-
cal device responsive to the exchanged communications
to minimize or eliminate the adverse effect.
5. The method of claim 1, further comprising:
the implanted medical device detecting one of more
adverse eflects from the one or more functions; and

responsive to the detecting, the implanted medical device
establishing the communication pathway and wirelessly
conveying the message over the communication path-
way.

6. The method of claim 1, wherein the implanted medical
device utilizes at least one of a near field communication
(NFC) transmission, a BLUETOOTH transmission having a
range of less than twenty meters, and a radio transmission
having arange of less than twenty meters to wirelessly convey
the message.
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7. The method of claim 1, wherein the implanted medical

device utilizes at least one of a near field communication
(NFC) transmission, a BLUETOOTH transmission, and a
radio transmission to wirelessly conveying the message,
wherein the NFC transmission, the BLUETOOTH transmis-
s1on, or the radio transmission has a range of less than one
meter.

8. The method of claim 1, wherein the electronic device 1s

one of a mobile telephony device, a touch-screen computing
device, a personal computer, a microwave device, and a medi-
cal device.

9. The method of claim 1, wherein the implanted medical

device 1s one of a neurostimulator, a cardioverter-defibrilla-
tor, a cardiac resynchronization device, a pacemaker, and a
medical pump.

10. An implanted medical device (IMD) comprising:

OnNe Or MOre Processors;

a wireless transmitter:;

a non-transitory storage medium storing programmatic
istructions, wherein execution of the programmatic
istructions by the one or more processors causes the
implanted medical device to:

(a) establish a communication pathway between the
implanted medical device (IMD) and a proximate
clectronic device, wherein the implanted medical
device 1s an active implanted medical device having
wireless communication capabilities via the wireless
transmitter, wherein performance of one or more
functions by the proximate electronic device 1s known
to have a potential to cause at least one adverse effect
to a treatment provided by the implanted medical
device or to an operation of the implanted medical
device when the implanted medical device 1s within
an ellective proximity of the proximate electronic
device at a time the proximate electronic device per-
forms the one or more functions, wherein the commu-
nication pathway for wireless communication refers
to any communication medium not requiring a dedi-
cated physical wire between communication end-
points over which an information bearing signal 1s
conveyed, wherein the wireless transmitter refers to
any transmitter for conveying the information bearing
signal over the communication pathway; and

(b) wirelessly convey a message over the communica-
tion pathway to the electronic device indicating an
existence of the implanted medical device (IMD)
within wireless communication range of the proxi-
mate electronic device and indicating a safety require-
ment or operational data specific to the implanted
medical device, wherein the wireless communication
range corresponds to at least a high likelihood of the
implanted medical device being within the effective
proximity of the proximate electric device,

wherein the conveyance of the message from the implanted
medical device places the proximate electronic device,
which receives the message, on notice, such that the
proximate electronic device responsive to being on
notice 1s able to minimize potential harmiul effects of
performing the one or more functions while the
implanted medical device 1s within the effective prox-
imity, 1s able to alert a user of the proximate electronic
device of potential harmiul effects of performing the one
or more functions while the implanted medical device 1s
within the effective proximity, or automatically disable
the one or more functions while the implanted medical
device 1s 1n the effective proximity, wherein the
implanted medical device 1s a man-made device that 1s
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partially or totally 1nserted into a human body or a natu-
ral orifice of the human body, where the implanted medi-
cal device 1s operationally designed to remain 1n place
alter being inserted for over thirty days.

11. The system of claim 10, wherein execution of the
programmatic instructions by the one or more processors
causes the implanted medical device to:

convey a notification or an alert to a wearer of the

implanted medical device or to other humans within the

clfective proximity of a presence of the proximate elec-
tronic device having the one or more functions able to
have cause the at least one adverse eflect on the
implanted medical device.

12. The system of claim 10, wherein execution of the
programmatic instructions by the one or more processors
causes the implanted medical device to:

change operational state from a default while near the
clfective proximity to minimize harm resulting from the

proximate electronic device executing the one or more
functions; and

change operational state back to the default when the

implanted medical device 1s no longer near the effective
proximity.

13. The system of claim 10, wherein execution of the
programmatic instructions by the one or more processors
causes the implanted medical device to:

exchange communications between the implanted medical

device and the proximate electronic device as the proxi-
mate electronic device performs the one or more func-
tions; and

dynamically alter optional state of the implanted medical

device responsive to the exchanged commumnications to
minimize or eliminate the adverse efl

ecCt.

14. The system of claim 10, wherein execution of the
programmatic instructions by the one or more processors
causes the implanted medical device to:

detect one of more adverse effects from the one or more

functions; and

responsive to the detecting, establish the communication

pathway and wirelessly conveying the message over the
communication pathway.

15. The system of claim 10, wherein the proximate elec-
tronic device 1s one of a mobile telephony device, a touch-
screen computing device, a personal computer, a microwave
device, and a medical device.

16. The system of claim 10, wherein the implanted medical
device 1s one of a neurostimulator, a cardioverter-defibrilla-
tor, a cardiac resynchronization device, a pacemaker, and a
medical pump.

17. The system of claim 10, wherein the implanted medical
device 1s a neurostimulator, wherein execution of the pro-
grammatic mstructions by the one or more processors causes
the neurostimulator to:

change operational state from a default while near the
cifective proximity to minimize harm resulting from the

proximate electronic device executing the one or more
functions; and

change operational state back to the default when the

implanted medical device 1s no longer near the effective
proximity.

18. The system of claim 10, wherein the implanted medical
device 1s a cardioverter-defibrillator, wherein execution of the

programmatic instructions by the one or more processors
causes the cardioverter-defibrillator to:
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change operational state from a default while near the
elfective proximity to minimize harm resulting from the
proximate electronic device executing the one or more
functions; and

change operational state back to the default when the

implanted medical device 1s no longer near the effective
proximity.

19. The system of claim 10, wherein the implanted medical
device 1s a cardiac resynchronization device, wherein execu-
tion of the programmatic instructions by the one or more
processors causes the cardiac resynchronization device to:

change operational state from a default while near the

elfective proximity to minimize harm resulting from the
proximate electronic device executing the one or more
functions; and

change operational state back to the default when the

implanted medical device 1s no longer near the effective
proximity.

20. The system of claim 10, wherein the implanted medical
device 1s a pacemaker, wherein execution of the program-
matic 1nstructions by the one or more processors causes the
pacemaker to:

change operational state from a default while near the

elfective proximity to minimize harm resulting from the
proximate electronic device executing the one or more
functions; and

change operational state back to the default when the

implanted medical device 1s no longer near the effective
proximity.

21. The system of claim 10, wherein the implanted medical
device 1s a medical pump, wherein execution of the program-
matic 1nstructions by the one or more processors causes the
medical pump to:

change operational state from a default while near the

clfective proximity to minimize harm resulting from the
proximate electronic device executing the one or more
functions; and

change operational state back to the default when the

implanted medical device 1s no longer near the effective
proximity.

22. The system of claim 10, wherein the implanted medical
device 1s a bone fusion stimulator, wherein execution of the
programmatic instructions by the one or more processors
causes the bone fusion stimulator to:

change operational state from a default while near the

clfective proximity to minimize harm resulting from the
proximate electronic device executing the one or more
functions; and

change operational state back to the default when the

implanted medical device 1s no longer near the effective
proximity.

23. The system of claim 10, wherein the implanted medical
device 1s a cochlear implant, wherein execution of the pro-
grammatic mstructions by the one or more processors causes
the cochlear implant to:

change operational state from a default while near the

clfective proximity to minimize harm resulting from the
proximate electronic device executing the one or more
functions; and

change operational state back to the default when the

implanted medical device 1s no longer near the effective
proximity.

24. The system of claim 10, wherein the implanted medical
device 1s a gastric stimulator, wherein execution of the pro-
grammatic mstructions by the one or more processors causes
the gastric stimulator to:
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change operational state from a default while near the minimize potential harmful effects of performing the
effective proximity to minimize harm resulting from the one or more tunctions while the implanted medical
proximate electronic device executing the one or more device 1s within the etfective proximity, is able to alert a

user of the proximate electronic device of potential
harmiul effects of performing the one or more functions
while the implanted medical device 1s within the effec-
tive proximity, or automatically disable the one or more
functions while the implanted medical device 1s 1n the
effective proximity, wherein the implanted medical
10 device 1s a man-made device that 1s partially or totally
inserted mto a human body or a natural onfice of the
human body, where the implanted medical device 1s
operationally designed to remain 1n place after being
inserted for over thirty days.
26. The computer program product of claim 25, further
comprising;
computer usable program code configured to conveying a
notification or present an alert to a wearer of the
implanted medical device or to other humans within the
clfective proximity of a presence of the proximate elec-
tronic device having the one or more functions able to
have cause the at least one adverse eflect on the
implanted medical device.
277. The computer program product of claim 25, turther
comprising;
computer usable program code configured to change an
operational state of the implanted medical device from a
default while near the effective proximity to minimize
harm resulting from the proximate electronic device
executing the one or more functions; and
computer usable program code configured to change an
operational state of the implanted medical device back to
the default when the implanted medical device i1s no
longer near the etffective proximity.
28. The computer program product of claim 25, turther
comprising:
computer usable program code configured to detect at the
implanted medical device one of more adverse effects
from the one or more functions; and
computer usable program code configured to, responsive to
the detecting, establish the communication pathway and
wirelessly conveying the message over the communica-
tion pathway.

functions; and

change operational state back to the default when the >
implanted medical device 1s no longer near the effective
proximity.

25. A computer program product comprising a non-transi-
tory computer readable storage medium having computer
usable program code embodied therewith, the computer
usable program code comprising:

computer usable program code configured to establishing a

communication pathway between an implanted medical
device (IMD) and a proximate electronic device,
wherein the implanted medical device is an active 1>
implanted medical device having wireless communica-
tion capabilities, wherein performance of one or more
functions by the proximate electronic device 1s known to
have a potential to cause at least one adverse effect to a
treatment provided by the implanted medical device or 2¢
to an operation of the implanted medical device when
the implanted medical device 1s within an effective prox-
imity of the proximate electronic device at a time the
proximate electronic device performs the one or more
functions, wherein the communication pathway for 23
wireless communication refers to any communication
medium not requiring a dedicated physical wire between
communication endpoints over which an information
bearing signal 1s conveyed; and

computer usable program code configured to wirelessly 3Y

conveying a message over the communication pathway
from the implanted medical device to the electronic
device mdicating an existence of the implanted medical
device (IMD) within wireless communication range of
the proximate electronic device and indicating a safety 3>
requirement or operational data specific to the implanted
medical device, wherein the wireless communication
range corresponds to at least a high likelithood of the
implanted medical device being within the effective
proximity of the proximate electric device, wherein the 4V
conveyance of the message from the implanted medical
device places the proximate electronic device, which
receives the message, on notice, such that the proximate
clectronic device responsive to being on notice 1s able to I I
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