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(57) ABSTRACT

An industrial control system includes an industrial controller
and a programming 1ntertace. The programming interface 1s
operable to communicate a plurality of operations for modi-
tying a control program maintained by the industrial control-

ler followed by a commit transaction command. The mdus-
trial controller 1s configured to designate the plurality of
operations with a pending status and preprocess the plurality
of operations. The 1industrial controller 1s further configured
to commut the operations and clear the pending status respon-
stve to receiving the commit transaction command.
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METHOD AND APPARATUS FOR
COMMUNICATING TRANSACTIONS
BETWEEN AN INDUSTRIAL CONTROLLER
AND A PROGRAMMING INTERFACE

CROSS-REFERENCE TO RELATED
APPLICATIONS

Not applicable.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

Not applicable

BACKGROUND OF THE INVENTION

The present mnvention relates to industrial control systems
and, 1n particular, to a method and apparatus for communi-
cating transactions between an industrial controller and a
programming interface.

This section of this document 1s intended to introduce
various aspects of art that may be related to various aspects of
the present invention described and/or claimed below. This
section provides background information to facilitate a better
understanding of the various aspects of the present invention.
It should be understood that the statements 1n this section of
this document are to be read 1n this light, and not as admis-
s1ons of prior art.

Industrial controllers are special purpose computers used
for controlling industrial processes or manufacturing equip-
ment. Under the direction of a stored program, the industrial
controller examines a series of mnputs reflecting the status of
the controlled process and changes outputs atlecting the con-
trol of the process. The inputs and outputs are most simply
binary, that 1s “on” or “oil”’, however analog 1inputs and out-
puts taking on a continuous range of values are also used. The
binary mputs and outputs may be represented by single bits of
data, the analog mputs and outputs may be represented by
multiple bit data words.

The various components of an industrial controller are
often spatially distributed about a factory or manufacturing
facility to be interconnected by one or more communication
networks. These communication networks are characterized
by being highly reliable and by delivering data with a minimal
and well defined delay, as 1s required for real-time control. A
number of different communication networks are commonly
used 1n the industrial controller art including but not limited
to: ControlNet; DeviceNet and EtherNet whose specifica-
tions are published and whose protocols are used broadly by
a number ol manufacturers and suppliers. These communi-
cation networks differ from one another 1n physical aspects,
for example, the type of media (e.g., co-axial cable, twisted
pair, light fiber, etc.); the protocols of its operation, (e.g.,
Baud rate, number of channels, word transmission size, use of
connected messaging, etc.) and how the data 1s formatted and
how 1t 1s collected into standard messages.

A common component of the industrial controller 1s an
input or output (I/0O) module which accepts data for a central
control computer from the controlled process or machine, and
provides data from the central control computer to the con-
trolled process or machine. I/O modules are typically remote
from the central control computer and connected via a com-
munications network as described above.

In some applications, I/O modules may be added while the
industrial controller 1s actively controlling a process. The
nature ol the process may be such that interrupting the process
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2

to reprogram the controller would cause costly downtime or
product defects. To configure the industrial controller to rec-

ognize the added I/O module, the control programs stored 1n
the controller are modified to create various data objects and
communication links.

In some 1industrial control systems, a workstation computer
executes a soltware application to provide a programming
interface for accessing and modifying the control program of
the industrial controller to implement programming changes
such as adding an I/O module, for example. To implement the
desired change, a series of discrete commands are communi-
cated from the workstation software to the controller to estab-
l1sh the required entities. In some cases, a power cycling event
or the loss of the communication link between the worksta-
tion and the controller may disrupt the series of commands
midstream. The series may also be disrupted 11 the controller
cannot process one of the commands, for example due to the
state of an object being modified or a lack of memory space
for an object being added.

In cases where the series of commands 1s 1nterrupted or
fails, 1t 1s difficult to clean up the partially completed process
for instantiating the added module or program change. It may
not be feasible to shut down the process to allow the last
known good 1mage to be reloaded onto the controller. Hence,
the clean up may need to be performed manually, which 1s
time-consuming, potentially expensive, and imprecise. For
example, all of the objects created 1n the controller may not be
properly removed during the clean up process. These artifacts
may lead to wasted storage space or even system 1nstability.

The present invention 1s directed to overcoming, or at least
reducing the effects of, one or more of the problems set forth
above.

BRIEF SUMMARY OF THE INVENTION

The present inventors have recognized that a transaction
process may be employed by the programming 1nterface that
communicates with an industrial controller. The transaction
includes a plurality of operations followed by a commit trans-
action command. The industrial controller preprocesses the
operations, but designates them as being 1n a pending state.
Only after recerving the commit transaction command, does
the industrial controller remove the pending status and com-
mit the operations. In this manner, 1f the transaction 1s aborted
prior to the exchange of the commit transaction command, the
pending operations may be readily reversed.

One aspect of the present invention 1s seen 1n an industrial
control system including an industrial controller and a pro-
gramming 1nterface. The industrial controller maintains a
control program for interfacing with a controlled process. The
programming interface 1s operable to communicate a trans-
action to the industrial controller. The transaction includes a
plurality of operations for modifying the control program
followed by a commit transaction command. The industrial
controller 1s operable to preprocess the plurality of opera-
tions, designate the plurality of operations with a pending
status, and commit the operations and clear the pending status
responsive to recerving the commit transaction command.

Another aspect of the present invention 1s seen 1n an mndus-
trial controller including a memory and a processing device.
The memory 1s operable to store an object-oriented applica-
tion for interfacing with a controlled process. The processing
device 1s operable to recerve a transaction. The transaction
includes a plurality of operations affecting the object-ori-
ented application, followed by a commit transaction com-
mand. The processing device 1s operable to preprocess the
plurality of operations, designate objects in the object-ori-
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ented application associated with the operations as having a
pending status, and commit the operations and clear the pend-
ing status responsive to recerving the commit transaction
command.

These and other objects, advantages and aspects of the
invention will become apparent from the following descrip-
tion. The particular objects and advantages described herein
may apply to only some embodiments falling within the
claims and thus do not define the scope of the invention. In the
description, reference 1s made to the accompanying drawings
which form a part hereof, and in which there 1s shown a
preferred embodiment of the mvention. Such embodiment
does not necessarily represent the full scope of the invention
and reference 1s made, therefore, to the claims herein for
interpreting the scope of the invention.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

The invention will hereafter be described with reference to
the accompanying drawings, wherein like reference numerals
denote like elements, and:

FIG. 1 1s a simplified diagram of an industrial control
system 1n accordance with one embodiment of the present
invention;

FIG. 2 1s a diagram 1llustrating a transaction employed in
the system of FIG. 1;

FIG. 3 1s a simplified tlow diagram of processing per-
formed by a programming interface in the system 11 FIG. 1 to
implement a transaction;

FIG. 4 1s a simplified tlow diagram of processing per-
tformed by an industrial controller 1n the system 1f FIG. 1 to
implement a transaction;

FIG. 5 1s an exemplary interface screen for speciiying
parameters of a module being added to the system of FIG. 1;

FI1G. 6 1s a diagram 1llustrating a transaction used to imple-
ment the module specified on the screen 1n FIG. 5;

FIGS. 7A and 7B are table illustrating the status of objects
during the transaction of FIG. 6;

FIG. 8 1s a simplified block diagram of an alternative
embodiment of an i1ndustrial control system with multiple
programming interfaces; and

FIG. 9 1s a simplified block diagram of yet another alter-
native embodiment of an industrial control system with
redundant industrial controllers.

DETAILED DESCRIPTION OF THE INVENTION

One or more specific embodiments of the present invention
will be described below. It 1s specifically imtended that the
present invention not be limited to the embodiments and
illustrations contained herein, but include modified forms of
those embodiments including portions of the embodiments
and combinations of elements of different embodiments as
come within the scope of the following claims. It should be
appreciated that in the development of any such actual imple-
mentation, as 1n any engineering or design project, numerous
implementation-specific decisions must be made to achieve
the developers” specific goals, such as compliance with sys-
tem-related and business related constraints, which may vary
from one implementation to another. Moreover, it should be
appreciated that such a development effort might be complex
and time consuming, but would nevertheless be a routine
undertaking of design, fabrication, and manufacture for those
of ordinary skill having the benefit of this disclosure. Nothing
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4

in this application 1s considered critical or essential to the
present mnvention unless explicitly indicated as being “criti-
cal” or “essential.”

Referring now to the drawings wherein like reference num-
bers correspond to similar components throughout the several
views and, specifically, referring to FIG. 1, the present inven-
tion shall be described in the context of an industrial control
system 10. The industrial control system 10 includes an
industrial controller 12 communicating on a network 14 with
aremote input module 16 and a remote output module 18. The
network 14 may be a standard and commonly available high-
speed serial network including but not limited to: Ethernet,
DeviceNet, ControlNet, Firewire or FieldBus. The network
14 may optionally include a bridge 20 translating between
different of the above standard or other protocols. Generally,
the mmput module 16 may accept input signals associated with
a controlled process (e.g., from a sensor) which are commu-
nicated over the network 14 to the industrial controller 12. At
the industrial controller 12 the input signals may be processed
under a control program and further signals sent to the output
module 18 which may produce output signals to a device
associated with the controlled process (e.g., actuator, relay,
solenoid, motor, enunciator, lamp, etc.). The particular pro-
cess being controlled, and specific imnput and output module
types are not material to the present invention. The I/O mod-
ules 16, 18 may be integrated with the industrial controller 12
or remote from the industrial controller 12. Additional I/O
modules 16, 18 may be added without interrupting the control
of the process by the industrial controller 12. The industrial
control system 10 may be implemented using Logix™ com-
ponents offered by Rockwell Automation, Inc. of Milwaukee,
Wis.

A workstation 22 1s provided for interfacing with the indus-
trial controller 12. The workstation 22 implements a transac-
tion technique where operations performed by the worksta-
tion 22 for changing objects 1n the industrial controller 12 are
grouped 1nto a single transaction that 1s not acted upon until a
commit signal 1ssued by the workstation 22 1s received by the
industrial controller 12. Transactions interrupted or aborted
prior to receiving the commit signal may be rolled back,
leaving the industrial controller 12 in 1ts original state. The
workstation 22 may communicate with the industrial control-
ler 12 to modily aspects of the controller’s operation, such as
the control program. The workstation 22 may also commu-
nicate with the industrial controller 12 to configure and
enable additional I/O functionality. From the standpoint of
the user, a transaction 1s an atomic event, 1n that 1t entirely
succeeds or 1s aborted.

In the 1llustrated embodiment, the industrial controller 12
1s programmed using an object-oriented programming lan-
guage. The workstation 22 may interface with the industrial
controller 12 to modify, add, or delete various objects stored
in a memory 24 of the industrial controller 12 and used to
implement 1ts functionality. In particular, the objects may
include 1/0 objects needed to implement the functions of the
hardware of the I/O modules 16, 18. Exemplary objects
include symbols, data tables, templates, I/O maps, and 1/0
connections. Collectively, the objects maintamned in the
memory 24 to implement the functionality of the industrial
controller 12 may be referred to as the control program of the
industrial controller. Hence, the workstation 22 provides a
programming interface for updating the control program of
the industrial controller 12. An exemplary framework for
communicating between the workstation 22 and the industrial
controller 12 for programming the industrial controller 12 1s
described in U.S. Pat. No. 6,819,960, entitled “Industrial

Controller Automation Interface,” subject to assignment to
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the assignee of the present application, and incorporated
herein by reference 1n 1ts entirety.

As shown 1 FIG. 1, within 1ts memory 24, the industrial
controller 12 maintains an object database 26. In general the
object database 26 lists the states of the various control pro-
gram objects used by the industrial controller 12. The format
employed by the industrial controller 12 for indexing objects
may vary.

The workstation 22 of FIG. 1 executes a programming,
interface 28 (i.e., software application) through which a user
may interface with and program the industrial controller 12.
The programming interface 28 programs the industrial con-
troller 12 using transactions. Each transaction includes a plu-
rality of operations, which are operated on by the industrial
controller 12, but kept 1n a pending state until the transaction
1s committed. The programming interface 28 maintains a
synchronized copy of the object database 26'.

In general, transactions may include a series of operations
for performing tasks necessary to instantiate I/O objects, such
as creating a tag, creating a DataType, or creating a module.
Creating a tag includes creating several objects, such as Sym-
bol, Data, Message, Axis, MotionGroup, Coordinate System,
and Connections. Creating a Datalype requires the creation
of an empty Datalype oftline, adding the members of the
DataType, and then creating the DataType online. Creating a
module requires creating a MapDevice and setting its prop-
erties. I/0 tags, connections, and possibly Datalypes may
also need to be created. For purposes of 1llustration, the fol-
lowing example relates to creating a module using a transac-
tion commumnicated between the programming interface 28
and the imndustrial controller 12.

Turning to FIG. 2, a diagram 1llustrating the components of
an exemplary transaction 30 1s provided. The transaction 30
includes a begin transaction command 32 followed by one or
more operation commands 34. A commit transaction com-
mand 36 indicates the end of the transaction 30.

The programming interface 28 sends the transaction 30,
one operation command 34 at a time, and the industrial con-
troller 12 preprocesses each operation 34 1n turn, but keeps
the objects of the operation commands 34 1n a pending state.
Preprocessing may involve checking the syntax of the opera-
tion, reserving memory, checking the state of an existing
object, instantiating a pending object, etc. For example, a new
object may have a state of “Pending Create,” a modified
object may have a state of “Pending Modity,” and an object to
be deleted may have a state of “Pending Delete.”

Memory 1s reserved for the objects as their associated
operation commands 34 are received and preprocessed. In the
case where an object 1s to be modified or deleted, the mndus-
trial controller 12 ensures that the requested operation can be
performed (i.e., the referenced object exists and 1s 1n a state
where modification 1s allowed), but the actual completion of
the action 1s deferred. The values for a pending modify object
remain unmodified and the actual change values are cached so
that they can be applied during the commait. For a DataTable
object, only the exact bits and bytes that were changed will be
written on commit, so that changes to unaffected bytes that
are changed by the running process will be preserved. Opera-
tion commands 34 that modity pending new objects need not
be deferred as they do not affect a current object. After recev-
ing the commuit transaction command 36 from the program-
ming interface 28, the industrial controller 12 changes the
pending status of the objects of the operation commands 34
and completes any deferred actions.

If an error occurs between the begin transaction command
32 and the commuit transaction command 36, the transaction
30 1s aborted, and the objects having pending states are
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6

returned to their original states. For example, Pending Create
objects are deleted, and Pending Delete or Modily objects are
left unchanged. The process of canceling the pending opera-
tions 1s referred to as “rolling back” the transaction 30.

Situations that may give rise to a transaction 30 being
aborted and the operation commands 34 being rolled back
include, a loss of power, a loss of communication between the
industrial controller 12 and the workstation 22 over the net-
work 14, or the failure of one of the operation commands 34
to preprocess. For example, 11 a particular operation com-
mand 34 requests the creation of an object, but the industrial
controller 12 has insuflicient space 1n 1ts memory 24, the
industrial controller 12 will report the failure of the operation
command 34 to the programming interface 28. Similarly, 1f a
particular operation command 34 attempts to modify a non-
existent or locked object, 1t fails. The industnial controller 12
and the workstation 22 may have error handling routines that
trigger the abort due to a failure of an operation command 34
to preprocess. The industrial controller 12 and/or the work-
station 22 may also have internal monitoring functionality for
identifying a loss of communication (e.g., heartbeat or time-
out circuitry) and initiating the abort. If a loss of power occurs
between the begin transaction command 32 and the commut
transaction command 36, the industrial controller 12 1denti-
fies objects with pending states and aborts the transaction 30
upon power up. Other failure events may be specified,
depending on the particular implementation and the operation
command 34 being performed.

Assuming the operation commands 34 preprocess prop-
erly, the industrial controller 12 commits the changes 1n
response to receiving the commit transaction command 36.
Commuitting the operations mnvolves actual instantiation of the
objects by marking them as no longer being pending or
completion of deferred operations, such as deletes or modi-
fies. The industrial controller 12 may indicate the completion
of the transaction 30 as part of the exchange of the commut
transaction command 36, or alternatively, the programming
interface 28 may periodically poll the industrial controller 12
after 1t sends the commit transaction command 36 to deter-
mine 1 the industrial controller 12 has successiully commut-
ted the transaction 30. If a communication loss occurs after
the commit transaction command 36 has been sent to the
industrial controller 12, the programming interface 28 may
abort the transaction, however, the industrial controller 12
does not abort a transaction once the commit transaction
command 36 has been received.

The programming interface 28 responds to an aborted
transaction by returning the objects 1n its object database 26'
to their original states. One technique for rolling back the
object database 26' involves employing the rollback function-
ality of the c-Tree® database package offered by FairCom
Corp. of Columbia, Mo., which may be used by the worksta-
tion 22. Prior to mitiating the transaction 30, the program-
ming interface 28 marks a rollback point 1n the object data-
base 26', and then makes changes to the records as 1ts sends
the operation commands 34 to the industrial controller 12. At
any point, the changes can either be commutted, in which case
they become permanent, or they can be rolled back to the
rollback point. By enabling transactioning for all of the data-
base tables (e.g., Components, Regions, Nameless, Com-
ments, and Cross-Reference) all of the changes can be rolled
back.

Another technique for aborting the transaction 30 includes
simply closing the programming interface 28 without saving,
the changes to the object database 26'. When the program-
ming interface 28 1s executed at a later point, 1t will re-
synchronize 1ts object database 26' with the object database
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26 used by the industrial controller 12 thereby recognizing
the completion of the transaction 30.

Returming to FIG. 1, the industrial controller 12 also main-
tains a change log 38 containing a history of changes made to
the object database 26. The industrial controller 12 does not
update the change log 38 until after the transaction 30 has
been committed. In some embodiments, the change log 38
may include an entry for the begin command of a transaction
that includes a unique transaction 1D, but the actual operation
commands 34 are not included until after the transaction 30
has been committed. If the programming interface 28 does
not recognize the successiul commit of the transaction 30, it
may resynchronize its object database 26' by looking at the
history 1n the change log 38 since 1ts last update. For complete
transactions 30, the change log 38 stores a unique transaction
ID (e.g., within the begin transaction command 32 and the
commiuit transaction command 36. The programming interface
28 recognizes those transactions 1t has originated and disre-
gards them when updating using the change log 38. During a
transaction 1t 1s 1nitiating, the programmaing interface 28 only
keeps track of the begin entry, with 1ts transaction ID. When
the programming interface 28 reads the change log 38 and
encounters a begin transaction command 32 with that 1D, 1t
begins 1gnoring change log entries until 1t encounters a com-
mit transaction command 36 with the same ID. The interac-
tions between the workstation 22 and the change log 38 are
described further in U.S. Pat. No. 5,943,675, entitled
“Change Log Historian System for Memory Shared by Mul-
tiple Workstations,” subject to assignment to the assignee of
the present application, and incorporated herein by reference
1n 1ts entirety.

Turning now to FIG. 3 (and still referencing FIG. 2), a
simplified flow diagram of the process performed by the
programming interface 28 during a transaction 30 1s pro-
vided. In block 50, the programming interface 28 assembles
the operations needed to implement the transaction 30. In
some cases, some parameters for an object need to be deter-
mined prior to starting the transaction. For example, creating,
a Datalype requires the creation of an empty Datalype
oltline, adding the members of the Datalype, and then creat-
ing the Datalype online. By adding the members ofiline, the
proper size can be specified when the object 1s created.

In block 52, the programming intertface 28 sends the begin
transaction command 32 signaling to the industrial controller
12 that a transaction 30 i1s beginning. In block 34, the pro-
gramming interface 28 sends the first transaction operation
command 34. If the transaction operation command 34 is
successiul 1 block 56, the programming interface 28 deter-
mines 11 the transaction 30 1s complete 1n block 58, and loops
back to block 54 to send the next transaction operation com-
mand 34 11 the transaction 30 1s not complete. If the transac-
tion operation command 34 fails (e.g., insuilicient memory,
object to be modified not available) 1n block 56, the program-
ming interface 28 aborts the transaction 30 in block 60. The
programming interface 28 may send an abort message to the
industnal controller 12, or the industrial controller 12 may
abort automatically based on the failed operation command
34. Blocks 64 and 66 represent a communication loss or a
power cycle of the workstation 22 during the transaction 30,
respectively. Processing to 1identify these events 1s performed
in parallel with the processing of the transaction 30. If either
event occurs, the transaction 30 1s aborted 1n block 60.

If the transaction 30 1s complete in block 58, the program-
ming iterface 28 sends a commut transaction command 36 in
block 62. If the programming interface 28 confirms the
completion of the transaction 30 (1.e., either during the
exchange of the commit transaction command 36 or in
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response 1o a subsequent polling signal), the method termi-
nates 1n block 70, thereby completing the transaction 30. IT
the programming 1nterface 28 does not receive confirmation
of the commut, the programming interface 28 may resynchro-
nize with the industrial controller 12 using the change log 38,
as described 1n the above referenced *6°75 patent.

Referring now to FIG. 4, the processing of the transaction
30, from the perspective of the industrial controller 12 1s
illustrated 1n a simplified flow diagram. In block 80, the
industrial controller 12 receives a begin transaction command
32. In block 82, the industrial controller 12 receives a trans-
action operation command 34, and preprocesses the transac-
tion operation command 34 in block 84. In preprocessing the
transaction operation command 34, the industrial controller
12 creates pending new objects, pending delete objects, or
pending modily operations for objects. If the transaction
operation command 34 modifies a pending new object, the
command 1s not deferred and completes immediately. I1 the
transaction operation command 34 1s successiully completed
in block 86, the industrial controller 12 transitions to block 88
to determine 11 a commut transaction command 36 1s recerved.
If the next recerved command 1s not a commait transaction
command 36, the industrial controller 12 returns to block 82
for the next transaction operation command 34.

I1 the transaction operation command 34 does not prepro-
cess successiully i block 86, the industrial controller 12
aborts the transaction 30 1n block 90, and reverses the pending
objects 1n block 92. The actual steps performed 1n the abort
transaction block 90 may vary depending on the particular
implementation. In one embodiment, the industrial controller
12 sends an error message to the programming interface 28 in
response to a failure of the command to preprocess, and the
programming interface 28 sends an abort transaction message
to the industrial controller 12. In another embodiment, the
industrial controller 12 automatically aborts. Both of these
embodiments are covered by the abort transaction block 90. A
loss of communication with the programming interface 28 1n
block 94 or a power cycle 1n block 96 will also cause the
industrial controller 12 to abort the transaction 30 1n block 90.

In some embodiments, the industrial controller 12 and the
programming interface 28 may exchange abort messages,
depending on the entity identifying the abort condition and
the nature of the error. In other embodiments, each may rely
on their own abort management logic. For example, 1 an
operation command 34 fails to preprocess, the industrial con-
troller 12 reports the error. Both the industrial controller 12
and the programming interface 28 are aware of the error and
automatically abort. No separate abort message 1s necessary.
For a communication loss, a separate abort message 1s not
necessary, as there would be no link for communicating the
message. An abort message may be used in the case where the
user manually aborts the transaction 30 while 1t 1s 1n progress
(e.g., due to an error 1dentified 1n the module definition).

I1 the commut transaction command 36 1s received 1n block
88, the industrial controller 12 completes the pending objects
in block 98 and updates the change log 38 with the complete
transaction 30 1n block 100. (1.e., begin transaction command
32, all transaction operation commands 34, and commuit trans-
action command 36). The method terminates 1n block 102.

Now that the operation of the programming interface 28
and the industrial controller 12 for conducting a transaction
30 have been described 1n general, a specific example with be
provided within the context of adding a new I/O module. For
example, when associating a new 1/0O module with the indus-
trial controller 12, the user may provide basic information
about the I/O module being added, and, in a manner unseen by
the user, the programming interface 28 1ssues a transaction 30
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including the necessary operations for establishing the 1/0
module and the necessary links for the industrial controller 12
to recognize the new I/O module.

Turning now to FIG. 5, an exemplary input screen 110
generated by the programming interface 28 for creating a
module 1s shown. In this 1llustrative example, the input screen

110 relates to the addition of a new mput module 112 (shown
in FIG. 1). The mput screen 110 includes a type field 114
indicating the type of input being added, a vendor field 116
indicating the associated vendor, and a parent field 118 indi-
cating that the input module 110 1s local. The type field 114,
vendor field 116, and parent field 118 may be populated using
a prior input screen (not shown) that the user initiated to start
the module addition process. The user provides data in aname
field 120 indicating the name of the new mput module 112, a
slot field 122, a description field 124, a communication for-
mat field 126, one or more revision fields 128, and an elec-
tronic keying field 130. Control buttons 132 are provided for
initiating the module creation (“OK”), canceling the module
creation (“Cancel”), or requesting additional information
(“Help”).

The slot field 122 indicates the hardware slot 1n which the
input module 112 1s installed. The communication format
field 126 indicates the format of the data used by the mput
module 112 (e.g., mput data, time stamped input data, or
listen only 1mput or time stamped data formats). Electronic
keying 1s a mechanism to determine that the physical 10
module matches what the user specifies. The options for the
clectronic keying field 130 are “Compatible Keying”, “Exact
Match”, or “Disable Keying™.

After the user supplies the mformation required by the
iput screen 110 and selects the OK control button 130, the
programming interface 28 constructs a transaction 130,
shown 1n FIG. 6, including the operations required to allow
the industrial controller 12 to recognize the input module 112.
The programming interface 28 initiates the transaction 150
with a begin transaction command 32. The transaction opera-
tion commands 34 imnclude commands for creating an appro-
priate Datalype for the module, creating a data table for
storing the data generated by the mnput module 110, creating
a symbol, creating an I/O map, and creating an I/O connection
between the 1input module 110 and the industrial controller
12. The programming interface 28 concludes the transaction
150 with a commit transaction command 36.

Note that the order of the operations 1s 1n a reverse pyramid
order. The low level objects are created first, followed by an
I/O map, and finally the I/O connection. The industrial con-
troller 12 cannot access the input module 110 until the process
completes and the final connection 1s made.

Turning now to FIG. 7A, a diagram of an object table 160
in the object database 26 maintained by the industrial con-
troller 12 1s provided. The object table 160 1s not intended to
represent the actual data structure used by the industrial con-
troller 12, but rather just to illustrate conceptually how the
industnal controller 12 may track the pending status of the
objects created during the transaction 150.

Each entry 162 1n the object table 160 includes an 1dentifier
field 164 a name field 166, and a status field 168. Of course,
other information may be associated with the entries 30 and/
or the objects they represent. For purposes of this illustration,
only the objects introduced by the transaction 150 are 1llus-
trated. In an actual implementation, the object database 26
and the structure used to track the status of the objects (e.g.,
the object table 160) would include information about all
objects maintained by the industrial controller 12. As seen 1n
FIG. 7A, the industrial controller 12 adds objects having a
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“Pending Create™ status responsive to processing the trans-
action operation commands 34 1n the transaction 150.

After recerving the commit transaction command 36 from
the programming interface 28, the industrial controller 12
completes the transaction 150 by changing the pending status
to an “Active” status, as shown 1n FIG. 7B. The industrial
controller 12 also updates the change log 38 with all of the
commands 1n the transaction 150 only after committing the
transaction 150.

Referring now to FIG. 8, an alternative embodiment of the
industrial control system 200 is illustrated where multiple
workstations 202, 204, 206 are provided, each of which may
access the industrial controller 12. At any point, any one of the
workstations 202, 204, 206 may execute programming inter-
faces 28 for intertacing with the industrial controller 12 and
communicating a transaction 30. During a given transaction
30, the industrial controller 12 blocks out any other worksta-
tions 202, 204, 206 but the one mitiating the transaction 30
from 1ssuing it programming commands. Other types of com-
munication may occur with the other workstations 202, 204,
206 during a transaction 30, such as accessing the change log
38 or requesting other data.

If a particular workstation 202, 204, 206 established a new
connection with the industrial controller 12 1t checks the
change log 38 to identily any necessary changes implemented
since 1ts last connection that need to be entered 1nto its local
copy of the object database 26'. The workstations 202, 204,
206 also poll the change log 38 periodically to 1dentify any
changes. Because, the industrial controller 12 only updates
the change log 38 after the completion of the transaction 30,
a workstation 202, 204, 206 other than the one 1ssuing a
transaction 30 will not see the transaction during 1ts synchro-
nization with the change log 38. If the transaction 30 1s
subsequently aborted, there other workstations 202, 204, 206
would not need to be iformed of the abort, because they
never would have seen the intermediate steps of the transac-
tion 30. After a transaction 30 1s committed, the industrial
controller 12 updates the change log 38. Hence, the other
workstations 202,204, 206 can synchronize their object data-
bases 26' during a subsequent connection or poll, thereby
recognizing the completion of the transaction 30.

Turning now to FIG. 9, yet another embodiment of the
industrial control system 250 1s shown where multiple indus-
trial controllers are provided, one acting as a primary control-
ler 252, and another acting as a backup controller 254. If the
primary controller 252 fails, a switchover occurs and the
backup controller 254 takes over control of the process.

The workstation 22 1nitiates a transaction 30 with the pri-
mary controller 252, as described above. After completing the
transaction 30 1n response to the commit transaction com-
mand 36, the primary controller 252 communicates the trans-
action 30 to the backup controller 254 so that 1t may update 1ts
object database 26. If communication 1s lost during the trans-
action 30, and a switchover occurs, the workstation 22 and the
primary controller 252 abort the transaction. The workstation
22 can 1itiate the transaction 30 with the backup controller
254, which now acts in a primary role, at a subsequent time.

Various techniques may be used to ensure synchronicity
between the primary controller 252 and the backup controller
254. For example, the primary controller 252 may not confirm
the committing of the transaction 30 until after the backup
controller 254 has also made the necessary changes to 1ts
object database 26. In another example, the primary control-
ler 252 may complete the transaction 30, update the change
log 38, and then communicate the transaction 30 to the
backup controller 254. 11 the backup controller 254 fails to
complete the transaction 30, the primary controller 252 may
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send a message to the workstation 22 or some other entity on
the network 14 indicating the fault condition with the backup
controller 254.

Of course, the embodiments of FIGS. 8 and 9 may be
combined where multiple workstations are present and
redundant controllers are used. The transactioming process
described herein reduces the likelihood that the synchroniza-
tion between the entities will be compromised due to aborted
transactions. From the standpoint of the user, a transaction 1s
an atomic event, 1n that 1t entirely succeeds or 1s aborted. In
the event of a transaction failure, 1t 1s not necessary to manu-
ally identily and remove objects that were associated with the
aborted transaction.

The particular embodiments disclosed above are 1llustra-
tive only, as the invention may be modified and practiced in
different but equivalent manners apparent to those skilled 1n
the art having the benefit of the teachings herein. Further-
more, no limitations are intended to the details of construction
or design herein shown, other than as described 1n the claims
below. It 1s therefore evident that the particular embodiments
disclosed above may be altered or modified and all such
variations are considered within the scope and spirit of the
invention. Accordingly, the protection sought herein 1s as set
forth 1n the claims below.

We claim:

1. An industrial control system, comprising:

an 1ndustrial controller executing an object-oriented con-
trol program to control a controlled process, wherein the
control program includes a plurality of objects and

wherein the industrial controller has an object table,

which stores the state of each object;

a workstation executing a programming interface for niti-
ating a transaction, wherein the transaction includes a
grouped plurality of operations, wherein each operation
instantiates, deletes, or modifies at least one of the
objects of the control program;

a connection between the industrial controller and the
workstation to electronically transier the grouped plu-
rality of operations instantiating, deleting or modifying
the multiple objects of the control program from the
workstation to the industrial controller followed by a
commit transaction command for the group, wherein

upon receipt of the plurality of operations from the work-
station and during execution of the control program; the
industrial controller, for each operation, further executes
to:

(a) without changing the control program executed by the
industrial controller, preprocess each of the operations
up to a point before any modification of objects that
would change current execution of the control program,
then cease preprocessing until the commit transaction
command 1s recewved, whereimn the preprocessing
includes checking that the plurality of operations for the
multiple objects are within the capabilities of the indus-
trial controller, wherein checking further includes at
least one of the steps of: checking the state of the existing
object and instantiating a pending object,

(b) without changing the control program executed by the
industrial controller, 11 any of the plurality of operations
1s not within the capability of the industrial controller,
roll back the steps of preprocessing of the operation of
all of the multiple objects to return the industrial con-
troller substantially to a state before the preprocessing of
the operations;

(c) only if each of the plurality of operations 1s within the
capability of the industrial controller, complete process-
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ing of all of the operations upon receipt of the commit
transaction command to change current execution of the
control program;

whereby partial modification of the control program
objects during execution of the control program i1s pre-
vented.

2. The industrial control system of claim 1, wherein a first
operation comprises a command to create an object, and the
industrial controller 1s configured to designate the created
object as having a pending create status.

3. The industrial control system of claim 2, wherein a
second operation comprises a command to modily the created
object, wherein the industrial controller 1s configured to
execute the second operation to modily the created object.

4. The industrial control system of claim 1, wherein a first
operation comprises a command to modily an existing object,
and the industrial controller 1s configured to designate the
existing object as having a pending modily status and defer
completion of the first operation.

5. The industrial control system of claim 1, wherein a first
operation comprises a command to delete an existing object,
and the industrial controller 1s configured to designate the
ex1isting object as having a pending delete status.

6. The industrial control system of claim 1, wherein the
industrial controller 1s configured to reverse the operations
having a pending status responsive to an abort of the transac-
tion prior to receiving the commit transaction command.

7. The industrial control system of claim 6, wherein the
industrial controller 1s configured to abort the transaction
responsive to a loss of communication between the program-
ming interface and the industrial controller.

8. The industrial control system of claim 6, wherein the
industrial controller 1s configured to abort the transaction
responsive to a failure of one of the operations to preprocess.

9. The industrial control system of claim 6, wherein the
industrial controller 1s configured to abort the transaction
responsive to a power cycling of the industrial controller prior
to receiving the transaction commit signal.

10. The industnial control system of claim 1, wherein the
industrial controller 1s configured to record the transaction 1n
a change log responsive to committing the operations.

11. The industrial control system of claim 10, wherein, the
industrial controller 1s configured to maintain an object data-
base associated with objects in the control program, the pro-
gramming interlace 1s configured to maintain a local copy of
the object database, and access the change log to synchronize
the local copy with the object database responsive to losing
communication with the industrial controller after sending
the commit transaction command, but prior to verilying the
committing of the operations by the industrial controller.

12. The industrial control system of claim 10, wherein the
programming interface comprises a first programming inter-
face, the industrial control system further comprises a second
programming interface, and the second programming inter-
face 1s configured to access the change log to i1dentily the
transaction and update a copy of the control program based on
the transaction.

13. The industnial control system of claim 1, wherein the
industrial controller comprises a primary controller, the
industrial control system further comprises a backup control-
ler, and the primary controller 1s configured to communicate
the transaction to the backup controller responsive to com-
mitting the transaction.

14. The 1industnial control system of claim 1, wherein the
industrial controller 1s configured to signal the commuitting of
the transaction to the programming interface.
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15. The industrial control system of claim 1 wherein the
programming interface 1s configured to poll the industrial
controller to verily the committing of the transaction.

16. The industrial control system of claim 1 wherein at least
one of the objects comprises an 1/0 object.

17. The industrial control system of claim 1, wherein the
transaction includes a plurality of operations adding an 1I/O
module to the control program.

18. The industrial control system of claim 1, wherein the

industrial controller 1s configured to commit the operations 10

without interrupting the interfacing with the controlled pro-
CEess.

19. The i1ndustrial control system of claim 1 wherein the
current state of each object 1s defined at least 1n part as either
locked or unlocked.

20. The industnial control system of claim 1, wherein the
industrial controller further executes to roll hack the steps of
preprocessing, to return the industrial controller substantially
to a state before the preprocessing 1n the event of a loss of
power.

21. The 1industrial control system of claim 1, wherein the
industrial controller further executes to roll back the steps of
preprocessing to return the industrial controller substantially
to a state before the preprocessing 1n the event of a loss of
communication between the industrial controller and the
workstation.

22. The industnial control system of claim 1, wherein the
industnal controller further executes to report a failure of an
operation to preprocess to the programming interface.

23. A computer-implemented method configuring an
industrial controller while executing an object-oriented con-
trol program interfacing with a controlled process, wherein
the control program includes a plurality of objects, compris-
ng:

(a) communicating a transaction to the industrial control-
ler, the transaction including a grouped plurality of
operations, each operation instantiates, deletes, or modi-
fies at least one of the objects of the control program
followed by a commit transaction command for the
group,

(b) preprocessing the plurality of operations wherein, for
cach operation, the preprocessing includes executing the
plurality of operations up to a point before any modifi-
cation of objects that would affect current execution of
the control program, then cease preprocessing until the
commit transaction command 1s received, wherein the
preprocessing includes the step of checking that the
plurality of operations for the multiple objects are within
the capabilities of the industrial controller, wherein
checking further includes at least one of the steps of:
checking the state of the existing object, and 1nstantiat-
ing a pending object;

(c) 1f any of the plurality of operations 1s not within the
capability of the industrial controller, roll back the steps
of preprocessing of the operation of all of the multiple
objects to return the industrial controller substantially to
a state before the preprocessing of the operations;
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(d) only if each of the plurality of operations 1s within the
capability of the industrial controller, complete process-
ing of all of the operations upon receipt of the commiut
transaction command to change current execution of the
control program;

whereby partial modification of the control program
objects during execution of the control program 1s pre-
vented.

24. The computer implemented method of claim 23, fur-
ther comprising reversing the operations having a pending
status responsive to an abort of the transaction prior to recerv-
ing the commit transaction command.

25. An 1ndustrial controller, comprising;

a memory configured to store an object-oriented applica-
tion for interfacing with a controlled process, wherein
the application includes an object table for storing the
state of each object;

a processing device configured to receive a transaction, the
transaction including a grouped plurality of operations
affecting multiple objects of the object-oriented appli-
cation, followed by a commut transaction command for
the group,

wherein, upon receipt of the transaction and while execut-
ing the object-oriented application, the processing
device 1s operable to

(a) preprocess the plurality of operations wherein, for each
operation, the preprocessing includes executing the plu-
rality of operations up to a point before any modification
of objects that would affect current execution of the
control program, then cease preprocessing until the
commit transaction command 1s received, wherein the
preprocessing includes the step of checking that the
plurality of operations for the multiple objects are within
the capabilities of the industrial controller, wherein
checking further includes at least one of the steps of:
checking the state of the existing object, and 1nstantiat-
ing a pending object;

(b) 11 any of the plurality of operations 1s not within the
capability of the industrial controller, roll back the steps
of preprocessing of the operation of all of the multiple
objects to return the industrial controller substantially to
a state before the preprocessing of the operations;

(c) only 11 each of the plurality of operations 1s within the
capability of the industrial controller, complete process-
ing of all of the operations upon receipt of the commit
transaction command to change current execution of the
control program;

whereby partial modification of the control program
objects during execution of the control program 1s pre-
vented.

26. The industrial controller of claim 25, wherein the pro-
cessing device 1s configured to reverse the operations associ-
ated with the objects having a pending status responsive to an
abort of the transaction prior to recerving the commit trans-
action command.
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