US008935770B2

a2y United States Patent (10) Patent No.: US 8,935,770 B2

Matsugashita 45) Date of Patent: Jan. 13, 2015
(54) AUTHENTICATION SYSTEM., (56) References Cited
AUTHENTICATION METHOD, AND
STORAGE MEDIUM FOR REALIZING A U5 PALENT DOCUMENTS
MULTITENANT SERVICE 5787428 A % /1998 HAIt oo 1/1
6,134,549 A * 10/2000 Regnieretal. ........................ 1/1
(75) Inventor: Hayato Matsugashita, Kawasaki (JP) 7,730,523 B1* 6/2010 Masurkar ..........oovveeeven... 726/4
7,949,684 B2* 5/2011 Brooksetal. ................. 707/802
(73) Assignee: Canon Kabushiki Kaisha, Tokyo (JP) 8,291,490 B1* 10/2012 Ahmed etal. ................. 726/17
8,335,850 B2* 12/2012 Benedetto etal. ............ 709/226
. _
(*) Notice:  Subject to any disclaimer, the term of this 20080730454 AL* 102005 Kawashimma ol ... 455426 |
patent 1s extended or adjusted under 35 2006/0010483 Al*  1/2006 Buchleretal. ................... 726/1
U.S.C. 154(b) by 151 days. 2008/0313716 AL* 12/2008 Park .ocoooovovveveeeeereren 726/4
(21)  Appl. No.: 13/526,918 (Continued)
(22) Filed Jun. 19, 2012 FOREIGN PATENT DOCUMENTS
JP 2009118110 ¥ 5/2000 ..l GO6F 21/20
(65) Prior Publication Data WO W002/093396  * 11/2002 ............. GOGF 15/16
US 2012/0331539 Al Dec. 27, 2012 OTHER PUBLICATIONS
(30) Foreign Application Priority Data Guo et al., “A Framework for Native Multi-Tenancy Application
Development and Management™, 2007, the 9th IEEE International
Jun. 24,2011 (IP) oo 2011-14088]1 Conterence on E-Commerce.”
(51) Imt.CL Primary Examiner — Kambiz Zand
GO6F 21/00 (2013.01) Assistant Examiner — longoc lran
HO4L 29/06 (2006.01) (74) Attorney, Agent, or Firm — Canon USA, Inc., IP
GO6Il 21/41 (2013.01) Division
GO6IF 21/62 (2013.01)
(52) U.S. CL (57) ABSTRACT
CPC ... GOor' 21/41 (2013.01); GOGF 2221/2141 In order to prevent leakage of data possessed by a tenant to
(2013.01); HO4L 63/102 (2013.01); HO4L other tenants 1n multitenant service, 1t 1s necessary to control
63/0807 (2013.01); GO6F 2221/2119 (2013.01); access. However, the conventional access control method 1s
G061 2221/2117 (2013.01); GO6F 21/6218 designed and developed to meet a specified request. Thus,
(2013.01) costs for a dedicated design, development, administration,
USPC e, 726/9:; °726/27; 707/703 and maintenance need 1o be considered Such costs can be
(58) Field of Classification Search reduced by using role information for each of a plurality of

CpPC ... GO6F 21/62; GO6F 21/6218; GO6F 21/41;

HO4L 63/0807;, HO4L 63/104; HO4L 63/102
USPC ., 726/9, 277, 70°7/703
See application file for complete search history.

services and determining whether to allow or not allow access
in a uniform manner.

13 Claims, 16 Drawing Sheets

16
',

DATABASE
SERVICE

11
E

14
i

ACCESS
CONTROL
EEFIFIEE

i1
‘u

l I?A I?E 153

LOGIN
SERVICE B SERVICE

SERVICE A

|

70

1']24 l 1 'I‘T?E
CLIENT A

CLIENT B




US 8,935,770 B2

Page 2
(56) References Cited 2010/0306817 Al1* 12/2010 Grebenik et al. ................. 726/1
2011/0167256 Al* 7/2011 Leeetal. ...........cc... 713/156
U.S. PATENT DOCUMENTS 2011/0167483 Al* 7/2011 Leeetal. .................o.. 726/6
2011/0191485 Al* 8/2011 Umbehocker ................ 709/229
2008/0320143 Al* 12/2008 Benedettoetal. ........... 709/226 ggf%ggﬁllgég if: %85 Téﬁle et al. o 7%?2/;
2010/0017415 Al* 1/2010 Kurumaietal. ............... 707/10 OTT019898 A1% 29013 Tieogy GLi: e el
2010/0125612 Al1* 5/2010 Amradkaretal. ............ 707/802 i . i Lo
2010/0198730 Al1* 8/2010 Ahmedetal. .................. 705/50 * cited by examiner




U.S. Patent Jan. 13, 2015 Sheet 1 of 16 US 8,935,770 B2

FIG.1

16
DATABASE
SERVICE

11

ACCESS
CONTROL
SERVICE

11

15A 158 13

LOGIN
SERVICE A | | SERVICEB SERVICE

12A 12B

CLIENT A CLIENT B




U.S. Patent Jan. 13, 2015 Sheet 2 of 16 US 8,935,770 B2

FIG.2

21 2z 23
III!HHIIII IIIIIIIII |II=IHIII

27

I/F

26
OUTPUT
II!HH!EII

24 25
INPUT
IIII::II' II!HH!EI'




U.S. Patent Jan. 13, 2015 Sheet 3 of 16 US 8,935,770 B2

FIG.3

13

LOGIN SERVICE
32 33

ACCESS

LOGIN
CONTROL
APPLICATION AGENT

31

WEB
SERVER




U.S. Patent Jan. 13, 2015 Sheet 4 of 16 US 8,935,770 B2

14
ACCESS CONTROL
SERVICE
44
DB DRIVER
UNIT

ACCESS
CONTROL
UNIT

ACCESS
CONTROL
SERVICE API

ACCESS

CONTROL
AGENT I/F




U.S. Patent Jan. 13, 2015 Sheet 5 of 16 US 8,935,770 B2

FIG.5

15A,15B

SERVICE 50

54

ACCESS 53

CONTROL

SERVICE I/F

ACCESS

CONTROL
WEB APPLICATION AGENT

51

WEB
SERVER



U.S. Patent Jan. 13, 2015 Sheet 6 of 16 US 8,935,770 B2

FIG.6
60 61
I

63

AUTHENTICATION

TOKEN ID 631

632

ROLE ID STRING 633



US 8,935,770 B2

Sheet 7 0f 16

Jan. 13, 2015

U.S. Patent

viZ

£

cll

L/

ALIHOHLNV

W31l d3103104d

dl AHOD3ALYD
394N0S3H col
L2/
al 354N0S3y — g

V4

al 3104 _

dl 30dN0S3d

cl

L Ol

dl AHOD311VI
1104

dl 37104

04

c0.
0%



U.S. Patent

Jan. 13, 2015 Sheet 8 of 16

FIG.8

80

801 TENANT ID

802 USER TYPE ID

TENANT

603 CATEGORY ID

81
811 FUNCTION ID
812— ROLE ID
813 — OPERATION TENANT
CATEGORY ID
814 — OPERATED TENANT
CATEGORY ID

US 8,935,770 B2



US 8,935,770 B2

fyas
_ V1YQ $76S A TEETIT W T T TR
NOLLISINDOY dV 5265 AV1dSI0 9265
V1VQ 2263
zmx_mm_ﬂ,__mmmo B TV |dV NOILY2IILON
NOILND3XT IdV 02'6S NOLLYIEO4NI
176 439N B1'6S NOILYII41LON
- - P e NOILYH3dO
NOLLISINDY NOLLYIHOINI H350 ONY NOLLYIWHIINGY oo eemmo Treee |2t 00
o LHBI4 SS399Y NOILYIWHIANOD NOLLYDILNIHLNY 81’68 OLVHIO
- NI3H9S )65 =
=2 ————— " NI349S NOILYOddY
b zmwh%:_\,_%%mz, G3M LN3S3Hd b16S
& R B o B e T TR T T T v G
= NOLLISINDIY NOILYWHOINI 43S0 ONY ‘NOILYWHIANOD A|__,_9 TVHL0N -
NOLLYIHILON NINOL LH9IH SS32JY NOILYINHIANOD NOILYIILNIHLNY 2168 S8V 1169
NOLLYOIINIHLNY 665 | | -
AT . NOILYOIddV 83M OL 17341034 01'6S
m Lt _,_o_zw__wmmzsd_ 0T T8
S _,_o_zom__wﬁxsq N33H2S NI90T INISTdd 568
¢ ——
M P P S _ [ NOIL¥rdd¥ NI90T OL LO3HIq34 768
.nJa zo_._.ﬁw__._m_w_m__._ Ny NOILYIHILON §S3J9V €65 xmmmuomm ET
:
ShLINN | 2r IV 30IA43S [ v 4/ LNFOY ¢¢ INJOV 7 65 INFOY 28
PN 1 I0HINGD | T0HINGD ™ | TOHLNOS T04IND | NowLydriddy | PSS || T0HINGD | NolLydImagy | 835 | | dIaMOd
IRERAL §S300V §5309Y SERAL N9OT || $5390V qIM
bl 301AH3S T09LNOD SS300V TER G TER]TER 21 IN3IT9

U.S. Patent



U.S. Patent

Jan. 13, 2015 Sheet 10 of 16 US 8,935,770 B2
ACCESS CONTROL FIG'1 0 ACCESS
. SERVICE API 42 CONTROL UNIT 43
S1001 } —S1021
| RESOURCE ACCESS
- ALLOWANCE CONFIRMATION

S1002

S
“AUTHENTICATION
TOKEN VALID?

51003

AUTHENTICATION YE
TOKEN INVALID
NOTIFICATION

' | —S1004
ACQUIRE USER INFORMATION
(INCLUDING ROLE}

S1005

ACQUIRE API DEFINITION
INFORMATION

S1006

COMPARE DEFINITION INOHMATION
OF TARGET API AND USER INFORMATION

S1007

S ROLE ID

NO '
INCLUDED?

YESy —S1009

API EXECUTION

S1010
YES S71012

1S
RESOURCE ACCESS
INCLUDED?

S1008

RESOURCE ACCESS
ALLOWANCE
CONFIRMATION

OUTPUT API
EXECUTION RESULT

OUTPUT
PERMISSION - S1013
ERROR o
N0 ~RESOURCE ACCESS
51011 ALLGWED?

51022

S
AUTHENTICATION
~JOKEN VALID?

NO S1023

AUTHENTICATION

TOKEN INVALID

51024 Y NOTIFICATION

ACQUIRE ROLE -
' INFORMATION OF USER

S1025

URL
CATEGOHY"

NO S1027

ACQUIRE ROLE ACQUIRE ROLE
OF TARGET OF TARGET
DATARESOURCE | | URL RESOURCE

<ot
S1028

COMPARE ROLE QOF
RESOURCE AND ROLE OF USER

S1029

IS ACCESS
ALLOWED?

YESy —S71031
ACQUIRE TARGET | | ACCESS DENIAL
ARk
51032

ACCESS ALLOWANCE
AND RESOURCE
NOTIFICATION

51026

S1030




U.S. Patent Jan. 13, 2015 Sheet 11 of 16 US 8,935,770 B2

FIG.11

111

USER TABLE

_USERID | PASSWORD | USERTYPEID | TENANTID
| SalesAdmin01 | #kkdokikkkk | TY00000001 | TA00000001
| SalesUser01 | #dkkdokdokdokk | TY00000001 | TA00000001
CustomerAdmin01| skkkkkk | TY00000002 | TA00000002
CustomerUser01 | sdokkdkkk | TY00000002 | TA00000002
I B DT BT

112

USER ROLE TABLE

___USERID | ROLEID
_ SalesAdmin01 |  Sales
 SalesUser01 |  Sales
CustomerAdmin0O1 TA00000002

CustomerUser01 TA00000002




U.S. Patent Jan. 13, 2015 Sheet 12 of 16 US 8,935,770 B2

FIG.12

121 122

ROLE CATEGORY TABLE ROLE TABLE

1D | DESCRIPTION _
 Sales | ManagementRole
IR .

BT T

124
RESOURCE ROLE TABLE

RESOURCE ID ROLE ID
R0O0000001
R00000001 Customer
R00000002 Provisioning

123
RESOURCE CATEGORY TABLE

' ID | DESCRIPTION
URL RESOURCE

DATA RESOURCE

R00000003 TA00000001
R00000004 TA00000002

125

RESOURCE TABLE

' RESOURCE '
RESOURCE ID | ~aTecoRyip | PROTECTED ITEM AUTHORITY




R D D
UEUS L IBWOTSNg UIIpYISWoISh | 18snudiess
Jueua | Jawoisny) JUBU3 | J2WO}SNY) éé

US 8,935,770 B2

S eusjowosny |  jueudissles | S9les | Wueusidjeasy
= Ql AHODILYD al AHODIALYD
- ' INVN3L 31VH3dO | INVNJL NOilvHd3do | 913104 | QINOLLONNA
3 379VL ALIHOHLNY IdV
7
EE€I
\f
Yo
—
o
- JUBUS | JSWOISN) | 20000000AL | 20000000VL | |LNVNIL HAWOLSND | 3uBUSISWOISND
= ~ jueusjseles | LOO00D000AL | 10000000V.L LNVN3ILS3ITVS | 13ueus|sses
=

dl AHOO4d1VI dl 3dAl
HOSIVO | WA | awwwa | | nowawossa | o
419VL LNVN4L 319V1 AHODJ1VO INVN4L

ctl [E}

€1 OId

U.S. Patent



U.S. Patent Jan. 13, 2015 Sheet 14 of 16 US 8,935,770 B2

LOGIN SCREEN 1401

USERID [ ]
PASSWORD | |

'MENU SCREEN 1402

USER SEARCH

USER MANAGEMENT

ROLE MANAGEMENT

USER SEARCH SCREEN _Ox~—1403

USERNAME[ | (SEARCH.

USER SEARCH SCREEN —0OX 1404

bt
ian
LR
P

- [CustomerUser01  TA00000002
- | CustomerAdmin01 TA00000002




US 8,935,770 B2

Sheet 15 0f 16

Jan. 13, 2015

U.S. Patent

-

YLyQ 43S0 -
NOLLISINDOY _ - N — NI3HOS 11053
I — BNOST IOV 6ISIS | juyas uasy

INIS3Hd 0251
¥L¥Q 43S
FHINOJY 91'G1S ELBESTRILELS
- . 31NJ3X3 ¥1G1S -
R HOEY3S 4350 3LND3X3 €151 |
NOLLNJ3X3 1dV “ -~
IR NOLLISINDOY NOLLYIHOANI HISN ANY ‘NOLLYIWHIINOD NI3HOS HOHV3S H3SN
LHOIH $S390V NOLLYINIINOI NOILYALINIHLAY T1'S1S INISTH 21518
SRR S8 B BN et ol heiml oAl e A St
il
| HOHY3S 435N LOTT35 01'81S
NOLLISN2Y NOILYHEON K351 ONY NOLLYAHIANG) =
-
- | < LHOWSSI00V NOLYWHNOD NOLYOUNGHINY BSIS | |
G3M N3IHOS ANIW OL LOIHIIY LGS [
-t
T AT L — T
NI3HOS NIDOT LNIS3Hd b'5iS NROTEE =
>
NOILYOTdd¥ NIOT
OLLO3HIGIHETS
= " ah NOLLVIEIINOD ]
b NN [ 2 1dY 30IAW3S | 4o /1 N3OV NOLLYOLLNZHLAY T¢I SJJ7 B
PUND | q0HINOD | TOMINOD | TOMLNOD N330S TINEN 513
43N0 8 - .
5§30V SS300v | $S300V ¢l 30IAH3S NI9O Gl 30INH3S [ iNang |
71 3IAH3S TOHLNOD SS30V



U.S. Patent Jan. 13, 2015 Sheet 16 of 16 US 8,935,770 B2

FIG.16

161

ROLE OPERATION ALLOWANCE/DENIAL

OPERATION | OPERATED ROLE | OPERATED
ROLE ID CATEGORY ID ROLE ID ALLOW/DENY

_CustomerAdmin | ManagementRole | CustomerAdmin |  Allow
 CustomerAdmin | ProductRole | % | Allow |
CustomerAdmin | TenantRole | % | Deny
| Customer | = % | % | Deny



US 8,935,770 B2

1

AUTHENTICATION SYSTEM,
AUTHENTICATION METHOD, AND
STORAGE MEDIUM FOR REALIZING A
MULTITENANT SERVICE

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an access control method
ol a plurality of resources regarding multitenant services.

2. Description of the Related Art

Conventionally, a web application 1s provided to each
recipient of service such as corporations and organizations
via a dedicated server. However, preparing a dedicated server
for each recipient of service 1s not cost effective.

Thus, 1n recent years, a service called “multitenant ser-
vice”, which provides a same web application, loaded to a
shared server, to a plurality of corporations and organizations
has been recerving attention. A “tenant” 1s a unit of corpora-
tions and organizations which have conventionally provided
services via dedicated servers.

Although the multitenant service i1s cost eflective com-
pared to a single tenant service where a dedicated server 1s
used for each tenant, the multitenant service has drawbacks
involving security. Conventionally, data possessed by a tenant
1s managed by a dedicated server of each tenant. Since the
data of a tenant 1s physically separated from other tenants, the
risk of data leakage 1s low.

However, regarding the multitenant service, since dataof a
plurality of tenants 1s managed by a shared server, the data 1s
not physically separated. Accordingly, the risk of data leak-
age 1s high. Thus, according to the multitenant service, a
mechanism that logically separates data 1s necessary in order
to prevent data leakage between tenants.

Conventionally, a method that uses a tenant ID as a key for
logically separating data 1s proposed. The multitenant service
also uses this tenant ID. In other words, the multitenant ser-
vice 1s realized by associating the tenant ID with a user 1D,
which 1s an attribute used for 1dentitying a user, and assigning,
a tenant ID to the data which the tenant possesses.

To be more precise, according to the above-described
method, a tenant 1D, as well as a user 1D, 1s specified accord-
ing to user authentication. Then, when data 1s accessed,
access to only the data with a same tenant ID 1s permitted.

The use of multitenant service contributes to cost reduction
compared to when each tenant uses a dedicated server. How-
ever, the access control method of the multitenant service
which 1s conventionally proposed 1s specially designed and
developed.

Thus, the data access control method for solving 1ssues of
the multitenant service requires various costs associated with
dedicated designing, development, administration, and main-
tenance.

On the other hand, there 1s known a method using a “role”
in the conventional access control method of web application.
For example, generally, access to a paid-for web application
on the world Wide Web (W W W) requires user authentication
and only a user who has agreed to pay for the application can
access the web application.

As a control method for such access, a role 1s defined
corresponding to an access right to a Uniform Resource Loca-
tor (URL)onthe WWW. The access 1s controlled according to
whether the user has such a role.

Further, as a conventional access control method, there 1s
known a method that controls functions executable by a user
according to the user authority. For example, execution of a
tfunction 1s allowed depending on whether the user has a role
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2

that indicates an administrator. This 1s because administrator
authority 1s required 1n the acquisition, generation, and dele-
tion of the user information.

SUMMARY OF THE INVENTION

The present imnvention 1s directed to an authentication sys-
tem, authentication method, and a storage medium for real-
1zing a multitenant service without increasing dedicated costs
by solving problems using a unified method based on the
conventional access control method.

According to an aspect of the present invention, an authen-
tication system includes a management unit configured to
manage whether a screen corresponding to a URL can be
provided by role information, manage API execution author-
ity by role mnformation, and manage whether data can be
distributed by role information, a reception unit configured to
receive an access allowance/denial confirmation with respect
to a resource and an authentication token, a determination
unit configured to determine role information associated with
the authentication token recerved by the reception unit, a URL
verification unit configured to verily, 1f a resource type cor-
responding to the access allowance/denial confirmation
received by the reception unit 1s a URL resource, whether
access can be permitted based on the role information deter-
mined by the determination unit and role information of the
URL resource based on management content of the manage-
ment unit, a provision unit configured to provide a screen
corresponding to the URL resource 11 the access 1s permitted
by the URL verification unit, an API verification unit config-
ured to verily, 1f a resource type corresponding to the access
allowance/denial confirmation received by the reception unit
1s execution of an API, whether access can be permitted based
on the role information determined by the determination unit
and role information of execution authority of the API based
on management content of the management unit, an execu-
tion unit configured to execute the API 1f the access 1s per-
mitted by the API verification unit, and a data distribution
verification unit configured to verily, 1f a resource type cor-
responding to the access allowance/denial confirmation
received by the reception unit 1s distribution of data, whether
access can be permitted based on the role information deter-
mined by the determination unit and role imnformation of dis-
tribution of the data based on management content of the
management unit; and a distribution unit configured to dis-
tribute the data 1f the access 1s permitted by the data distribu-
tion verification unit.

Further features and aspects of the present ivention will
become apparent from the following detailed description of
exemplary embodiments with reference to the attached draw-
Ings.

BRIEF DESCRIPTION OF THE DRAWINGS

-

The accompanying drawings, which are incorporated 1n
and constitute a part of the specification, illustrate exemplary
embodiments, features, and aspects of the mvention and,
together with the description, serve to explain the principles
of the mvention.

FIG. 1 1llustrates a system configuration.

FIG. 2 illustrates a hardware configuration of each appa-
ratus.

FIG. 3 1llustrates a software module of a login service.

FIG. 4 1llustrates a software module of an access control
service.

FIG. 5 illustrates a software module of a service.

FIG. 6 illustrates a data structure of user information.
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FI1G. 7 1llustrates a data structure of resource information.

FIG. 8 illustrates a data structure of application program
interface (API) authority information.

FIG. 9 1s a sequence diagram illustrating an access
sequence of a common web application.

FI1G. 10 1s a flowchart 1llustrating an access control.

FIG. 11 illustrates a data example of the user information.

FI1G. 12 1llustrates a data example of resource information.

FIG. 13 illustrates a data example of the API authority
information.

FI1G. 14 1llustrates an example of transition of a web appli-
cation screen.

FIG. 15 1s a sequence diagram 1llustrating an example of
access ol a web application.

FIG. 16 1llustrates a data example of role control informa-
tion.

DESCRIPTION OF THE EMBODIMENTS

Various exemplary embodiments, features, and aspects of
the invention will be described 1n detail below with reference
to the drawings.

FIG. 1 1s a block diagram 1llustrating a system configura-

tion of an exemplary embodiment of the present invention.

In FIG. 1, a World Wide Web (WWW) system 1s con-
structed by a wide area network (WAN) 10. Each constituent
of the system 1s connected to a local area network (LAN) 11.

A client 12, which 1s a computer that includes a web
browser, 1ssues a web request to each service via the WAN 10.
The web browser 1s used when the client 12 uses the WWW
system. The system according to the present embodiment
includes a plurality of clients. In FIG. 1, the clients are 1llus-
trated as clients 12A and 12B but are also collectively referred
to as the client 12. Regarding the clients 12A and 12B, com-
munication other than requests to the WAN 10 1s blocked by
a firewall device (not illustrated).

A login service 13 presents a login screen used for user
authentication and accepts a login request input by the user
when a web request 1s 1ssued by the client 12, and the request
1s transmitted to the login service 13 via the WAN 10 and the
LAN 11.

An access control service 14 accepts an access permission
request 1ssued by the login service 13 or one or a plurality of
services 15 via the LAN 11.

InFIG. 1, the services 15 are illustrated as services 15A and
15B but are also collectively referred to as a service 15. The
services 15A and 15B provide various services to the client 12
according to a web request 1ssued by the client 12 via the
WAN 10 and the LAN 11.

A database service 16 accepts a data access request 1ssued
by the access control service 14 and transmitted via the LAN
11. The database service 16 employs a common Database
Management System (DBMS). When the database service 16
accepts a data access query transmitted from the access con-
trol service 14, 1t outputs corresponding data in response.

FIG. 2 1s a block diagram 1illustrating a hardware configu-
ration of the client 12, the login service 13, the access control
service 14, the service 15, and the database service 16 1n FIG.
1.

In FIG. 2, a central processing unit (CPU) 21 directly or
indirectly controls each device (ROM, RAM, etc., described
below) connected by an internal bus and executes a program
that realizes the present exemplary embodiment. A read-only
memory (ROM) 22 stores the basic input/output system
(BIOS). A random access memory (RAM) 23 1s a direct

storage device which 1s used as a work area of the CPU 21 and
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a temporary storage area of a software module. The software
module 1s used for realizing the present exemplary embodi-
ment.

A hard disk drive (HDD) 24 stores an operating system
(OS) that 1s basic software and software modules. An indirect
storage device such as a solid-state drive (SSD) can also be
used as the HDD 24. An mput device 23 1s, for example, a
keyboard (not illustrated) or a pointing device (not illus-
trated). An output device 26 1s connected to a display unmit. An
intertace (I/F) 27 1s connected to the WAN 10 or the LAN 11.
More than one I'F 27 can be provided.

In the hardware configuration, after starting up, the BIOS 1s
executed by the CPU 21 and the OS 1s loaded into the RAM
23 1n an executable manner from the HDD 24. According to
the operation of the OS, the CPU 21 loads each type of
software modules described below from the HDD 24 into the
RAM 23 as needed. According to the cooperation of each
device described above, wvarious software modules are
executed and operated by the CPU 21.

The I/F 27 1s connected to the LAN 11. The I'F 27 1s
controlled by the CPU 21 according to the operation of the OS
and realizes transmission/reception of requests between ser-
vices stored 1n each server. Furthermore, the I/F 27 1s con-
nected to the WAN 10 via the LAN 11 and realizes commu-
nication in the WWW system.

Further, the login service 13, the access control service 14,
the service 15, and the database service 16 in FIG. 1 are
realized by one or a plurality of servers having the hardware
configuration illustrated 1n FIG. 2. If the above-described
system configuration includes a plurality of servers, a load
balancer (not illustrated) or a software module (not illus-
trated) can be used for load distribution and redundancy.

FIG. 3 1llustrates a configuration of a software module that

operates on the login service 13. Fach software module 1s
stored 1n the HDD 24 illustrated 1n FIG. 2. As described

above, each software module 1s loaded 1nto the RAM 23 and
executed by the CPU 21.

A webserver 311s aweb application server including a web
interface that accepts a web request 1ssued by the client 12.

A login application 32 1s an application on the web server
31. Thelogin application 32 generates a login screen when the
web server 31 accepts a web request.

An access control agent 33 1s a filtering application on the
web server 31. The access control agent 33 performs filtering
of a web request 1ssued to the login application 32. By com-
municating with an access control agent I/F 41 1n the access
control service 14, the access control agent 33 executes user
authentication.

In the following description, authentication processing
executed by the cooperation of the above-described software
modules 1s referred to as processing executed by the login
service 13. Details of the user authentication processing
executed by the login service 13 will be described below.

FIG. 4 1llustrates a configuration of a soitware module that
operates on the access control service 14. Each software
module 1s stored in the HDD 24 illustrated 1n FIG. 2. As
described above, each software module 1s loaded into the
RAM 23 and executed by the CPU 21.

In FIG. 4, the access control agent I/'F 41 accepts a request
1ssued by the login service 13, the access control agent 33 1n
the service 15, and an access control agent 53, and also
responds to the request.

An access control service AP142 accepts an API call trans-
terred from an access control service I/F 54 1n the service 135
and outputs an API execution result.

An access control unit 43 1s an application module that
accepts an access right confirmation from the access control
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agent I/F 41 and the access control service API 42, and con-
trols access right. The access control unit 43 acquires and
updates data of the database service 16 via a database (DB)
driver unit 44.

In the following description, access control processing
executed by cooperation of the above-described software
modules 1s referred to as processing executed by the access
control service 14. Details of the access control processing
executed by the access control service 14 will be described
below.

FIG. 5 illustrates a configuration example of a software
module that operates on the services 15A and 15B. Each
software module 1s stored 1n the HDD 24 1llustrated 1n FI1G. 2.
As described above, each software module 1s loaded into the
RAM 23 and executed by the CPU 21.

A web server 31 1s a web application server including a web
interface that accepts a web request 1ssued by the client 12.

A web application 52 1s an application on the web server
51. The web application 52 generates a screen used for pro-
viding a service when the web server 51 accepts a web
request.

The access control agent 33 1s a filtering application on the
web server 51. The access control agent 53 performs filtering,
ol a web request 1ssued to the web application 52. By com-
municating with an access control agent I/F 41 1n the access
control service 14, the access control agent 53 executes user
authentication and access control.

In FIG. 5, the access control service I'F 54 invokes the
access control service API 42 1n the access control service 14.
The access control service I'F 54 can be used from the web
application 52.

In the following description, web application processing
executed by the cooperation of the above-described software
modules 1s referred to as processing executed by the service
15. Details of the web application processing executed by the
service 15 will be described below.

FIG. 6 1llustrates a data structure of user information and a
data structure of authentication token information which 1s
generated when user authentication 1s performed. The user
information, which includes a user table 60 and a user role
table 61, 1s managed by the database service 16. Further, the
authentication token information, which includes an authen-
tication token cache 63, 1s stored 1n the RAM 23 of the access
control service 14.

The user table 60 1ncludes a user ID 601 used for 1dentify-
ing the user, a password 602 being confidential information, a
user type ID 603 indicating a data access range of the user, and
a tenant ID 604 used for identifying the tenant to which the
user belongs. The user ID 1s also called user identification
information.

The user role table 61 includes a user ID 611 used for
identifying the user and a role ID 612 which 1s role informa-
tion set for the user.

The authentication token cache 63 includes an authentica-
tion token ID 631 used for identifying the authentication
token, a user ID 632 used for identitying the user, and a role
ID string 633 as all role IDs set for the user. Thus, the authen-
tication tokens and the role ID string are associated and man-
aged.

Data of the authentication token cache 63 1s generated
when the user authentication processing 1s executed by the
access control service 14 and when the authentication has
been successtul.

FIG. 7 illustrates a data structure of the role information
and resource miformation. The role information includes a
role table 70 and the resource information includes a resource
table 71. Further, the relation between the role and the
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resource 1s stored 1n a resource role table 72. These tables are
managed by the database service 16.

Theroletable 70 includes arole ID 701 used for identiiying
a role and a role category ID 702 used for 1identifying a role
category.

The resource table 71 includes a resource ID 711 used for
identifying a resource, a resource category 1D 712 used for
identifying a resource category, a protected item 713 which 1s
information managed as a resource, and an authonity 714
which 1s authority information of the resource.

The resource role table 72 includes a resource ID 721 used
for identifying a resource and a role ID 722 used for 1denti-
tying a role.

FIG. 8 illustrates a data structure of tenant information and
API execution authority information. The tenant information
includes a tenant table 80, and the API execution authority
information includes an API authority table 81. The tenant
information and the API execution authority information 1s
managed by the database service 16.

The tenant table 80 includes a tenant ID 801 used for
identifying a tenant, a user type ID 802 set for a user that
belongs to the tenant, and a tenant category 1D 803 used for
identifying a tenant category.

The API authority table 81 includes a function ID 811 used
for identifying an API, a role ID 812 for identifying a role, an
operation tenant category ID 813, and an operated tenant
category ID 814. The operation tenant category 1D 813 1s used
for1dentitying a category of the tenant to which an executor of
the API belongs.

Further, the operated tenant category ID 814 1s used for
identifying a category of the tenant to which API execution
target data belongs.

Processing of data stored in each data structure described
with reference to FIGS. 6, 7, and 8 will be described 1n detail
below.

Next, processing tlow of each service according to the
present exemplary embodiment will be described with refer-
ence to a sequence diagram.

FIG. 9 1s a basic sequence diagram 1n a case where a web
request 1s 1ssued from a web browser of the client 12 to the
service 15. In the following description, the control of the
client 12 performed via the web browser 1s described as a
control of the client 12.

In sequence S9.1, the client 12 1ssues a web request to the
web server 51 of the service 15. In sequence 59.2, the web
server 51 notifies the access control agent 53, which 1s a
filtering application, of the request.

In sequence S9.3, the access control agent 33 accesses the
access control unit 43 via the access control agent I'F 41 of the
access control service 14 for authentication. At this time, an
authentication token included in the web request 1s notified to
the access control unit 43 via the access control agent I/'F 41.

The access control unit 43 verifies whether the storage of
the authentication token which has been notified is stored in
the authentication token cache 63. Since the access in
sequence S9.3 1s the mitial access, the notified authentication
token 1s not stored 1n the authentication token cache 63. Thus,
the access control unit 43 determines that the authentication
token 1s not stored, and the access control unit 43 responds to
the access control agent 53 via the access control agent I/'F 41
that the client 12 1s to be redirected to the login service 13.

In sequence S9.4, the access control agent 53 redirects the
client 12 to the login application 32 1n the login service 13. In
sequence S9.5, the login application 32 generates a login
screen and presents 1t to the client 12.

In sequence $9.6, the client 12 recerves a login instruction
input by the user via the login screen generated 1n sequence
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S9.5 and performs a login notification to the login application
32. At that time, user information, which 1s a user 1D used for
identifying the user and a password that 1s confidential infor-
mation, 1s provided to the login application 32.

In sequence 89.7, the login application 32 that has received 5
the login notification 1ssues an authentication request to the
access control unit 43 via the access control agent 33 and the
access control agent I/F 41.

In sequence S59.8, the access control unit 43 that has
received the authentication request verifies the user ID and 10
the password included 1n the authentication request. In veri-
tying the user ID and the password, the access control unit 43
compares the user ID and the password with the user ID 601
and the password 602 stored in the user table 60 in the data-
base service 16 via the DB driver unit 44. 15

The password 602, which 1s confidential information, 1s
preferably stored 1n a concealed manner using irreversible
hash function. I the password 602 1s stored in a concealed
manner, the access control unit 43 verifies the password by
concealing the password imnformation of the notified authen- 20
tication request using the function which 1s used when the
password 602 has been stored and comparing the passwords.

In sequence $9.8, 11 the authentication of the user informa-
tion 1s verified, the access control unit 43 generates an authen-
tication token and stores 1t 1n the authentication token cache 25
63. At that time, the access control unit 43 acquires all the role
IDs 612 from the user role table 61 via the DB driver unit 44
using the user ID as a key and stores them together with the
user 1D.

In sequence $9.9, the access control unit 43 notifies the 30
access control agent 33 of the generated authentication token
via the access control agent I/F 41.

In sequence S9.10, the access control agent 33 gives the
recerved authentication token to the client 12 and redirects the
client 12 to the web server 51 to which the web request has 35
been 1ssued 1n sequence S9.1. In sequence S9.11, the web
server 51 1ssues the web request to the access control agent 53
as performed 1n sequence S9.2.

In sequence 59.12, the access control agent 33 accesses the
access control unit 43 via the access control agent I/'F 41 of the 40
access control service 14 for authentication. At this time, an
authentication token included in the web request 1s notified to
the access control unit 43 via the access control agent I/F 41.

The access control unit 43 verifies whether the storage of
the authentication token which has been notified 1s stored in 45
the authentication token cache 63. In sequence $9.12, since
the notified authentication token 1s stored in the authentica-
tion token cache 63 1n sequence 9.8, the access control unit 43
determines the storage of the authentication token, which has
been notified by the access control agent 53, 1n the authenti- 50
cation token cache 63. Accordingly, the access control unit 43
determines that the user information 1s authenticated, and
performs resource access allowance/denial determination.

Details of the resource access allowance/denial determina-
tion processing will be described below. If the access control 55
unit 43 determines that the resource access 1s permitted, the
access control unit 43 acquires user information from the user
table 60 via the DB driver unit 44. Then, the access control
unit 43 notifies the access control agent 53 of the acquired
user mformation via the access control agent I/F 41. 60

In sequence S9.13, the access control agent 53 1ssues a web
request and provides the user information to the web appli-
cation 52. In sequence $59.14, the web application 52 that has
received the user information generates a business-use screen
(not illustrated) and presents 1t to the client 12. 65

In sequence $9.15, the user mputs information via the
screen. In sequence 59.16, the client 12 1ssues a web request

8

to the web server 51. The web request includes information
that the screen has been operated.

Since sequences S9.17, 59.18, and S9.19 are similar to
sequences S9.11, $9.12, and S9.13 described above, their
descriptions are not repeated.

Next, a case where the API of the access control service
API 42 1n the access control service 14 1s executed according
to the user operation 1n sequence S9.15 will be described.

In sequence 59.20, the web application 52 1invokes the API
ol the access control service API 42 via the access control
service I/F 54. At this time, the web application 52 provides
the authentication token as an argument of the API.

In sequence 59.21, the access control service API 42 con-
firms the authority of the API execution. Details of the con-
firmation processing of the API execution authority will be
described below. If the API execution 1s permitted, 1n
sequence 59.22. the access control service API 42 1ssues a
request for data acquisition to the access control unit 43
according to the processing content of the API. When the
request 1s 1ssued, the access control unit 43 1s notified of the
authentication token.

In sequence 59.23, the access control umt 43 confirms
whether the data access 1s allowed. Details of the data access
allowance/denial determination processing will be described
below. If the data access 1s allowed, the access control unit 43
acquires the data viathe DB driver unit 44. In sequence 59.24,
the access control unit 43 provides the data to the access
control service API 42.

In sequence 59.25, the access control service API 42 gen-
crates an API response based on the acquired data, and
responds to the web application 52 via the access control

service I/F 54.

In sequence $9.26, the web application 32 generates a
screen corresponding to the API response, and presents 1t to
the client 12.

According to the basic sequences described above with
reference to FI1G. 9, the user authentication processing and the
user access right control processing 1s executed.

FIG. 10 1s a flowchart illustrating the access control pro-
cessing performed by the access control service 14 1n the

basic sequence described above with reference to FI1G. 9.

In FIG. 10, the processing flow 1s started from step S1001
when the API call 1s made to the access control service API 42
in sequence $9.20 1n FIG. 9.

In step S1001, the access control service API 42 recerves
the API call. In step S1002, the access control service API 42
determines whether the provided authentication token 1is
valid. To be more precise, the access control service API 42
requests the access control unit 43 to confirm whether the
authentication token 1s stored in the authentication token
cache 63.

If the authentication token 1s determined as not valid (the
authentication token 1s not stored) (NO 1n step S1002), the
processing proceeds to step S1003. In step S1003, since the
authentication token 1s not valid, the access control service
API 42 responds that the API cannot be executed. On the other
hand, 11 the authentication token 1s valid (YES 1n step S1002),
the processing proceeds to step S1004. In step S1004, the
access control service AP142 acquires a user ID via the access
control unit 43 using the authentication token as a key. Sub-
sequently, the access control service APl 42 acquires user
information from the user table 60 and tenant information
from the tenant table 80.

In step S1005, the access control service API 42 acquires
API authority information via the DB driver unit 44. In
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acquiring the information, the access control service API 42
uses a function ID of the API acquired from the API authority
table as a key.

In step S1006, the access control service API 42 compares
the acquired user information and the tenant mnformation with
the API authority information. In step S1007, the access con-
trol service API 42 determines whether the role ID 812 1s
included 1n the user information by using a category 1D of the
target tenant of the API and the tenant category ID 803 of the
acquired tenant information.

If the acquired role ID 1s not included in the user informa-
tion (NO 1n step S1007), the execution of the API i1s not
allowed, and the processing proceeds to step S1008. In step
S1008, the access control service API 42 1ssues an error. On
the other hand, 1n step S1007, if the acquired role ID 1s
included 1n the user information (YES 1n step S1007), the
processing proceeds to step S1009. In step S1009, the API
execution 1s performed. This processing 1s the API verifica-
tion processing.

In step S1010, the access control service API1 42 determines
whether a resource access 1s included 1n the content of the API
execution. If aresource access 1s not included in the content of
the API execution (NO 1n step S1010), the processing pro-
ceeds to step S1011. In step S1011, the access control service
API 42 generates an execution result of the API and 1ssues an
API execution result. On the other hand, 1 a resource access
1s included 1n the content of the API execution (YES in step
S51010), the processing proceeds to step S1012. In step S1012,
the access control service APl 42 performs the resource
access allowance/denial determination with respect to the
access control unit 43.

The resource 1s, for example, the data resource which 1s
information stored in the database service 16 or the URL
resource of the web application provided by the service 15.
The resource access allowance/demal determination per-
tormed by the access control unit 43 will be described below.

In step S1013, the access control service AP142 determines
whether the resource access 1s permitted according to the
result of the resource access allowance/denial determination
performed by the access control unit 43. If the resource access
1s not allowed (NO 1n step S1013), the processing proceeds to
step S1008. In step S1008, the access control service API 42

1ssues an error. On the other hand, 1f the resource access 1s
allowed (YES 1n step S1013), the processing proceeds to step
S1011. In step S1011, the access control service API 42
generates an execution result of the API based on the acquired
resource mnformation and issues an API execution result.

Next, the processing tlow which 1s started from step 1021
when an access right confirmation with the access control unit
43 1s made corresponding to sequences S9.12, $9.18, and
59.22 1n FIG. 9 will be described. Further, the processing 1n
step S1021 1s also performed in step S1012 1n FIG. 10 (re-
source access allowance/denial determination).

The processing 1n step S1021 1s executed as a resource
access allowance/denial determination of a URL resource 1n
sequences 59.12 and $9.18, and a resource access allowance/
denial determination of a data resource 1n sequence S9.22.

In step S1021, the access control unit 43 accepts a request
for resource access allowance/denial determination. At this
time, the access control unit 43 acquires an authentication
token of the user that executes the resource access, a target
resource category, protected 1tem information, and action of
the protected item. The protected item information 1s a URL
if the resource category 1s a URL resource. The protected item
information 1s a user type ID and an acquisition condition 1f
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the resource category 1s a data resource. Further, the action 1s
selected fromCreate, Read, Update, and Delete (CRUD) with
respect to the protected 1tem.

In step S1022, the access control unmit 43 determines
whether the accepted authentication token 1s stored in the
authentication token cache 63 and verifies the validity of the
authentication token. As a result of the verification, if the
authentication token 1s not valid (NO 1n step S1022), the
processing proceeds to step S1023. In step S1023, the access
control unit 43 sends out a notification informing that the
authentication token 1s not valid. On the other hand, as a result
ol the verification, 11 the authentication token 1s valid (YES 1n
step S1022), the processing proceeds to step S1024. In step
51024, the access control unit 43 acquires the user 1D 632 and
the role ID string 633 which correspond to the received
authentication token. In the following description, the role ID
1s also referred to as role information.

In step S1025, the access control umt 43 determines
whether the resource category (resource type) of the resource
in the resource access allowance/denial determination
request 1s a URL category. If the resource 1s a URL resource
(YES 1n step S1025), the processing proceeds to step S1026.
It the resource 1s a data resource (NO 1n step S1025), the
processing proceeds to step S1027.

In steps S1026 and S1027, the access control umt 43
acquires all the role IDs and authornty related to the resource
from the resource table 71 and the resource role table 72 using
the resource category 1D and protected item information as a
key.

In step S1028, the access control unit 43 compares the
acquired role ID and the authority with the role ID associated
with the authentication token accepted by the request and the
action. In other words, processing in step S1028 1s realized
based on the managed content of each table.

In step S1029, the access control umt 43 determines
whether the access 1s permitted. IT the access right 1s not
included as a result of the comparison, 1n other words, 11 the
access 1s not permitted (NO 1n step S1029), the processing
proceeds to step S1030. In step S1030, an access denial noti-
fication 1s output. If the access right 1s included as a result of
the comparison, in other words, 1 the access 1s permitted
(YES 1n step S1029), the processing proceeds to step S1031.
In step S1031, the access control unit 43 acquires the target
resource.

If the resource category i1s the data resource, data 1s
acquired via the DB driver unit 44 using a designated acqui-
sition range as a condition. At this time, the range of data to be
acquired 1s narrowed by the range of the permitted user type
ID. As a result, acquisition of data of other tenants whose
authority 1s not stored can be prevented. Processing 1n steps
51028 and S1029 corresponds to URL verification process-
ing or data distribution verification processing.

In step S1032, the access control unit 43 notifies the
acquired resource and access permission.

According to the above-described basic sequence in F1G. 9
and the access control flow 1n FIG. 10, URL resource, data
resource, and API execution authority confirmation can be
realized by a unified method such as role definition and role
control.

Next, data examples of tables having a data structure
described with reference to FIGS. 6, 7, and 8 will be described
with reference to FIGS. 11, 12, and 13. Further, the service
provided by the service 15 1s illustrated 1n FIG. 14 and an
operation flow and an access control flow are described with
reference to FIGS. 15 and 16. Data and services described
below are examples and thus shall not be construed as limit-
ing the scope of the present exemplary embodiment.
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In FIG. 11, a user table 111 1s a data example of the user
table 60. A user role table 112 1s a data example of the user
role table 61.

In FIG. 12, arole category table 121 1s a definition example
of the role category. In the role category table 121, “Manage-
mentRole” designates authority of data management, “Pro-
ductRole” designates a service contract with the user, and
“TenantRole” designates access range with respect to data.

In FIG. 12, a resource category table 123 1s a definition
example of the resource category. In the resource category
table 123, there are defined “UrlResource” as a target of the
web access and “DataResource” which designates data man-
aged by the database service 16.

In FIG. 12, a role table 122 1s a data example of the role
table. A resource role table 124 1s a data example of the
resource role table (also referred to as role management infor-
mation). A resource table 125 1s a data example of a resource
table.

In FIG. 13, a tenant category table 131 1s a definition
example of a tenant category. In the tenant category table 131,
there are defined categories such as “SalesTenant”, “Custom-
erTenant”, and “Self”. “SalesTenant” designates a tenant of a
sales provider that signed up a service contract with the user.

“CustomerTenant™ 1s a service recipient and “Self” 1s the user

himself.

In FIG. 13, a tenant table 132 1s a data example of a tenant
table. The tenant table 132 1n FI1G. 13 1s used when a new user
1s added to the user table 111.

An API authority table 133 1s a data example of an API
authority table. In FIG. 13, the API authority table 133
includes APIs such as “CreateTenant”, “ChangeRole”, and
“SearchUser”. “CreateTenant” 1s used when the service pro-
vider creates a tenant of a user with which a service contract
has been signed. “ChangeRole” 1s used for changing a setting,
of a user role definition. “SearchUser” 1s used for searching a
user that belongs to a tenant.

FI1G. 14 15 a screen tlow diagram 1llustrating screens which
are displayed when the service 15 provides a web application
service (user management service) for managing settings of
users and user roles.

A login screen 1401 1s an example of a login screen gen-
crated by the login service 13. When the user enters a user 1D
and password and selects “login™, 1f the login 1s successiul
and access 1s permitted, 1t causes a transition to a menu screen
1402. FIG. 14 1llustrates a case where a user “CustomerAd-
min01” registered in the user table 111 has performed a login.

The menu screen 1402 1s an example of a menu screen of
the user management service. If the user selects the user
search link and access 1s permitted, 1t causes a transition to a
user search screen 1403.

The user search screen 1403 1s an example of a user search
screen of the user management service. If the user mputs a
user name 1n the user name box and selects the search button
and 11 the execution authority of SearchUser API 1s allowed,
the user search 1s executed. Then, a search result screen 1404
appears. The result on the screen 1s a result of the search when
a wild card “*” (1ull text search) has been designated as the
search 1tem.

The search result screen 1404 1s an example of a search
result screen of a search of a user of the user management
service. In the search result screen 1404, all the users of a
tenant “TA00000002” which 1s a tenant of the user “Custom-
erAdmin01” 1n the user table 111 are displayed.

FIG. 15 1s a sequence diagram of an operation performed
by the user according to the flow of the screen 1n FIG. 14.

In sequence S15.1, the client 12 1ssues a web request using,
the menu screen 1402 of the service 15. In sequence S15.2,
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the service 15 accesses the access control unit 43 via the
access control agent I/F 41 for authentication. This authenti-
cation tlow corresponds to sequences $S9.1 to $9.3 1n FIG. 9.

In sequence S15.3, the service 15 redirects the client 12 to
the login service 13. In sequence S15.4, the login service 13
presents the login screen 1401 to the client 12. The processing
in S15.3 and S15.4 corresponds to the processing 1n
sequences 59.4 and S9.5 1n FIG. 9.

In sequence S15.5, the user performs the login operation as
the user “CustomerAdmin01” (user 1D: CustomerAdminO1).
This processing corresponds to the processing 1n sequence
59.6 1n FIG. 9. In sequence S15.6, the login service 13 that
received the login operation requests the access control unit
43 to perform the authentication processing via the access
control agent I/'F 41.

Since the authentication processing 1n sequence S15.6 1s
similar to the processing in sequence S9.7 i FIG. 9, the
description 1s not repeated. If the authentication has been
successful, the access control unit 43 stores an ID of the
generated authentication token, the user ID (CustomerAd-
min01), and a role ID 1n the authentication token cache 63. To
be more precise, “CustomerAdmin, Customer, TAO0000002,
Provisioning” stored 1n the user role table 112 are stored as
the role IDs (role ID string) 1n the authentication token cache
63.

In sequence S15.7, the login service 13 that has received
the authentication gives an authentication token and the login
service 13 redirects the client 12 to the menu screen 1402 of
the service 13.

In sequence S15.8, the service 15 accesses the access con-
trol unit 43 for the authentication, access right confirmation,
and user information acquisition via the access control agent
I/F 41.

The access control unit 43 confirms whether the authenti-
cation token 1s stored 1n the authentication token cache 63. If
the authentication token 1s stored 1n the authentication token
cache 63, the access control unit 43 acquires the user 1D and
the role ID string. Since the authentication token is stored in
the authentication token cache 63, the user ID “CustomerAd-
min01” and the role ID string “CustomerAdmin, Customer,
TA00000002, Provisioning” 1s acquired.

The access control unit 43 executes the processing in step
S1021 1n FIG. 10. At this time, 1f the access control unit 43
receives  “http:xxx.com/menu/xxx.html” as the target
resource which 1s realized, for example, by the user entering
the above-described address into the browser. The resource
matches the data of a resource ID “R00000001” in the
resource table 125.

Further, since the resource ID “R0000001” 1s assigned to
the role ID “Customer” 1n the resource role table 124, the
access control unit 43 determines whether the role ID “Cus-
tomer” 1s mcluded in the role 1D string acquired in the pro-
cessing 1n step S1028 in FI1G. 10.

More specifically, role information associated with the
authentication token 1s determined from the authentication
token cache 63. Whether the determined role information 1s
included 1n the acquired role ID string 1s confirmed. In other
words, 1T the resource category 1s URL, the access control unit
43 acquires a role ID that matches the URL from the resource
role table 124 1n FIG. 12.

Then, based on the role ID string acquired from the
resource role table 124 and assigned to the role ID authenti-
cation token, whether to allow the access 1s determined. This
processing 1s similarly executed 1n a different stage.

According to the data example described above, since
“Customer” 1s included in the role ID string, the access con-
trol unit 43 acquires information from the user table 111 as
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access permission information, and notifies the service 15 of
the information. In sequence S15.9, the service 15 presents
the menu screen 1402 to the client 12.

The above-described processing corresponds to a first
stage (first layer) of three stages (three layers) which are
“display of the menu screen 1402 1n FIG. 147, “API execution
on the menu screen 14027, and “provision of resource data”.
Next, a sequence where the user selects the user search link on
the menu screen 1402 will be described.

In sequence S15.10, 11 the user selects the user search, in
sequence S135.11, the service 15 requests the access control
unit 43 to perform authentication, access right confirmation,
and user information acquisition via the access control agent
I/F 41.

Then, the access control unit 43 determines whether the
authentication token 1s stored in the authentication token
cache 63. If the authentication token 1s stored, the access
control unit 43 acquires the user ID and the role 1D string.
Since the authentication token is stored 1n this case, the user
ID “CustomerAdmin0O1” and the role ID string “Customer-
Admin, Customer, TAOO0O00002, Provisioning” are acquired.

Next, the access control unit 43 executes the processing 1n
step S1021 1n FIG. 10. At this time, 11 the access control unit
43 recerves “http:xxx.com/search/xxx.html” as the target

resource, this resource matches the data that corresponds to a
resource 1D “R00000002” stored in the resource table 125.

Further, the resource 1D “R0000002” 1s assigned to a role ID
“Provisioning” in the resource role table 124.

According to the processing 1n step S1028 1n FIG. 10, the
access control unit 43 determines whether the role ID “Pro-
visioning” 1s included in the acquired role 1D string. Since the
role ID “Provisioning™ 1s included 1n the role ID string 1n this
case, the access control unit 43 acquires information from the
user table 111 as access permission, and notifies the service
15 of the information.

In sequence S15.12, the service 135 presents the user search
screen 1403 to the client 12. The above-described processing
corresponds to a second stage (second layer) of the three
stages (three layers) which are “display of the menu screen
1402 in FIG. 14”, “API execution on the menu screen 1402,
and “provision of resource data”.

Next, a sequence where the user mputs as a wild card
for the search item on the user search screen 1403 and selects
the search button will be described.

In sequence S15.13, 1f the user search 1s executed, in
sequence S15.14, the service 135 executes the SearchUser API
with respect to the access control service API 42. At this time,
the authentication token 1s notified to the access control ser-
vice API1 42,

In sequence S15.15, the access control service API 42
executes the processing 1n step S1001 1n FIG. 10. At this time,
since the user search has been executed, the access control
service API 42 receives “SearchUser” as the target API.

The access control service API 42 verifies the authentica-
tion token and acquires the user 1D, and the role ID string.
Then, processing 1n step S1005 1n FIG. 10 1s executed and the
tfunction ID “SearchUser” 1s acquired from the API authority
table 133. Then, two pieces of data corresponding to a role 1D
string “CustomerAdmin, Customer” 1s acquired.

In step S1006, the access control service AP142 determines
from the data acquired from the API authority table that the
execution authority of the SearchUser API of the operator
tenant category ID “Customerlenant” 1s permitted in the
range of an operated tenant category “Customerlenant”,
Selt”.

In sequence S15.16, the access control service API 42
executes 1n step S1010 1n FIG. 10, the resource access allow-
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ance/denial determination request with respect to the access
control unit 43 as an access to data resource. At that time, the
access control unit 43 1s notified of the authentication token
and “*”” for the user data table as the data acquisition range.

In sequence S15.17, the access control unit 43 determines
whether the authentication token 1s stored 1in the authentica-
tion token cache 63. If the authentication token 1s stored, the
access control unit 43 acquires the user 1D and the role ID
string. Since the authentication token 1s stored this time, the
access control unit 43 acquires the user ID “CustomerAd-
min01” and the role ID string “CustomerAdmin, Customer,
TA00000002, Provisioning™.

Next, the access control unit 43 executes the processing 1n
step S1021 1n FIG. 10. At this time, the access control unit 43
receives the “CustomerTenant, Self” as the target resource.

At the access control unit 43, since the data accessible
range 1s the range of the tenant of the operator, the protected
item will be “TY00000002” registered 1n the user table 111.
This resource matches the data stored in the resource ID
“R0O0000004” 1n the data resource table 125.

Then, resource ID “R0000004” 1s assigned to the role 1D
“TA00000002” 1n the resource role table 124. Thus, 1n step
S1028 1n FIG. 10, the access control unit 43 determines
whether the role ID “TA00000002” 1s included in the
acquired role ID string.

Since the role ID ““TA00000002” 1s included 1n the role 1D
string, the access control unit 43 acquires information from
the user table 111 as the access-permitted range of the range
of “TY00000002. At that time, since the data range 1s wild
card, all the data which can be acquired from the user data
table 1n the range of ““I'Y00000002” 1s acquired. In sequence
S15.18, the access control service API 42 1s notified of the
data.

In sequence S15.19, as a response to SearchUser API, the
access control service API 42 transfers the acquired user
information to the service 15.

In sequence S135.20, the service 15 generates the search
result screen 1404 using the acquired user information, and
presents (distributes) 1t to the client 12.

The above-described processing corresponds to a third
stage (third layer) of the three stages (three layers) which are
“display of the menu screen 1402 1n FIG. 14, “API execution
on the menu screen 14027, and “provision of resource data”.

According to the present exemplary embodiment, since the
execution of all stages (all layers) 1s determined according to
therole, cost of development, operation, and maintenance can
be reduced.

According to the above-described sequence in FIG. 15 and
the access control flow 1n FI1G. 10, by using a unified method
such as a role definition and role control, a URL resource, a
data resource, and an API execution authority confirmation
can be realized.

In FIG. 16, a role operation allowance/denial table 161 1s a
data example of execution allowance/denial of ChangeRole
API which 1s executed when the role management 1s selected
from a user management service menu and role setting of the
user 1s changed via a role setting screen (not 1llustrated).

In sequence S15.135 1n FIG. 15, if the API execution 1s
permitted, the access control service API 42 performs the
processing below.

First, from the role operation allowance/denial table, the
access control service API 42 performs a refine search using
arole ID of the API executor. The role category 1D 1s acquired
from the role 1D that 1s a role setting change target, and the
refine search 1s performed using an operated role category 1D.

If the operated role category 1s “*”, allowance/denial 1s
determined. Then, refine search 1s performed using the role
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ID, and 1 the result 1s “*”, allowance/denial 1s determined. If
the role ID does not exist, it 1s determined as denied. As a
result of the determination, if the result 1s “Allow”, the API 1s

executed. If the result 1s “Deny”, the API execution 1s not
executed.

According to the present exemplary embodiment, as 1llus-
trated 1n a definition 1611 in the role operation allowance/
denial table 161, 1f the operated role category ID 1s “Manage-
mentRole”, the operation role ID needs to have “Admin” role.

According to the present exemplary embodiment, as a defi-
nition 1612 in the role operation allowance/denial table 1ndi-
cates, operated role ID “Customer’ 1s defined so that no one
can operate 1t. This 1s useful to prevent a setting error of arole
ID of a different tenant category ID. In other words, it can
limit access to a URL resource of a different tenant category
ID and limit execution of API.

According to the present exemplary embodiment, as a defi-
nition 1614 in the role operation allowance/denial table 161
indicates, 1 the operated role category 1D 1s ““lenantRole”,
“allowance/denial” 1s set to “Deny” regardless of the opera-
tion role ID and the operated role ID. In this manner, setting,
of the role of “TenantRole” category to an inappropriate
tenant can be prevented.

Thus, access limit can be set on tenant data excluding data
of the tenant which belongs to. According to the present
exemplary embodiment, service can be realized without
increasing cost.

Aspects of the present invention can also be realized by a
computer of a system or apparatus (or devices such as a CPU
or MPU) that reads out and executes a program recorded on a
memory device to perform the functions of the above-de-
scribed embodiments, and by a method, the steps of which are
performed by a computer of a system or apparatus by, for
example, reading out and executing a program recorded on a
memory device to perform the functions of the above-de-
scribed embodiments. For this purpose, the program 1s pro-
vided to the computer for example via a network or from a
recording medium of various types serving as the memory
device (e.g., computer-readable medium). In such a case, the
system or apparatus, and the recording medium where the
program 1s stored, are included as being within the scope of
the present invention.

While the present invention has been described with refer-
ence to exemplary embodiments, it 1s to be understood that
the invention 1s not limited to the disclosed exemplary
embodiments. The scope of the following claims 1s to be
accorded the broadest mterpretation so as to encompass all
modifications, equivalent structures, and functions.

This application claims priority from Japanese Patent

Application No. 2011-140881 filed Jun. 24, 2011, which 1s
hereby incorporated by reference herein 1n its entirety.

What 1s claimed 1s:

1. An authentication system comprising:

a reception unit configured to receive an access allowance
or denial confirmation with respect to a resource and
receive an authentication token associated with user
identification information;

an 1dentification unit configured to 1dentify role informa-
tion associated with the user 1dentification information
based on the authentication token recerved by the recep-
tion unit;

a Uniform Resource Locator (URL) verification unit con-
figured to verily, 1f a resource type corresponding to the
access allowance or denial confirmation recerved by the
reception unit 1s a URL resource, whether access 1s
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permitted based on the role information identified by the
identification unit and role information of the URL
resource;

a provision unit configured to provide a screen correspond-
ing to the URL resource 1f the access 1s permitted by the
URL verification unit;

an application program interface (API) verification unit
configured to verily, 1f a resource type corresponding to
the access allowance or denial confirmation recerved by
the reception unit 1s execution of an API, whether access
1s permitted based on the role information 1dentified by
the 1dentification unit and role information of execution
authority of the API;

an execution unit configured to execute the API 11 it 1s
determined that the access 1s permitted by the API veri-
fication unait;

a data distribution verification unit configured to verity, 1t
a resource type corresponding to the access allowance or
denial confirmation received by the reception unit 1s
distribution of data, whether access 1s permitted based
on the role mnformation 1dentified by the i1dentification
unit and role information of distribution of the data; and

a distribution unit configured to distribute the data 1t 1t 1s
identified that the access 1s permitted by the data distri-
bution verification unit,

wherein the authentication system including the URL veri-
fication unit, the API verification unit and the data dis-
tribution verification unit executes three verifications,
which are a verification of whether a screen correspond-
ing to a URL can be provided, a verification of whether
an API can be executed, and a verification of whether
data can be distributed based on the role information
associated with the user identification information.

2. The authentication system according to claim 1, turther

comprising;

a first storage unit configured to store, by using user 1den-
tification information of a user, user information to be
used for identifying a tenant the user belongs to and role
information of the user;

a determination unit configured to determine, i the user
identification information of the user 1s recerved by the
reception unit as an authentication request from the user,
whether the user 1s an authenticated user based on the
received user 1dentification information of the user and
the user information stored in the first storage unit;

a generation unit configured to generate an authentication
token of the user 11 the user 1s 1dentified as an authenti-
cated user by the identification unit, and

a second storage umt configured to store authentication
token information in which the authentication token of
the user generated by the generation unit 1s associated
with the role information of the user specified by the user
information,

wherein the identification unit determines role information
associated with the authentication token using the
authentication token information.

3. The authentication system according to claim 2, further
comprising a second storage unit configured to store resource
information to be used for specifying role information from a
data resource,

wherein the URL verification unit, the API verification
unit, and the data distribution verification unit perform
verification using the authentication token information
and the resource information.
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4. An authentication system comprising:

a reception unit configured to recerve an access allowance
or denial confirmation with respect to a resource and
receive an authentication token associated with user
identification information;

an 1dentification umt configured to 1dentify role informa-
tion associated with the user identification information
based on the authentication token received by the recep-
tion unit;

an acquisition unit configured to acquire role information
of each resource type corresponding to the access allow-
ance or denmial confirmation received by the reception
unit; and

a verification unit configured to verily whether access to
the resource type 1s to be permitted or not by the role
information corresponding to each resource type

acquired by the acquisition unit and the role information
identified by the first identification unit,

wherein the authentication system executes three verifica-
tions, which are a verification of whether a screen cor-
responding to a Uniform Resource Locator (URL) can
be provided, a verification of whether an application
program 1interface (API) can be executed, and a verifi-
cation of whether data can be distributed based on the
role information associated with the user identification
information.

5. An authentication method comprising:

receiving an access allowance or denial confirmation with
respect to a resource and receiving an authentication
token associated with user 1dentification information;

identifying role information associated with the user iden-
tification mformation based on the received authentica-
tion token:

verilying, if a resource type corresponding to the received
access allowance or denial confirmation 1s a Unmiform
Resource Locator (URL) resource, whether access 1s to
be permitted based on the 1dentified role information and
role information of the URL resource:;

providing a screen corresponding to the Umiform Resource
Locator (URL) resource 11 1t 1s 1dentified that the access

1s permitted;

verilying, 1f a resource type corresponding to the received
access allowance or denial confirmation 1s execution of
an application program interface (API), whether access

1s to be permitted based on the 1dentified role informa-
tion and role information of execution authority of the

API;

executing the API 11 1t 1s 1dentified that the access 1s per-
mitted;

verilying, if a resource type corresponding to the received
access allowance or denial confirmation 1s distribution
of data, whether access 1s to be permitted based on the
1dentified role information and role information of dis-
tribution of the data; and

distributing the data if 1t 1s 1dentified that the access 1s
permitted,

wherein the authentication method including all the veri-
tying steps execute three verifications, which are a veri-
fication of whether a screen corresponding to a URL can
be provided, a vernification of whether an API can be
executed, and a verification of whether data can be dis-
tributed based on the role information associated with
user 1dentification information.
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6. The authentication method according to claim S, the

method comprising:

storing, by using user 1dentification mformation of a user,
user information used for identifying a tenant the user
belongs to and role information of the user;

determining, 1f the user identification information of the
user 1s received as an authentication request from the
user, whether the user 1s an authenticated user based on
the received user identification information of the user
and the stored user information;

generating an authentication token of the user 11 the user 1s
identified as an authenticated user, and

storing authentication token information 1n which the gen-
erated authentication token of the user 1s associated with
the role information of the user specified by the user

information,
wherein role information associated with the authentica-

tion token 1s identified using the authentication token
information.
7. The authentication method according to claim 6, turther

comprising storing resource information to be used for speci-
tying role information from a data resource, wherein verity-
ing the (URL), the (API), and the data distribution 1s per-
tformed by using the authentication token information and the
resource information.

8. An authentication method comprising:

recerving an access allowance or denial confirmation with
respect to a resource and receiving an authentication
token associated with user identification information;

identifying role information associated with the user 1den-
tification mnformation based on the received authentica-
tion token;

acquiring role information of each resource type corre-
sponding to the received access allowance or denial
confirmation;

determining whether access to the resource type 1s to be
permitted or not based on the acquired role information
corresponding to each acquired resource type and the
identified role information; and

executing a verification of whether a screen corresponding,
to a Uniform Resource Locator (URL) can be provided,
a verification of whether an application program inter-
face (API) can be executed, and a verification of whether
data can be distributed based on the role information
associated with the user identification information.

9. A storage medium storing a computer-executable pro-

gram for causing a computer to execute operations compris-
ng:

recerving an access allowance or denial confirmation with
respect to a resource and receiving an authentication
token associated with user identification information;

identifying role information associated with the user 1den-
tification information based on the recerved authentica-
tion token;

veritying, 1f a resource type corresponding to the recerved
access allowance or denial confirmation 1s a Uniform
Resource Locator (URL) resource, whether access 1s to
be permitted based on the 1dentified role information and
role information of the Uniform Resource Locator
(URL) resource;

providing a screen corresponding to the Uniform Resource
Locator (URL) resource 11 1t 1s 1dentified that the access
1s permitted;

verilying, i a resource type corresponding to the recerved
access allowance or denial confirmation 1s execution of
an application program interface (API), whether access
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1s to be permitted based on the 1dentified role informa-
tion and role information of execution authority of the
(API);

executing the application program interface (API) 11 1t 1s

identified that the access 1s permitted;

verifying, 11 a resource type corresponding to the received

access allowance or denial confirmation 1s distribution
of data, whether access 1s to be permitted based on the
identified role mformation and role information of dis-
tribution of the data; and

distributing the data if 1t 1s 1dentified that the access 1s

permitted,
wherein the authentication method including all the veri-
tying steps execute three verifications, which are a veri-
fication of whether a screen corresponding to a (URL)
can be provided, a venfication of whether an (API) can
be executed, and a verification of whether data can be
distributed based on the role information associated with
user identification information.
10. The storage medium according to claim 9, wherein
operations executed by the computer further comprise:
storing, by using user identification information of a user,
user information used for 1dentifying a tenant the user
belongs to and role information of the user;

determining, 11 the user 1dentification information of the
user 1s recerved as an authentication request from the
user, whether the user 1s an authenticated user based on
the received user 1dentification information of the user
and the stored user information;

generating an authentication token of the user 11 the user 1s

1dentified as an authenticated user, and

storing authentication token information in which the gen-

erated authentication token of the user 1s associated with
the role mformation of the user specified by the user
information,

wherein role information associated with the authentica-

tion token 1s identified using the authentication token
information.
11. The storage medium according to claim 10, wherein
operations executed by the computer further comprise storing
resource information to be used for speciiying role informa-
tion from a data resource, wherein verifying the (URL), the
(API), and the data distribution 1s performed by using the
authentication token information and the resource informa-
tion.
12. A storage medium storing a computer-executable pro-
gram for causing a computer to execute operations compris-
ng:
receiving an access allowance or denial confirmation with
respect to a resource and receiving an authentication
token associated with user identification information;

identifying role information associated with the user iden-
tification information based on the recerved authentica-
tion token;

acquiring role information of each resource type corre-

sponding to the received access allowance or denial
confirmation; and

determining whether access to the resource type 1s to be

permitted or not based on the acquired role information
corresponding to each acquired resource type and the
identified role information; and
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executing a verification of whether a screen corresponding,
to a Uniform Resource Locator (URL) can be provided,
a verification of whether an application program inter-
face (API) can be executed, and a verification of whether
data can be distributed based on the role information
associated with user identification information.

13. A system including an authentication system and a

client comprising:

a transmission unit configured to transmit an access allow-
ance or denial confirmation with respect to a resource
and an authentication token to the authentication sys-
tem;

a reception unit configured to recerve from the client the
access allowance or denial confirmation with respect to
the resource and receive the authentication token asso-
ciated with user 1dentification information;

an 1dentification unit configured to identity role informa-
tion associated with the user 1dentification information
based on the authentication token received by the recep-
tion unit;

a Uniform Resource Locator (URL) verification unit con-
figured to verily, if a resource type corresponding to the
access allowance or denial confirmation received by the
reception unit 1s a (URL) resource, whether access 1s
permitted based on the role information 1dentified by the
identification unit and role information of the (URL)
resource;

a provision unit configured to provide a screen correspond-
ing to the (URL) resource 11 the access 1s permitted by
the (URL) verification unit;

an application program interface (API) verification unit
configured to verily, if a resource type corresponding to
the access allowance or denial confirmation recerved by
the reception unit 1s execution of an (API), whether
access 1s permitted based on the role information 1den-
tified by the i1dentification unit and role information of
execution authority of the (API);

an execution unit configured to execute the (API) i1 1t 1s
identified that the access 1s permitted by the (API) veri-
fication unait;

a data distribution verification unit configured to verify, 1f
a resource type corresponding to the access allowance or
denial confirmation received by the reception unit 1s
distribution of data, whether access 1s permitted based

on the role mformation i1dentified by the identification
unit and role information of distribution of the data; and

a distribution unit configured to distribute the data if 1t 1s
identified that the access 1s permitted by the data distri-
bution verification unit,

wherein the authentication system including the (URL)
verification unit, the (API) verification unit and the data
distribution verification unit executes three verifica-
tions, which are a verification of whether a screen cor-
responding to a (URL) can be provided, a verification of
whether an (API) can be executed, and a verification of
whether data can be distributed based on the role infor-
mation associated with the user 1dentification informa-
tion.
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