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(57) ABSTRACT

A remote resource application that i1s associated with an
application container in a manner that the application con-
tainer restricts the remote resource application from directly
accessing at least a file system of the computing system. The
remote resource application provides a visualization for each
of multiple remote resources. The user may launch the remote
resource by selecting the corresponding visualization. Some
of the remote resources are accessed by launching from the
remote resource application itself in the context of the appli-
cation container. Others of the remote resources are launched
outside of the application container. The remote desktop
application may operate securely within the application con-
tainer, and still serve as an mtegrated location from which a
user can access remote resources, regardless of whether the
remote resource 1s launched from internal or external to the
application container.

19 Claims, 6 Drawing Sheets
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RESOURCE LAUNCH FROM APPLICATION
WITHIN APPLICATION CONTAINER

BACKGROUND

Computing systems often may launch remote resources
whereby the computing system 1s able to access remote
resources. For instance, the computing system may launch a
remote application. In this manner, the computing system 1s
not limited to functionality and information offered by local
resources or applications.

In one conventional solution, the user subscribes to an
XML feed that for each of multiple remote resources includes
information as to 1) a name of the remote resource, 2) an icon
or other visualization for the remote resource, and 3) a
resource file that contains instructions on how to launch the
remote resource such that the remote resource may be
accessed by the client.

Accordingly, the XML feed provides the information for
cach of the multiple remote resources 1n the file system of the
client. The client may then use the information to provide an
appropriate visualization of the remote resource to the user,
and allow the user to launch the remote resource once
selected.

BRIEF SUMMARY

At least one embodiment described herein relates to a
remote resource application that 1s associated with an appli-
cation container 1n a manner that the application container
restricts the remote resource application from directly access-
ing at least a file system of the computing system. The remote
resource application provides a visualization for each of mul-
tiple remote resources. The user may launch the remote
resource by selecting the corresponding visualization.

Some ol the remote resources are accessed by launching
from the remote resource application itself 1n the context of
the application container. Others of the remote resources are
launched outside of the application container. For instance,
launching may consist of accessing and interpreting a
resource lile that contains instructions on how to access the
remote resource, and causing such instructions to be fol-
lowed. Thus, the remote desktop application may operate
within the application container, and still serve as an inte-
grated location from which a user can access remote
resources, regardless of whether the remote resource 1s
launched from internal or external to the application con-
tainer.

This Summary 1s provided to introduce a selection of con-
cepts 1n a simplified form that are further described below 1n
the Detailed Description. This Summary 1s not mtended to
identily key features or essential features of the claimed sub-
ject matter, nor 1s 1t intended to be used as an aid 1n determin-
ing the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to describe the manner in which the above-recited
and other advantages and features can be obtained, a more
particular description of various embodiments will be ren-
dered by reference to the appended drawings. Understanding
that these drawings depict only sample embodiments and are
not therefore considered to be limiting of the scope of the
invention, the embodiments will be described and explained
with additional specificity and detail through the use of the
accompanying drawings in which:
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FIG. 1 1llustrates an example computing system that may
be used to employ embodiments described herein;

FIG. 2 1llustrates an environment that includes a remote
resource application that 1s contained by an application con-
tainer:;

FIG. 3 abstractly illustrates a user interface in which a
visualization 1s presented for each of multiple remote
resources that may be launched by the user;

FIG. 4 1llustrates a flowchart of a method for a computing
system to operate a remote resource application that 1s con-
tained within an application container;

FIG. 5 1llustrates a flowchart of a method for discovering
one or more workspaces to which the user has previously
subscribed or been subscribed; and

FIG. 6 illustrates a flowchart of a method for a user sub-
scribing to a workspace and its constituent resources.

DETAILED DESCRIPTION

In accordance with embodiments described herein, a
remote resource application 1s associated with an application
container 1n a manner that the application container restricts
the remote resource application from directly accessing at
least a file system of the computing system. The remote
resource application provides a visualization for each of mul-
tiple remote resources that a user may select to launch the
remote resource. Some of the remote resources are accessed
by launching from the remote resource application itself in
the context of the application container. Others of the remote
resources are launched outside of the application container.
First, some introductory discussion regarding computing sys-
tems will be described with respect to FIG. 1. Then, the
embodiments of the remote resource application, 1ts environ-
ment, and their operation will be described with respect to
FIGS. 2 through 6.

First, introductory discussion regarding computing sys-
tems 1s described with respect to FIG. 1. Computing systems
are now 1increasingly taking a wide variety of forms. Com-
puting systems may, for example, be handheld devices, appli-
ances, laptop computers, desktop computers, mainirames,
distributed computing systems, or even devices that have not
conventionally been considered a computing system. In this
description and in the claims, the term “computing system™ 1s
defined broadly as including any device or system (or com-
bination thereol) that includes at least one physical and tan-
gible processor, and a physical and tangible memory capable
of having thereon computer-executable mnstructions that may
be executed by the processor. The memory may take any form
and may depend on the nature and form of the computing
system. A computing system may be distributed over a net-
work environment and may include multiple constituent com-
puting systems.

As 1llustrated 1n FIG. 1, 1n 1ts most basic configuration, a
computing system 100 typically includes at least one process-
ing unit 102 and memory 104. The memory 104 may be
physical system memory, which may be volatile, non-vola-
tile, or some combination of the two. The term “memory”
may also be used herein to refer to non-volatile mass storage
such as physical storage media. If the computing system 1s
distributed, the processing, memory and/or storage capability
may be distributed as well. As used herein, the term “module”™
or “component” can refer to software objects or routines that
execute on the computing system. The different components,
modules, engines, and services described herein may be
implemented as objects or processes that execute on the com-
puting system (e.g., as separate threads).
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In the description that follows, embodiments are described
with reference to acts that are performed by one or more
computing systems. If such acts are implemented 1n soitware,
one or more processors of the associated computing system
that performs the act direct the operation of the computing 53
system 1n response to having executed computer-executable
istructions. An example of such an operation 1mvolves the
manipulation of data. The computer-executable nstructions
(and the manipulated data) may be stored in the memory 104
of the computing system 100. Computing system 100 may 10
also contain communication channels 108 that allow the com-
puting system 100 to communicate with other message pro-
cessors over, for example, network 110. The computing sys-
tem may also include a display 112 that may display one or
more user interfaces that a user of the computing system may 15
interface with.

Embodiments described herein may comprise or utilize a
special purpose or general-purpose computer including com-
puter hardware, such as, for example, one or more processors
and system memory, as discussed in greater detail below. 20
Embodiments described herein also include physical and
other computer-readable media for carrying or storing com-
puter-executable instructions and/or data structures. Such
computer-readable media can be any available media that can
be accessed by a general purpose or special purpose computer 25
system. Computer-readable media that store computer-ex-
ecutable instructions are physical storage media. Computer-
readable media that carry computer-executable instructions
are transmission media. Thus, by way of example, and not
limitation, embodiments of the invention can comprise at 30
least two distinctly different kinds of computer-readable
media: computer storage media and transmission media.

Computer storage media includes RAM, ROM, EEPROM,
CD-ROM or other optical disk storage, magnetic disk storage
or other magnetic storage devices, or any other medium 35
which can be used to store desired program code means 1n the
form of computer-executable instructions or data structures
and which can be accessed by a general purpose or special
purpose computer. In this description and 1n the claims, a
“computer program product” includes one or more computer 40
storage media having computer-executable instructions
thereon that, when executed by the one or more processors of
the computing system, perform the function of the computer
program product.

A “network’™ 1s defined as one or more data links that 45
enable the transport of electronic data between computer
systems and/or modules and/or other electronic devices.
When information 1s transierred or provided over a network
or another communications connection (either hardwired,
wireless, or a combination of hardwired or wireless) to a 50
computer, the computer properly views the connection as a
transmission medium. Transmissions media can include a
network and/or data links which can be used to carry or
desired program code means in the form of computer-execut-
able instructions or data structures and which can be accessed 55
by a general purpose or special purpose computer. Combina-
tions of the above should also be included within the scope of
computer-readable media.

Further, upon reaching various computer system compo-
nents, program code means in the form of computer-execut- 60
able 1nstructions or data structures can be transferred auto-
matically from transmission media to computer storage
media (or vice versa). For example, computer-executable
instructions or data structures received over a network or data
link can be buiflered n RAM within a network interface 65
module (e.g., a “NIC”), and then eventually transferred to
computer system RAM and/or to less volatile computer stor-
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age media at a computer system. Thus, 1t should be under-
stood that computer storage media can be included 1n com-
puter system components that also (or even primanly) utilize
transmission media.

Computer-executable mstructions comprise, for example,
istructions and data which, when executed at a processor,
cause a general purpose computer, special purpose computer,
or special purpose processing device to perform a certain
function or group of functions. The computer executable
instructions may be, for example, binaries, intermediate for-
mat 1nstructions such as assembly language, or even source
code. Although the subject matter has been described 1n lan-
guage specific to structural features and/or methodological
acts, 1t 1s to be understood that the subject matter defined 1n
the appended claims 1s not necessarily limited to the
described features or acts described above. Rather, the
described features and acts are disclosed as example forms of
implementing the claims.

Those skilled 1n the art will appreciate that the invention
may be practiced 1n network computing environments with
many types of computer system configurations, including,
personal computers, desktop computers, laptop computers,
message processors, hand-held devices, multi-processor sys-
tems, microprocessor-based or programmable consumer
electronics, network PCs, minicomputers, mainframe com-
puters, mobile telephones, PDAs, pagers, routers, switches,
and the like. The invention may also be practiced in distrib-
uted system environments where local and remote computer
systems, which are linked (either by hardwired data links,
wireless data links, or by a combination of hardwired and
wireless data links) through a network, both perform tasks. In
a distributed system environment, program modules may be
located 1n both local and remote memory storage devices.

FIG. 2 illustrates an environment 200 that includes a
remote resource application 201 that 1s restrictively associ-
ated with an application container 210. In this description and
in the claims, an application 1s “restrictively associated” with
the application container 210 11 the application container 210
restricts the application from performing at least some activ-
ity. In FIG. 2, any such restrictively associated applications
are shown as being contained within the application container
210. In FIG. 2, there 15 just one restrictively associated appli-
cation (1.e., the remote resource application 201) that 1s 1llus-
trated as being contained within the application container
210. However, the principles described herein are not limited
to that case, as there may also be one or more other applica-
tions (not shown) associated with the application container
210.

As an example, the application container 210 may restrict
the remote resource application 201 from accessing a file
system of the computing system, or perhaps from accessing
system configuration memory locations, such as a registry.
The application container 210 might also prohibit the
resource application 201 from performing redirect opera-
tions, or perhaps reading from or writing to a network. The
authoring model 1 which certain applications may be
selected to act within an application container 1s a helpful tool
to design security into the overall computing system.

In order to perform certain actions that are directly prohib-
ited by the application container 210, the contained applica-
tion 1nstead requests such actions to be performed indirectly
via a broker component. For instance, in FIG. 2, the broker
component 211 mtermediates between the remote resource
application 201 and certain system resources outside of the
application container 210 (such as the file system, system
configuration memory locations, and so forth).
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A decision component 212 (and other components as rep-
resented by the ellipses 213) resides outside of the application
container 210 and 1t thus has fewer (and perhaps no) restric-
tions on accessing system resources. The decision component
212 assists 1n deciding whether to launch remote resources
internal to or external to the application container 210.

In one example embodiment, one or more of the remote
resource application 201, the application container 210, the
broker component 211 and the decision component 212 may
be instantiated 1n a memory (such as memory 104 of FIG. 1)
of a computing system (such as computing system 100 of
FIG. 1) inresponse to the processor(s) (e.g., processor(s) 102)
executing one or more computer-executable instructions that
are on a computer-readable media that are at least part of a
computer program product accessed by the computing sys-
tem. Alternatively or 1n addition, one or more of the remote
resource application 201, the application container 210, the
broker component 211 and the decision component 212 may
be operated by the computing system in accordance with one
or more embodiments described herein 1n response to the
computing system executing the computer-executable
instructions. Further regarding example operations of each of
the remote resource application 201, the application compo-
nent 210, the broker component 211 and the decision com-
ponent 212 will be described 1n further detail hereinatter.

The remote resource application 201 represents a central-
1zed location from which the user may initiate launch of any
of multiple remote resources represented in FIG. 2 as remote
resources 202. While the remote resources themselves are not
present 1n the remote resource application 201, the user may
access data from the remote resources via the remote resource
application 201. Furthermore, the remote resource applica-
tion 201 may be used to launch the corresponding remote
resource.

In some embodiments, some of remote resources 202 are
launched from internal to the application container 210 (and
perhaps by the remote resource application 201 1tself), and
some of the remote resources 202 are launched from external
to the application container 210. In the illustrated embodi-
ment, eight remote resources 202A through 202H are 1llus-
trated, although the ellipses 2021 symbolically represents
that there may be any number of remote resources accessible
from the remote resource application 201, and that the precise
number 1s not important to the broader principles described
herein.

In this description and 1n the claims, a “remote resource”™
with respect to a client computing system 1s a soltware com-
ponent that executes on a remote computing system other
than the client computing system, but nonetheless 1s capable
of, with preliminary communication between the client and
remote computing systems, performing cooperative execu-
tion of the remote resource. In this description and in the
claims a client and remote computing system perform “coop-
crative execution” of the remote resource if the remote
resource receives user iput instructions from the client com-
puting system to thereby affect execution of the remote
resource, and the remote resource provides graphical instruc-
tions to the client computing system to thereby render a user
interface for the remote resource on the client computing
system. In this description and in the claims, “launching™ a
remote resource means performing the preliminary commu-
nication that enables this cooperative execution to occur
between the client computing system and the remote resource
running on the remote computing system.

In this description and 1n the claims, launching a remote
resource “from internal to the application container” means
that executable logic (perhaps the remote resource applica-
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tion 1tsell) that 1s contained by the application container fol-
lows the launch 1nstructions to cause the remote resource to
be accessed by the user. Launching a remote resource “from
external to the application container” means that executable
logic not contained by the application container follows the
launch instructions to cause the remote resource to be
accessed by the user.

As previously mentioned, the remote resource application
represents an 1tegrated location 1n which the user may 1ni-
tiate launch of any one of multiple remote resources. Accord-
ingly, the remote resource application 201 1s abstractly 1llus-
trated as including a user interface 203. The user interface 203
has controls in the form of visualizations that the user may
select to launch the corresponding remote resources 202.

As an example only, FIG. 3 abstractly illustrates a user
interface 300 1n which a visualization 1s presented for each of
multiple remote resources. For mstance 1 FIG. 3, there are
cight visualizations 302A through 302H. These visualiza-
tions 301 A through 301H may each correspond to remote
resources 202A through 202H, respectively. Once again, the
cllipses 3021 symbolically represents that there may be any
number of remote resources accessible from the remote
resource application 201, and that the precise number 1s not
important to the broader principles described herein. The user
may 1nitiate launch of the corresponding remote resource by
selecting the corresponding visualization.

Some of the remote resources may be accessed by launch-
ing from internal to the application container. For instance,
referring to FIG. 2, some of the remote applications may be
launched from internal to the application container 210, per-
haps by the remote resource application 201 itself. In an
example called herein the “application example”, suppose
that remote resources 202A and 202E (corresponding to visu-
alizations 302A and 302E) may be launched directly from
internal to the application container 210, perhaps by the
remote resource application itsellf.

On the other hand, some of the remote resources are
accessed by launching from external to the application con-
tainer. For instance, referring to FIG. 2, some of the remote
applications may be launched from external to the application
container 210, perhaps by the decision component 212 and/or
some other external component 213. In the application
example, suppose that remote resources 202B through 202D
and 202F through 202H (corresponding to visualizations
302B through 302D and 302F through 302H) are launched
from external to the application container 210.

FIG. 4 illustrates a flowchart of a method 400 for a com-
puting system to operate a remote resource application that 1s
contained within an application container. The method 400
presupposes the existence of visualizations presented by a
remote resource application, such as the remote resource
application 201 of FIG. 2. FIG. 5 illustrates a flowchart of a
method 500 for the remote resource application 201 to access
the visualizations of available remote resources. Neverthe-
less, FIG. 4 will be first described.

As an example, the method 400 may be performed 1n the
context of the environment 200 of FIG. 2, in which the com-
puting system operates the remote resource application 201.
The method 400 of FIG. 4 will thus now be described with

frequent reference to the environment 200 of FIG. 2, and the
user interface 300 of FIG. 3.

The remote resource application receives the visualiza-
tions from a broker component that intermediates between
the remote resource application and the system environment
external to the application container (act 401). In the context
of FIGS. 2 and 3, the remote resource application may be
remote resource application 201, the visualizations may be
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visualizations 302 of FIG. 3, the broker component may be
broker component 211, and the application component may
be application component 210. As an example, the visualiza-
tions might be 1mages, but the visualizations might also
include dynamic content. FIG. 5 shows a flowchart of an
example method 500 of discovering visualizations so that
they can be provided back to the remote resource application,
and will be later described. In one example, the visualizations
existed 1n the file system of the computing system, and thus
could not be directly accessed directly by the remote resource
application.

The remote resource application then presents the visual-
1zations for each of the remote resources to the user (act 402).
For instance, FIG. 3 abstractly illustrates a user interface 300
in which visualizations 302 are presented to the user. FIG. 2
abstractly represents such a user interface 203. As an
example, 11 the remote resource application 201 and the appli-
cation container 210 are executed by the computing system
100 of FIG. 1, the user interface 203 may be rendered on the
display 112.

The visualizations are selectable by the user to launch the
corresponding remote resource. If the user does not select a
visualization (No 1n decision block 403), then the visualiza-
tions simply remain presented to the user (act 402). However,
if the user does select one of the visualizations (Yes 1n deci-
sion block 403), then the remote resource application 201
detects the selection (act 404).

The remote resource application 201 responds to the
detected user selection of the visualization by requesting that
the broker component 211 launch the remote resource visu-
alized by the selected visualization (act 403).

The broker component (e.g., broker component) 211
accesses the launch instructions (act 406) 1n order to prepare
for the launch. As an example only, the launch instructions
may be in the form of a resource file such as, for example, an
RDP file. In one example, the launch instructions may be
located 1n the file system, and thus 1s not directly accessible
by the remote resource application 201.

The broker then uses a decision component (e.g., decision
component 212 of FIG. 2) to decide whether the correspond-
ing remote resource 1s to be launched from internal to the
application container or from external to the application con-
tainer (decision block 407). Having a component external to
the application container 210 make this decision reduces the
chance that a malicious remote resource application 201
might attempt to improperly intluence this decision. Alterna-
tively, this decision may be performed by the remote resource
application 201 1n cases 1n which there 1s less concern that the
remote resource application 201 would improperly decide
where to launch the remote resource.

I 1t 1s determined that the corresponding remote resource
1s to be launched from internal to the application container
(“Internal” 1n decision block 407), the resource file 1s pro-
vided back to internal to the application container (act 408)
tor launching from within the application container (act 409).
Referring to FIG. 2 as an example, the launch instructions
may be provided from the broker component 211 back to
execution logic (e.g., the remote resource application 201
itsell) mternal to the application container 210.

Onthe other hand, if 1t 1s determined that the corresponding
remote resource 1s to be launched from external to the appli-
cation container (“External” in decision block 407), the
remote resource 1s launched from external to the application
container (act 410). As an example, the remote resource may
be launched in the same manner as 1t would have been
launched without the existence of the application container.
For instance, i1 the application container concept was 1ntro-
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duced 1n a particular operating system version, the remote
resource may be launched in the same manner as it would
have been 1n the immediately prior version of the operating
system.

The decision of whether the corresponding remote
resource 1s to be launched from internal to or external to the
application container may be performed based on an evalua-
tion of the launch instructions. For instance, suppose that the
launch mstructions were provided in a resource file such as an
RDP resource file, the resource file may be inspected to
determine whether the remote resource uses a desktop, uses a
file system, performs a redirect, or other actions that are not
consistent with a launch from internal to the application con-
tainer. If, for example, the mspection verifies that the remote
resource requires a desktop, that would be incompatible with
execution without an application container 1t the application
container does not have a concept of a desktop. In that case,
the remote resource would be launched from external to the
application container. If the inspection verifies that the remote
resource uses direct access to the file system, that again would
be mcompatible with execution within an application con-
tainer, and thus the remote resource would be launched from
external to the application container.

FI1G. S 1llustrates a flowchart of a method 500 for the broker
component discovering one or more workspaces to which the
user has previous subscribed or been subscribed. In this
embodiment, each workspace corresponds to a portion of the
remote resources that are to be made available to the remote
resource application. The method 500 may be performed in
order to populate the remote resource application with appro-
priate visualizations of the remote resources corresponding to
the one or more workspaces.

The discovering 1s mitiated upon the occurrence of a pre-
determined event (act 501). As an example, an event that
might cause 1mitiation of the discovery method 500 might be
that the user subscribes to a new workspace. The process of
subscribing to a new workspace will be described further
below with respect to FIG. 6. Another event might be that the
workspace has changed such that rerendering of the visual-
1zations 1s appropriate. For instance, a name or visualization
ol a remote resource might have changed, or perhaps aremote
resource has been added to or deleted from the workspace.

Upon detection that such an event has occurred (act 501)
the broker component discovers the workspaces that are asso-
ciated with the user (act 502). These workspaces would be
workspaces that the user had previously subscribed to, or that
the user had been subscribed to by other enfities (e.g., a
company that the user works for). As part of that subscription
process (described further below), the file system had been
populated with the workspace names, and the corresponding
remote resource names, visualizations, and launch instruc-
tions. The broker component uses the 1dentities of the work-
spaces to acquire the appropriate remote resource visualiza-
tions from the file system (act 503), and provide such
visualizations to the remote resource application (act 504), so
that the user interface (e.g., user interface 300) may be popu-
lated with the visualizations.

The method 500 of FIG. S presumes that the user has one or
more resources that have been subscribed to by or on behalf of
the user. FIG. 6 illustrates a flowchart of a method 600 for an
entity subscribing to a workspace and 1ts constituent
resources. The user provides an e-mail address or a uniform
resource 1dentifier associated with the workspace to be sub-
scribed to (act 601).

The broker component then receives the user-provided
information, and subscribes to an 1dentified workspace feed
on behalf of a user (act 602). As an example, 1f the user
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provided an e-mail address to the remote resource applica-
tion, the remote resource application provides the e-mail
address to the broker component. The broker component
communicates with a Domain Name Server (DNS) server to
resolve the e-mail address to a Uniform Resource Locator
(URL). Alternatively, the user provides the URL, and the
remote resource application provides the URL to the broker
component. Fither way, the broker component acquires the
URL corresponding to the workspace. The broker component
and/or an external component operating outside of the appli-
cation container then negotiates with the server correspond-
ing to the URL, to thereby initiate setup of the workspace
feed.

As a result, a workspace feed (e.g., an XML feed) 1s pro-
vided to the client computing system that the user operates
upon (act 603), and the appropriate information (such as
workspace name, resource name, resource visualization, and
resource launch instructions) i1s then provided into the file
system (act 604).

In one embodiment, the workspace feed 1 updated to
reflect changes to the resource information. For instance,
perhaps a resource name has changed, the visualization has
changed, and/or the launch instructions have changed. Also,
perhaps a new remote resource 1s added to the workspace, or
a remote resource 1s deleted from the workspace. In that case,
the broker component may monitor for such changes, and
notily the remote resource application of the same after per-
forming the discover method 500. From the user’s perspec-
tive, the change 1s just automatically reflected 1n the user
interface.

Accordingly, the principles described herein provide a
mechanism whereby a remote resource application that oper-
ates within an application location may act as an 1ntegrated
location that may present a way for a user to initiate launch of
remote resources, regardless of whether such remote
resources are to be launched from internal to or external to the
application container

The present invention may be embodied 1n other specific
forms without departing from its spirit or essential character-
istics. The described embodiments are to be considered 1n all
respects only as illustrative and not restrictive. The scope of
the invention 1s, therefore, indicated by the appended claims
rather than by the foregoing description. All changes which
come within the meaning and range of equivalency of the
claims are to be embraced within their scope.

What 1s claimed 1s:

1. A computer program product comprising one or more
computer-storage devices having thereon one or more com-
puter-executable instructions that are structured such that,
when executed by one or more processors of the computing,
system, cause the computing system to perform a computer-
implemented method comprising:

at a remote resource application located 1n an application

container running on a computing system which has a
file system or other system environment external to and
restricted from access by the remote resource applica-
tion 1n the application container, recerving from a broker
component one or more visualizations for one or more
remote resources;

displaying the received visualizations at a user interface of

the remote resource application;

in response to selection of a visualization for a remote

resource, the remote resource application requesting the
broker component to access launch instructions for the
remote resource corresponding to the selected visualiza-
tion;
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determiming at a decision component whether the remote
resource corresponding to the selected visualization
must be launched external to the application container or
whether the remote resource corresponding to the
selected visualization 1s able to be launched from the
remote resource application iside the application con-
tainer; and

launching the remote resource corresponding to the

selected visualization at the remote resource applica-
tion.

2. The computer program product in accordance with claim
1, wherein the broker component intermediates between the
remote resource application and the file system to thereby
provide one or more visualizations from the file system to the
remote resource application.

3. The computer program product in accordance with claim
2, wherein the one or more visualizations are provided 1n
response to the broker component discovering one or more
workspaces to which a user ol the remote resource application
has previously subscribed.

4. The computer program product in accordance with claim
3, wherein the discovering the one or more workspaces occurs
in response to the user completing subscription to at least one
of the one or more workspaces.

5. The computer program product in accordance with claim
3, wherein the discovering the one or more workplaces occurs
in response to a change 1n the remote resources corresponding
to at least one of the one or more workspaces.

6. The computer program product in accordance with claim
3, wherein the user initiates subscription to a workspace by
providing an e-mail address.

7. The computer program product in accordance with claim
3, wherein the user initiates subscription to a workspace by
providing a uniform resource locator.

8. The computer program product in accordance with claim
1, wherein the remote resource application 1s configured to
detect when a user selects a visualization of a remote resource
displayed 1n the user interface of the remote resource appli-
cation.

9. The computer program product in accordance with claim
8, wherein the broker component intermediates between the
remote resource application and the file system when
requested to access launch instructions.

10. The computer program product 1n accordance with
claim 1, wherein the decision component 1s external to the
application container.

11. The computer program product in accordance with
claim 1, wherein the decision component 1s 1nternal to the
application container.

12. A computer-implemented method comprising:

at a remote resource application located 1n an application

container running on a computing system which has a
file system or other system environment external to and
restricted from access by the remote resource applica-
tion 1n the application container, receiving from a broker
component one or more visualizations for one or more
remote resources;

displaying the received visualizations at a user interface of

the remote resource application;

in response to selection of a visualization for a remote

resource, the remote resource application requesting the
broker component to access launch instructions for the
remote resource corresponding to the selected visualiza-
tion;

determining at a decision component that is either internal

to the remote resource application or external to the
remote resource application whether the remote
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resource corresponding to the selected visualization
must be launched external to the application container or
whether the remote resource corresponding to the
selected visualization 1s able to be launched from the
remote resource application inside the application con-
tainer; and

launching the remote resource corresponding to the
selected visualization at the remote resource applica-

t1on.

13. The computer-implemented method in accordance
with claim 12, wherein the broker component intermediates
between the remote resource application and the file system
to thereby provide the plurality of visualizations from the file
system to the remote resource application.

14. The computer-implemented method i1n accordance
with claim 13, wherein the one or more visualizations are
provided 1n response to the broker component discovering,
one or more workspaces to which a user of the remote
resource application has previously subscribed.

15. The computer-implemented method i1n accordance
with claim 14, wherein the discovering the one or more work-
spaces occurs 1n response to the user completing subscription
to at least one of the one or more workspaces.

16. The computer-implemented method in accordance
with claim 14, wherein the discovering the one or more work-
places occurs in response to a change 1n the remote resources
corresponding to at least one of the one or more workspaces.

17. The computer-implemented method i1n accordance
with claam 14, wherein the user imitiates subscription to a
workspace by providing an e-mail address.

18. The computer-implemented method in accordance
with claim 14, wherein the user 1mitiates subscription to a
workspace by providing a uniform resource locator.
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19. A computer-implemented method comprising:
at a remote resource application located 1n an application

container running on a computing system which has a
file system or other system environment external to and
restricted from access by the remote resource applica-
tion 1n the application container, in response to a user of
the remote resource application subscribing to one or
more workspaces, recerving from a broker component
one or more visualizations for one or more remote
resources, at least some of the remote resources corre-
sponding to the one or more workspaces;

displaying the received visualizations at a user interface of

the remote resource application;

in response to selection of a visualization for a remote

resource, the remote resource application requesting the
broker component to access launch instructions for the
remote resource corresponding to the selected visualiza-
tion;

determining at a decision component that is either internal

to the remote resource application or external to the
remote resource application whether the remote
resource corresponding to the selected visualization
must be launched external to the application container or
whether the remote resource corresponding to the
selected visualization 1s able to be launched from the
remote resource application iside the application con-
tainer; and

launching the remote resource corresponding to the

selected visualization at the remote resource applica-
tion.

wherein the plurality of visualizations were provided 1n

response to a user of the remote resource application
subscribing to one or more workspaces, each corre-
sponding to at least a portion of the plurality of remote
resources.
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