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ENABLING ACCESS TO REMOVABLE HARD
DISK DRIVES

BACKGROUND

1. Field:

The present disclosure relates generally to data processing,
systems and, in particular, to storage devices used 1n data
processing systems. Still more particularly, the present dis-
closure relates to accessing a removable storage device con-
nected to a data processing system while the operating system
1S running.

2. Description of the Related Art

Storage devices, such as hard disk drives, solid state disk
drives, flash drives, and other suitable types of storage, are
used to store mformation in a data processing system. These
types of storage devices may use encryption software or hard-
ware to encrypt some or all of the data on the storage device.
For example, 1n a hard disk drive, full disk encryption or
file-system level encryption may be used to encrypt data.
File-system level encryption encrypts the files but does not
typically encrypt file system metadata. With full disk encryp-
tion, every bit of data that 1s stored on the hard disk drive 1s
encrypted. Full disk encryption may be used with a truss-to-
platform module. A truss-to-platform module 1s a crypto pro-
cessor that may be embedded 1n the motherboard and used to
authenticate the hard disk drive. A crypto processor 1s a dedi-
cated processor for carrying out cryptographic operations.
With full disk encryption, access to a hard disk drive 1s pro-
vided only with the proper authentication of the entity
requesting access. This entity may be a user entering a user
identifier and password, a truss-to-platform module sending
the appropriate token or key, or some other suitable entity.
Without proper authentication, access to the data on the hard
disk drive does not occur.

Various mechamsms are present for allowing a hard disk
drive to be moved from one computer to another computer.
For example, when a hard disk drive 1s moved to another
computer, a password may be given to that computer to pro-
vide access to the hard disk drive.

SUMMARY

In one 1llustrative embodiment, a method, apparatus, and
computer program product are provided for accessing a
device. The device receives a key from an operating system 1n
response to the device 1n a locked state being connected to a
data processing system after the operating system for the data
processing system 1s running. The device compares the key
received from the operating system with a set of keys stored in
the device. The key 1s based on a system 1dentifier for the data
processing system and a password. The device determines
whether a match 1s present between the key and the set of
keys. The device changes the device from the locked state to
an unlocked state in response to a determination that the
match 1s present.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

FIG. 1 1s an illustration of a data processing system in
accordance with an illustrative embodiment;

FIG. 2 1s an 1llustration of a device access environment 1n
accordance with an 1llustrative embodiment;

FIG. 3 1s an 1illustration of an entry in a data structure
containing a set of keys 1n accordance with an 1illustrative
embodiment;
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FIG. 4 1s a flowchart of a process for accessing a device 1n
accordance with an 1llustrative embodiment;

FIGS. SA and 3B are illustrations of a flowchart of a pro-
cess for accessing a device 1n accordance with an illustrative
embodiment; and

FIG. 6 15 a flowchart of a process for accessing a device 1n
accordance with an 1llustrative embodiment.

DETAILED DESCRIPTION

As will be appreciated by one skilled 1n the art, the present
invention may be embodied as a system, method, or computer
program product. Accordingly, the present immvention may
take the form of an entirely hardware embodiment, an entirely
soltware embodiment (including firmware, resident software,
micro-code, etc.), or an embodiment combining software and
hardware aspects that may all generally be referred to herein
as a “‘circutt,” “module,” or “system.” Furthermore, the
present invention may take the form of a computer program
product embodied 1n any tangible medium of expression hav-
ing computer usable program code embodied 1n the medium.

Any combination of one or more computer usable or com-
puter readable medium(s) may be utilized. The computer
usable or computer readable medium may be, for example,
but not limited to, an electronic, magnetic, optical, electro-
magnetic, infrared, or semiconductor system, apparatus,
device, or propagation medium. More specific examples (a
non-exhaustive list) of the computer readable medium would
include the following: an electrical connection having one or
more wires, a portable computer diskette, a hard disk, a ran-
dom access memory (RAM), a read-only memory (ROM), an
erasable programmable read-only memory (EPROM or Flash
memory ), an optical fiber, a portable compact disc read-only
memory (CDROM), an optical storage device, a transmission
media, such as those supporting the Internet or an intranet, or
a magnetic storage device.

Note that the computer usable or computer readable
medium could even be paper or another suitable medium
upon which the program i1s printed, as the program can be
clectronically captured via, for instance, optical scanning of
the paper or other medium, then compiled, interpreted, or
otherwise processed 1n a suitable manner, 11 necessary, and
then stored 1n a computer memory. In the context of this
document, a computer usable or computer readable medium
may be any medium that can contain, store, communicate,
propagate, or transport the program for use by or 1n connec-
tion with the instruction processing system, apparatus, or
device. The computer usable medium may include a propa-
gated data signal with the computer-usable program code
embodied therewith, either 1n baseband or as part of a carrier
wave. The computer usable program code may be transmitted
using any appropriate medium, including, but not limited to,
wireless, wireline, optical fiber cable, RE, etc.

Computer program code for carrying out operations of the
present invention may be written 1n any combination of one or
more programming languages, including an object-oriented
programming language, such as Java, Smalltalk, C++, or the
like and conventional procedural programming languages,
such as the “C” programming language or similar program-
ming languages. The program code may be processed entirely
on the user’s computer, partly on the user’s computer, as a
stand-alone software package, partly on the user’s computer
and partly on a remote computer, or entirely on the remote
computer or server. In the latter scenario, the remote com-
puter may be connected to the user’s computer through any
type of network, including a local area network (LAN) or a
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wide area network (WAN), or the connection may be made to
an external computer (for example, through the Internet using
an Internet Service Provider).

The present invention 1s described below with reference to
flowcharts and/or block diagrams of methods, apparatus (sys-
tems), and computer program products according to embodi-
ments of the invention. It will be understood that each block
ol the flowcharts and/or block diagrams, and combinations of
blocks 1n the flowcharts and/or block diagrams, can be imple-
mented by computer program instructions.

These computer program mstructions may be provided to a
processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which are
processed via the processor of the computer or other pro-
grammable data processing apparatus, create means for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks. These computer pro-
gram 1nstructions may also be stored 1n a computer-readable
medium that can direct a computer or other programmable
data processing apparatus to function 1n a particular manner,
such that the instructions stored 1n the computer-readable
medium produce an article of manufacture including mnstruc-
tion means which implement the function/act specified in the
flowchart and/or block diagram block or blocks.

The computer program instructions may also be loaded
onto a computer or other programmable data processing
apparatus to cause a series ol operational steps to be per-
formed on the computer or other programmable apparatus to
produce a computer implemented process such that the
instructions which are processed on the computer or other
programmable apparatus provide processes for implement-
ing the functions/acts specified 1n the flowchart and/or block
diagram block or blocks.

Turning now to FIG. 1, an 1llustration of a data processing,
system 1s depicted 1n accordance with an illustrative embodi-
ment. In this 1llustrative example, data processing system 100
includes communications fabric 102, which provides com-
munications between processor unit 104, memory 106, per-
sistent storage 108, communications unit 110, mnput/output
(I/O) unit 112, and display 114.

Processor unit 104 serves to execute mnstructions for soft-
ware that may be loaded into memory 106. Processor unit 104
may be a set of processors, a multi-processor core, or some
other type of processor, depending on the particular imple-
mentation. A set, as used herein with reference to an i1tem,
means one or more 1tems. Further, processor unit 104 may be
implemented using a number of heterogeneous processor
systems 1n which a main processor 1s present with secondary
processors on a single chip. As another 1llustrative example,
processor unit 104 may be a symmetric multi-processor sys-
tem containing multiple processors of the same type.

Memory 106 and persistent storage 108 are examples of
storage devices 116. A storage device 1s any piece of hardware
that 1s capable of storing information, such as, for example,
without limitation, data, program code in functional form.,
and/or other suitable information either on a temporary basis
and/or a permanent basis. Memory 106, 1n these examples,
may be, for example, a random access memory or any other
suitable volatile or non-volatile storage device. Persistent
storage 108 may take various forms, depending on the par-
ticular implementation.

For example, persistent storage 108 may contain one or
more components or devices. For example, persistent storage
108 may be a hard drive, a flash memory, a rewritable optical
disk, a rewritable magnetic tape, or some combination of the
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above. The media used by persistent storage 108 also may be
removable. For example, a removable hard drive may be used
for persistent storage 108.

Communications unit 110, 1n these examples, provides for
communications with other data processing systems or
devices. In these examples, communications unit 110 1s a
network interface card. Communications unit 110 may pro-
vide communications through the use of either or both physi-
cal and wireless communications links.

Input/output unit 112 allows for input and output of data
with other devices that may be connected to data processing
system 100. For example, input/output unit 112 may provide
a connection for user input through a keyboard, a mouse,
and/or some other suitable input device. Further, input/output
umt 112 may send output to a printer. Display 114 provides a
mechanism to display information to a user.

Instructions for the operating system, applications, and/or
programs may be located in storage devices 116, which are in
communication with processor unit 104 through communi-
cations fabric 102. In these illustrative examples, the mstruc-
tions are 1 a functional form on persistent storage 108. These
instructions may be loaded mnto memory 106 for processing
by processor unit 104. The processes of the different embodi-
ments may be performed by processor unit 104 using com-
puter implemented 1nstructions, which may be located 1n a
memory, such as memory 106.

These mstructions are retferred to as program code, com-
puter usable program code, or computer readable program
code that may be read and processed by a processor 1n pro-
cessor unit 104. The program code 1n the different embodi-
ments may be embodied on different physical or computer
readable storage media, such as memory 106 or persistent
storage 108.

Program code 118 1s located 1n a functional form on com-
puter readable media 120 that 1s selectively removable and
may be loaded onto or transierred to data processing system
100 for processing by processor unit 104. Program code 118
and computer readable media 120 form computer program
product 122 1n these examples. In one example, computer
readable media 120 may be computer readable storage media
124 or computer readable signal media 126. Computer read-
able storage media 124 1s a physical media configured to store
program code and may include, for example, an optical or
magnetic disk that 1s inserted or placed into a drive or other
device that 1s part of persistent storage 108 for transier onto a
storage device, such as a hard drive, that 1s part of persistent
storage 108. Computer readable storage media 124 also may
take the form of a persistent storage, such as a hard drive, a
thumb drive, or a flash memory, that 1s connected to data
processing system 100. In some mstances, computer readable
storage media 124 may not be removable from data process-
ing system 100. In these illustrative examples, computer read-
able storage media 124 1s a non-transitory computer readable
storage medium.

Alternatively, program code 118 may be transferred to data
processing system 100 using computer readable signal media
126. Computer readable signal media 126 may be, for
example, a propagated data signal containing program code
118. For example, computer readable signal media 126 may
be an electromagnetic signal, an optical signal, and/or any
other suitable type of signal. These signals may be transmiut-
ted over communications links, such as wireless communi-
cations links, optical fiber cable, coaxial cable, a wire, and/or
any other suitable type of communications link. In other
words, the communications link and/or the connection may
be physical or wireless 1n the i1llustrative examples.
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In some 1illustrative embodiments, program code 118 may
be downloaded over a network to persistent storage 108 from
another device or data processing system through computer
readable signal media 126 for use within data processing
system 100. For instance, program code stored 1n a computer
readable storage medium 1n a server data processing system
may be downloaded over a network from the server to data
processing system 100. The data processing system providing,
program code 118 may be a server computer, a client com-
puter, or some other device capable of storing and transmit-
ting program code 118.

The different components illustrated for data processing
system 100 are not meant to provide architectural limitations
to the manner 1n which different embodiments may be imple-
mented. The different illustrative embodiments may be
implemented 1n a data processing system including compo-
nents 1n addition to or 1n place of those 1llustrated for data
processing system 100. Other components shown 1n FIG. 1
can be varied from the 1llustrative examples shown. The dii-
ferent embodiments may be implemented using any hardware
device or system capable of running program code. As one
example, the data processing system may include organic
components integrated with inorganic components and/or
may be comprised entirely of organic components excluding,
a human being. For example, a storage device may be com-
prised of an organic semiconductor.

As another example, a storage device 1n data processing
system 100 1s any hardware apparatus that may store data.
Memory 106, persistent storage 108, and computer readable
media 120 are examples of storage devices 1n a tangible form.

In another example, a bus system may be used to 1mple-
ment communications fabric 102 and may be comprised of
one or more buses, such as a system bus or an input/output
bus. Of course, the bus system may be implemented using any
suitable type of architecture that provides for a transfer of data
between different components or devices attached to the bus
system. Additionally, a communications unit may include one
or more devices used to transmit and receive data, such as a
modem or a network adapter. Further, a memory may be, for
example, memory 106, or a cache, such as found in an inter-
face and memory controller hub that may be present in com-
munications fabric 102.

The different illustrative embodiments recognize and take
into account a number of different considerations. For
example, the different illustrative embodiments recognize
and take into account that encrypted storage devices have
limitations with respect to removable storage devices. For
example, the different illustrative embodiments recognize
that a hard disk drive that 1s password protected cannot always
be connected and accessed by an operating system that 1s
already running.

In some cases, 1 the hard disk drive 1s connected to the data
processing system after the operating system 1s running, the
state of the data processing system 1s changed to obtain a
prompt for the hard disk drive prior to the operating system
starting up.

For example, the data processing system may be powered
down and back up to cause the basic input/output system
(BIOS) to prompt for the password for the hard disk drive.
The different illustrative embodiments also recogmize and
take 1to account that if a hard disk drive 1s to be used by
different users, the password 1s provided to the different users.
As a result, when a password changes for the hard disk drive,
coordination 1s required to provide the password to the dii-
terent users. Further, a common password also may result 1in
security concerns with shared passwords.
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In some hard disk drives, the protection mechanism for the
hard disk drive stores the password on the hard disk drive.
This password 1s provided every time the hard disk drive 1s
powered up before access to data on the hard disk drive
occurs. As a result, the hard disk drive has hardware that
encrypts and decrypts data. The decryption of data for access
by a basic mput/output system or an operating system only
occurs when the password 1s provided to the hardware 1n the

hard disk drive.

Thus, the different illustrative embodiments provide a
method and apparatus for accessing a device. In some 1llus-
trative embodiments, a key 1s recetved from an operating
system running on a data processing system in response to the
device being connected to the data processing system 1n a
locked state. The device compares the key recerved from the
operating system with a set of keys stored in the device. The
key 1s based on an 1dentifier for the data processing system
and a password. The device determines whether a match 1s
present between the key and the set of keys. In response to a
determination that a match 1s present, the device changes
from the locked state to an unlocked state. As a result, the
device can now be accessed.

With reference now to FIG. 2, an illustration of a device
access environment 1s depicted 1n accordance with an 1llus-
trative embodiment. Device access environment 200 1s an
example of an environment that may be implemented using
data processing system 100 1n FIG. 1. In these illustrative
examples, data processing system 202 1s connected to device

204.

Device 204 may have locked state 206 and unlocked state
208. In locked state 206, device 204 may not be accessed or
used by data processing system 202. In unlocked state 208,

device 204 may be accessed by data processing system 202.
Device 204 may be removable or unremovable from data
processing system 202. In these illustrative examples, device
204 may take a number of different forms. For example,
device 204 may be selected from one of storage device 210,
peripheral device 212, and/or any other suitable device. IT
device 204 takes the form of storage device 210, device 204
may be, for example, without limitation, a hard disk drive, a

solid state drive, a tlash drive, or some other suitable type of
storage device. When device 204 takes the form of peripheral
device 212, device 204 may be, for example, without limita-
tion, a printer, a projector, a scanner, or some other suitable
type of peripheral device.

Operating system 216 runs on data processing system 202
in the illustrative examples. Device access process 218 1s an
example of a process running in operating system 216 that
may be used to access device 204.

When device 204 1s removable, device 204 may be con-
nected to data processing system 202 prior to data processing
system 202 being started or after data processing system 202
has been started. When device 204 1s connected to data pro-
cessing system 202 when operating system 216 1s running,
device access process 218 1n operating system 216 queries
device 204 to determine whether data structure 220 with set of
keys 222 1s present 1n device 204. A set, as used herein with
reference to items, refers to one or more 1tems. For example,
a set of keys 1s one or more keys.

In these examples, device access process 218 may send
request 224 to access system 226 1n device 204. Access sys-
tem 226 returns response 228, which indicates whether data
structure 220 1s present. In these illustrative examples, data
structure 220 may take the form of table 230. In these
examples, device access process 218 obtains system identifier
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232 and password 234. System 1dentifier 232 1s a unique
identifier 1dentifying data processing system 202 from other
data processing systems.

Password 234 may be a password stored by device access
process 218. In some illustrative examples, password 234
may be obtained by prompting user 236 to enter password 234
in user interface 238. In other illustrative examples, password
234 may be stored by data processing system 202 in data
structure 240. Data structure 240 may be, for example, with-
out limitation, data file 242 maintained by operating system
216. Data file 242 may store passwords for various users of
operating system 216.

After obtaining system identifier 232 and password 234,
device access process 218 generates key 244 using system
identifier 232 and password 234. Key 244 may be generated
in a number of different ways. For example, key 244 may be
system 1dentifier 232 combined with password 234. In other
illustrative examples, system 1dentifier 232 and password 234
may be used with a hashing process to generate key 244.
Operating system 216 sends key 244 to access system 226 1n
device 204.

Access system 226 determines whether key 244 matches a
key 1n set of keys 222. If a match 1s found, device 204 1s
changed from locked state 206 to unlocked state 208. At this
time, device 204 may be accessed by data processing system
202. This access may be to access information 246 stored on
device 204, access functions 248 performed by device 204, or
access a combination of the two.

If key 244 does not match a key 1n set of keys 222, device
204 remains 1n locked state 206. Access system 226 waits to
receive administrative password 252 from data processing
system 202. Device access process 218 1n data processing
system 202 recognizes that device 204 1s still 1n locked state
206 and generates a prompt on user iterface 238 for admin-
istrative password 252. User mput for admimstrative pass-
word 252 may be sent 1n response 234 to access system 226 in
device 204 by device access process 218.

Access system 226 determines whether administrative
password 252 1s valid. If the password 1s valid, then access
system 226 grants access to data structure 220 to device
access process 218. Once access to data structure 220 1s
granted, device access process 218 may determine whether
space 1s available within data structure 220 to add additional
keys. If space 1s available, a system 1dentifier 1s retrieved by
device access process 218. Additionally, password 256 also
may be entered by user 236 1n user interface 238. Password
256 and system 1dentifier 232 are used to generate key 258.
Device access process 218 stores key 258 in data structure
220. In other 1llustrative examples, key 258 may be sent to
access system 226 by device access process 218 for storage 1n
data structure 220.

If space 1s not available 1n data structure 220, keys may be
deleted, if necessary, or the data structure may be changed 1n
s1ze, depending upon the particular implementation. In this
manner, new users may be added that are allowed access to
device 204.

The generation and deletion of keys may be performed
through user intertace 238 in these examples. Further, 1f data
structure 220 1s not present, device 204 may not have been
configured for use by different users. In this case, adminis-
trative password 252 may be entered through user interface
238 by user 236. Then, user 236 may interact with access
system 226 to create or populate data structure 220 with users.

In this manner, different users may have different pass-
words for accessing device 204. As a result, concerns with the
sharing of passwords and with informing users of password
changes may be reduced or avoided. Further, with the use of
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system 1dentifier 232, the use of device 204 may be restricted
to particular data processing systems. In this manner, the
access to device 204 may be restricted both by users and by
data processing systems.

These different 1llustrative embodiments provide a method
and apparatus that allows a user to access devices. For
example, when a device takes the form of a hard disk drive,
the hard disk drive may be inserted into a bay of data process-
ing system 202 once operating system 216 1s running. The
method and apparatus 1n the illustrative embodiments allows
the data to be accessible 1n the hard disk drive without requir-
ing data processing system 202 to be restarted or rebooted.
Further, the different illustrative embodiments also provide
an ability to use the removable hard disk drive 1n different
computer systems without having to provide the password to
cach user of those computer systems.

The 1llustration of device access environment 200 in FIG.
2 1s not meant to 1imply physical or architectural limitations to
the manner 1n which different 1llustrative embodiments may
be implemented. Other components 1n addition to and/or 1n
place of the ones illustrated may be used. Some components
may be unnecessary in some 1llustrative embodiments. Also,
the blocks are presented to 1llustrate some functional compo-
nents. One or more of these blocks may be combined and/or
divided 1nto different blocks when implemented 1n different
illustrative embodiments.

For example, in some 1llustrative examples, more than one
device may be connected to data processing system 202, 1n
addition to device 204, in which each device may be unlocked
and locked 1n the same manner. Although the depicted
examples 1llustrate the device as a storage device, the differ-
ent illustrative examples may be applied to other types of
devices. For example, other devices, such as routers, printers,
video cameras, and other devices that may be connected to
data processing system 202, may be accessed 1n the same
manner as discussed above.

With reference now to FI1G. 3, an 1llustration of an entry in
a data structure containing a set of keys 1s depicted 1n accor-
dance with an illustrative embodiment. In this illustrative
example, entry 300 1s an example of an entry that may be
found 1n data structure 220 1n which set of keys 222 in FIG. 2
1s located. As depicted, entry 300 includes system 302, user
304, and key 306.

System 302 1s an identification of the system for which
access 1s permitted. System 302 may be a descriptive 1denti-
fier, rather than a unique 1dentifier. In some cases, a system
identifier may be used for system 302. User 304 identifies the
user that 1s allowed access to the device. Key 306 contains the
key for which comparisons are made to determine whether
the device should be changed from a locked state to an
unlocked state.

With reference now to FIG. 4, a flowchart of a process for
accessing a device 1s depicted 1 accordance with an 1llustra-
tive embodiment. In this illustrative example, the process
illustrated 1n FIG. 4 may be implemented in program code
running on a data processing system. In particular, the process
may be implemented 1n access system 226 running on device
204 1n FIG. 2.

The process begins with the device 1n a locked state. The
process receives a key from the operating system for the data
processing system in response to the device 1n the locked state
being connected to the data processing system after the oper-
ating system 1s runmng (step 400). The device may be, for
example, a storage device, a peripheral device, or some other
suitable type of device. As one specific example, the device
may be a hard disk drive.
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The process then compares the key received from the oper-
ating system with a set of keys stored in the device (step 402).
The key 1s based on an identifier for the data processing
system and a password. The set of keys may be stored in adata
structure, such as data structure 220 1n FIG. 2. For example,
the set of keys may be stored in the form of a table.

Thereafter, the process determines whether a match 1s
present between the key recerved from the operating system
and a key 1n the set of keys (step 404). In response to a
determination that a match is present, the process changes the
device from the locked state to an unlocked state (step 406),
with the process terminating thereafter. With reference again

to step 404, if a match 1s not present, the process terminates.

With reterence now to FIGS. 5A and 5B, illustrations of a
flowchart of a process for accessing a device are depicted 1n
accordance with an illustrative embodiment. In this 1llustra-
tive example, the process illustrated 1n FIGS. SA and 5B may
be implemented 1n program code running on a data process-
ing system. In particular, the process may be implemented 1n
operating system 216 1n FIG. 2.

The process begins by determining whether the device can
be supported by the data processing system (step 500). If the
device cannot be supported, the process terminates. Other-
wise, the process determines whether the device has previ-
ously been used with the data processing system (step 501). If
the device has not been used with the data processing system
before, the process sends a notification to the data processing
system (step 502). The notification indicates that the device 1s
being used with the data processing system for the first time.
The notification may take the form of, for example, a security
warning message. In this manner, the user may be able to
check the validity of the device.

Thereafter, the process queries the device as to whether a
data structure containing keys 1s present on the device (step
503). A determination 1s made as to whether the data structure
containing keys 1s present on the device (step 504). IT the data
structure 1s present, the process retrieves a system identifier
and a user password (step 505).

In these examples, the system 1dentifier and the user pass-
word are retrieved through the operating system. In these
examples, the system 1dentifier 1s a unique system i1dentifier
for the data processing system on which the operating system
1s running. The system 1dentifier may take a number of dii-
ferent forms. For example, the system identifier may be a
media access control identifier for a component on the data
processing system, a central processing unit identification
number, a central processing unit serial number, a universally
unique identifier (UUID), or some other suitable type of
identifier.

The process then generates a key using the system 1denti-
fier and the user password (step 506). The process sends the
key to the device (step 508). Thereatter, the process deter-
mines whether the device has been unlocked (step 509). In
other words, the process determines whether the device has
been changed from a locked state to an unlocked state. In step
509, the device may not be unlocked 11 the user 1s not autho-
rized for the device or it the device 1s not configured for
different users.

If the device has been unlocked, the process terminates.
Otherwise, the process requests an administrative password
(step 510). The process then sends the administrative pass-
word to the device (step 512). A determination 1s made as to
whether the device has granted the data processing system
access to the data structure 1n the device (step 514). In step
514, access may be granted by the device when the adminis-
trative password 1s determined by the device to be valid.
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If access has been granted to the data structure, the process
determines whether space 1s available 1n the data structure to
store additional keys (step 516). If space 1s not available in the
data structure, the process presents unique user 1dentifiers for
the keys 1n the data structure (step 518). The process then
receives user mput selecting a unique user identifier for
removal (step 520).

Thereatter, the process retrieves a system 1dentifier and a
user password (step 522). In step 522, the user password may
be obtained by prompting a user for a password using a user
interface. The process then generates a key from the system
identifier and the user password (step 524). The process then
stores the key in the data structure (step 526).

Next, a determination 1s made as to whether additional
users are to be added (step 528). If additional users are to be
added, the process returns to step 522 to request another user
password. Otherwise, the process terminates.

With reference again to step 516, if space 1s available in the
data structure, the process proceeds to step 522 as described
above.

With reference again to step 514, 1f the administrative
password 1s not correct, the process waits for a period of time
(step 530). After the period of time, a determination 1s made
as to whether the number of attempts to enter the administra-
tive password has exceeded a threshold (step 532). If the
threshold for the number of attempts has not been exceeded,
the process returns to step 510. Otherwise, the process termi-
nates.

With reference again to step 504, 1f the data structure 1s not
present, the process proceeds to step 510, as described above.
With reference again to step 501, 1f the device has been used
with the data processing system before, the process continues
to step 503 as described above.

With reference now to FIG. 6, a flowchart of a process for
accessing a device 1s depicted in accordance with an 1llustra-
tive embodiment. In this illustrative example, the process
illustrated in FIG. 6 may be implemented 1n device 204 1n
FIG. 2 to which access 1s desired. For example, this process
may be implemented in hardware, software, or a combination
of the two located on the device.

The process begins with the device 1n a locked state. The
device receives a key from the data processing system (step
600). Thereatfter, the device compares the key recetved from
the data processing system to keys in a data structure on the
device (step 602). In these examples, the data structure may
be atable. The key may be compared to keys stored 1n various
entries 1n the table. The entries may take the form of, for
example, entry 300 in FIG. 3.

A determination 1s made as to whether the key that has been
received by the data processing system matches a key found
in the data structure (step 604). IT a key 1s found 1n the data
structure that matches the key recerved by the data processing
system, the device changes the device from a locked state to
an unlocked state (step 606). At this point, access to the device
by the operating system 1s allowed, with the process termi-
nating thereafter.

With reference again to step 604, if a match between the
key received by the data processing system and the keys 1n the
data structure 1s not found, the device remains 1n a locked
state and the process waits for a period of time (step 607). The
period of time may be a few milliseconds, a few seconds, a
few minutes, or some other suitable period of time. The
period of time may last until the data processing system
recognizes that the device 1s still 1n a locked state. Thereatter,
the process waits to recerve an administrative password from
the data processing system (step 608). In step 608, the admin-
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1strative password may be recerved when the data processing
system sends the administrative password 1n step 312 1n FIG.

5.

Thereafter, a determination 1s made as to whether the
administrative password 1s valid (step 610). If the adminis-
trative password 1s not valid, the process returns to step 607 as
described above. In other illustrative examples, the device
may wait to receive a notification from the data processing
system 1ndicating whether the process 1s to terminate or to
return to step 607 as described above.

With reference again to step 610, if the administrative
password 1s valid, the process allows the data processing
system to have access to the data structure 1n the device (step
616). Thereafter, the process proceeds to step 606 as
described above.

The flowchart and block diagrams 1n the figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block 1n the flowcharts
or block diagrams may represent a module, segment, or por-
tion of code, which comprises one or more executable
instructions for implementing the specified logical func-
tion(s). It should also be noted that, in some alternative imple-
mentations, the functions noted 1n the block may occur out of
the order noted 1n the figures. For example, operations for two
blocks shown 1n succession may, 1n fact, be performed sub-
stantially concurrently, or the blocks may sometimes be per-
formed 1n the reverse order, depending upon the functionality
involved. It will also be noted that each block of the block
diagrams and/or flowcharts, and combinations of blocks 1n
the block diagrams and/or flowcharts, can be implemented by
special purpose hardware-based systems that perform the
specified functions or acts, or combinations of special pur-
pose hardware and computer instructions.

The terminology used herein 1s for the purpose of describ-
ing particular embodiments only and 1s not mtended to be
limiting of the invention. As used herein, the singular forms
“a”, “an”, and “the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will be
turther understood that the terms “comprises” and/or “com-
prising,” when used 1n this specification, specily the presence
of stated features, integers, steps, operations, elements, and/
or components, but do not preclude the presence or addition
of one or more other features, integers, steps, operations,
clements, components, and/or groups thereof.

The corresponding structures, matenals, acts, and equiva-
lents of all means or step plus function elements in the claims
below are intended to include any structure, material, or act
for performing the function i combination with other
claimed elements as specifically claimed. The description of
the present mvention has been presented for purposes of
illustration and description, but 1s not intended to be exhaus-
tive or limited to the invention 1n the form disclosed. Many
modifications and variations will be apparent to those of
ordinary skill 1n the art without departing from the scope and
spirit of the invention. The embodiment was chosen and
described 1n order to best explain the principles of the mven-
tion and the practical application, and to enable others of
ordinary skill in the art to understand the invention for various
embodiments with various modifications as are suited to the
particular use contemplated.

The mvention can take the form of an entirely hardware
embodiment, an enftirely software embodiment, or an
embodiment containing both hardware and software ele-
ments. In a preferred embodiment, the mvention 1s 1mple-
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mented 1n software, which includes, but 1s not limited to,
firmware, resident software, microcode, etc.

Furthermore, the invention can take the form of a computer
program product accessible from a computer usable or com-
puter readable medium providing program code for use by or
in connection with a computer or any nstruction processing
system. For the purposes of this description, a computer
usable or computer readable medium can be any tangible
apparatus that can contain, store, communicate, propagate, or
transport the program for use by or in connection with the
instruction processing system, apparatus, or device.

The medium can be an electronic, magnetic, optical, elec-
tromagnetic, infrared, or semiconductor system (or apparatus
or device) or a propagation medium. Examples of a computer
readable medium 1include a semiconductor or solid state
memory, magnetic tape, a removable computer diskette, a
random access memory (RAM), aread-only memory (ROM),
a rigid magnetic disk, and an optical disk. Current examples
of optical disks include compact disk-read only memory
(CD-ROM), compact disk-read/write (CD-R/W), and DVD.

A data processing system suitable for storing and/or
executing program code will include at least one processor
coupled directly or indirectly to memory elements through a
system bus. The memory elements can include local memory
employed during actual processing of the program code, bulk
storage, and cache memories, which provide temporary stor-
age of at least some program code in order to reduce the
number of times code must be retrieved from bulk storage
during processing of the program code.

Input/output or I/O devices (including, but not limited to,
keyboards, displays, pointing devices, etc.) can be coupled to
the system either directly or through intervening 1I/O control-
lers.

Network adapters may also be coupled to the system to
enable the data processing system to become coupled to other
data processing systems, remote printers, or storage devices
through interveming networks. Modems, cable modem, and
Ethernet cards are just a few of the currently available types of
network adapters.

The description of the present invention has been presented
for purposes of 1llustration and description and 1s not intended
to be exhaustive or limited to the invention in the form dis-
closed. Many modifications and variations will be apparent to
those of ordinary skill in the art. The embodiment was chosen
and described 1n order to best explain the principles of the
invention, the practical application, and to enable others of
ordinary skill 1n the art to understand the invention for various
embodiments with various modifications as are suited to the
particular use contemplated.

What 1s claimed 1s:
1. A method for accessing a device, the method compris-
ng:

storing, by the device, a set of keys 1n a data structure 1n the
device;

responsive to the device 1n a locked state being connected
to a data processing system after an operating system
running on the data processing system 1s running,
receiving, by the device, a first key from the operating
system, wherein the device may not be accessed or used
by the data processing system while 1n a locked state,
wherein the device 1s selected from one of a storage
device, a peripheral device, a hard disk drive, a solid
state drive, a universal serial bus drive, and a printer;

comparing, by the device, the first key received from the
operating system for the data processing system with the
set of keys stored in the device, wherein the first key 1s




US 8,924,733 B2

13

based on a system identifier for the data processing
system and a first password;

determining, by the device, whether a match 1s present
between the first key and the set of keys;

responsive to a determination that the match 1s present,
changing, by the device, the device from the locked state
to an unlocked state;

responsive to an absence of the determination that the
match 1s present, waiting, by the device, for an admin-
istrative password for the device;

responsive determining that the administrative password 1s
valid, determining, by the device, whether space 1s avail-
able within the data structure to add additional keys;

responsive to determining that space 1s available within the
data structure, retrieving, by the device, the system 1den-
tifier from the data processing system, and receiving the
password;

responsive to retrieving the system identifier and receiving
the password, generating a second key, wherein the key
1s based on a system i1dentifier for the data processing
system and a second password; and

responsive to generating the second key, storing the second
key 1n the data structure.

2. The method of claim 1 further comprising:

identifying, by the operating system, the system 1dentifier
and the password; and

generating, by the operating system, the key using the
system 1dentifier and the password.

3. The method of claim 1 further comprising;:

responsive to the device in the locked state being connected
to the data processing system aiter the operating system
for data processing system 1s running, determining, by
the device, whether the device has been enabled for use
with the data processing system; and

responsive to a determination that the device has not been
enabled for use with the data processing system, pre-
venting, by the device, activating the changing step.

4. The method of claim 1, wherein the data structure 1s a

table.

5. The method of claim 1 further comprising;:

receiving, by the device, the second key from the operating
system:

comparing, by the device, the second key received from the
operating system for the data processing system with the
set ol keys stored 1n the device, wherein the second key
1s based on the system 1dentifier for the data processing
system and a second password;

determining, by the device, whether a match 1s present
between the second key and the set of keys; and

responsive to a determination that the match 1s present,
changing, by the device, the device from the locked state
to an unlocked state.

6. An apparatus comprising:

a device having a set of keys stored thereon, wherein the
device has a locked state and an unlocked state; and

an access system located 1n the device, wherein the access
system 1s configured to receive a first key from an oper-
ating system 1n response to the device 1n the locked state
being connected to a data processing system after the
operating system running on the data processing system
1s running, wherein the device may not be accessed or
used by the data processing system while 1n a locked
state, wherein the device 1s selected from one of a stor-
age device, a peripheral device, a hard disk drive, a solid
state drive, a universal serial bus drive, and a printer;
compare the first key received from the operating system
for the data processing system with the set of keys stored
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in the device, wherein the first key 1s based on a system
identifier for the data processing system and a first pass-
word; determine whether a match 1s present between the
first key and the set of keys; and change the device from
the locked state to an unlocked state 1n response to a
determination that the match 1s present; wait for an
administrative password for the device in response to an
absence of the determination that the match 1s present;
determine whether space 1s available within the data
structure to add additional keys 1n response to determin-
ing that the administrative password 1s valid; retrieve a
system 1dentifier for the data processing system and
receive a password in response to determining that space
1s available within the data structure; generate a second
key, wherein the second key 1s based on a system 1den-
tifier for the data processing system and a second pass-
word, 1n response to retrieving the system identifier and
receiving the password; and store the second key 1n the
data structure 1n response to generating a second key.

7. The apparatus of claim 6, wherein the operating system
1s configured to identily the system identifier and the pass-
word; and generate the key using the system identifier and the
password.

8. The apparatus of claim 6, wherein the access system 1s
configured to store the set of keys 1n a data structure 1n the
device.

9. The apparatus of claim 6, wherein the access system 1s
configured to determine whether the device has been enabled
for use with the data processing system 1n response to the
device 1n the locked state being connected to the data pro-
cessing system after the operating system for the data pro-
cessing system 1s runmng; and prevent activating the chang-
ing step in response to a determination that the device has not
been enabled for use with the data processing system.

10. The apparatus of claim 8, wherein the data structure 1s
a table.

11. The apparatus of claim 6, wherein the access system 1s
turther configured:

to receive the second key from the operating system;

to compare the second key received from the operating

system for the data processing system with the set of
keys stored 1n the device, wherein the second key 1s
based on the system identifier for the data processing
system and a second password;

to determine whether a match 1s present between the sec-

ond key and the set of keys; and

in response to a determination that the match 1s present, to

change the device from the locked state to an unlocked
state.

12. A computer program product for accessing a device
comprising;

a non-transitory computer readable storage medium;

program code, stored on the computer readable storage

medium, for storing a set of keys 1n a data structure in the
device;

program code, stored on the computer readable storage

medium, for recewving a first key from an operating
system 1n response to the device 1n a locked state being
connected to a data processing system after the operat-
ing system running on the data processing system 1s
running, wherein the device may notbe accessed orused
by the data processing system while 1n a locked state,
wherein the device 1s selected from one of a storage
device, a peripheral device, a hard disk drive, a solid
state drive, a universal serial bus drive, and a printer;
program code, stored on the computer readable storage
medium, for comparing the first key received from the
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operating system for the data processing system with a
set of keys stored in the device, wherein the first key 1s
based on a system i1dentifier for the data processing
system and a first password;

program code, stored on the computer readable storage
medium, for determining whether a match 1s present
between the first key and the set of keys;

program code, stored on the computer readable storage
medium, for changing the device from the locked state to
an unlocked state in response to a determination that the

match 1s present;
program code, stored on the computer readable storage

medium, for waiting for an administrative password for
the device inresponse to an absence of the determination

that the match 1s present;

program code, stored on the computer readable storage
medium, for determining whether space 1s available
within the data structure to add additional keys 1n
response to determining that the administrative pass-
word 1s valid;

program code, stored on the computer readable storage
medium, for retrieving a system 1dentifier for the data
processing system and for recerving a password in
response to determining that space 1s available within
the data structure;

program code, stored on the computer readable storage
medium, for generating a second key, wherein the sec-
ond key 1s based on a system identifier for the data
processing system and a second password, in response to
retrieving the system identifier and receiving the pass-
word; and

program code, stored on the computer readable storage
medium, for storing the second key 1n the data structure
1n response to generating a second key.

13. The computer program product of claim 12 further

comprising:

program code, stored on the computer readable storage
medium, for requesting an administrative password for
the device inresponse to an absence of the determination
that the match 1s present.
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14. The computer program product of claim 12 further

comprising;

program code, stored on the computer readable storage
medium, for storing the set of keys 1n a data structure 1n
the device.

15. The computer program product of claim 12 further

comprising;

program code, stored on the computer readable storage
medium, for determining whether the device has been
ecnabled for use with the data processing system 1n
response to the device in the locked state being con-
nected to the data processing system after the operating
system for the data processing system 1s runmng; and

program code, stored on the computer readable storage
medium, for preventing activating the changing step 1n
response to a determination that the device has not been

enabled for use with the data processing system.
16. The computer program product of claim 135, wherein

»q the data structure 1s a table.
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17. The computer program product of claim 12 further

comprising:

program code, stored on the computer readable storage
medium, for receiving the second key from the operating
system;

program code, stored on the computer readable storage
medium, for comparing the second key recerved from
the operating system for the data processing system with
the set of keys stored 1n the device, wherein the second
key 1s based on the system 1dentifier for the data pro-
cessing system and a second password;

program code, stored on the computer readable storage
medium, for determining whether a match 1s present
between the second key and the set of keys; and

program code, stored on the computer readable storage
medium, 1n response to a determination that the match 1s
present, for changing the device from the locked state to
an unlocked state.
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