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DOCUMENT MANAGEMENT WITH
VERIFIABLE TIME-OF-ARCHIVE
CAPABILITY

FIELD OF THE INVENTION

The present invention relates generally to document man-
agement. More particularly, the mstant invention discloses a
method for ensuring that a particular electronic document
existed at a known time in the past.

BACKGROUND OF THE INVENTION

Situations arise when 1t 1s desirable to know that a docu-
ment existed on or before a certain date. For example, 1n the
field of research and development, 1t may be desirable to
know when a document existed to firmly establish who was
firstin the race to be the inventor, and approximately when the
invention had been made. This may be particularly true for
scanned paper documents.

One of the most common means for determining when an
clectronic document has been created 1s to look at the date/
time stamp of the document as set by the operating system. In
the large majority of cases, where trust 1s not an 1ssue, this
date/time stamp 1s suilicient to date the document. However,
the date/time stamp provided by the operating system can be
casily modified, and so may be deemed unsatisfactory by an
untrusting but interested party.

One method used to verily and establish the dating of an
clectronic document is to give the other party tull access to the
server that contains the document, and to research the evolu-
tion of 1deas and other documents that led up to the document
in question. For example, in the field of software, with great
patience and an enormous amount of time, it 1s possible for
another party to determine the evolution of a piece of software
as 1t goes through numerous coding and debugging cycles
(the results of which are typically not deleted from the server),
and thus establish with a fair amount of confidence that the
version of the software in question did indeed exist on a
certain date. However, giving another party access to a server
1s a risky undertaking, which many companies and individu-
als are uneasy to do. To ensure that other trade secrets on the
server are not compromised during the search, careful sur-
veillance 1s required. As the process can be quite time-con-
suming, this surveillance can quickly become expensive and
burdensome.

As an alternative, trusted escrow services exist that will
archive copies ol documents, and vouch for the dates and
times at which the documents were submitted. This 1s a con-
siderable 1mprovement over granting a potentially hostile
party access to a server, and determining the submission date
and time of the document 1s basically automatic, being pro-
vided by the escrow service. However, a company or person
can never know 1n advance which documents will be critical,
tor which the creation date of the document will become an
1ssue, and which documents will not. Of course, the vast
majority ol documents will never be of critical importance.
However, to make certain that when the day comes a docu-
ment can be produced and dated on demand, all potential
documents must be submitted to the escrow service. As
escrow services typically charge by the number of documents
submitted, and by the number of updates, costs can quickly
IrOW.

It would therefore be desirable to have a method that would
quickly, easily and cheaply enable a third party to establish
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2

with credible certainty that a host of electronic documents
existed on a certain date and time.

SUMMARY OF THE INVENTION

One aspect of the invention provides a document manage-
ment method. In one embodiment, a first hash function 1s used
to obtain a plurality of hash results for a corresponding plu-
rality of electronic documents. A hash list file including these
hash results 1s then created, and submitted to an electronic
time stamping authority to obtain a digital time stamp. The
hash list file, the digital time stamp and the electronic docu-
ments are then archived. In a later verification step to prove
the existence of an electronic document on the date indicated
by the digital time stamp, the digital time stamp 1s used to
authenticate the hash list file. Then, the first hash function 1s
used to obtain a verification hash result, which 1s compared
against the corresponding hash result in the hash list file.
Identity of these verification hash results proves that the elec-
tronic document had not been modified since submission of
the original hash list file to the electronic time stamping
authority, and was 1n existence by at least the time 1ndicated
by the digital time stamp.

In one embodiment, the verification hash results 1n the hash
list file are correlated to the archived files by using file loca-
tors 1n the hash list file. In another embodiment, a hash of the
file locators 1s used 1n the hash list file to avoid disclosure of
the file locators to the electronic time stamping authority. In
yet another embodiment, a hash of the hash list file 1s submut-
ted to the electronic time stamping authority to obtain the
digital time stamp, rather than submitting the hash list file
itsellf.

Another aspect of the invention provides a document man-
agement system that performs archiving and time-stamp veri-
fication of files. The system includes a hash engine, an
archiving system, an authentication system and a verification
system. The archiving system 1s capable of storing a plurality
of electronic documents, and utilizes the hash engine to gen-
crate a hash list file having a plurality of hash results corre-
sponding to the electronic documents. In certain embodi-
ments, the archiving system also obtains a digital time stamp
of the hash listfile from an electronic time stamping authority.
The authentication system utilizes the digital time stamp to
authenticate the hash list file and determine the existence of
the hash list file at a known time. The verification system
utilizes the hash engine to obtain a verification hash result of
an electronic document, and compares the verification hash
result to a corresponding hash result in the hash list file.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram of an embodiment document
management system.

FIG. 2 shows an embodiment hash list file creation system.

FIG. 3 shows one embodiment of a hash list file.

FIG. 4 1s a flow chart of an embodiment document
archiving and verification method.

FIG. § illustrates an embodiment document archiving sys-
tem obtaining a time stamp from an electronic time stamping
authority.

FIG. 6 1s a tlow chart of an embodiment hash list file
authentication process.

FIG. 7 1llustrates an embodiment authentication system.

FIG. 8A 1s a flow chart of an embodiment electronic docu-
ment archive-time verification process.

FIG. 8B 1s a flow chart of another embodiment electronic
document archive-time verification process.
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FIG. 9 illustrates an embodiment verification system.

FIG. 10 illustrates another embodiment document
archiving system.

FI1G. 11 1llustrates another embodiment authentication sys-
tem.

FI1G. 12 shows another embodiment hash list file.

DETAILED DESCRIPTION

In the following, the term “time” 1s broadly meant to
include both dates and times, and may include any suitable
encoding scheme that permits extraction of a solar or sidereal
time (such as UTC or the like), a date or both. A digital time
stamp 1s a section of digital information that includes a time.
This time may be the time at which the stamp was 1ssued,
when an electronic document was submitted for stamping, or
the like. A digital time stamp 1s generally embedded 1n, stored
with, or otherwise referenced to, the electronic document that
1s to be electronically time stamped, and typically contains a
digital “fingerprint” that uniquely identifies the electronic
document that was time stamped. When the contents of an
clectronically time stamped document are changed, the digi-
tal fingerprint of the document correspondingly changes, and
will thus no longer match the fingerprint held in the digital
time stamp. FElectronic documents that have been edited after
time stamping can thus be detected.

Electronic time stamping authorities currently exist that
will accept an electronic document and return a digital time
stamp for the document, which records the date and solar time
(that 1s, the time) of submission of the document. Particular
examples of such systems include the United States Postal
Service Electronic Postmark™ service, and the e-TimeS-
tamp® service from DigiStamp, Inc., each of which 1s an
example of a trusted electronic time stamping authority.
Trusted electronic time stamping authorities provide a digital
time stamp that 1s highly accurate 1n terms of the time it
records, and highly tamper-resistant, insofar as any modifi-
cation of the digital time stamp, or the time-stamped docu-
ment, can be easily detected. Such a digital time stamp may be
called a secure digital time stamp. The accuracy and security
of a secure digital time stamp provides suilicient assurance to
interested third parties that the electronic document did
indeed exist at the time 1indicated by the digital time stamp,
and can even amount to a legal conclusion of such existence.
Although certain embodiments in the following indicate
usage of a trusted time stamping authority to digitally time
stamp an electronic document, it should be understood that
the invention may utilize any suitable time stamping author-
ity. A trusted electronic time stamping authority may be desir-
able because of the legal assurance such a service provides,
but it 1s not a necessity of the instant invention. For purposes
of the instant invention, as between two interested parties A
and B, so long as each agrees that a time stamping authority C
provides a true and accurate time stamp for a submitted elec-
tronic document, then the time stamping authority C 1s suit-
able for the following, regardless of whether or not the time
stamping service C 1s a trusted electronic time stamping
authority. Indeed, the time stamping authority C may even be
one of the interested parties A or B. For example, A may
submit an electronic document to B to obtain a digital time
stamp ol the document so as to prove to B at a later date that
the document existed on the time indicated by the digital time
stamp 1ssued by B.

With reference to FIG. 1, an embodiment document man-
agement system 10 includes a processor 20 and memory 30.
The memory 30 may include operational memory for the
processor 20, such as RAM, but as known 1n the art, may also
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4

include virtual memory present in physical storage, such as a
hard disk, or in resources accessed through a network con-
nection. Indeed, it should be understood that the document
management system 10 1s not limited to residing on a single
computer, but may itself be configured as a networked appli-
cation active and accessible on a multitude of networked
computers and storage devices. The design and management
of such networked applications 1s a topic that 1s beyond the
scope of this disclosure, but 1s well known in the art of
programming. The memory 30 includes program code 32 that
controls the operations of the processor 20, and which 1mple-
ments aspects of the mvention system and underlying meth-
ods. In particular, the program code 32, together with under-
lying hardware resources, provides a document archiving
system 100, an authentication system 200 and a verification
system 300. The computer code 32 may be installed mnto the
memory 32 from another computer-readable media that con-
tains the software to implement the document management
system 10, as known 1n the art. Designing the program code
32 should be well within the means of one of reasonable skall
in the art, after reading the following disclosure.

With further reference to FIGS. 2-5, the document
archiving system 100 includes a hash list file creation system
110 that utilizes a database 120 and a verification hash engine
130 to create a hash list file 150. The database 120 includes a
plurality of electronic document files 121, 123, 125 that are to
be archived. The files 121, 123, 125 may be original elec-
tronic documents, or may be copies of electronic documents
as they exist at a certain time, such as when they are copied
from the originals and processed by the document archiving
system 100. If the files 121, 123, 125 are copies of originals,
it will be understood that the originals may subsequently be
modified, and the document archiving system 100 will thus
store “snapshots,” 1n the form of the files 121, 123, 125, of
what the originals looked like at a particular time. Alterna-
tively, some document management systems permit a single
document to go through a multitude of versions; each of these
versions 1s archived, and any attempted change to such an
archived version simply yields a new file with new version
information. Each of these document versions may be
thought of as an “original,” but because the document man-
agement system will not permit these versions to be subse-
quently changed, they may also be suilicient to serve as
archive files 121, 123, 1235 for purposes of the instant mven-
tion. The database 120 may reside anywhere 1n the memory
30, and as the memory 30 can include network resources, the
database 120 could be spread out across multiple computers
or storage systems on a network. The design of such file
databases 120 1s well within the means of one having ordinary
skill 1n the art. The database 120 could be, for example, a file
system as provided by an operating system (OS), or part of a
more complicated document management and retention
application running under an OS, such as a version control
system. Each file 121, 123, 125 may have an associated loca-
tion indicator 122, 124, 126 which indicates where 1n the
memory 30 the file 121, 123, 125 1s located. The location
indicators 122, 124, 126 may be, for example, the pathname
ofthe file 121,123, 125, a URL (uniform resource locator), or
the like. Additionally, each file location indicator 122, 124,
126 may turther include additional information specific to the
file 121, 123, 125, such as version information, file tracking
and control information, or the like.

The verification hash engine 130 may be implemented by
any means known in the art, and typically will be 1mple-
mented as a subroutine within the program code 32. The
verification hash engine 130 accepts as mput an electronic
document, such as one of the files 121, 123, 125 and provides
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as output a hash result of the electronic document. As an
aside, 1t should be clear that any sort of electronic document
may be hashed by the verification hash engine 130; the type
and format of the electronic document 1s unimportant for
purposes of the verification hash engine 130, which simply
treats the electronic document as a collection of digital data to
be hashed. This hash result is preferably from a cryptographic
hash function, as known 1n the art, such as SHA-1, MDS35 or the
like, and 1s typically a fixed-length number. However, other
hash functions, or file identification functions, may also be
used.

Use of a cryptographic hash function may be expressed as
h=1{(n), where 1{ ) 1s the hash function, n 1s the electronic
document that 1s input into the hash function, and h 1s the hash
result output by the hash function. The cryptographic hash
function 1( ) 1s preferably pre-image resistant, second pre-
image resistant and collision resistant. Pre-image resistance
indicates that for a given hash value h, it should be effectively
impossible to find an electronic document m such that f(m)
=h. Second pre-image resistance indicates that for a given first
clectronic document m, 1t should be effectively impossible to
create a different second electronic document n such that
t(n)=1(m). Finally, collision resistance indicates that it should
be effectively impossible to create two different electronic
documents m and n such that f(n)=t(m). An electronic docu-
ment m may be considered different from another electronic
document n 1f the contents of m are not identical to the
contents of n.

(Given the rapid advances in computing technologies, the
term “effectively impossible™ 1s a moving target. What was
considered impossible to do ten years ago may now be com-
monplace. Generally, “effectively impossible” 1s mntended to
indicate that the computational power required to break any
of the resistance capabilities of the cryptographic hash func-
tion 1{ ) under current technological standards would be pro-
hibitively expensive in terms ol time, money or both. In
practice, it may be found that 1deal cryptographic hash func-
tions do not exist. One of reasonable skill 1n the art wall
therefore readily recognize that any suitable hashing func-
tion, the suitability of which may be determined with refer-
ence to the following disclosure, may be utilized to 1imple-
ment the verification hash engine 130. If a cryptographic hash
function 1s selected for use within the verification hash engine
130, then preferably the verification hash engine 130 utilizes
a hash function 1n which the odds of a hashing collision (1n
which 1(n)=f(m) when n=m) are exceedingly remote. More
preferably still, the verification hash engine 130 uses awidely
known and accepted cryptographic hashing function, such as
MD35, SHA-1 or the like, to ensure trust within the document
archwmg system 100.

Because of the properties of a cryptographic hash function
f(n), 11 there are any differences at all between two electronic
documents n and m, the respective hash results of these two
documents n, m will almost certainly be different. The veri-
fication hash engine 130 therefore may ideally produce a
unique fingerprint of the input electronic document. Further,
because of this unique fingerprinting characteristic, the exist-
ence of a hash code h may serve as proof of the existence of an
clectronic document m, when 1(m)=h.

As an 1itial step 101, a user determines which files 121,
123, 125 within the database 120 are to be archived for time-
stamping purposes. In an 1terative loop 102, each of the
selected files 121, 123, 125 1s then processed through a hash-
ing step 103 and an updating step 104. In the hashing step 103,
cach file 121, 123, 125 1s passed through the verification
hashing engine 130 to generate a series of respective hash

results 140. In the updating step 104, each of the hash results
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141, 143, 145 from the respective iteration 1s inserted 1nto the
hash list file 150, along with the location indicator 122, 124,
126 of the hashed file 121, 123, 125. The hash list file 150 1s
thereby built up that comprises a plurality of location entries
152, 154, 156, and a corresponding plurality of file hash
results 151, 153, 155. Within the hash list file 150, the location
entries 152, 154, 156 are correlated with the file hash results
151, 153, 155 1n a respective manner by any suitable method
known 1n the art, so that each location entry 152, 154, 156
indicates where within the database 120 the file 121, 123, 125

1s located that gave rise to the respective file hash result 151,
153, 155. It should be understood that the |

location entries
152, 154, 156 are not necessarily required for the hash list file
150. Correlation of the file hash results 151, 153, 155 with
their respective files 121, 123, 125, 11 desired, could be done
by any other suitable means, such as by matching the order of
the file hash results 151, 153, 155 within the hash list file 150
with the order of the files 121, 123, 125 within the database
120. This may be particularly true if the database 120 1s
merely a sub-section (such as a directory or sub-directory) of
a much larger file system.

Once constructed, the hash list file 150 contains a list of
digital fingerprints 151, 153, 155 of the electronic documents
121, 123, 1235 being archived 1n the database 120, and subse-
quently undergoes a time-stamping step 105 to prove the
existence of the hash list file 150 at a certain time. Ideally, this
time-stamping step 103 i1s performed immediately after cre-
ation of the hash list file 150; however, exactly when the
time-stamping step 105 1s executed may be left up to the
administrator of the document archiving system 100. By
proving the existence of the hash list file 150 on a certain time,

the time-stamping step 105 by extension also proves the exist-
ence of the fingerprinted files 121, 123, 125 whose file hash

results 151, 153, 155 are present 1n the hash list file 150. In a
specific embodiment, the time stamping step 105 yields a
digital time stamp 160 that serves as a signature of the hash
hst file 150 by an electronic time stamping authority 50.

To perform the time-stamping step 1035, the document
archiving system 100 may submit the hash list file 150 to the
clectronic time stamping authority 50, and receives 1n return
from the electronic time stamping authority 50 a digital time
stamp 60 of the submitted hash list file 150. The document
archiving system 100 may then store a duplicate digital time
stamp 160 of the digital time stamp 60 in the database 120,
along with the hash list file 150 and the archived electronic
documents 121, 123, 125. The database 120 will thus store for
archiving purposes the electronic documents 121, 123, 125,
the hash list file 150 containing the digital fingerprints of the
clectronic documents 121, 123, 125, and a digital time stamp
160 that indicates a known and verified time at which the hash
list file 150 existed, as determined by the electronic time
stamping authority 350. It should be noted that although the
digital time stamp 160 1s shown as a separate document
within the document archiving system 100, the digital time
stamp 160 could actually be embedded within the hash list file
150, depending upon how the electronic time stamping
authority 50 works. For example, in the USPS EPM™ gys-
tem, the document archiving system 100 may e-mail the hash
list file 150 to itself via the EPM™ system, which would
embed the digital time stamp 160 1nto the hash list file 150.
Such variations 1n time-stamping processes, however, should
be clear to one of reasonable skill in the art, and do not
substantially affect the methods and systems employed 1n the
instant document management system 10. Also, i1t should be
clear that 1t 1s not necessary that the digital time stamp 160,
archive files 121, 123, 125 and hash list file 150 all be stored

together 1n the same location. For example, the files 121, 123,
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125 may be stored within one sub-section of the database 120,
and the hash list file 150 and digital time stamp 160 may be
stored 1n another sub-section of the database 120. Indeed,
since the file hash results 151, 153, 155 within the hash list file
150 prove the existence of the archived files 121, 123, 125, 1t
may not even be necessary to store the archived files 121, 123,
125, though 1t may be desirable to do so.

As 1ndicated earlier, any suitable electronic time stamping
authority 50 may be utilized, so long as the electronic time
stamping authority 50 1s trusted by any party potentially
interested 1n the archive-times of the files 121, 123, 125, or
which otherwise provides assurance of accurate document
time-stamping, such as by providing a service recognized as
a matter of law as assuring the existence of the time-stamped
file 1n question. For 1llustrative purposes only, the electronic
time stamping authority 50 1s shown as a trusted service that
provides a secure digital time stamp, and will be explained as
such 1n the following. It will be appreciated, however, that
numerous variations exist for digitally time stamping a docu-
ment, securely or otherwise, and any such variation may be
suitable for the purposes of the instant invention.

The document archiving system 100 may submit the hash
list file 150 to the electronic time stamping authority 50 by
any suitable method, such as through a network connection
(as over the Internet). The electronic time stamping authority
50 has an authentication hash engine 51 which performs a
cryptographic hash of the submitted hash list file 150 to create
a corresponding document hash result that fingerprints the
contents of the hash list file 150. The electronic time stamping
authority 50 also has a secure date/time generator 52 that
creates a trusted time value; the date/time generator 52 may,
for example, be certified by the National Institute of Stan-
dards and Technology, in Gaithersburg, Md. The results of the
authentication hash engine 51 and the date/time generator 52
are combined to form a stamp value 53. An encryption engine
54 encrypts the stamp value 53 using a private key 55 known
only to the electronic time stamping authority 50. The elec-
tronic time stamping authority 50 then builds the digital time
stamp 60 from the output of the encryption engine 54, as an
encryption result 64, and, for the sake of convenience, a plain
text version 62 of the hash result from the authentication hash
engine 51 and the time value from the date/time generator 52.
The plain text version 62 of the digital time stamp 1s not
actually required for the digital time stamp 60, but 1s provided
so that an interested user may view the time and signature
information that 1s held within the digital time stamp 60. This
plain text 62, which holds the hash value and submission time
of the hash list file 150 could, theoretically, be easily modi-
fied; however, the digital time stamp 60 also contains the
encrypted version 64 of this same information, and which 1s
thus unreadable, and hence tamper-proof. The electronic time
stamping authority 50 then sends the digital time stamp 60 to
the document archiving system 100, which may subsequently
save 1t as a digital time stamp 160 1n the database 120.

The electronic documents 121, 123, 125 may thereatter be
kept in the database 120 for archival purposes, 11 desired. The
electronic documents 121, 123, 125 should not be modified,
for any such modification would change their respective digi-
tal fingerprints, and hence destroy their identity with the
digital fingerprints held 1n the hash list file 150. As indicated
carlier, the electronic document files 121, 123, 125 may be the
originals; however, the files 121, 123, 125 may also simply be
“snapshots™ 1n time of other documents that have since been
modified, such as 1s the case 1 a version control system. At
some later time, when an 1nterested third party seeks proof
that the archived electronic documents 121, 123, 125 were 1n
existence by at least a specified date with specified contents,
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an authentication and verification process can be performed
to prove the existence of the electronic documents 121, 123,
125 on at least the time 1indicated 1n the digital time stamp 160,
and prove that the contents have not been changed.

To begin proving to an outside party that the electronic
documents 121, 123, 125 existed at least by the date indicated
in the digital time stamp 160, an authentication process 1s first
performed to prove the authenticity of the digital time stamp
160 and associated hash list file 150 held within the database
120. Any suitable authentication process may be utilized to
verily the authenticity of the digital time stamp 160 and
related hash list file 150, which could even include, for
example, a private agreement between the party holding the
archived files 121, 123, 125 and an interested party desiring
proof that the files 121, 123, 1235 were 1n a particular state at
the time indicated within the digital time stamp 160. Typi-
cally, however, the method used to verity the authenticity of
the digital time stamp 160 with the hash list file 150 wall
depend upon the method used to obtain the digital time stamp
160. It should be noted that if the authenticity of the digital
time stamp 160 as applied to the hash list file 150 1s not 1n
question, then this authentication process can be skipped, and
instead the file verification process discussed below can be
immediately performed. In the following, one embodiment
authentication procedure 1s described that 1s consistent with
the example time-stamping procedure described earlier. It
should be understood, however, that other methods are cer-
tainly possible.

With further reference to FIGS. 6 and 7, the authentication
system 200 begins with an extraction step 201, in which the
hash list file 150 containing the digital fingerprints 151, 153,
155 of the electronic documents 121, 123, 125 in question 1s
obtained from the database 120, along with the digital time
stamp 160 of the hash list file 150. In an authentication hash-
ing step 202, the authentication system 200 submits the hash
list file 150 to an authentication hash engine 210 to obtain an
authentication hash result 212. The authentication hash
engine 210 should be functionally identical to the authenti-
cation hash engine 51 utilized by the electronic time stamping
authority 50 to ensure identity of the file fingerprinting pro-
cedure used within the authentication system 200 and the
clectronic time stamping authority 50. That 1s, the hashing
function used by the authentication hash engine 210 should
be the same as that used by the time stamping authority 50,
although the manner 1n which this authentication hashing
function 1s performed may differ.

Next, a decryption process 203 1s performed to decrypt the
encrypted time stamp 164 within the digital time stamp 160.
To ensure that the decryption engine 220 can successiully
decrypt the encrypted time stamp 164, the authentication
system 200 and the electronic time stamping authority 50
may utilize, for example, a public key ciphering system. As
known 1n the art, public key ciphering methods enable a host
to encrypt a file using a private key, and permits the public at
large to decrypt the file using a public key. In this manner, the
identity of the host 1s proved, as only the host can create a file
that can be decrypted by the public key. Public keys are
typically provided by a public key server (certificate author-
1ty); VeriSi1gn® 1s an example of such a public key server. For
the embodiment authentication system 200, the authentica-
tion system 200 obtains the public key 56 for the electronic
time stamping authority 50 by any known method, and the
decryption engine 220 utilizes this public key 56 to decrypt
the encrypted time stamp 164 within the digital time stamp
160. The output of the decryption engine 220 1s a decryption
result 222 which contains, in readable form, a hash result 224
and a time 226. The hash result 224 1s the hash result created
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by the authentication hash engine 51 1n the electronic time
stamping authority 30 when the hash list file 150 was submit-
ted to the electronic time stamping authority 50; the time 226
1s typically the time of submission, or 1ssuance, of the digital
time stamp 160.

In an authentication step 204, the authentication hash result
212 1s compared to the decrypted hash result 224. It the two
values are equal, then authentication of the hash list file 150 1s
proved. That is, identity of the hash values 212 and 224 prove
to a known degree of certainty (as determined by the crypto-
graphic qualities of the authentication hash functions) that the

contents of the hash list file 150 as currently present in the
database 120 are the same as when the hash list file 150 had
been submitted to the electronic time stamping authority 50.
For security purposes, the stamp time for the hash list file 150
1s then taken from the decrypted time value 226, which may
be considered the archive time of the hash list file 150. If,
however, the hash values 212 and 224 do not match, then the
authentication process fails. Failure of the authentication pro-
cess may occur because the public key 56 i1s incorrect,
because the electronic time stamping authority 50 did not
actually 1ssue the digital time stamp 160, because the contents
of the encrypted time stamp 164 had been subsequently
altered, or because the contents of the hash list file 150 had
been altered after submission to the electronic time stamping,
authority 50. Regardless of the cause of authentication fail-
ure, the net effect 1s that the archival time of the electronic
documents 121, 123, 123 cannot be proved.

With further reference to FIGS. 8A and 9, if the authenti-
cation procedure succeeds or 1s not required, then a verifica-
tion procedure 1s performed by the verification system 300.
An electronic document 310 to be verified 1s first selected by
the venfication system 300. The document 310 may be an
electronic document 121, 123, 125 within the database 120,
and may be one in which a third party has an interest. Alter-
natively, the electronic document to be verified 310 may be
one provided by the interested party, and 1t 1s to be determined
if this document 310 was 1n existence by at least the archive
time 1n question as provided by the digital time stamp 160.
The purpose of the verification procedure 1s to prove that the
document 310 was 1n existence by at least the decrypted time
value 226 of the digital time stamp 160, or the time value 1n
the plaintext 162 11 the authenticity of the time stamp 160 1s
not 1 question. Within the hash list file 150, authenticated by
the authentication system 200 as being unaltered and validly
time stamped, the file location entries 152, 154, 156 are
scanned to determine 11 the document 310 has a correspond-
ing file hash result entry 151, 153, 155. Of course, other
suitable means known in the art may be utilized to determine
if the hash list file 150 contains a file hash result entry 151,
153, 155 for the document to be verified 310. If a correspond-
ing entry 151, 153, 155 1s found 1n the hash list file 150, then
the verification procedure may proceed. Otherwise, the veri-
fication procedure fails, and existence of the document 310 as
ol the archive time 226 cannot be proved. Use of file location
entries 152, 154, 156 within the hash list file 150 may be
desirable, however, to increase the cryptographic strength of
the authentication system 200.

If proceeding, the verification system 300 utilizes the veri-
fication hash engine 130, which was earlier used by the
archiving system 100, to perform a verification hash of the
document 310. It should be noted, 1n light of the discussion of
the authentication system 200, that the venfication hash
engine 130 need not implement the same hash function used
by the authentication hash engine 210, although this 1s pos-
sible. Of course, the verification hash engine 130 should
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implement the same hash function that was used during the
initial creation of the hash list file 150.

The result from the verification hash engine 130 1s checked
against the file hash entry 151, 153, 155 found 1n the hash list
file 150 for the document 310. If these hash values match,
then the verification procedure 1s considered a success; oth-
erwise, the verification procedure fails. Verification success
indicates that the document 310 was 1n existence by at least
the time given 1n the archive time value 226, 162.

For example, suppose that the document 310 to be verified
has a path name corresponding to that given 1n file location
entry 154, and hence 1s electronic document 123. The verifi-
cation system 300 will extract the corresponding verification
hash result 153. The verification system 300 will then use the
verification hash engine 130 to obtain a hash value for the
clectronic document 123, 310 and compare this hash value to
the verification hash entry 153 from the hash list file 150. IT
these values match, the file verification procedure 1s consid-
ered a success, and the archival time 226, 162 of the document
310 1s proved. This 1s because the authenticated digital time
stamp 160 proved that the contents of the hash list file 150
were 1n existence on at least the archive time 226, 162. The
verification hash result 153 in the hash list file 150 1s a fin-
gerprint of the electronic document 123 that was archived by
at least the archive time 226, 162, and 1s determined by the
contents of the file 123 when so archived. Identity of the hash
value now with 1ts value 153 when archived proves that the
document 123 has not changed since being archived, and so
was originally present at least since the archive time 226, 162.

It will be appreciated that the verification system 300 may
simply collapse the scanning and comparing steps mnto a
single, 1terative loop. With reference to an alternate embodi-
ment verification procedure depicted 1n FIG. 8B, the verifi-
cation system 300 may simply first obtain a verification result
from the verification hash engine 130 for the document 310,
and then check all file hash entries 151, 153, 155 1n the hash
list file 150 for a match against the result from the verification
hash engine 130. If a match 1s found, then the verification
procedure may be considered a success. Hence, 1t 1s not
necessary to first check the file location entries 152, 154, 156
to find an archived file 1n the database 120 to verily against.
The presence of the digital fingerprint provided by the file
hash entries 151, 153, 155 1s suificient to prove the existence
of a document 310 on the time indicated within the digital
time stamp 160. Indeed, 1t will be appreciated that 1t 1s not
necessary even for the electronic document 310 that 1s to be
verified to exist within the database 120. The document to be
verified 310 could be provided by another, interested, party,
and the presence in the hash list file 150 of the “digital fin-
gerprint” 151, 153, 155 of the document 310 1s suflicient to
prove that on the date 1n question, the document 310 had been
submitted to the archiving system 100.

The present invention provides a significant improvement
over the prior art 1n that tens, hundreds or even thousands of
documents can, 1n eflect, be time stamped with the submis-
s1on of but a single hash list file to an electronic time stamping,
authority. Since such electronic time stamping authorities
tend to charge on a per document basis, the instant invention
can provide significant savings. It 1s noted that when a large
number of {iles are presented 1n the hash list file, the hash list
file can become quite large. Additionally, an individual or
company may not wish to disclose to the electronic time
stamping authority 530 such a large list of filenames. Hence, 1n
an alternative embodiment, shown 1n FIG. 10, a document
archiving system 400 does not send the hash list file 150 1tself
to the electronic time stamping authority. Instead, to obtain a
digital time stamp for the hash list file 150, the document




US 8,892,532 B2

11

archiving system 400 performs an additional step of using the
verification hash engine 130 to obtain a verification hash 410
of the hash list file 150. The verification hash 410 1s then
submitted to the electronic time stamping authority 50 to
obtain the digital time stamp 160.

As 1n the previous embodiment, the digital time stamp 160
obtained by the document archiving system 400 above digi-
tally time stamps the hash list file 150, when used with a
suitably-adjusted authentication system 500, as depicted 1n
FIG. 11. The authentication system 300 includes the addi-
tional step of first running the hash list file 150 to be authen-
ticated through the venfication hash engine 130, and then
passing the result from the verification engine 130 1nto the
authentication hash engine 210. The remaining steps of the
authentication procedure remain the same.

Finally, with reference to FIG. 12 1n conjunction with FIG.
2, 1t should be noted that the file locations 122, 124, 126
themselves need not be placed within the hash list file. To
avold unnecessary disclosure of potentially sensitive infor-

mation to the electronic time stamping authority 30, as shown
in another embodiment hash list file 650, a verification hash
of the file locations 652, 654, 656 may be substituted for the
file locations 122, 124, 126. The verification hash engine 130
1s thus called twice for each iteration through the loop as the
archive files 121, 123, 125 are processed to build the hash list
file 650: the electronic document 121, 123, 125 1s submitted
to the verification hash engine 130 to obtain the correspond-
ing verification hash result 651, 653, 655; and the file location
indicator 122, 124, 126 1s submitted to obtain the respective
verification hash of the file locator 652, 654, 656. The verifi-
cation system 300 would thus scan the hash list file 650 for a
verification hash of the location of the file of interest, rather
than for the file locator itself. Other aspects of the verification
system 300 would otherwise remain unchanged.

Although the invention herein has been described with
reference to particular embodiments, it 1s to be understood
that these embodiments are merely 1llustrative of the prin-
ciples and applications of the present invention. For example,
the order 1n which the verification and authentication proce-
dures 1s carried out may be changed. An electronic document
could first be verified as being unaltered, and then the hash list
file for that electronic document could be authenticated. It
should also be noted that although the verification hash
engines and authentication hash engines are indicated as
separate units, 1t will be appreciated that they could, 1n fact,
implement the same function, and hence be the same unit. It
1s therefore to be understood that numerous modifications
may be made to the illustrative embodiments and that other
arrangements may be devised without departing from the
spirit and scope of the present invention as defined by the
tollowing claims.

What 1s claimed 1s:
1. An electronic document management method compris-
ng:

generating, by a processor, a plurality of file hash results
with a first hash function for a corresponding plurality of
electronic documents;

generating, by the processor, a hash list file comprising the
plurality of file hash results and a plurality of corre-
sponding locations in memory of the plurality of elec-
tronic documents;

utilizing an electric time stamping authority to obtain a
digital time stamp of the hash list file; and
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storing, 1n memory, the hash list file and the digital time

stamp for a later verification step.

2. The method of claim 1 further comprising storing the
clectronic documents.

3. The method of claim 1 wherein the hash list file further
comprises a plurality of location entries, each location entry
derived from the location 1n memory of a corresponding one
of the plurality of electronic documents.

4. The method of claim 3 wherein each location entry 1s a
hash result of the location of the electronic document.

5. The method of claim 4 wherein the plurality of file hash
results 1n the hash file list file are respectively associated with
the location entries.

6. The method of claim 1 wherein the later verification step
COomprises:

for a file to be verified, utilizing the first hash function to

obtain a verification hash result; and

comparing the verification hash result to a corresponding,

file hash result 1n the hash list file.

7. The method of claim 6 further comprising utilizing the
digital time stamp to authenticate the hash list file.

8. The method of claim 6 wherein the file to be verified 1s at
least one of the electronic documents.

9. The method of claim 1 wherein utilizing the electronic
time stamping authority comprises submitting the hash file
list to the electronic time stamping authority.

10. The method of claim 1 wherein utilizing the electronic
time stamping authority comprises:

utilizing a second hash function to obtain a submission

hash result of the hash list file: and

submitting the submission hash result to the electronic time

stamping authority.

11. The method of claim 10 wherein the first hash function
1s Tunctionally 1dentical to the second hash function.

12. The method of claim 1 wherein the first ahs function 1s
a cryptographic hash function.

13. The method of claim 1, wherein the electronic time
stamping authority i1s a trusted electronic time stamping
authority.

14. A computer-readable storage media comprising a docu-
ment management program, the document management pro-
gram comprising program code for performing the following
steps:

generating a plurality of file hash results with a first hash

function for a corresponding plurality of electronic
documents;

generating a hash list file comprising the plurality of file

hash results and a plurality of corresponding locations in
memory of the plurality of electronic documents;

utilizing an electronic time stamping authority to obtain a

digital time stamp of the hash list file;
for a file to be verified, utilizing the hash function to obtain
a verification hash result; and

comparing the verification hash result to a corresponding,
file hash result in the hash list file for the file to be
verified.

15. The computer-readable storage media of claam 14
wherein the program code 1s further adapted to perform the
step of utilizing the digital time stamp to authenticate the hash
lists file.

16. The computer-readable storage media of claim 14
wherein the file to be verified 1s at least one of the electronic
documents.
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