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Fig. 2

202 RECEIVE DEVICE IDENTITY INFORMATION FOR NETWORK DEVICES

204 RECEIVE DEVICE CONFIGURATION INFORMATION FROM NETWORK
DEVICES

[ 206 TRANSFORM DEVICE CONFIGURATION INFORMATION INTO DEVICE
FEATURE INFORMATION

et

I 208 CREATE DEVICE PROFILE(S)

210 CREATE NETWORK TOPOLOGY PROFILE
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Fig. 5

302 COLLECT SysObjlD VALUES VIA SNMP

304 PERFORM MIB LOOKUP AT NETWORK DEVICES

306 MAP DEVICE TYPE TO RULES THAT YIELD DEVICE CHARACTERISTIC I
VALUES

308 REPEAT FOR ALL NETWORK DEVICES
i

310 READ DEVICE CONFIGURATION FILE l

312 DETERMINE TECHNOLOGY NAME

314 GROUP BY RELATED TECHNOLOGY AREA AND FEATURES BASED ON |
FEATURE RULES |

316 MAP TECHNOLOGY AREAS INTO BROADER TECHNOLOGY AREAS '

318 CREATE DEVICE PROFILES COMPRISING SUMMARY OF DEVICE DETAILS
SUCH AS INTERFACES, CARDS, NODE NEIGHBOR DETAILS
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F1g. 4

402 GENERATE LAYER 3 NETWORK TOPOLOGY BASED ON MEMORY MODEL
OF NODES AND LINKS

rnlnie L —

404 APPLY TOPOLOGY RULES TO TOPOLOGY
406 BASED ON GROUPINGS, CREATE NETWORK PROFILE CONSISTING OF
SUMMARY OF KEY TOPOLOGY CONCEPTS
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Fig. 11
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METHOD AND APPARATUS FOR
GENERATING A NETWORK PROFILE AND
DEVICE PROFILE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s related to application Ser. No. 10/714,
158, filed Nov. 13, 2003, the entire contents of which 1s
hereby incorporated by reference as 11 fully set forth herein.

FIELD OF THE INVENTION

The present invention generally relates to management of
computer networks. The invention relates more specifically to
generating summary information useful 1n network operation
and management.

BACKGROUND

The approaches described in this section could be pursued,
but are not necessarily approaches that have been previously
conceived or pursued. Therefore, unless otherwise indicated
herein, the approaches described in this section are not prior
art to the claims in this application and are not admitted to be
prior art by inclusion in this section.

Vendors of computer network equipment such as routers,
switches, hubs, and other infrastructure elements may need to
respond to requests from their customers for technical sup-
port. In present practice, the primary method of responding to
a customer request for network support 1s through a face-to-
face or telephone consultation with a customer support engi-
neer. To evaluate the issue presented by the customer and
determine a technical response, the responding engineer typi-
cally must perform the following tasks: request a brief
description of the issue or problem; request customer network
general profile information, such as what operating system
version 1s used by customer devices, what network hardware
1s used by the customer, and what networking technologies
and protocols the customer 1s using; and manually correlate
the information provided by the customer to known bugs,
fixes, patches, or other solutions.

The foregoing process 1s labor-intensive and, for a complex
network, may require an extensive amount ol information
interchange between the responding engineer and the cus-
tomer. Further, the process 1s workable only under limited
conditions. For example, the number of network devices and
configured network technologies needs to be relatively small;
the correlation and analysis to be performed needs to mnvolve
analysis of relatively little information; and the responding
engineer needs to have experience and apply a thorough
approach. When the number of network devices 1s large, the
complexity of performing this support process becomes
impractical.

No past approach has provided a useful integrated view of
attributes of a complex network or devices in such networks.
In past approaches, network management systems such as
Hewlett-Packard OpenView and CiscoWorks 2000/Resource
Management Essentials, available from Cisco Systems, Inc.,
have provided flat table views or lists of device information
for devices 1n a network. However, obtaiming a rapid sum-
mary of this information, to provide an overall profile of the
network, has not been provided. Further, answering detailed
questions about networks has required support engineers or
customer representatives to perform complicated database
queries to obtain the needed information. In yet another prior
approach, use ol command-line interface commands such as
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“show <Tech Support>""has vielded a dump of a large volume
ol data that 1s difficult to correlate.

Based on the foregoing, there 1s a clear need for a way to
generate network profile information to enable an individual
to access a summary of devices, technologies, and features of
a network and devices 1n the network.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention 1s illustrated by way of example, and
not by way of limitation, in the figures of the accompanying
drawings and 1n which like reference numerals refer to similar
clements and 1 which:

FIG. 1 1s a block diagram that 1llustrates an overview of a
system for generating a network profile and a device profile;

FIG. 2 15 a flow diagram that illustrates a high level over-
view of one embodiment of a method for generating a net-
work profile including a topology profile;

FIG. 3 1s a flow diagram that illustrates one embodiment of
a method for generating profile information upon which the
network device profiles are based;

FIG. 4 1s a flow diagram that illustrates one embodiment of
a method for generating a topology profile;

FIG. 5A 1s a block diagram of a device defect notification
information that includes an integrated network profile man-
ager;

FIG. 5B 1s a block diagram showing functions that may be
performed by a network profile manager;

FIG. 6 1s a block diagram of a network profile, summary
information, and relationships among summary mnformation
that may be generated 1n an embodiment;

FIG. 7A 1s a screen display diagram showing an example
network profile for a plurality of customer networks;

FIG. 7B 1s a screen display diagram showing an example
software distribution summary;

FIG. 7C 1s a screen display diagram showing an example
hardware distribution summary;

FIG. 7D 1s a screen display diagram showing an example
customer summary;

FIG. 8 1s a block diagram showing an example database
schema;

FIG. 9A 15 a screen display diagram showing an example
hardware summary;

FIG. 9B 1s a screen display diagram showing an example
technology/feature summary;

FIG. 9C 1s a screen display diagram showing an example
software distribution summary associated with a particular
feature of FIG. 9B;

FIG. 9D 1s a screen display diagram showing an example
hardware distribution summary associated with a particular
feature of FIG. 9B;:

FIG. 10A 1s a screen display diagram showing an example
soltware status distribution summary;

FIG. 10B 1s a screen display diagram showing an example
soltware 1mage distribution summary;

FIG. 10C 1s a screen display diagram showing an example
card family distribution summary;

FIG. 11 1s a screen display diagram showing an example
search interface;

FIG. 12 1s a screen display diagram showing an example
customer/device distribution summary; and

FIG. 13 1s a block diagram that illustrates a computer
system upon which an embodiment may be implemented.

DETAILED DESCRIPTION

A method and apparatus for generating a network profile
and a device profile 1s described. In the following description,
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for the purposes of explanation, numerous specific details are
set forth 1n order to provide a thorough understanding of the
present invention. It will be apparent, however, to one skilled
in the art that the present invention may be practiced without
these specific details. In other instances, well-known struc-
tures and devices are shown 1n block diagram form 1n order to
avold unnecessarily obscuring the present invention.

Embodiments are described herein according to the fol-
lowing outline:

1.0 General Overview

2.0 Structural and Functional Overview

2.1 Profiling 1n General

2.2 System Examples

2.3 Generating Network Profiles and Device Profiles
2.4 Example GUI-Based Network Profile Manager

3.0 Implementation Mechanisms—Hardware Overview

4.0 Extensions and Alternatives
1.0 General Overview

The needs i1dentified 1n the foregoing Background, and
other needs and objects that will become apparent for the
tollowing description, are achieved in the present invention,
which comprises, in one aspect, a method for generating a
network profile and a device profile relating to devices 1n one
or more networks, comprising the steps of recerving device
identity information for a plurality of devices in one or more
customer networks; receiving device configuration informa-
tion from each of the devices 1n the networks; transforming,
the device configuration information into device feature
information; creating and storing, based on the device 1den-
tity information, device configuration information, and
device feature information, a device profile that summarizes
device details for all the devices.

According to one feature, the method further comprises
creating and storing, based on the device identity information,
device configuration imnformation, and device feature infor-
mation, a network profile that summarizes the networking,
devices and technologies that are in use 1n the network. In
another feature, the method further comprises receving a
sysObjID MIB variable value from each of the devices; map-
ping the MIB vanable value to a device type value; and
mapping the device type value to one or more device charac-
teristic values. In a related feature, mapping the device type
value 1s performed based on one or more device characteristic
rules.

According to another feature, the method further com-
prises reading a configuration file associated with each of the
devices to yield the device configuration imnformation; and
determining one or more device features represented 1n the
configuration file by applying one or more feature rules to the
device configuration information. In a related feature, the
method turther comprises grouping each of the one or more
device features mto one or more technology types as part of
the device profile.

According to still another feature, creating and storing the
topology profile comprises generating an in-memory model
of a Layer 3 topology of the network; and based on the
in-memory model, creating and storing topology summary
information for each of a plurality of network topology
attributes. Further, creating and storing a device profile may
comprise creating and storing device summary information
for each of a plurality of device details including interfaces,
cards, and one or more neighboring nodes. The method may
turther comprise providing the device profile to a requesting
process through an API.

In another feature, the network profile comprises a soft-
ware summary for all software releases that are run by devices
in the customer networks and a hardware summary of all
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hardware families associated with devices in the customer
networks. In one related feature, the software summary com-
prises one or more release number values, wherein selecting
a particular release number value causes generating a sofit-
ware distribution summary comprising a customer count,
customer coverage percentage, device count, and device cov-
erage percentage for all software versions that are associated
with a selected release number value. In another feature, the
software summary comprises one or more customer count
values and release number values, wherein selecting a par-
ticular customer count value causes generating a customer
summary that lists and summarizes customer information
about one or more entities that use the particular release
number.

The software distribution summary may comprise one or
more customer count values and software version number
values, wherein selecting a particular customer count value
causes generating a customer summary that lists and summa-
rizes customer information about one or more entities that use
a soltware version ol a particular soitware version number
that 1s associated with the selected particular customer count
value. The device profile may comprise summary information
identifying device chassis type, device soltware version,
cards, interface types, interface names, memory type, tech-
nology types, and feature types.

In one embodiment, the method further comprises gener-
ating and displaying a hardware distribution summary that
lists product groups and model 1dentifiers, and 1dentifies a
customer count, customer coverage, device count, and device
coverage for all devices 1n the customer networks that have
the listed model 1dentifiers. The method further comprises
generating and displaying a technology feature summary that
lists information about networking technologies and device
features associated with the networking technologies, and
identifies a customer count, customer coverage, device count,
and device coverage for all devices in the customer networks
that have the listed device features.

In another embodiment, the method may further comprise
generating and displaying a software distribution summary
that lists software versions used by devices in the customer
networks, and i1dentifies a customer count, customer cover-
age, device count, and device coverage for all devices in the
customer networks that have the listed software versions. In
still another feature, the method further comprises generating
and displaying a software status summary that lists software
status values associated with software programs that are used
by devices in the customer networks, and i1dentifies a cus-
tomer count, customer coverage, device count, and device
coverage for all devices 1n the customer networks that have
soltware programs with the listed soitware status values.

In yet another feature, the method comprises generating,
and displaying a soiftware image distribution summary that
lists software 1image values associated with software images
that are used by devices 1in the customer networks, and 1den-
tifies a customer count, customer coverage, device count, and
device coverage for all devices 1n the customer networks that
have software programs with the listed software image val-
ues. In still another feature, the method comprises generating
and displaying a card distribution summary that lists card
values associated with electronic circuit cards that are used by
devices 1n the customer networks, and identifies a customer
count, customer coverage, device count, and device coverage
for all devices in the customer networks that have software
programs with the listed electronic circuit cards.

In other aspects, the invention encompasses a computer
apparatus and a computer-readable medium configured to
carry out the foregoing steps.



US 8,330,004 Bl

S

2.0 Structural and Functional Overview

2.1 Profiling 1n General

A network profile manager as described herein provides
the capability to analyze, summarize and condense network
inventory, configuration, and performance data in a central
location. The summarized information about the network 1s
available to users or applications through a common user
interface-based API for further analysis and reporting.

In one embodiment, a profile manager provides summary
information for: a summary of each platiorm deployed in the
network and count; a summary ol each interface type
deployed 1n the network and count; a summary of each mod-
ule type deployed 1n the network and count; software version
information, a summary of each version of software deployed
in the network and the count for both major and maintenance
releases; a summary of networking technologies that has been
deployed; and software features deployed 1n the network.

In an embodiment, a profiling process 1s performed peri-
odically and profile information is stored 1n a database table.
The profiling process may be performed by a network equip-
ment vendor for each of its customers, and then updated after
any significant changes have been noted in the network.

The process of producing a network profile 1s based on
profiling a single device, and then aggregating and summa-
rizing device profile information into various groups.

In one embodiment, network topology analysis provides a
classification of devices, as well as the identification of cam-
pus networks. Each device class and campus network 1s con-
sidered a group. Thus, a particular network device can be a
member of many groups.

Device profile generation involves determining one or
more profile elements that characterize a particular device;
the device profile elements then are summarnzed 1nto the
groups. In one embodiment, device profile elements com-
prise: Chassis type, including major and minor types; soit-
ware release 1dentifier, including major, interim and mainte-
nance releases; card model numbers; interface types;
interface list; memory attributes; technologies; and informa-
tion processing features.

Using the disclosed approaches, device profile generation
and network profile generation may be integrated with a
front-end application that can provide numerous functions
and benefits. For example, using the disclosed system, net-
work administrators and outside vendors can learn dynami-
cally what the network comprises. When a network adminis-
trator can access detailed information about the equipment in
the network, the administrator 1s expected to have more cus-
tomer satisfaction, to require less trouble call case resolution
time, and to have improved productivity.

In one embodiment, the approaches herein may be inte-
grated 1nto a customer defect tracking system. For example,
by making the device profile information and network profile
information available to defect tracking tools and databases,
the approaches herein are able to automate the defect tracking,
and notification process.

Further, the approaches herein may be used by a network
equipment vendor to rapidly determine whether a particular
customer 1s entitled by contract to recerve replacement parts
or components. For example, the network profile manager
disclosed herein may be integrated with a service contract
management database and other entitlement verification sys-
tems; as a result, a vendor can proactively determine and
verily that information in the vendor’s systems matches cus-
tomer expectations.

In another application, the information herein supports
performing fractional audits via automatic expert analysis,
correlation and reporting. The enhanced inventory database
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analysis, correlation and reporting provided herein can offer
the equivalent of a fractional audit that includes reports such
as: for software, operating system versions, bootstrap, reload
status and exceptions; for hardware, microcode revision num-
bers, board revisions, and inventory and exceptions; for
memory, 1dentification of possible memory fragmentation
and low water marks; deferred or recalled releases 1n the
customer’s network; engineering releases 1n customer’s net-
work; any other OS status releases 1n the customer’s network;
product bulletins and bugs that atiect customer inventory; etc.

As used herein, anetwork profile 1s a set of information that
summarizes features and characteristics of network elements
and the network as a whole. In one embodiment, a network
profile provides summary information that includes:

A list summarizing each hardware platform deployed 1n
the network and a count of the number of that platform
that 1s present 1n the network.

A list summanzing each interface type deployed 1n the
network and a count.

A summary of each module type deployed 1n the network
and a count.

A summary of each version of software deployed 1n the
network and the count, both major and maintenance
release.

A summary of each defined technology and features that
have been deployed.

Software 1image features deployed 1n the network.

Further, as used herein, a device profile 1s a summary of
information about a device. A device profile provides infor-
mation about how a device has been configured and what
components comprise the device. In one embodiment, a
device profile comprises a list of interface types, technologies
and features that have been enabled for the device.

2.2 System Examples

FIG. 1 1s a block diagram that 1llustrates an overview of a
system for generating a network profile and a device profile.

A managed network 102 comprises a plurality of intercon-
nected network elements 104A, 104B, 104C, etc. In one
embodiment, network elements 104A, 1048, 104C comprise
routers, switches, or other elements ol network infrastructure.
A network management system 106 1s coupled, directly or
indirectly through one or more other networks or internet-
works, to managed network 102 and provides management
functions such as provisioning, configuration, inventory, etc.
Network management system 106 hosts or accesses a net-
work inventory 108, which 1s a repository of information
describing particular devices in the managed network 102.

A network profile manager 110 1s coupled, directly or
indirectly, to the managed network 102. Network profile man-
ager 110 may be integrated with network management system
106, in one embodiment. Using the techniques described
herein, network profile manager 110 generates one or more
device profiles 112 and network profiles 114. Additionally or
alternatively, a console 115 may be coupled to a manual data
interface of network profile manager 110. Through the
manual data interface, network profile manager 110 can
receive manually entered information, such as CLI com-
mands, and generate network profiles 114. Network manage-
ment system 106 may be, for example, CiscoWorks 2000/
Resource Management Essentials (RME), commercially
available from Cisco Systems.

FIG. 5A 15 a block diagram of a device defect notification
information that includes an integrated network profile man-
ager. F1G. 5A 1s one example of how the techniques herein
may be integrated with other network management systems to
provide particular functions.




US 8,330,004 Bl

7

At a customer premises 500, a customer network 102 1s
coupled to a network management system 106 that includes
network data 502, network management applications 506
providing imnventory, configuration, and system log functions,
and a network data reporting element 504. In one embodi-
ment, network data reporting element 504 1s a NATKIT cli-
ent, commercially available from Cisco Systems, Inc.

Network data reporting element 504 1s communicatively
coupled through Internet 508 to a back-end server system 510
comprising, in one embodiment, a back-end database server
512, network profiler application 110, and defect notification
application 514. Optionally, back-end server system may host
other applications that use network profiler application 110,
such as a best practices application, topology application, efc.
Back-end server system 510 1s coupled to one or more vendor
internal databases 518. For example, databases 518 comprise
a defect tracking system that 1s maintained by a network
equipment vendor. Back-end server system also provides a
graphical user mterface 520 so that features and functions
provided by the system are accessible to users, for example,
through a Web-based GUI.

Back-end database 512 may be, for example, a server ¢le-
ment that cooperates with network data reporting element
504 to recerve and store network data from the customer
network 102. Back-end database 512 may form part of a
NATKIT server application, for example. Thus, network data
reporting element 504 can periodically report network data
502 pertaining to managed network 102 to a back-end data-
base server 512 at a vendor location 350. The network data
502 may comprise information about the configuration,
inventory, or changes occurring in customer network 102.
Back-end database 512, which recerves, decrypts, validates,
performs entitlement checks, and stores the information.

For purposes of illustrating a simple example, FIG. 5A
shows one customer network 102 and network management
system 106; however, 1n another embodiment, network pro-
filer application 110 may communicate with and manage any
number of customer networks, each having a respective net-
work management system 106 for collecting information
about that network and providing it to the network profiler
application 110. Thus, network profiler application can
receive information from multiple networks of customers of a
vendor that deploys the network profiler application, and
consolidate and summarize the data 1n a central database. As
a result, customer service representatives or network engi-
neers of the vendor can rapidly view profiles that summarize
devices, technologies, and features that are deployed across
dozens of customer networks.

2.3 Generating Network Profiles and Device Profiles

FI1G. 2 1s a tlow diagram that 1llustrates a high level over-
view ol one embodiment of a method for generating a net-
work profile including a topology profile; FIG. 3 1s a tlow
diagram that 1llustrates one embodiment of a method for
generating profile mformation upon which the network
device profiles are based; FIG. 4 1s a flow diagram that 1llus-
trates one embodiment of a method for generating a topology
profile. For purposes of illustrating a clear example, the
embodiments of FIG. 2, FIG. 3, FIG. 4 are described herein
with reference to the system of FIG. 1. However, FIG. 1
represents only one example system implementation, and the
processes of FIG. 2, FIG. 3, FIG. 4 may be practiced 1n or
integrated with other contexts and systems.

Referring first to FIG. 2, 1n step 202, device 1dentity infor-
mation 1s received for network devices. For example, network
profile manager 110 requests, from network inventory 108,
information identitfying each device that 1s known to form a
part of managed network 102. The responsive information
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may be provided by network management system 106 after
sending appropriate queries to network inventory 108. Alter-
natively, network profile manager 110 may access network
inventory 108 directly through an API.

In step 204, device configuration information 1s received
from network devices. For example, network profile manager
110 1ssues one or more SNMP GET requests to the devices of
managed network 102. Since network profile manager 110
has recetved iventory information that identifies the devices
at step 202, in step 204 the network profile manager can 1ssue
SNMP requests to each of the devices that are identified. In
response, network profile manager 110 receives a copy of the
running configuration from each of the devices. In an alter-
native embodiment, network profile manager 110 obtains
equivalent device configuration information from a system
database that 1s maintained by network management system
106.

In step 206, the device configuration mnformation 1s trans-
formed into device feature information. Transformation
includes applying one or more feature rules to the device
configuration information. Feature rules may be expressed
according to the Rule-Based Markup Language that 1is
described 1n co-pending application Ser. No. 10/714,138,
filed Nov. 13, 2003, of inventors Keith Sinclair et al. (herein-
after “Sinclair et al.”).

In step 208, one or more device profiles are created based
on the device features. In an embodiment, device profiles are
created by summarizing the device feature information.

In step 210, a network topology profile 1s created based on
the device profiles.

Referring now to FIG. 3, a more detailed view of steps
204-208 of FI1G. 2 1s provided. FIG. 3 assumes that informa-
tion 1dentifying a set of network devices has been obtained
previously, as 1in step 202 of FI1G. 2. In step 302 of FIG. 3, for
a particular network device, an SNMP request 1s 1ssued to
collect that value of the sysObjlD MIB variable of the device.
The value of the sysObjID MIB variable provides a unique
device identifier. In step 304, a MIB table lookup 1s performed
to map the value of the sysObjID MIB variable to a device
type. For example, a mapped device type might comprise
“Cisco 2600 Series Router.”

In step 306, the device type 1s mapped to one or more rules
that yield device characteristic values. The mapping of step
306 associates a device type value to a set of characteristics of
all devices of that type. For example, all devices of a particu-
lar type may have a particular number of serial interfaces,
whereas devices of a different type may have no serial inter-
faces at all. As indicated by step 308, steps 302-306 are
repeated for all devices that were 1dentified 1n the network at
step 202 of FIG. 2.

In step 310, for a particular device, a device configuration
file 1s read. For example, for each of the devices that was
discovered using network imventory 108, the then-current
running configuration 1s retrieved from the devices using
appropriate SNMP requests. Alternatively, a copy of the run-
ning configuration 1s obtained from a system database of
network management system 106, 1f available.

In step 312, one or more technology names are determined
based on reading and parsing the configuration file. For
example, step 312 involves applying pattern-matching rules
to the configuration commands that are in the configuration
file to 1dentily one or more technologies that are represented
by the configuration. For example, a set of configuration
commands may pertain to establishing virtual private net-
work (VPN) links between a first device and one or more
other devices. Alternatively, another set of configuration may
pertain to setting up Border Gateway Protocol (BGP) on a
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particular router. Applying the pattern matching rules results
in determining that a particular set of configuration represents
a particular technology.

In step 314, the devices and technologies are grouped by
related technology area, and device features, based on apply-
ing feature rules to the discovered device iformation and
technology information. For example, all routers running
BGP are associated with a BGP group, all network elements
that support SNMP are placed 1n another group, all devices
that perform ATM switching are assigned to another group,
ctc. As another example, all devices that are running operat-
ing system version 11.0 are put in one group, all devices that
are running version 12.0 are put 1n another group, etc. Step
314 may involve updating tables of a database that network
profile manager 110 maintains.

In step 316, the groupings established 1n step 314 are
mapped into broader technology areas. For example, all
devices that implement any of several different kinds of
secure access technologies may be placed in a Security group.
Step 316 1s performed with reference to a stored mapping of
groups to broader technology areas. Step 316 may involve
updating tables of the database of network profile manager
110.

In step 318, device profiles are created based on the group-
ings, technology areas and features 1dentified 1n the preceding
steps. In one embodiment, each device profile summarizes
device details such as interfaces, cards, and node neighbors.

Referring now to FIG. 4, steps 1n creating a network profile
are shown. In step 402, a Layer 3 network topology 1s gener-
ated based on a memory model of nodes and links 1n the
network. For example, network management system 106
maintains a metadata description of managed network 102 in
terms of nodes, such as network elements 104A, 104B, etc.,
and links 105A, 105B among the nodes. Network profile
manager 110 obtains the metadata and constructs an
in-memory topology model of the managed network 102.

In step 404, topology rules are applied to the topology. In
step 406, based on the groupings and device profiles that were
created 1n the process of FIG. 3, a network profile 1s created.
In one embodiment, a network profile comprises a summary
ol key topology concepts that apply to the managed network.

2.4 Example GUI-Based Network Profile Manager Appli-
cation

The foregoing general principles may be implemented 1in a
soltware application that provides a network profile manager
110 with a graphical user interface for display of reports and
for recerving user input. An example network profile manager
and graphical user interface are now described.

FIG. 5B 1s a block diagram showing functions that may be
performed by a network profile manager. In one embodiment,
network profile manager 110 may provide a main page 561
that comprises a network profile, an operating system version
summary 562, a hardware summary 564, a technology/fea-
ture summary 566, a software status summary 568, a software
image summary 3569, a device card summary 570, and a
customer/device distribution summary 572. Each summary
shown 1 FIG. 5B may comprise a tabular report that 1s
displayed as part of GUI 520 (FIG. SA).

The summaries shown 1 FIG. 3B may be interlinked, in
one embodiment, as shown 1n FIG. 6, which 1s a block dia-
gram ol a network profile and linked relationships among
network and device summary information. In one embodi-
ment, network profile manager 110 generates linked reports
that present the network profile and device profile informa-
tion, and also serve as a user interface to the network profile
manager by providing hyperlinks that may be used to access
other reports.
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In the embodiment of FIG. 6, a network profile 602 as
displayed using main function 561 (FIG. SB) comprises one
or more software summaries 604A, 6048, 604C, etc., and a
hardware summary 603, which may be presented in a user
interface as hyperlinked parts of an electronic document, such
as an HI'ML document. Each of the software summaries
604 A, 6048, 604C, ctc., relates to a different family of soft-
ware that 1s deployed in one or more customer networks. For
example, software summary 604A may relate to a family of
router operating system soltware, software summary 604B
may relate to a family of firewall operating system software,
etc. FIG. 7A 15 a screen display diagram showing an example
network profile 700, in which software summary 704 A and
hardware summary 705 correspond to software summary
604 A and hardware summary 605.

In one embodiment, each software summary 604 A, 604B,
604C, etc., comprises a table or list having columns for
release 1dentifiers for software releases within the associated
soltware family, a count of the number of customers that have
any device running the specified software release, a customer
coverage value indicating the percentage of all customers that
have any device running the specified software release, the
total number of devices 1n all customer networks that run the
specified software release, and a device coverage value 1ndi-
cating the percentage of devices that are running the specified
soltware release.

Values 1n the release number column 612 and the customer
count column 614 are hyperlinked. Selecting a release num-
ber value from column 612 causes the system to generate and
display a Software Distribution Summary 606, comprising a
table or list of operating system version values associated
with the selected release number value, a customer count for
cach operating system version value, a customer coverage
percentage value, a total device count value showing all
devices that run the associated operating system version, and
a device percentage value. FIG. 7B 1s a screen display dia-
gram showing an example software distribution summary
706 corresponding to summary 606.

Selecting a value 1n the customer count column 614 causes
the system to generate and display a Customer Summary 610
that provides basic information about all customers that are
using the associated software release. FIG. 7D 1s a screen
display diagram showing an example of a customer summary
710 corresponding to summary 610. In the embodiment of
FIG. 7D, a customer summary comprises a summary infor-
mation area 702, an industry information area 707, and a
customer list 709. The summary information area 702 speci-
fies the total number of customers represented 1n the system
database, the total number of customers that are “matched” or
shown 1n the customer list 707, the total number of devices
represented in the system database, the total number of
“matched” devices that use the associated software release,
and search query parameters indicating how the customer
summary was created. The industry information area 707
specifles what lines of business or industry classifications are
associated with the customers in the customer list 709. The
customer list 1dentifies customer names, vendor contact per-
sonnel, the number of matched devices, the total number of
devices at that customer, and the device coverage for the
matched devices.

In an embodiment, values 1n the operating system version
column 620 are hyperlinked. Selecting a hyperlinked operat-
ing system version value causes the system to generate and
display a Hardware Distribution Summary 608 comprising a
table or list of information about hardware devices 1n cus-
tomer networks that run the selected operating system ver-
s1on. In one embodiment, a Hardware Distribution Summary
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608 has columns for hardware device product group, model
identifier, customer count indicating the total number of cus-
tomers, customer coverage indicating the percentage of all
customers that have devices that run the selected operating
system version, total devices that run the selected operating
system version, and device coverage indicating a percentage
of all devices that run the selected operating system version.
FIG. 7C 1s a screen display diagram showing an example
hardware distribution summary 708 corresponding to sum-
mary 608.

In an embodiment, the customer count values are hyper-
linked. Selecting a particular customer count value causes the
system to generate and display a Customer Summary 610
providing basic information about all vendor customers hav-
ing devices that run the associated operating system version,
as described above and shown 1n FIG. 7D.

Referring again to FIG. 6, hardware summary 605 com-
prises a list of hardware platforms that are deployed 1n one or
more customer networks. In one embodiment, a hardware
summary 605 comprises columns for hardware family, total
customers using hardware 1n the associated hardware family,
a customer coverage value indicating a percentage of all
customers that are using hardware 1n the associated hardware
family, a total devices column indicating total numbers of
devices that are in the associated hardware family among all
customers, and a device coverage column indicating a per-
centage of all devices of all customers that are 1n the associ-
ated hardware family. FIG. 7C 1s a screen display diagram
showing an example hardware summary.

In an embodiment, values 1n the hardware family column
616 and total customer column 618 are hyperlinked. Select-
ing a particular hardware family value causes the system to
generate and display a Hardware Distribution Summary 608
listing information about devices 1n the associated hardware
family. Selecting a particular customer count value from total
customer column 618 causes the system to generate and dis-
play a Customer Summary 610 as described above and shown
in FIG. 7D, summarizing information about customers that
use the associated hardware family.

The information described 1n FIG. 6 may be stored 1 a
relational database system 1n which tables store information
relating to devices, customers, hardware families, and soft-
ware releases. Based on the tables, appropriate relational
database queries can generate the total customer count values,
customer coverage values, device count values, and device
coverage values described herein, by summing data values
and computing percentages. Based onresult sets generated by
such queries, the system may generate and display reports 1n

the form of the tables shown, for example, 1n FIG. 7A-FIG.
7F.

As an example, FIG. 8 1s a block diagram of a database
schema that may be used. Schema 802 comprises a device
data table 804, customer table 806, hardware family table
808, operating system releases table 810, and industry-line of
business table 812. Device data table 804 stores information
about devices 1n one or more customer networks. For each
device, a device identifier, device type value, software version
value, customer 1D, and device model number 1s stored. The
customer ID value maps to customer table 806, which asso-
ciates customer ID values with customer names, industry
classifications, and contact person identifiers. In customer
table 806, industry classification values map to industry-line
ol business table 812, which associates industry classification
values to line of business values. Device type values 1n device
data table 804 map to hardware family values 1n hardware
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family table 808. Software version values 1n device data table
804 map to soiftware release number values 1n operating sys-
tem releases table 810.

FIG. 8 shows example tables. In a practical embodiment, a
database schema may include other tables. For example, 1f
devices run several different kinds of software, then schema
802 may include tables other than operating system releases
table 810 to hold details about such software.

Referring again to FIG. 3B, the hardware summary 564, a
technology/feature summary 566, a software status summary
568, a device card summary 570, a customer/device distribu-
tion summary 572 may be supported using the same tables
and additional tables as shown in the database schema of FIG.
8, and may be implemented 1n a graphical user interface using

clectronic reports similar in form and content to the summa-
ries of FIG. TA-7D, as now described with reference to FIG.

9A-FIG. 12.

FIG. 9A 15 a screen display diagram showing an example
hardware summary 902 comprising a product group column
904, model column 906, customer count column 908, cus-
tomer coverage column 910, total devices column 912, and
device coverage column 914. Each entry 1n product group
column 904 1s hyperlinked. Selecting a product group entry 1n
column 904 causes network profile manager 110 to generate
and display a hardware distribution summary 1n the form of
FIG. 7C. Each entry in model column 906 1s hyperlinked.
Selecting a model value 1n model column 906 causes network
proflle manager 110 to generate and display a hardware dis-
tribution summary similar to the form of FIG. 7C.

FIG. 9B 1s a screen display diagram showing an example
technology/feature summary 910 comprising a technology
column 912, feature column 914, customer count column
916, customer coverage column 918, device count column
920, and device coverage column 922. Technology column
912 displays a technology or feature that is present 1n at least
one device of any of the customer networks that are managed
by profile manager 110. Feature column 914 shows specific
hardware or software features, related to an associated tech-
nology in technology column 912, that are deployed in
devices of the customer networks. Customer count column
916 specifies the total number of vendor customers that have
the associated feature; customer coverage column 918 indi-
cates the percentage of all vendor customers that have the
assoclated feature; device count column 920 indicates the
total number of devices that have the associated feature; and
device coverage column 922 indicates a percentage of all
devices that have the associated feature.

In one embodiment, values 1n feature column 914 are dis-
played 1n association with i1cons for selecting a hardware
distribution summary and a software distribution summary
for the associated feature. Selecting the icons causes the
profile manager 110 to display, respectively, a software dis-
tribution summary similar to that of FIG. 7B or a hardware
distribution summary similar to that of FIG. 7C, as specifi-
cally shown 1n FIG. 9C. Further, values in customer count
column 916 may be hyperlinked and, when selected, cause
proflle manager 110 to generate and display a customer sum-
mary similar to that of FIG. 7D, as specifically shown in FIG.
9D. FI1G. 9C 15 a screen display diagram showing an example
soltware distribution summary associated with the ATM Lane
Client feature of F1G. 9B; FIG. 9D 1s a screen display diagram
showing an example hardware distribution summary associ-
ated with a particular feature of FIG. 9B.

FIG. 10A 1s a screen display diagram showing an example
soltware status distribution summary 1000 corresponding to
a soltware status summary 568 of FIG. 5B. The software
status distribution summary 1000 comprises a software status
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column 1004, customer count column 1006, customer cover-
age column 1008, device count column 1010, and device
coverage column 1012. The software status column 1004
comprises one or more entries for different status values that
may apply to software releases that are deployed to devices in
the customer networks. In one embodiment, software
deployed in network devices of customer networks may have
status values of ED, GD, LD, NF, or null, where ED stands for
Early Deployment, GD means General Deployment, LD
means Limited Deployment, and NF means that a status value
was not recorded. Customer count column 1006 indicates the
total number of vendor customers that have at least one device
with software having the associated status value. Customer
coverage column 1008 specifies a percentage of total number
ol vendor customers that have at least one device with soft-
ware having the associated status value. Device count column
1010 g1ves the total number of devices that run soitware with
the associated status value. Device coverage column 1012
gives a percentage of all devices that run soitware with the
indicated status value.

FIG. 10B 1s a screen display diagram showing an example
soltware 1image distribution summary 1020 that may be gen-
erated for the software image summary 369 of FIG. 5B. The
summary 1020 comprises a software image column 1022,
customer count column 1024, customer coverage column
1026, total devices column 1028, and device coverage col-
umn 1030. The software image column 1022 lists software
images, alphabetically by name, that are 1n use by at least one
device of a customer that 1s managed by the network profile
manager 110. The customer count column 1024 shows the
number of customers that have devices that use software
corresponding to the named image. The customer coverage
column 1026 shows the percentage of all customers that have
the associated software image. The total devices column 1028
shows the total number of network devices across all vendor
customers that have the associated software image. The
device coverage column 1030 shows the percentage of all
devices across all vendor customer networks that have the
associated software image. In one embodiment, values 1n the
customer count column 1024 are hyperlinked, and selecting
one of the values causes the network profile manager 110 to
display a customer summary similar to that of FIG. 7D, for
customers that have the associated software 1mage.

FIG. 10C 1s a screen display diagram showing an example
card family distribution summary that may implement the
device card summary 570 of FIG. 5SB. In one embodiment, a
card family distribution summary 1030 comprises a card fam-
ily column 1032, card type column 1034, customer count
column 1036, customer coverage column 1038, device count
column 1040, and device coverage column 1042. Entries 1n
the card family column 1032 1dentify families of line cards,
route processor cards, and other circuit cards that are present
in at least one device 1n a customer network. The card type
column 1034 identifies specific card types within a card fam-
1ly. The customer count column 1036 indicates the total num-
ber of customers across all vendor customer networks that
have a card of the corresponding card type. The customer
coverage column 1038 gives the percentage of all customers
that have devices with a card of the corresponding card type.
The device count column 1040 indicates the total number of
devices 1n all customer networks that have cards with the
corresponding card type. The device coverage column 1042
provides the percentage of all devices in all customer net-
works that have cards with the corresponding card types.

In one embodiment, the database accessed by profile man-
ager 110 1s accessible using a generalized search interface.
FIG. 11 1s a screen display diagram showing an example
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search interface 1100. Generally, a user may cause profile
manager 110 to generate a customer summary based on data
in the database by specilying search criteria using one or more
user iterface widgets 1102-1112 and selecting a Show Cus-
tomers button 1114. In response, profile manager 110 per-
forms a search of the database according to the specified
criteria, and generates and displays a customer summary for
any records 1n the database that match the search critena. In
one embodiment, the user interface widgets may comprise a
customer combo box 1102 for selecting customers by name,
line of business radio buttons and combo boxes 1104, 1106,
1108 for selecting a particular industry classification or cus-
tomer line of business, an operating system version text box
1110, a sysObjectID text box 1112, etc. The particular fields
that are exposed 1n the search interface 1100 are not critical,
but may comprise all principal fields that are represented in
the database.

FIG. 12 1s a screen display diagram showing an example
customer/device distribution summary that may be generated
corresponding to a customer/device distribution summary
572 of FIG. 5B. In one embodiment, a customer/device dis-
tribution summary 1200 comprises a customer line of busi-
ness distribution summary 1202, a device summary 1204, and
a customer download summary 1206. The customer line of
business distribution summary 1202 shows the total number
of customers for each industry classification and line of busi-
ness that have customers in the database. The device sum-
mary 1204 shows a count of the total number of devices of
specified types, such as devices with inventory, with configu-
ration, etc. The customer download summary 1206 shows the
number ol software downloads that customers have per-
formed 1n selected time periods. Values for the customer/
device distribution summary may be computed based on data
in the database using summation queries or other techniques.

In all cases 1n which this disclosure refers to generating and
displaying information, forms of output other than displaying
may be substituted. For example, the information and sum-
maries described herein may be provided to other applica-
tions using any appropriate messaging technique, such as an
event bus, API, or other inter-program communication
mechanism. Further, output in the form of a file, spreadsheet,
printed document, or other output medium may be substi-
tuted.

The approaches disclosed herein provide numerous ben-
efits with respect to prior practice. Fundamentally, a network
vendor that uses the approaches herein can provide scalable
proactive or reactive network support for a customer network.
The disclosed approaches enable a network administrator to
determine the types and versions of network hardware and
soltware that are being used at any particular moment. This
information supports root cause analysis for network outages,
and enables the customer to verity that 1t 1s entitled to recerve
particular support services, upgrades or other benefits from
the vendor. When integrated with a network management
system as shown, for example, in FIG. 5, the approaches
herein can augment automatic monitoring of upgrades and
changes 1n a network. Further, given a defect notification
from a vendor, a customer can rapidly and automatically
identify the aiffected network hardware and software.

3.0 Implementation Mechanisms—Hardware Overview

FIG. 13 1s a block diagram that illustrates a computer
system 1300 upon which an embodiment of the mmvention
may be implemented. Computer system 1300 includes a bus
1302 or other communication mechanism for communicating,
information, and a processor 1304 coupled with bus 1302 for
processing information. Computer system 1300 also includes
a main memory 1306, such as a random access memory
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(“RAM”) or other dynamic storage device, coupled to bus
1302 for storing information and instructions to be executed
by processor 1304. Main memory 1306 also may be used for
storing temporary variables or other intermediate information
during execution of mstructions to be executed by processor
1304. Computer system 1300 further includes a read only
memory (“ROM”) 1308 or other static storage device coupled
to bus 1302 for storing static information and instructions for
processor 1304. A storage device 1310, such as a magnetic
disk or optical disk, 1s provided and coupled to bus 1302 for
storing information and instructions.

Computer system 1300 may be coupled via bus 1302 to a
display 1312, such as a cathode ray tube (*CRT”), for dis-
playing information to a computer user. An input device 1314,
including alphanumeric and other keys, 1s coupled to bus
1302 for communicating imnformation and command selec-
tions to processor 1304. Another type of user input device 1s
cursor control 1316, such as a mouse, trackball, stylus, or
cursor direction keys for communicating direction informa-
tion and command selections to processor 1304 and for con-
trolling cursor movement on display 1312. This input device
typically has two degrees of freedom 1n two axes, a first axis
(e.g., X) and a second axis (e.g., y), that allows the device to
specily positions 1n a plane.

The mvention 1s related to the use of computer system 1300
for generating a network profile and device profile. According
to one embodiment of the invention, generating a network
profile and device profile 1s provided by computer system
1300 1n response to processor 1304 executing one or more
sequences of one or more instructions contained in main
memory 1306. Such instructions may be read into main
memory 1306 from another computer-readable medium,
such as storage device 1310. Execution of the sequences of
instructions contained in main memory 1306 causes proces-
sor 1304 to perform the process steps described herein. In
alternative embodiments, hard-wired circuitry may be used 1n
place of or 1n combination with software instructions to
implement the invention. Thus, embodiments of the invention
are not limited to any specific combination of hardware cir-
cuitry and software.

The term “computer-readable medium™ as used herein
refers to any medium that participates 1n providing instruc-
tions to processor 1304 for execution. Such a medium may
take many forms, including but not limited to, non-volatile
media, volatile media, and transmission media. Non-volatile
media includes, for example, optical or magnetic disks, such
as storage device 1310. Volatile media includes dynamic
memory, such as main memory 1306. Transmission media
includes coaxial cables, copper wire and fiber optics, includ-
ing the wires that comprise bus 1302. Transmission media can
also take the form of acoustic or light waves, such as those
generated during radio wave and inirared data communica-
tions.

Common forms of computer-readable media include, for
example, a floppy disk, a flexible disk, hard disk, magnetic
tape, or any other magnetic medium, a CD-ROM, any other
optical medium, punchcards, papertape, any other physical
medium with patterns of holes, a RAM, a PROM, and
EPROM, a FLASH-EPROM, any other memory chip or car-
tridge, a carrier wave as described heremafter, or any other
medium from which a computer can read.

Various forms ol computer readable media may be
involved 1n carrying one or more sequences of one or more
instructions to processor 1304 for execution. For example, the
instructions may initially be carried on a magnetic disk of a
remote computer. The remote computer can load the mnstruc-
tions 1nto 1ts dynamic memory and send the istructions over
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a telephone line using a modem. A modem local to computer
system 1300 can receive the data on the telephone line and use
an inirared transmitter to convert the data to an infrared sig-
nal. An infrared detector can receive the data carried in the
inirared signal and appropriate circuitry can place the data on
bus 1302. Bus 1302 carries the data to main memory 1306,
from which processor 1304 retrieves and executes the mstruc-
tions. The 1nstructions received by main memory 1306 may
optionally be stored on storage device 1310 either before or
alter execution by processor 1304.

Computer system 1300 also includes a communication
interface 1318 coupled to bus 1302. Communication inter-
face 1318 provides a two-way data communication coupling
to a network link 1320 that 1s connected to a local network
1322. For example, communication interface 1318 may be an
integrated services digital network (“ISDN”) card or a
modem to provide a data communication connection to a
corresponding type of telephone line. As another example,
communication interface 1318 may be a local area network
(“LAN"") card to provide a data communication connection to
a compatible LAN. Wireless links may also be implemented.
In any such implementation, communication interface 1318
sends and recerves electrical, electromagnetic or optical sig-
nals that carry digital data streams representing various types
of information.

Network link 1320 typically provides data communication
through one or more networks to other data devices. For
example, network link 1320 may provide a connection
through local network 1322 to a host computer 1324 or to data
equipment operated by an Internet Service Provider (“ISP”)
1326. ISP 1326 in turn provides data communication services
through the worldwide packet data communication network
now commonly referred to as the “Internet” 1328. Local
network 1322 and Internet 1328 both use electrical, electro-
magnetic or optical signals that carry digital data streams. The
signals through the various networks and the signals on net-
work link 1320 and through communication interface 1318,
which carry the digital data to and from computer system
1300, are exemplary forms of carrier waves transporting the
information.

Computer system 1300 can send messages and receive
data, including program code, through the network(s), net-
work link 1320 and communication interface 1318. In the
Internet example, a server 1330 might transmit a requested
code for an application program through Internet 1328, ISP
1326, local network 1322 and communication interface 1318.
In accordance with the invention, one such downloaded appli-
cation provides for generating a network profile and device
profile as described herein.

Therecerved code may be executed by processor 1304 as it
1s recerved, and/or stored in storage device 1310, or other
non-volatile storage for later execution. In this manner, com-
puter system 1300 may obtain application code 1n the form of
a carrier wave.

4.0 Extensions and Alternatives

In the foregoing specification, the invention has been
described with reference to specific embodiments thereof. It
will, however, be evident that various modifications and
changes may be made thereto without departing from the
broader spirit and scope of the mvention. The specification
and drawings are, accordingly, to be regarded 1n an 1llustrative
rather than a restrictive sense.

What 1s claimed 1s:

1. A method, comprising the computer-implemented steps
of:

a computer recerving device identity information for a

plurality of devices 1n one or more customer networks;
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the computer receving device configuration information

from each of the devices 1n the networks;

the computer determining one or more technology names

ol technologies represented in the configuration of the
plurality of devices based on reading and parsing the
device configuration information through applying pat-
tern-matching rules to a set of configuration commands
that are 1n the configuration information;

the computer transforming the device configuration infor-

mation into device feature information;

the computer creating and storing, based on the device

identity information, device configuration information,
and device feature imnformation, a device profile that
summarizes device details for all the devices;

the computer creating and storing, based on the device

identity information, device configuration information,
the one or more technology names, and device feature
information, a topology profile that summarizes the net-
working devices and technologies that are in use 1n the
network,

wherein the device profile includes summary mformation

for each of a plurality of device details including inter-
faces, cards, and one or more neighboring nodes,
wherein the transforming 1ncludes applying one or more
feature rules to the device configuration information.

2. A method as recited 1n claim 1, further comprising the
steps of:

receiving a sysObjID MIB vanable value from each of the

devices;

mapping the MIB variable value to a device type value;

mapping the device type value to one or more device char-

acteristic values.

3. A method as recited in claim 2, wherein mapping the
device type value 1s performed based on one or more device
characteristic rules.

4. A method as recited 1n claim 1, further comprising
grouping each of the one or more device features 1nto one or
more technology types as part of the device profile.

5. A method as recited 1n claim 1, wherein creating and
storing the topology profile comprises:

generating an in-memory model of a Layer 3 topology of

the network; and

based on the in-memory model, creating and storing topol-

ogy summary information for each of a plurality of
network topology attributes.

6. A method as recited in claim 1, further comprising pro-
viding the device profile to a requesting process through an
API.

7. A method as recited 1n claim 1, wherein the network
profile comprises a software summary for all software
releases that are run by devices 1n the customer networks and
a hardware summary of all hardware families associated with
devices 1n the customer networks.

8. A method as recited 1n claim 7, wherein the software
summary comprises one or more release number values,
wherein selecting a particular release number value causes
generating a soiftware distribution summary comprising a
customer count, customer coverage percentage, device count,
and device coverage percentage for all software versions that
are associated with a selected release number value.

9. A method as recited 1n claim 7, wherein the software
summary comprises one or more customer count values and
release number values, wherein selecting a particular cus-
tomer count value causes generating a customer summary
that lists and summarizes customer information about one or
more entities that use the particular release number.
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10. A method as recited 1n claim 8, wherein the software
distribution summary comprises one or more customer count
values and software version number values, wherein selecting
a particular customer count value causes generating a cus-
tomer summary that lists and summarizes customer informa-
tion about one or more entities that use a software version of
a particular software version number that 1s associated with
the selected particular customer count value.

11. A method as recited 1n claam 7, wherein the device
profile comprises summary mformation identifying device
chassis type, device soltware version, cards, interface types,
interface names, memory type, technology types, and feature
types.

12. A method as recited in claim 1, further comprising
generating and displaying a hardware distribution summary
that lists product groups and model 1dentifiers, and 1dentifies
a customer count, customer coverage, device count, and
device coverage for all devices 1n the customer networks that
have the listed model 1dentifiers.

13. A method as recited in claim 1, further comprising
generating and displaying a technology feature summary that
lists information about networking technologies and device
features associated with the networking technologies, and
identifies a customer count, customer coverage, device count,
and device coverage for all devices in the customer networks
that have the listed device features.

14. A method as recited in claim 1, further comprising
generating and displaying a software distribution summary
that lists software versions used by devices in the customer
networks, and identifies a customer count, customer cover-
age, device count, and device coverage for all devices 1n the
customer networks that have the listed software versions.

15. A method as recited in claim 1, further comprising
generating and displaying a software status summary that
lists software status values associated with software programs
that are used by devices 1n the customer networks, and 1den-
tifies a customer count, customer coverage, device count, and
device coverage for all devices 1n the customer networks that
have software programs with the listed software status values.

16. A method as recited in claim 1, further comprising
generating and displaying a software 1mage distribution sum-
mary that lists software image values associated with soft-
ware 1mages that are used by devices in the customer net-
works, and 1dentifies a customer count, customer coverage,
device count, and device coverage for all devices 1n the cus-
tomer networks that have software programs with the listed
soltware 1mage values.

17. A method as recited in claim 1, further comprising
generating and displaying a card distribution summary that
lists card values associated with electronic circuit cards that
are used by devices in the customer networks, and 1dentifies a
customer count, customer coverage, device count, and device
coverage for all devices 1n the customer networks that have
soltware programs with the listed electronic circuit cards.

18. A non-transitory computer-readable volatile or non-
volatile storage medium carrying one or more sequences of
instructions for generating a network profile and a device
profile relating to devices in one or more networks, which
instructions, when executed by one or more processors, cause
the one or more processors to carry out the steps of:

receving device identity information for a plurality of

devices 1n one or more customer networks;

receving device configuration information from each of

the devices 1n the networks;

determining one or more technology names of technolo-

gies represented 1in the configuration of the plurality of
the devices based on reading and parsing the device
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configuration information through applying pattern-
matching rules to a set of configuration commands that
are 1n the configuration information;

transforming the device configuration information into

device feature information;

creating and storing, based on the device 1dentity informa-

tion, device configuration mnformation, and device fea-
ture information, a device profile that summarizes
device details for all the devices:

creating and storing, based on the device 1dentity informa-

tion, device configuration information, the one or more
technology names, and device feature immformation, a
topology profile that summarizes the networking
devices and technologies that are 1n use 1n the network,
wherein the device profile includes summary information
for each of a plurality of device details including inter-
faces, cards, and one or more neighboring nodes.

19. A non-transitory computer-readable volatile or non-
volatile storage medium as recited in claim 18, wherein the
network profile comprises a software summary for all soft-
ware releases that are run by devices 1n the customer networks

and a hardware summary of all hardware families associated
with devices 1n the customer networks.

20. A non-transitory computer-readable volatile or non-
volatile storage medium as recited in claim 19, wherein the
soltware summary comprises one or more release number
values, wherein the instructions that cause the one or more
processors to carry out the step of selecting a particular
release number value causes generating a soitware distribu-
tion summary comprising a customer count, customer cover-
age percentage, device count, and device coverage percent-
age for all software versions that are associated with a
selected release number value.

21. A non-transitory computer-readable volatile or non-
volatile storage medium as recited 1n claim 18, further com-
prising instructions that cause the one or more processors to
carry out the step of generating and displaying a technology
feature summary that lists information about networking
technologies and device features associated with the net-
working technologies, and 1dentifies a customer count, cus-
tomer coverage, device count, and device coverage for all
devices 1n the customer networks that have the listed device
features.

22. A non-transitory computer-readable volatile or non-
volatile storage medium as recited 1in claim 18, further com-
prising instructions that cause the one or more processors to
carry out the step of generating and displaying a software
distribution summary that lists software versions used by
devices 1n the customer networks, and 1dentifies a customer
count, customer coverage, device count, and device coverage
tfor all devices 1 the customer networks that have the listed
software versions.

23. An apparatus for generating a network profile and a
device profile relating to devices 1n one or more networks,
comprising;

a network interface that 1s coupled to the data network for

receiving one or more packet tlows therefrom;

a Processor;
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memory storing sequences ol instructions which, when
executed by the processor, cause the processor to carry
out the steps of:

receving device identity information for a plurality of
devices 1n one or more customer networks;

recerving device configuration information from each of
the devices 1n the networks;

determining one or more technology names of technolo-

gies represented in the configuration of the plurality of
devices based on reading and parsing the device con-

figuration information through applying pattern-match-
ing rules to a set of configuration commands that are 1n
the configuration information;

transforming the device configuration information into
device feature information;

creating and storing, based on the device identity informa-
tion, device configuration mnformation, and device fea-
ture information, a device profile that summarizes
device details for all the devices:

creating and storing, based on the device identity informa-

tion, device configuration information, the one or more
technology names, and device feature information, a

topology profile that summarizes the networking
devices and technologies that are in use 1n the network,

wherein the device profile includes summary information
for each of a plurality of device details including inter-
faces, cards, and one or more neighboring nodes,
wherein the transforming includes applying one or more
feature rules to the device configuration information.

24. An apparatus as recited 1n claim 23, wherein the net-
work profile comprises a soitware summary for all software
releases that are run by devices 1n the customer networks and
a hardware summary of all hardware families associated with
devices 1n the customer networks.

25. An apparatus as recited in claim 24, wherein the soft-
ware summary comprises one or more release number values,
wherein the 1instructions that cause the processor to carry out
the step of selecting a particular release number value causes
generating a soiftware distribution summary comprising a
customer count, customer coverage percentage, device count,
and device coverage percentage for all software versions that
are associated with a selected release number value.

26. An apparatus as recited i claim 23, wherein the
memory further stores instructions that cause the processor to
carry out the step of generating and displaying a technology
feature summary that lists information about networking
technologies and device features associated with the net-
working technologies, and 1dentifies a customer count, cus-
tomer coverage, device count, and device coverage for all
devices 1n the customer networks that have the listed device
features.

27. An apparatus as recited i claim 23, wherein the
memory further stores instructions that cause the one or more
processors to carry out the step of generating and displaying
a software distribution summary that lists software versions
used by devices 1n the customer networks, and 1dentifies a
customer count, customer coverage, device count, and device
coverage for all devices 1n the customer networks that have
the listed software versions.
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