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METHOD AND SYSTEM FOR SECURELY
PROVIDING CONTENT TO A PORTABLE
MEDIA PLAYER DEVICE

CROSS-REFERENCES TO RELAT
APPLICATIONS

gs
w

This application 1s related to Utility application Ser. No.

11/603,879 entitled “Method and System for Providing Con-
tent to a Portable Media Player Device and Maintaining,
Licensing Rights™; Ser. No. 11/603,743 entitled “Method and
System for Enabling Transier of Content Between a Storage
Device and a Portable Media Player Device”; Ser. No.
11/603,788 entitled “Separation of Content Types on a Por-
table Media Player Device”; Ser. No. 11/603,878 entitled
“Method and System for Updating File Segments of Content
on a Portable Media Player Device”; and Ser. No. 11/603,768
entitled “Method and System for Targeted Marketing to a
Portable Media Player Device Owner”, filed simultaneously
herewith. The disclosures of the above applications are imncor-

porated by reference herein.

TECHNICAL FIELD

The present disclosure sets forth a method for storing infor-
mation 1n a portable media player or other portable or mobile
device from a content storage device and more specifically for
a system and method of performing the same.

BACKGROUND

Satellite television has become increasingly popular due to
its wide variety of programming. Current DirecTV systems
employ an antenna that 1s fixed to a structure. The antenna 1s
pointed once and secured 1nto place. Typically a set top box
includes a digital video recorder for recording various pro-
grams. 1o play the content on another television requires the
physical movement of the set top box to another television.
This 1s inconvenient and, thus, 1s hardly ever performed.

Portable media players have increased 1n popularity over
the years. Portable media players record content, typically
from the internet, for playback through the portable media
device. An example of a portable media player includes an
MP3 player. More recently, memory for such devices has
increased while the cost of the memory has been reduced.
Portable media players now are capable of storing and play-
ing back video content recorded from the internet through a
personal computer or the like.

Content on a digital video recorder 1s already 1n a digital
format and, thus, 1t would be convenient forusers to be able to
use the stored content on a portable media player. However, it
1s desirable to prevent unauthorized use of the content stored
on the portable or mobile media device.

It would therefore be desirable to provide a method and
apparatus for allowing satellite television video and audio
files to be played back on a portable media player while
protecting the rights of content owners.

SUMMARY

The present disclosure allows a portable media player to
playback files loaded from a storage device 1n a set top box
(IRD). The storage device may be a digital video recorder
(DVR).

In one aspect of the disclosure, a method includes storing a
unique 1dentifier of a portable device 1n a memory associated
with a storage device controller to form a stored identifier,
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2

coupling the portable device to the storage device controller,
communicating an identifier from the portable device to the
storage device controller, comparing the identifier from the
portable device with the stored identifier in the memory, and
enabling a transier of a file in response to the identifier.

In another aspect of the disclosure, a method includes
registering a portable device with a central location, generat-
ing a conditional access signal corresponding to the portable
device 1n response to registering, communicating the condi-
tional access signal to a storage device controller, coupling
the portable device to the storage device controller, and com-
municating files to the portable device in response to the
conditional access signal.

In yet another aspect of the disclosure, a system 1includes a
central location registering a portable device with a central
location and generating a conditional access signal corre-
sponding to the portable device 1n response to registering and
transmitting the conditional access signal to a storage device
controller. A set top box or storage device controller receives
the conditional access signal and enables a transter of a file. A
portable device receives the file when coupled to the set top
box 1n response to the conditional access signal.

One advantage of the disclosure 1s that broadcasters’ rights
may be maintained as well as providing security for the sys-
tem.

Other advantages and features of the present disclosure
will become apparent when viewed 1n light of the detailed
description of the preferred embodiment when taken 1n con-
junction with the attached drawings and appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a system level view of a satellite broadcasting,
system according to the present disclosure.

FIG. 2 1s a block diagrammatic view of a recetving system
according to the present disclosure.

FIG. 3 1s a block diagram of a portable media player.

FIG. 4 1s a perspective view of a portable media player

having a top level menu for selecting various content.

FIG. 5 1s a perspective view of a portable media player
having a DIRECTYV brand menu displayed content.

FIG. 6 15 a system level view of a system for authorizing a
portable device to be used 1n the system.

FIG. 7 1s a screen display from a set top box to allow
content to be played.

FIG. 8 1s a flowchart 1llustrating a method of operating a
system to allow a portable media player to save and playback
satellite television content.

FIGS. 9A and 9B are a flowchart 1llustrating a method of
operating a system to loading files onto the portable device.

FIG. 10 1s a flowchart 1llustrating a method of playing back
files stored on the portable media player.

FIG. 11 1s a flow chart 1llustrating a method of operating a
system to transier and playback files with appropriate licens-
ing rights.

FIG. 12 1s a diagrammatic representation of a file segment,
a plurality of which 1s used to form a file.

FIG. 13 15 a table illustrating a potential storage scheme for
video segments.

FIG. 14 1s a tlowchart for a method of updating a segment.

FIG. 15 1s a high level flowchart for a method of updating
a video segment.

FIG. 16 1s a tlowchart for directing advertising to a system
Owner.

DETAILED DESCRIPTION

In the following figures the same reference numerals will
be used for the same views. The following figures are
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described with respect to a portable media player for use with
a satellite television system. However, those skilled 1n the art
will recognize the teachings of the present disclosure may be
applied to various types of devices and different methods to
communicate. The present disclosure may be used for audio
files, video files or both. The system 1s also suitable for use
with a storage device alone or in combination with a recerving,
device for a cable, terrestrial over-the-air system, satellite or
stratospheric broadcast system.

Referring now to FIG. 1, a television broadcasting system
10 1s 1illustrated. The television broadcasting system 10
includes a network operations center 12 that generates wire-
less signals through a transmitting antenna 14 which are
received by a recerving antenna 16 of satellites 18. The wire-
less signals, for example, may be digital, audio, digital video,
or digital information signals. A transmitting antenna 20 gen-
erates signals directed to various receiving systems including
stationary systems such as those 1n a home 22. The wireless
signals may have various types of information associated
with them including location information. The wireless sig-
nals may also have various video and audio information asso-
ciated therewith. A recerving antenna 26 receives the wireless
signals from the satellite 18 and processes the signals 1n a
receiving unit or set top box 28. The set top box 28 terminol-
ogy will be used as an example throughout the disclosure but
may be used interchangeably with the receirving unit.

Towers 34A and 34B may be used by the system 10 to
provide various information or content signals to the set top
box 28. The towers 34A, 34B may be used for terrestrial
television broadcasting. The towers 34A, 34B may be cellular
towers for broadcasting through a cellular system.

A stratospheric platform 35 may also be used in the system
for distributing content, by broadcasting in place of or 1n
addition to the satellite, towers or terrestrial system. The
stratospheric platform 35 may be manned or unmanned and
fly between fifty thousand and one-hundred thousand feet
above the surface of the earth, well below even low earth orbit
satellites. Various content and information may be distributed
or broadcast from the stratospheric platform 35. The strato-
spheric platform 35 may also provide a return path from the
set top box 28 to the network operation center 12.

The present disclosure may be used for displaying various
wireless information on a portable device 36 such as a laptop
computer 38, a personal digital assistant 39, a cellular tele-
phone 40 or a portable media player 42. It should be noted that
these devices may also receive wireless signals having vari-
ous types of information associated therewith from the cellu-
lar towers 34A and 34B. Other types of information may be
broadcast from various other types of broadcasting areas such
as an antenna 41 on a building 44. The building 44 may be
various types of buildings such as a store and the wireless
information transmitted from the antenna 41 may be adver-
t1sing mnformation.

The building or home 22 1s illustrated having a fixed
antenna 26. The fixed antenna 26 1s coupled to the set top box
28. The set top box 28 may also be referred to as an integrated
receiver decoder. The set top box 28 receives the recerved
signals through the antenna 26 and converts them into audio
and video files to be played on television monitor 30. The set
top box 28 may include a digital video recorder 32. The
received signals may be satellite, stratospheric or terrestrial-
based signals. Therecerved signals may also berecerved from
a cable 1n a cable-television based system.

The settop box 28 may be coupled to acommunication line
58 such as a telephone line which in turn 1s coupled to the
public service telephone network 50 and which may also be
coupled to the Internet 52. The telephone line may be used to
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4

grant conditional access and provide a means to place call-
backs from the receiving device. The communication line 58
may also be a cable television line used to deliver content to
the set top box 28. The set top box 28 may also 1nclude a
transmitter 57 that 1s used to communicate with one or more
of the portable devices 36. As will be described below, various
signals including content, conditional access signals, keys
and authorizations from the DVR 32 may be transferred
through the transmitter 57 to the portable device 36. The
transmitter 57 may be an RF infrared, Bluetooth, WiF1, Eth-
ernet, WiMax or WiMax mobile transmitter. It should be
noted that the transmitter 57 may be a wireless or wired
connection to the portable device 36.

A central location such as a business service center 100
may be coupled to a communication system 101 which may
include the public service telephone network (PSTN) 50,
cellular tower 34, stratospheric platform 35 or the internet 52
preferably though a broadband system. The business service
center 100 1s typically used 1n a DirecTV-type system for
billing, Pay-Per-View and interactive programming. The
business center 100 may receive requests or calls 102 and
provide billing services 104. The business service center 100
may also act as a head end 106 coupled to network operation
center 12. The business service center 100 may allow house-
hold keys to be stored on the set top box 28. A second house-
hold key may be provided to the portable device 36. When
content 1s transierred from the set top box 28 to the portable
device 36, the keys must match to allow playback. Thus, only
mobile recervers associated with or belonging to the custom-
ers of the particular set top box or boxes 28 are allowed
playback of the particular audio and video files. The business
center 100 or head end 106 may receive call-back signals
allow authorizations to view pay per view, lor interactive
services, for gaming and the like. The business center 100 or
head end 20 may also provide call 1n to grant authorizations
and provide the system with other information signals.

Referring now to FIG. 2, a set top box 28 1s illustrated 1n
further detail. Antenna 26 may be various types of antennas
including a stationary, ommni-directional moving or rotating
antenna which 1s used to switch to another satellite or to track
the relattve movement of the satellite should the satellites be
lower earth orbait satellites than a geostationary satellite. The
antenna 26 may be a single antenna used for satellite televi-
sion reception. The antenna 26 may also be an electronic
antenna. The antenna 26 may two-way communicate infor-
mation to the set top box 28 such as tuning information.

The antenna 26 may include a control module 27 that
controls the communication with the set top box 28. During
operation, the control module 27 generates various types of
signals such as information regarding the antenna, timing
information and the like as will be described below.

The antenna 26 may be replaced with a cable television
connection or a terrestrial antenna or a combination thereof
depending on the type of system.

The set top box 28 includes a display 54. The display 54
may be incorporated into the set top box 28 or by providing by
separate monitor or television 30 from FIG. 1. The display 54
may include output drivers 56 used for generating the desired
audio and video outputs suitable for the particular display 54.

A controller 60 may be a general processor such as a
microprocessor. The controller 60 may be used to coordinate
and control the various functions of the set top box 28. These
functions may include a tuner 64, a demodulator 66, a forward
error correction decoder 68 and any builers and other func-
tions. The tuner 64 recerves the signal or data from the indi-
vidual channel. The demodulator 66 demodulates the signal
or data to form a demodulated signal or data. The decoder 68
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decodes the demodulated signal to form decoded data or a
decoded signal. The controller 60 may be similar to that found
in current DirecTV set top boxes which employ a chip-based
multifunctional controller.

The controller 60 may include or be coupled to a local bus
70. The local bus 70 may be used to couple a dynamic
memory 72 such as RAM which changes often and whose
contents may be lost upon the mterruption of power or boot
up. The bus 70 may also be coupled to a non-volatile memory
74. The non-volatile memory 74 may be an in-circuit pro-
grammable type memory. One example of a non-volatile
memory 74 1s an EEPROM. One specific type of EEPROM 1s
flash memory. Flash memory 1s suitable since 1t 1s sectored
into blocks of data segments that may be individually erased
and rewritten.

Other memory devices 76 may also be coupled to local bus
70. The other memory devices may include other types of
dynamic memory, non-volatile memory, or may include such
devices such as a digital video recorder 78. The display 54
may be changed under the control of controller 60 1n response
to the data in the dynamic memory 72 or non-volatile memory
74. A storage device such as digital video recorder 78 may be
coupled within the set top box 28. Several embodiments
below may use a storage device alone.

The controller 60 may also be coupled to a user interface
80. User interface 80 may be various types of user interfaces
such as a keyboard, push buttons, a touch screen, a voice
activated interface, or the like. User interface 80 may be used
to select a channel, select various information, change the
volume, change the display appearance, initiate or file trans-
fer, select a file, or other functions. The user intertface 80 1s
illustrated as part of the set top box 28. The user interface 80
may be located external to the set top box 28 such as dial
buttons, voice activated system, or the like incorporated 1nto
another device such as a television.

A remote control 86 may be used as one type of interface
device. The remote control 86 provides various data to the
controller 60.

A conditional access module 82 (CAM) may also be incor-
porated 1nto the recerving unit. Access cards or modules such
as conditional access module (CAM) cards are typically
found 1n Direc'TV units. The conditional access module 82
may provide conditional access to various channels and wire-
less signals generated by the system. Not having an access
card or not having an up-to-date access module 82 may pre-
vent the user from receiving or displaying various content
from the system.

An external data port 84 may be coupled to the controller
60 for transmitting or recerving information from the portable
device 36 such as the portable media player 42. The set top
box 28 1s illustrated having a data port 84 coupled to the
portable media player through the interface 57 may in be
included in the set top box. The set top box may include
various device controllers or drivers to form various types of
connections not limited to a USB, Bluetooth, WikF1, WiMax
wired, infrared, Fthernet, wireless, cellular, RS232, serial
port, parallel port or PSTN connection to the portable media
player 42. The data port 84 provides two-way communication
through a two-way communication line 85.

Referring now to FIG. 3, a block diagrammatic view of a
portable device 36 i1s illustrated. As would be evident, the
portable device 36 may perform other functions such as com-
puting in the case of a personal computer or calendar events in
the case of a personal digital assistant. The block diagram
presented 1n FIG. 3 applies to the function set forth in the
disclosure that 1s 1n addition to any other functions such a
device may perform.
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Portable device 36 includes a controller 200 that 1s coupled
to a display 202 that may be part of or separate from the
device. The display 202 may, for example, be a screen.

Controller 200 1s also coupled to a user interface 204. The
user interface 204 may be various types of user interfaces
including buttons, dials, slides or a touch screen. One
example shown in the next figure 1s a plurality of arrow key
buttons for moving a cursor on the display 202. For the case of
a touch screen, the user interface and the display are com-
bined as one. The controller 200 also 1ncludes a speaker or
audio jack 206. The speaker or audio jack 206 plays the audio
signals from the controller 200.

The controller 200 1s also 1 communication with a
memory 210. The memory 210 may be a single memory
device or anumber of memory devices. The memory 210 may
include, but 1s not limited to, a hard disk drive, flash memory,
RAM, ROM, non-volatile memory, dynamic memory, or
various other types ol memory. Various combinations of types
of memory may be used. The memory 210 may be used to
store various information including license expiration 212,
video files 214, video segments 216, video rights times 218,
file types 220, a serial number 222, a seed 224, encryption
keys 226, or the like.

The controller 200 may also be coupled to a data port 230.
The data port 230 may be various types of data ports including
an antenna for wirelessly recerving information, an infrared
port for infrared transmission of information, or a direct elec-
trical connection such as, but not limited to, a USB connec-
tion, an Fthernet connection, parallel port, sernial port or
RS232 connection. Various formats may be used such as
Bluetooth, WikF1, WiMax, wired, cellular, serial port, parallel
port, or the like.

The data port 230 may be a single direction mput port.
However, the data port 230 for the examples below 1s a two-
way communication port so the portable device 36 may com-
municate with the recerving device 28 of FIG. 2. Two-way 1s
used to increase the security of the system.

The controller 200 may also be coupled to a power supply
234. The power supply 234 may be a battery, AC, solar, or fuel
cell. Of course, various other types of power supplies could be
used.

The controller 200 may be used to perform various com-
munication functions such as transmitting information,
encoding/decoding, encrypting/decrypting, playing back,
monitoring license rights, communicating with the set top
box, storing information to the memory 210, retrieving infor-
mation from the memory 210, controlling file structures and
other control functions.

Referring now to FI1G. 4, a perspective view of the portable
media player 42 1s illustrated. Many of the elements of FIG. 3
described above are 1llustrated including the display 202, the
user interface 204 that includes arrow buttons 2350 and a select
button 252. A speaker 206 1s also illustrated along with a data
port 230.

Display 202 includes a graphical user interface 260. The
graphical user interface 260 includes a plurality of icons
262A-262F. The 1cons 262A-F represent a top level menu
264. The first icon 262 A 1s a video 1con, the second 1icon 262B
1s a music 1con. Icon 262C 1s a photo 1con, 1con 262D 1s a
brand 1con such as a DirecTV 1con. Icon 262F 1s a file 1con,
and 1con 262F 1s a set-up icon. The types of files may be
categorized and saved under the corresponding icon. The files
may have different formats. A first format may be used for the
DirecTV video and/or audio files that 1s different than any of
the other types of formats stored under the other 1cons. Video
files may have several different formats of which only the
DirecTV-specific format 1s under the icon 262D.
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The files under each icon may be selected using the user
interface 204 such as the arrow selector 250 and a select
button 252. As 1s illustrated, the DirecTV menu 1s high-
lighted. An implementation may use bolding to indicate the
selection, a change of colors of the selected area, underlining
or other types of an indication.

Referring now to FIG. 3, the screen display 202 has a
display corresponding to the i1con selection 262D. That is,
selection of the 1con 262D brings screen display 280 onto the
display 202. The screen display 280 includes a list of files 282
stored thereon. Other immformation may also be displayed
including the time 286 and date 288 that the program was
recorded. A channel descriptor 290 may also be displayed that
illustrates the channel from which the show was recorded.

The display 280 may also include a video display area 292
that displays a portion of the show or file selected. In this
instance, the icon 294 1s selected. It 1s 1llustrated as a different
color or shading than the remaiming files.

A space available on the disk 1s displayed on disk or
memory space display 296. A battery life indicator 298 pro-
vides an indicator as to the remaining battery life of the
device.

Referring now to FIG. 6, one example of a system accord-
ing to the present disclosure 1s 1llustrated in block diagram-
matic/flowchart format.

A customer 310 contacts a call center 102 through direct
telephone contact, interactive voice recording, through an
on-screen user interface or through a website. The customer
calls to register or de-register a portable device 36. The call
center 102 1s 1n communication with a billing center 104. A
serial number of the product or other umique identifier 1s
provided to the billing center 104 through the call center and
ultimately the customer 310. The billing center 104 reviews
the account information, and, 1f the portable device 36 1s the
first device for the account, generates a household seed. The
household seed 1s provided once the device 1s registered to the
head end 106. The portable device 36 may be restricted from
moving/sharing content between households. Also, house-
hold seeds allow for license renewal 1n combination with a
token without need of a back channel.

The head end 106 may be coupled to or store therein a
certificate revocation list or simply a revocation list 320. The
revocation list 320 may provide an indication as to whether
the device 1s a banned or counterfeit device. The revocation
l1st 320 may take the form of specific serial numbers or unique
identifiers that have been associated with fraud with respect to
a specific device or a model, or a software version. The
revocation list may be provided to the head end 106, where
authorization may be prevented or allowed. Authorization to
the system 1s not provided for the particular portable device
36111t 1s onthe revocation list. Should the device not be on the
revocation list, the head end 106 provides a household seed
and an indication of the registered device to a broadcast
management and uplink system 324. The revocation list may
also be provided to each set top box 28 and a determination
may be made at the set top box based on the revocation list.

The broadcast management and uplink system may pro-
vide secure time and license rules to the device through com-
munication system 101 or satellites 18. A conditional access
packet (CAP) may be provided with the serial number, the
seed, the programming guide with revocation secure time and
licensing rules. These features may be provided in one CAP
or multiple CAPs. These are provided to the set top boxes 28 A
and 28B. In this example, more than one set top box 1s 1llus-
trated since authorization may be provided for each set top
box or recerving device. Each set top box 1n this example
includes an associated digital video recorder 32A and 32B.
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The set top box adds the serial number to a list in memory
therein, saves the household seed, the revocation lists, a
secure time and a local license for the portable media player.
Of course, not all of the 1tems listed may be used 1n any one
configuration. The set top boxes, thus, provide content along
with licensing and expiration data encrypted with a content
key and other subscriber data to the portable device 36.

Communication between the uplink system and the set top
boxes may be performed securely using encryption or other
security features. Likewise, communication between the set
top boxes and the portable devices may be done 1n a secure
manner. One type of encryption or security may be performed
with a public key. The public key 1s provided by the portable
device 36 and can be the same public key used 1n digital rights
management (DRM). Link protection to umiquely identity the
device can use the public key to encrypt a symmetric key for
use 1n encrypting the communication.

Referring now to FIG. 7, a screen display 400 associated
with a display device 30 generated by a set top box ol FIG. 1
1s 1llustrated. The screen display 400 provides a means for
selecting various files to be transterred to the portable device
36. As illustrated, a list of files 402 have an “x” before the
name of each file a selection box 404. A user interface 80 such
as that shown 1n FIG. 2, may be used for selecting and de-
selecting various content. In addition to a name 406, a day
408, date 410 and time 412 associated with the file are set
forth. The day, date and time may correspond to the start time
of the original program. By selecting the various files, and
coupling the portable device 36 to the set top box or other
receiving device, the files may be transferred thereto. The
menu may only be available when a portable device 36 1s
connected to the recerving device or storage device.

Referring now to FIG. 8, one method for operating the
system during the registration process 1s 1llustrated. In box
500, the serial number of the portable device 36 or other
unique 1dentifier 1s communicated to the head end. As men-
tioned above, the serial number or unique 1dentifier may be
communicated 1n various manners mcluding by direct cus-
tomer mput to a call center. This example will use a serial
number as the unique i1dentifier. Of course, other types of
umique 1dentifiers may be used. In step 502, 1t the sernial
identifier 1s not communicated to the head end, the device 1s
not registered in 502. In step 504, 1f the serial number 1s not
unmque, step 502 does not provide a registration for the device.
In step 506, i the serial number 1s on a revocation list, the
device 1s also not registered with the system 1n step 502. As
mentioned above, this step may be performed at the head end
or the set top box 28 shown 1n FIG. 1.

After step 506, step 508 determines 11 a household limithas
been reached. It may be desirable to provide a limit to the
number of devices associated with a particular system. There-
fore, 11 a household limit has been reached, step 502 does not
register the device.

After step 508, 11 the household limit has not been reached,
step 510 transmits a conditional access packet (CAP) with a
serial number to the set top box. This may be performed
securely. In step 512, the serial number 1s stored 1n the set top
box with security. The security may take the form of a sepa-
rate memory, encryption or the like. In step 514, the revoca-
tion list may be provided to the set top box. In step 516, a seed
1s generated at the head end and broadcast to all the set top
boxes of the housechold of step 518. The seed 1s used to
generate a content key 1n step 520. The content key may be
distributed in a license 1n encrypted form. The content key
may be a single symmetric key. Each payload packet may be
encrypted with a different symmetric key. The data packet
encryption key may be stored in encrypted form. The house-
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hold seed and 1ts derivatives are the same for all set top boxes
in a household. Once all the security 1s 1n place, step 522
allows files to be stored on the portable device 36. In step 524,
the stored files are decrypted using the content key.

Referring now to FIGS. 9A and 9B, a method of operating
the portable media player 1s 1llustrated. In step 600, the device
1s coupled to the receiving device through a USB port or the
like. In step 602, a serial number 15 communicated to the
receiving device or storage device such as a set top box or
digital video recorder. It the device 1s not registered, 1n step
604, an on-screen display 1s provided in step 606 and the
system ends 1n step 608. The on-screen display may be gen-
erated both on the screen of the device and on the screen of the
display 30 associated with the receirving device. One or both
displays may be activated. After step 604, it the device 1s
registered, step 610 checks to determine whether the device 1s
on a revocation list. If the device 1s on a revocation list 1n step
610, the system process ends 1n step 608.

In step 610, 11 the device 1s not on the revocation list, step
612 updates existing content licenses. Existing content
licenses may be extended for various types of content. For
example, a particular brand of file that 1s downloaded from a
particular channel may have a limited time such as five days.
Once the device 1s recoupled to the receiving device, the time
may again be extended for another five days. If the current
subscriber 1s no longer a subscriber to the particular channel,
then the license 1s not extended.

Specific licenses may be updated based on existing tokens
(embedded within the content) on the portable media player
or as an alternative all licenses on the device may be updated
without requesting information (tokens) from the device.

After step 612, step 614 generates an on-screen indicator of
the connection. In step 616, content 1s selected through the
receiving device such as a set top box menu. In step 618,
DirecTV encryption may be removed. A content key 1s gen-
crated 1n step 620. Metatags including titles, ratings, times
and other information may be created 1n step 622. In step 624,
the packets or segments of data may be encapsulated and
encrypted. In step 626, the packets are transierred to the
device. In step 628, a license for generating content 1s gener-
ated. In step 630, the license 1s transierred to the device.

Referring now to FIG. 10, a method of transferring files
from a set top box or other recerving device to a portable
device 36 1s described. In step 700, video files and audio files
are stored within the set top box. In step 702, the portable
device 36 1s coupled to the set top box using one of the above
methods. In step 704, DirecTV or other specific type or
branded content or other formatted content 1s stored on the
portable device 36. In step 706, the type of file 1s selected from
a menu. In step 708, the device displays the DirecTV or other
special formatted files upon selection of a DirecTV 1con or
similar descriptor. In step 710, files with non-DirecTV for-
mats are prevented from being displayed with the DirecTV
menu. In step 712, display of DirecTV files with non-Di-
recTV menus, 1s also prevented. This allows the specific files
such as the DirecTV files to be located 1n one specific area to
enhance the user experience. For example, regular file-shar-
ing screen displays may be displayed 1n the directories other
than DirecTV’s. In a DirecTV directory, the files may be
displayed 1n a distinct menu-type format typically associated
with the brand.

Referring now to FI1G. 11, a method of playing back a file
1s set forth. In step 730, a portable device 36 1s coupled to a
storage device. In step 732, a security check 1s performed. In
step 734, a license expiration list 1s updated. In step 736, the
file 1s selected to play 1n the portable device 36. In step 738, 11
the license has not expired for the file, the clip or file 1s played
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in step 740. In step 742, 1f the license has expired for the file,
the user 1s notified of the expiration.

It should be noted that licenses may change 1f a subscrip-
tion to a particular premium channel has expired or a time
limit from the file has been reached. Other conditions may
also contribute to the file expiring.

Referring now to FI1G. 12, arepresentation of a file segment
800 1s 1llustrated. A particular file may be composed of many
segments. The segments may correspond to various portions
of a broadcast show. For example, each commercial, the
beginning, the ending may all be separate segments. A file
segment or simple segment 1s a subportion of a complete file.
File segment 800 has a data portion 802 and a header portion
804. The header portion 804 may include various types of
identifving information including an expiration date of the
data 806, a segment type 808 and other types of data or
metadata 810. A footer may also include the identifying infor-
mation. The footer may also be a file type extension used in
storing the segment 1n the memory of the portable device 36.
Other types of data or metadata may include the channel from
which the file oniginated, the date, the time, the rating, pay-
load si1ze (of the packet of information), bit rate, the time per
frame, an MPEG profile. Both the audio and video may
include various types of metadata.

Referring now to FIG. 13, the various video segments may
be stored 1n a table, directory or linked list 812. Primary video
segments may be stored 1in column 814 and secondary video
segments may be stored 1n column 816. The primary video
segment column may include an expiration date 818 as well
as various segments illustrated by XX1, XX2, and XX3. The

secondary video segments column 812 may also include an
expiration date 820 and various video segments including
YY1, YY2,and YY3. A video or a file may be comprised of
various primary video segments and secondary video seg-
ments. The secondary video segment may include many
things 1including a program ending, a news portion, a coms-
mercial, or other information. The secondary video segments
may be updated as will be further described below.

Retferring now to FIG. 14, a method for updating various
segments 1s illustrated. In step 880, a file 1s stored on the
portable device 36 1n various segments. Various methods or
combinations of methods may be used for updating the seg-
ments. In step 882, 1f the segment has not been viewed, the
segment 1s again checked. If the segment has been viewed, the
video segment 1s updated in step 884. Thus, only after a
segment has been viewed may the segment be updated. How-
ever, other information may be time-sensitive and, thus, may
also be changed. Thus, after step 880 or 882, the dates asso-
ciated with the segments are reviewed in step 886. If the
segment date 1s beyond the expiration date in step 888, step
884 15 again performed which updates the segment. A dotted
line between the output of block 882 and 886 illustrates that
both a segment viewing and a date may be considered.

Referring back to step 880, if the replacement segment 1s
available 1n step 890, the segment 1s updated 1n step 884. That
1s, the segments may be updated any time a segment 1s avail-
able. The segment 1s available when the portable device 36 1s
coupled to the recerving device or the set top box. Of course,
step 890 may also be used 1n connection with steps 888 and
882. That 1s, both viewing and an expiration may be a require-
ment for updating the segment.

Referring now to FIG. 15, 1n step 900 updates are received
at the set top box digital video recorder. In step 902, an
optional step of coupling the portable device 36 to the DVR 1s
set forth. In step 904, the various segments are updated
according to the method illustrated in FIG. 14.
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Referring now to FIG. 16, a method for providing targeted
advertising 1s set forth. In step 958, the home location stores
tokens. In step 960, content 1s stored on the portable device 36
at a home location. In step 962, the portable device 36 is
coupled to a second device such as a second set top box for
playback therethrough. In step 964, a token or type of 1den-
tifier 1s stored on the portable device 36 from the second
device. The token may include an identification of the second
set top box. The token may be a digital file. Other information
in the form of other tokens may include the time or other
information about the interaction between the portable device
36 and the second set top box. In step 966, the portable device
36 1s coupled to the home location and the token 1s transferred
to the home location set top box 1n step 968. In step 970, the
token and/or the information therewith 1s transferred to a
central location. In step 972, the advertising 1s directed to a
user by way of mail 1n response to the token 1n step 974 or
advertising for the portable device 36 1n step 976. Seclective
adds may also be played back through the home set top box.

This method 1s suitable for providing directed advertising.
For example, 1f a friend’s device 1s the second device, infor-
mation may be provided about features that the second device
or a Iriend’s device includes. As mentioned above, targeted
mailers may be provided or specific adds or add segments
may be provided.

While particular embodiments of the disclosure have been
shown and described, numerous variations and alternate
embodiments will occur to those skilled 1n the art. Accord-
ingly, it 1s intended that the disclosure be limited only 1n terms
of the appended claims.

What 1s claimed 1s:
1. A method comprising:
registering a unique identifier of a portable device to a user
account at a head end;
transmitting, from the head end, the unique 1dentifier to a
storage device controller of a storage device of a content
receiving device, said head end remotely located from
the storage device controller;
storing the unique 1dentifier of the portable device 1 a
memory associated with the storage device controller to
form a stored 1dentifier;
coupling the portable device to the storage device control-
ler;
communicating an identifier from the portable device to the
storage device controller;
comparing, at the storage device controller, the 1dentifier
from the portable device with the stored identifier 1n the
memory;
receiving a content file at the content receiving device;
storing the content file 1n the storage device; and
cnabling a transier of the content file from the storage
device of the content receving device to the portable
device 1n response to comparing.
2. A method as 1n claim 1 disabling the transfer of the file
1in response to a non-equal result in the step of comparing.
3. A method as 1n claim 1 wherein transmitting comprises
transmitting a serial number to the storage device controller
through a satellite.
4. A method as 1n claim 3 wherein prior to transmitting,
associating the serial number to a storage device controller.
5. A method as 1n claim 3 wherein prior to transmitting,
associating the serial number to a plurality of storage device
controllers.
6. A method as 1n claim 3 wherein prior to transmitting
associating the serial number to a plurality of storage device
controllers associated with a single account.
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7. A method as i claim 1 wherein the storage device
comprises a digital video recorder.

8. A method as 1 claim 1 wherein the portable device
comprises a portable media player.

9. A method as 1n claim 1 wherein the portable device
comprises a personal computer.

10. A method comprising:

registering a portable device identifier to a user account at
a central location located remotely from a storage device
controller of a content receiving device to form a regis-
tered portable device 1dentifier;

generating a conditional access signal at the central loca-
tion corresponding to the registered portable device
identifier and a revocation list in response to registering;

communicating the conditional access signal from the cen-
tral location to the storage device controller of a storage
device;

coupling the portable device to the storage device control-
ler of the content recerving device;

communicating a recerved portable device 1dentifier from
the portable device to the storage device controller;

comparing, at the content receiving device, the received
portable device identifier to the registered portable
device 1dentifier and the revocation list;

enabling commumicating files from the storage device to
the portable device 1n response to comparing; and

communicating files stored in the storage device to the
portable device after enabling.

11. A method as 1n claim 10 wherein communicating the
conditional access signal comprises communicating the con-
ditional access signal through a satellite.

12. A method as 1n claim 10 wherein communicating the
conditional access signal comprises communicating the con-
ditional access signal through a terrestrial-based system.

13. A method as 1n claim 12 wherein the terrestrial-based
system comprises a public service telephone network.

14. A method as 1n claim 10 wherein the conditional access
signal comprises a seed signal.

15. A method as 1n claim 10 wherein the conditional access
signal comprises a seed signal and a serial number signal.

16. A method as 1n claim 10 wherein the conditional access
signal comprises a serial number signal.

17. A method as 1n claim 10 wherein the conditional access
signal comprises a seed signal and, a serial number signal
corresponding to a serial number, and wherein communicat-
ing files to the portable device 1s performed 1n response to the
serial number not on the revocation list.

18. A method as in claim 10 wherein the storage device
comprises a digital video recorder.

19. A method as 1n claim 10 wherein the portable device
comprises a portable media player.

20. A method as 1n claim 10 wherein the portable device
comprises a personal computer.

21. A system comprising:

a portable device having a unique identifier associated

therewith;

a central location registering the unique identifier of the
portable device to an account, generating a conditional
access signal comprising the unique identifier corre-
sponding to the portable device in response to register-
ing and transmitting the conditional access signal to a set
top box 1n communication with the portable device and
having a storage device controller;

a set top box located remotely from the central location
receiving the conditional access signal, receiving a
received 1dentifier from the portable device, comparing
the recerved i1dentifier and the unique 1dentifier of the
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conditional access signal and enabling a transfer of a file
stored 1n the storage device to a portable device in
response to comparing; and

the portable device receiving the file when coupled to the

set top box 1n response to comparing.

22. A system as recited 1n claim 21 wherein the set top box
comprises a satellite television set top box and further com-
prising a storage device 1s associated with the satellite televi-
s10n set top box, said storage device controller in communi-
cation with the storage device.

23. A system as recited in claim 21 further comprising an
interface coupling the set top box or storage device controller
to the portable device.

24. A system as recited in claim 23 wherein the iterface
comprises a wired interface.

25. A system as recited in claim 24 wherein the wired
interface comprises a USB 1interface.

26. A system as recited in claim 24 wherein the wired
interface comprises an Ethernet interface.

27. A system as recited 1n claim 23 wherein the interface
comprises a wireless interface.

28. A system as recited 1n claim 27 wherein the wireless
interface comprises a local area network interface.
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