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(57) ABSTRACT

An article of manufacture having a document body con-
structed from document layers arranged on top of each other,
with a first document layer having an evaluation unit, a sec-
ond document layer having a first acquisition unit for collect-
ing first biometric data, a third document layer having a
second acquisition unit for collecting second biometric data,
wherein the evaluation unit 1s connected to the first and sec-
ond acquisition units 1n order to receive the first and second
biometric data, the evaluation unit constructed for evaluating,
the first and second biometric data in order to activate a
function of the article of manufacture depending on a result of
the evaluation.
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ARTICLE OF MANUFACTURE HAVING
BIOMETRIC DATA EVALUATION
CAPABILITY

The present invention relates to a document, 1n particular a
high-value or security document, for example an 1dentity
document.

Various documents are already known from the prior art,
which contain an integrated electronic circuit, for example, a

so-called RFID chip, like, for example, in DE10 2005 025
806.9.

In contrast, the object of the invention 1s to create an
improved document.

The object of the mvention 1s achieved with the features of
claim 1. Embodiments of the imnvention are specified in the
dependent claims.

According to embodiments of the invention, the document
1s a high-value or security document such as, for example, an
ID document, 1.e. an identity document such as, for example,
an 1dentity card, passport, driving license or company 1D
card, or ameans of payment such as, for example, a bank note,
credit card, or another credential such as, for example, an
entrance ticket, consignment note, visa or the like. The docu-
ment can be constructed from paper and/or plastic. In particu-
lar, the document can be configured as a book or card. Fur-
thermore, the document can be a smart card.

According to embodiments of the invention, the document
has a document body which 1s constructed from a plurality of
document layers arranged on top of each other. The individual
document layers can be composed of plastic or paper. For
example, the individual document layers are each approxi-
mately the same shape and size, so that, layered on top of each
other, they form, for example, a card-shaped document body.
To this end, the document layers can be laminated onto each
other.

A first document layer contains an evaluation umit. This can
be a semi-conductor circuit which 1s designed, for example,
as a silicon-based or polymer-electronic circuit. For example,
the evaluation unit can be implemented by means of a chip
which 1s located on or 1 the first document layer. The evalu-
ation unit can be constructed from polymer-electronic com-
ponents which, for example, are applied to the first document
layer using printing technology.

A second document layer contains a first acquisition unit
for collecting the first biometric data and a third document
layer contains a second acquisition unit for collecting the
second biometric data. The first and second biometric data
can be different types of biometric data such as, for example,
fingerprint data, ir1s scan data, facial biometric data, genetic
data, in particular DNA sequence data.

For example, the first or second acquisition unit can be
configured as a fingerprint sensor for collecting a user’s fin-
gerprint data, or as an electronic camera for collecting 1ris
scan data or facial biometric data. For example, the first or
second acquisition unit can be configured as a microsystem
for performing a DNA sequencing process on the user’s
DNA, 1n particular a so-called DNA Micro Total Analysis
System (TAS) with, for example, subcutaneous sampling,
whereby the DNA sequencing 1s performed by means of a
sample taken from the user, which then provides the biomet-
ric data.

According to one embodiment of the invention, the evalu-
ation unit 1s configured to perform a co-called “match on
card” procedure. To this end, the document has a first memory
region for storing the first reference data for the first biometric
data and a second memory region for storing the second
reference data for the second biometric data. The first refer-
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2

ence data 1s used for performing a “match on card” procedure
with regard to the first biometric data and the second refer-
ence data 1s used for performing a “match on card” procedure
for the second biometric data; the “match on card”-on-Card
procedure being performed 1n each case by the evaluation
unit.

The evaluation unit 1s configured such that the result of the
“match on card” procedure with regard to the first reference
data and the first biometric data 1s a first so-called confidence
value, and that the result of performing the “match on card”
procedure with regard to the second reference data and the
second biometric data 1s a second confidence value. These
first and second confidence values can be processed further by
the evaluation unit, for example to check auser’s usage autho-
rization.

For example, the evaluation unit can be configured such
that the function of the document 1s activated if at least one of
the first and second confidence values 1s above a {irst thresh-
old value. The evaluation unit can further be such that 1f none
of the first or second confidence values are above the first
threshold value, 1t 1s checked whether both the first and the
second confidence values are above a second threshold value,
the second threshold value being below the first threshold
value. If one of these conditions 1s met, 1.e. 1f at least one of the
first and second confidence values 1s above the first threshold
value, or 1f both the first and second confidence values are
above the second threshold value, then the user 1s regarded as
identified, and authorized to use the function of the document,
which 1n turn enables the document.

The evaluation unit can also be configured such that the
function 1s activated 1t the result of a calculation operation
which uses the first and second confidence values 1s above the
second threshold value. This calculation operation can be a
linear combination of the first and second confidence values.

The function of the document can be any smart card func-
tion, such as, for example, a cryptographic function for
decrypting and/or encrypting data, in particular a function for
generating an electronic signature, a payment function, a data
storage or data reading function for accessing an electronic
memory 1n the document, or any other function for making
available a digital identity of the user of the document, for
example on a network, in particular the Internet.

According to one embodiment of the invention, the docu-
ment has an electronic memory for storing sensitive data and
a, for example, optical and/or wireless or contact-based inter-
face for outputting the sensitive data. The function of the
document here 1s the execution of a read access on the sensi-
tive data and its output via the interface, the evaluation umit
being configured to perform a cryptographic procedure for
protecting the sensitive data, and a necessary requirement for
outputting the sensitive data via the interface being that the
first and second biometric data fulfil a predetermined crite-
rion which 1s to be checked by means of the evaluation.

For example, the evaluation unit can be configured for
performing a so-called Basic Access Control (BAC) proce-
dure and/or an Extended Access Control (EAC) procedure,
such procedures being standardized by the International Civil
Aviation Organisation (ICAQ).

According to one embodiment of the mvention, a fourth
document layer contains a display device which 1s connected
to the evaluation unit, so that the evaluation unit can control
the display device. A driver circuit for the display device can
thus be implemented as part of the evaluation unit or as part of
the display device itself, or as a separate circuit on a further
document layer.

The display device can be configured such that image data
can be shown even without a constant energy supply. Such
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displays only require electrical energy when the image data to
be shown changes. In this case, the display devices are, for
example, bistable displays such as, for example, electro-
phoretic displays, electrochromic displays, rotary element
displays, ferroelectric displays, displays based on the elec-
trowetting eflect as well as bistable LCD displays, for
example, twisted nematic, super twisted nematic, cholesteric
or nematic LCD displays. Furthermore, the display devices
can also be hybrid displays which combine different display
technologies with each other.

Furthermore, the display device can be a flexible, bistable
display, as 1s known, for example, from US 2006/0250534
Al. Further bistable electrophoretic displays are known, for
example, from WO 99/53371 and EP 1 715 374 Al.

Bistable displays are also called “Electronic Paper Dis-
plays” (EPD).

Such bistable displays generally have the advantage that
they can be easily read in bright light, and that no energy
supply 1s required 1n order to display the same 1image data over
a long period.

The display device can be an emissive display such as, for
example, an LED display, in particular an inorganic, organic
or hybrid LED display. Such displays can be realized based
on thin film transistors (TFTs), i particular transparent
TFTs, such as are known, for example, from P. Gorm, P.
Holzer, T. Riedl, W. Kowalsky, J. Wang, T. Weimann, P.
Hinze, and S. Kipp: Stability of transparent zinc tin oxide
transistors under bias stress, Appl. Phys. Lett. 90, 063502
(2007); Proceedings of SPIE—Volume 6486; Light-Emitting
Diodes: Research, Manufacturing, and Applications XI,
Klaus P. Streubel, Heonsu Jeon, Editors, 64860F (Feb. 13,
2007) and Thin-film transistors with transparent amorphous
zinc indium tin oxide channel layer, M. S. Grover et al, 2007,
J. Phys. D: Appl. Phys. 40 1335-1338.

The production of TF'T's by direct application by means of
printing technology 1s known per se from WO 03/098696 Al.

An emissive display device can also be realized based on an
clectroluminescent medium, such as 1s known, for example,
from US 2002/0079494 A1 and U.S. Pat. No. 6,091,194. The
advantage of emissive displays 1s that they can be read with-
out 1llumination and that a colour reproduction can be easily
achieved.

Both bistable and emissive displays can be configured as
segment displays, passive or active matrix, cf. here US 2006/
0240603 Al.

Both bistable and emissive displays can be produced in
reflective and transparent embodiments, as 1s known per se
from the current state of the art.

The document can have one or several similar or different
display devices on the same or different document layers. For
example, the document can have an emissive display device
on which an image 1s only rendered if, for example, inductive
energy 1s coupled into the document. The document can have
a bistable display device on the same or a different document
layer, on which an 1mage 1s rendered permanently and inde-
pendently of the coupling of electrical energy.

According to one embodiment of the invention, the output
of at least one part of the sensitive data occurs via the display
device of the document, the optical output of the data occur-
ring in plain text or in a form which cannot be visually and/or
cognitively ascertained by a user, for example by sending an
optical machine-readable signal via the display device.

According to one embodiment of the invention, the docu-
ment has a document layer with a volume hologram. The
volume hologram can preferably contain controllable optical
lens elements. The volume hologram comprising the control-
lable lens elements can be arranged 1n an optical path of the
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clectronic camera of the document; the volume hologram or
its controllable optical lens elements being able to be con-
trolled by the evaluation unit, 1n order to allow, for example,
a close-up, depending on control, for example, for capturing
fingerprints or a portrait photo for collecting facial biometric
data.

According to a further embodiment, at least one of the
document layers contains an optical security feature, which
can be applied, for example using printing technology such as
gravure printing, in particular intaglio printing and photogra-
vure printing, screen printing, offset printing, relief printing,
(letterset), in particular indirect relief printing, or by means of
personalization processes such as, for example, thermal
transier printing, inkjet printing or laser personalization.

In particular, the document can have one or several of the
tollowing optical security features:

Guilloches: guilloches are printed on the document by
means ol so-called linear printing. They generally con-
sist of wave and loop patterns printed on top of each
other 1n different colours;

Microprint: this 1s printed writing 1n the smallest of fonts.
The microprint can hardly be seen with the naked eye.
For example, on Euro banknotes microprint 1s incorpo-
rated into the motifs as an 1image element. The micro-
print can be read by using a magnifying lens;

Metameric systems: because of metamerically i1dentical
colours, differing spectral compositions of light cause
the same colour impression 1n human beings and are
made optically perceptible, for example, by means of
colour filters or variable light sources;

Imprints using fluorescent, phosphorescent and/or up-con-
version 1nks;

Imprints using infrared ink: the ink can only be detected
under infrared radiation by scanners with the corre-
sponding sensors. For example, Euro banknotes are
equipped with this optical security feature;

Barcodes, in particular, one- or two-dimensional barcodes,
monochrome or polychrome;

Optical Vanable Ink (OVI): with an optically variable ink,
the colour impression changes depending on the view-
ing angle, as the light on the pigments 1s refracted, scat-
tered or reflected;

Holograms and kinegrams (transparent or reflective);

Watermarks:

Digital watermarks which carry visible and/or machine-
readable information;

Register printing: different patterns or symbols are printed
on top of, or next to, each other such that, together, they
create a certain picture. Very small irregularities in the
position, 1.e. so-called layer inaccuracies, can easily be
seen with the naked eye. If the partial images are on
different sides of the document, such as, for example, on
a bank note, this optical security feature i1s called a
see-through register;

See-through window: a window made of a transparent
plastic film 1s incorporated 1nto the document;

Mixed fibres: fibres which glow in different colours under
UV light are mixed with the paper of the document;

Security threads;

Micro-perforation.

Embodiments of the invention are explained 1in more detail
below with reference to the drawings, 1n which:

FIG. 1 1s a block diagram of an embodiment of a document
according to the invention, in exploded view;

FIG. 2 1s a lateral view of the document according to FIG.

1;
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FIG. 3 1s a further embodiment of a document according to
the invention, 1n exploded view.

Elements of the following embodiments which correspond
to each other are denoted respectively by the same reference
S1g1S.

FIG. 1 shows an embodiment of a document 100 according
to the invention, 1n exploded view. In the embodiment shown
here, the document 100 has a document body 102 (ct. FIG. 2)
which 1s constructed from at least 3 document layers of the
document 100, namely from the document layers 104, 106
and 108.

The document layer 104 contains an acquisition unit 110
tor collecting the first biometric data. For example, the acqui-
sition unit 110 1s a microsystem for performing a DNA
sequencing process, the microsystem being configured to
take a sample from a user, 1n particular configured for subcu-
taneous sampling. In particular, the acquisition unit 110 can
be configured as a so-called DNA Micro Total Analysis Sys-
tem (TAS). The biometric data collected by the acquisition
unit 110 1s a DNA sequence of a user of the document 100
from whom the sample has been taken.

The acquisition unit 110 1s connected to an electronic cir-
cuit of the document 100 which 1s located on the document
layer 106, for example, by means of a so-called via112 which
runs 1n a vertical direction through the document body 102.
The biometric data collected from the acquisition unit 110 1s
transmitted by means of the via to an evaluation module 114
of the electronic circuit, so 1t can be evaluated there. The
clectronic circuit of the document layer 106 has, 1n addition,
a Tunction module 116 for executing a function of the docu-
ment 100, a prerequisite for executing the function being that
the function module 116 1s activated from the evaluation
module 114.

The electronic circuit of the document layer 106 has, in
addition, at least one electronic memory 118 and a commu-
nication interface 120.

Notwithstanding the embodiment according to FIG. 1, the
evaluation module 114, the function module 116, the memory
118 and the communication nterface 120 can be arranged
entirely or partially on different document layers of the docu-
ment 100, and can, for example, communicate with each
other by means of further vias.

The memory 118 can have a first memory region for storing,
the first reference data for the biometric data supplied by the
acquisition umt 110, and a second memory region for storing
the second reference data for biometric data supplied by an
acquisition unit 122.

The communication interface 120 can be an optical inter-
face such as, for example, an LED or a display device, a
contact-based interface such as, for example, a contact-based
smart card interface, a contactless interface such as, for
example, an RFID interface or a so-called dual mode interface
which allows both contact-based and contactless communi-
cation.

For example, the communication interface 120 1s config-
ured to execute an RFID communication procedure. As well
as communication, for example, with an external scanning
device (not shown 1n the figures), the communication inter-
face 120 can also be used for coupling electrical energy to the
document 100, in particular for inductive coupling via an
induction field, 1n order to supply the electronic circuit of the
document and 1ts further active components such as, for
example, the acquisition units 110 and 122, with electrical
energy.

The acquisition umt 122 1s located on the document layer
108 and 1s connected to the evaluation module 114 by means
of a via 124, using which the acquisition unit 122 inputs
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biometric data into the evaluation unit 114, so this biometric
data can be evaluated there. For example, the acquisition unit
122 1s configured as an electronic camera, in particular as a
charge-coupled device (CCD) array or as an active-pixel sen-
sor (APS) which 1s manufactured using CMOS technology, in
order to collect one or several biometric features from a user
of the document 100, such as facial biometric data.

The evaluation module 114 1s configured to evaluate the
biometric data supplied from the acquisition units 110 and
122, 1n order to activate the function module 116 depending
on a result of this evaluation. The activation can occur as a
result of the evaluation module 114 generating an activation
signal 11 the result of the biometric data evaluation fulfils a
predetermined criterion, whereat a switching operation 1s
initiated by the activation signal, which activates the function

module 116, so that 1t can carry out its function.

For example, the evaluation of the biometric data 1s carried
out via the evaluation module 114 1n such a way that, for the
biometric data supplied from the acquisition unit 110 and for
the biometric data supplied by the acquisition unit 122, a
“match on card” procedure 1s carried out 1n each case by
means of the first and second reference data stored in the
memory 118, in order to check whether the biometric data
collected corresponds sufliciently with the respective refer-
ence data. Thus a first confidence value 1s supplied for the
biometric data supplied from the acquisition unit 110 and a
second confidence value 1s supplied for the biometric data
supplied from the acquisition unit 122, the confidence values
indicating in each case the probability that the user from
whom each biometric feature has been detected, 1s the same
user for whom the relevant reference data 1s stored in the
memory 118.

The evaluation module can be configured in such a way that
the activation signal for the function module 116 1s generated
if at least one of the first and second confidence values 1s
above a first threshold value. The evaluation module 114 can
turther be configured in such a way, that 11 this 1s not the case,
it 1s checked whether both the first and the second confidence
values are above a second threshold value, the second thresh-

old value being below the first threshold value. For example,
the first threshold value can be 99% and the second threshold

value 80%.

This has the advantage that an activation of the function
module 116 can even occur when, for example, a high-quality
acquisition of one of the biometric features of the user is
temporarily not possible. This can be the case, for example,
when the acquisition unit 122 1s configured to collect finger-
print data and the user has an injured finger. I, in this case, the
biometric data supplied by the acquisition unit 110 gives a
high confidence value, then the user can still use the document
100.

According to one embodiment of the invention, sensitive
data 1s stored in the electronic memory 118. This can be, for
example, personal information about the user of the docu-
ment such as, for example, name, address, place of residence
which 1s only affected 11 the relevant defined conditions are
met.

A necessary condition for such a read access and the output
ol the sensitive data via the interface 120 can be that the
evaluation of the biometric data supplied by the acquisition
units 110 and 122 produces confidence values, of which at
least one 1s above the first threshold value, or, 11 this 1s not the
case, both confidence values are above the second threshold
value. I1 this requirement 1s met, the evaluation module 114
generates an activation signal for the function module 116
which, as a result, reads at least one part of the sensitive data
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from the memory 118 and outputs 1t via the mterface 120, for
example, to an external scanning device.

Further requirements which must be met for the output of
sensitive data can be, for example, the execution of a BAC
and/or EAC procedure.

FI1G. 2 shows a lateral view of the document 100 from FIG.
1, the document 100 being able to have further document
layers 1in addition to the three document layers 104, 106 and
108 shown.

FIG. 3 shows a further embodiment of a document 100
according to the invention. As well as document layers 104,
106 and 108 (cf. embodiments of FIGS. 1 and 2), the docu-
ment has here further document layers 126, 128, 130 and 132.

The document layer 126 contains one or several optical
security features and can be produced using printing technol-
ogy. In particular, the document layer 126 can carry person-
alized information.

The document layer 128 can have a display device such as,
for example, a transparent OLED display device, and/or a
touchpad, in particular a so-called multi-touchpad which can
detect two or more fingers simultaneously, and/or a further
acquisition unit for detecting biometric features such as, for
example, a fingerprint sensor. A manipulandum can be pro-
vided by means of the touchpad, using which a user can, for
example, mput commands into the document 100, for
example to navigate through an image sequence shown on the
display device.

The document layer 130 can contain a further display
device which, for example, 1s configured as a bistable display
device, 1n particular as so-called e-paper.

The document layer 104 can be configured such as, for
example, in the embodiment of FI1G. 1, 1.e. the acquisition unit
110 of the document layer 104 can be configured as a DNA
Micro-TAS with, for example, subcutaneous sampling.

The document layer 106 can be configured such as 1n the
embodiment of FIG. 1, 1.e. the document layer can contain an
clectronic circuit such as, for example, a processor or any
other logic circuit, to perform in particular the evaluation of
the biometric data supplied from the different acquisition
units, to activate and etfect the function, and to control the
various display devices of the document 100, and a commu-
nication interface, for example as a scanner.

The document layer 108 can be configured such as in the
embodiment of FIG. 1, 1.e. the acquisition unit 110 can be
configured, for example, as an electronic camera, for example
as a camera chip. Furthermore, an electronic circuit for the
power management can be arranged on the document layer
108, 1n particular in order to protect the electronic circuit of
the document layer 106 from high voltage which can arise
from the inductive coupling of energy. The power manage-
ment can, 1n particular, contain a circuit for protecting the
clectronic circuit of the document layer 106 from high volt-
age.

The document layer 132 which 1s arranged underneath the
document layer 108 can have a volume hologram with con-
trollable optical lens elements, the lens elements of the elec-
tronic circuit of the document layer 106 being able to be
controllable. The volume hologram can be arranged 1n front
of the camera chip so that the optical properties of the camera
can be varied by controlling the optical elements, for
example, for a close-up for capturing a fingerprint or for a
portrait photo for collecting facial biometric data.

LIST OF REFERENCE NUMERALS

100 Document
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104 Document layer
106 Document layer
108 Document layer
110 Acquisition unit
112 Via

114 Evaluation module
116 Function module
118 Memory

120 Communication interface
122 Acquisition unit
124 Via

126 Document layer
128 Document layer
130 Document layer
132 Document layer

What 1s claimed 1s:

1. An article of manufacture, comprising;:

a document body which i1s constructed from a plurality of
document layers composed of plastic and/or paper and
arranged on top of each other, wherein a first layer of the
document layers contains an evaluation unit, a second
layer of the document layers contains a first acquisition
unit for collecting a first set of biometric data, a third
layer of the document layers contains a second acquisi-
tion unit for collecting a second set of biometric data,
and wherein the evaluation unit 1s connected to at least
the first and second acquisition units, 1n order to recerve
at least the first and second sets of biometric data from
the acquisition units, the evaluation unit being con-
structed for evaluating the first and second sets of bio-
metric data supplied from the first and second acquisi-
tion units, 1n order to activate a function of the article of
manufacture depending on a result of the evaluation,

a first memory region for storing a first set ol reference data
for the first set of biometric data, and a second memory
region for storing a second set of reference data for the
second set of biometric data, wherein the evaluation unit
1s configured in such a way, that a first confidence value
1s determined from the first set of reference data and the
first set of biometric data, and that a second confidence
value 1s determined from the second set of reference data
and the second set of biometric data,

wherein the evaluation unit 1s configured 1n such a way, that
the function 1s activated 1t the result of a calculation
operation mto which the first and second confidence
values are mput, 1s above a second threshold value.

2. The article of manufacture according to claim 1, wherein
the first and second sets of biometric data are different types
ol biometric data.

3. The article of manufacture according to claim 2, wherein
the first or the second set of biometric data 1s one of the
tollowing types of biometric data: fingerprint data, 1r1s scan
data, facial biometric data, or genetic data, 1n particular DNA
sequence data.

4. The article of manufacture according to claim 1, wherein
the evaluation unit 1s configured 1n such a way that the func-
tion 1s activated 11 one of the first and second confidence
values 1s above a first threshold value.

5. The article of manufacture according to claim 1, wherein
the calculation operation 1s a linear combination of the first
and second confidence values.

6. The article of manufacture according to claim 1, further
comprising an electronic memory for storing sensitive data
and an

interface for outputting the sensitive data, wherein the
function 1s the execution of aread access on the sensitive
data, and wherein the evaluation unit 1s configured to
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perform a cryptographic process for protecting the sen- wherein a first layer of the document layers contains an
sitive data, a necessary requirement for outputting the evaluation unit, a second layer of the document layers
sensitive data via the interface being that the first and contains a first acquisition unit for collecting a first set
second sets of biometric data fulfill a predetermined

ol biometric data, a third layer of the document layers
contains a second acquisition unit for collecting a
second set of biometric data,

wherein the evaluation unit 1s connected to at least the

criterion which 1s to be checked via the evaluation. 5
7. The article of manufacture according to claim 1, wherein
at least a fourth layer of the document layers contains a
display device which 1s connected to the evaluation unit such

that the evaluation unit can control the display device. first and second acquisition units, in order to receive at

8. The article of manufacture according to claim 6, wherein least the first and second sets ot biometric data from

. 10 . . . Lo

at least a fourth layer of the document layers contains a the acquisition units, the evaluation unit being con-
display device which 1s connected to the evaluation unit such structed for evaluating the first and second sets of
that the‘evaluqti(?n unit can cm}trol the display device, apd the biometric data supplied from the first and second
evaluation unit 1s configured in such a way that the display acquisition units, in order to activate a function of the
device 1s controlled to display at least one part of the sensitive Ny article of manufacture depending on a result of the

data after the function has been activated.

9. The article of manufacture according to claim 1, further
comprising a coupling component capable of providing
inductive coupling of electrical energy to the power supply of
at least the evaluation unait.

10. The article of manufacture according to claim
wherein the first acquisition unit 1s configured as an electronic
camera.

11. An article of manufacture, comprising:

a document body which 1s constructed from a plurality of

document layers composed of plastic and/or paper and
arranged on to of each other, S I T

evaluation, and
wherein the first acquisition unit 1s configured as an
electronic camera, and
a volume hologram with controllable optical lens elements,
{20 wherein the volume hologram 1s arranged 1n an optical
’ path of the electronic camera, the volume hologram

being able to be controlled by the evaluation unait.
12. The article of manufacture according to claim 1,
wherein at least a fifth layer of the document layers contains
25 an optical security feature.
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