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(57) ABSTRACT

A system 1s configured to receive, from a content provider,
traffic associated with a data service and that 1s destined for a
group of user devices; retrieve service mformation, associ-
ated with the data service, that includes a value, associated
with the data service, that represents a level of service quality
associated with the data service; determine whether the traffic
1s authorized to be transmitted to the user devices based on the
value; discard the traffic based on a determination that the
value 1s less than a threshold; process the traffic to identify
whether a condition 1s associated with the traffic based on a
determination that the value 1s not less than the threshold;
transmit the traffic to one or more of the user devices based on
a determination that the traffic 1s not associated with a con-
dition; and discard the traffic based on a determination that
the traffic 1s associated with a condition.

22 Claims, 7 Drawing Sheets
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PROVISIONING A MODERATED DATA
SERVICE USING A SYNDICATED RADIO
ACCESS NETWORK (RAN)

BACKGROUND

Content providers provide content, to user devices, using,
data services (e.g., such as really simple syndication (RSS)
data feeds) to which the user devices have subscribed. The
content 1s transmitted, to the user devices and via various
networks (e.g., service provider networks, the Internet, pro-
prietary networks, etc.), using the data services, which allow
the user devices to receive the content 1n standardized for-
mats. The standardized formats can be used by a variety of
applications and/or displayed by a variety of different types of
user devices, which enables users, of the user devices, to view
the content.

Many data services, however, provide content that 1s not
kept up-to-date by content providers and/or 1s updated too
often (e.g., resulting in duplicate content). Many data services
may also be unreliable (e.g., when a data service sullers from
an outage, becomes unavailable, fails to provide updated
content, etc.). Receiving the content that 1s not kept up-to-
date, 1s updated too often, and/or 1s unreliable may cause the
user, ol the user devices, to have a poor experience when
using data services to which the users have subscribed. Addi-
tionally, the various networks over which the content 1s trans-
mitted may waste network resources (e.g., when duplicated
and/or out-oi-date content 1s transmitted using the data ser-
vices).

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram of an example environment 1n which a
system and/or method described herein may be implemented;

FI1G. 2 1s a diagram of a long term evolution (LTE) network
within the environment of FIG. 1;

FIG. 3 1s a diagram of example components of one or more
of the devices of FIGS. 1 and/or 2;

FI1G. 4 1s a diagram of an example data structure for storing
service information associated with data service traffic;

FI1G. 5 15 a flowchart of an example process for provision-
ing downstream data service traflic to one or more user
devices, according to an implementation described herein;

FI1G. 6 1s a flowchart of an example process for identifying
data services to be provisioned, via an LTE network of FI1G. 1,
according to an implementation described herein; and

FI1G. 7 1s a flowchart of an example process for provision-
ing upstream data service tratfic to one or more user devices,
according to an implementation described herein.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

The following detailed description refers to the accompa-
nying drawings. The same reference numbers in different
drawings may 1dentily the same or similar elements.

A system and/or method, described herein, may enable
service 1information, associated with one or more data ser-
vices (e.g., such as a really simple syndication (RSS) data
service, an atom data service, or a resource description frame-
work (RDF) data service), to be generated based on informa-
tion associated with traffic that 1s recerved based on the data
services (hereinafter referred to as “data service traific”). The
service mformation may 1dentify levels of service quality,
associated with the data services, based on a measure of data
service availability, an indication of duplicate data service
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2

traffic, an 1ndication of a data service outage, a condition
associated with data service tratfic (e.g., dropped and/or mis-
ordered packets, etc.), etc. The system and/or method may use
the service information to assign scores to the data services
and/or to rank the data services based on the assigned scores.
The system and/or method may allow a data service, associ-
ated with a score that 1s greater than a threshold and/or that 1s
ranked above another data service, to be authorized to be
provisioned to one or more user devices.

The system and/or method may allow data service tratfic to
be moderated and/or provisioned to one or more user devices
using service information associated with one or more data
services. The system and/or method may, for example, allow
data service traffic, received from a user device and/or a
content provider, to be transmitted to another user device
based on a determination that service information, associated
with the data service, permits the data service traflic to be
transmitted to the user device. The system and/or method may
allow data service traific, associated with a public service
message (e.g., such as a weather bulletin, a school closing
announcement, an Amber alert, etc.), to be transmitted, to one
or more user devices within a geographical area and/or asso-
ciated with a particular base station within the geographical
area. The system and/or method may cause the public service
message to be transmitted, to the one or user devices, based on
a determination that the public service message corresponds
to the geographical area.

The system and/or method may allow data service tratiic to
be temporarily stored to allow a user device to access the data
service tratfic based on a determination that the data service 1s
not available. The system and/or method may allow data
service traffic, that 1s received from a user device and via a
base station, to be transmitted to other user devices, that are
served by the base station, without transmitting the traffic to
a network.

FIG. 1 1s a diagram of an example environment 100 1n
which a system and/or method described herein may be
implemented. As shown in FIG. 1, environment 100 may
include a group of users devices 110-1, . . . , 110-L (where
L=1) (heremafter referred to collectively as “user devices
110" and individually as “user device 110”), a group of base
stations 115-1, .. ., 115-M (where M=1) (hereinaiter referred
to collectively as “base stations 1157 and individually as
“base station 115”), a serving gateway 120 (hereinafter

referred to as “SGW 1207), a mobility management entity
device 130 (heremafiter referred to as “MME 1307), a packet

data network (PDN) gateway (PGW) 140, a home subscriber
server (HSS)/authentication, authorization, accounting
(AAA) server 145 (hereinafter referred to as an “HSS/AAA
server 1435”), a call session control function (CSCF) server
150 (hereinatter referred to as “CSCEF server 1507°), a content
provider 155, and a network 160. The number of devices
and/or networks, 1llustrated in F1G. 1, 1s provided for explana-
tory purposes only. In practice, there may be additional
devices and/or networks; fewer devices and/or networks; dif-
ferent devices and/or networks; or differently arranged
devices and/or networks than 1llustrated 1n FIG. 1.

Also, 1n some implementations, one or more of the devices
of environment 100 may perform one or more functions
described as being performed by another one or more of the
devices of environment 100. Devices of environment 100
may 1nterconnect via wired connections, wireless connec-
tions, or a combination of wired and wireless connections.

Implementations are described as being performed within
a radio access network (RAN) that 1s based on a long term
evolution (LTE) network for explanatory purposes. In other
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implementations, the implementations may be performed
within a RAN that 1s not based on a LTE network.

Environment 100 may include an evolved packet system
(EPS) that includes a LTE network 1035 and/or an evolved
packet core (EPC) that operate based on a third generation
partnership project (3GPP) wireless communication stan-
dard. LTE 105 may be a RAN that includes one or more base
stations 113 that take the form of evolved Node Bs (eNBs) via
which user devices 110 commumnicate with the EPC. The EPC
may nclude SGW 120, MME 130, and/or PGW 140 that
enable user devices 110 to communicate with network 160
and/or an Internet protocol (IP) multimedia subsystem (IMS)
core. The IMS core may include HSS/AAA server 145 and/or
CSCF server 150 and may manage authentication, session
initiation, account information, profile information, etc. asso-
ciated with user devices 110.

User device 110 may include any computation or commu-
nication device, such as a wireless mobile communication
device that 1s capable of communicating with base station
115. For example, user device 110 may include a radiotele-
phone, a personal communications system (PCS) terminal
(e.g., that may combine a cellular radiotelephone with data
processing and data communications capabilities), a personal
digital assistant (PDA) (e.g., that can include a radiotele-
phone, a pager, Internet/intranet access, etc.), a laptop com-
puter, a camera, a personal gaming system, or another type of
mobile computation or communication device.

Base station 115 may include one or more devices that

receive, process, and/or transmit traific, such as voice, video,
text, and/or other data, destined for and/or received from user
device 110. In an example implementation, base station 1135
may be an eNB associated with LTE network 105 that
receives tratfic from and/or sends traific to network 160 via
the EPC. Base station 115 may send tratlic to and/or receive
traific from user device 110 via an air interface.
In one implementation, one or more of base stations 115
may correspond to a hub base station that performs point-to-
multipoint (PMP) communications. For example, base sta-
tion 115 may communicate with other base stations 115 to
transmit data service tratfic recerved from user device 110. In
another example, base station 110 may receive data service
traific, from content provider 155, and may transmit the data
service traffic to one or more user devices 110 being served by
base station 115 and/or that have subscribed to a data service
to which the data service trailic corresponds.

SGW 120 may include one or more computation or coms-
munication devices that gather, process, search, store, and/or
provide information in a manner described herein. SGW 120
may include one or more data processing and/or traific trans-
ter devices, such as a gateway, a router, a modem, a switch, a
firewall, a network interface card (NIC), a hub, a bridge, a
proxy server, an optical add-drop multiplexer (OADM), or
some other type of device that processes and/or transfers
traific. In one example implementation, SGW 120 may aggre-
gate tralfic received from one or more base stations 115
associated with LTE network 105, and may send the aggre-
gated tratfic to network 160 (e.g., via PGW 140) and/or other
network devices associated with the IMS core and/or the
EPC. SGW 120 may also receive trailic from the other net-
work devices and/or may send the recerved trailic to user
device 110 via base station 115.

MME 130 may include one or more computation or com-
munication devices that gather, process, search, store, and/or
provide information i a manner described herein. For
example, MME 130 may perform operations associated with
handing off user device 110, from a first base station 115 to a
second base station 1135, when user device 110 1s exiting a cell
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4

associated with the first base station 115. MME 130 may, 1n
yet another example, perform an operation to handoif user
device 110 from the second base station 115 to the first base
station 115 when user device 110 1s entering the cell associ-
ated with the first base station 115.

PGW 140 may include one or more computation or com-
munication devices that gather, process, search, store, and/or
provide information 1n a manner described herein. PGW 140
may include one or more data processing and/or traffic trans-
ter devices, such as a gateway, a router, a modem, a switch, a
firewall, a network interface card (NIC), a hub, a bridge, a
proxy server, an optical add-drop multiplexer (OADM), or
some other type of device that processes and/or transfers
traffic. In one example implementation, PGW 140 may
include a device that aggregates tratfic recetved from one or
more SGWs 120, etc. and may send the aggregated traflic to
network 160. In another example implementation, PGW 140
may recerve tratfic from network 160 and may send the traffic
toward user device 110 via SGW 120.

HSS/AAA server 145 may include one or more server
devices, or other types of computation or communication
devices, that gather, process, search, store, and/or provide
information in a manner described herein. For example, HSS/
AAA server 145 may manage, update, and/or store, in a
memory associated with HSS/AAA server 143, profile infor-
mation associated with user device 110 that identifies appli-
cations and/or services that are permitted for and/or acces-
sible by user device 110, information associated with a user of
user device 110 (e.g., a username, a password, a personal
identification number (PIN), etc.), rate information, minutes
allowed, and/or other information. Additionally, or alterna-
tively, HSS/AAA server 145 may include a device that per-
forms authentication, authorization, and/or accounting
(AAA) operations associated with a communication session
with user device 110.

CSCF server 150 may include one or more server devices,
or other types of computation or communication devices, that
gather, process, search, store, and/or provide informationin a
manner described herein. CSCF server 150 may process and/
or route calls to and from user device 110 via the EPC. For
example, CSCF server 150 may process calls, received from
network 160, that are destined for user device 110. In another
example, CSCF server 150 may process calls, received from
user device 110, that are destined for network 160.

Content provider 155 may include any type, quantity, or
form of content provider. For example, content provider 155
may include a free television broadcast provider (e.g., local
broadcast providers, such as NBC, CBS, ABC, and/or Fox), a
for-pay television broadcast provider (e.g., TN, ESPN,
HBO, Cinemax, CNN, etc.), and/or an Internet-based content
provider (e.g., Youtube, Vimeo, Netilix, Hulu, Veoh, etc.) that
streams content from websites and/or permits content to be
downloaded (e.g., via progressive download, etc.). Content
providers 155 may produce a media stream (e.g., a television
broadcast). A media stream may refer to a stream of content
that includes video content (e.g., a video stream ), audio con-
tent (e.g., an audio stream), and/or textual content (e.g., a
textual stream). In one example implementation, content pro-
vider 155 may transmit content, as data service traflic, using
a data service (e.g., such as a RSS service, an atom service, a
RDF service, etc.).

Network 160 may 1include one or more wired and/or wire-
less networks. For example, network 160 may include a cel-
lular network, a public land mobile network (PLMN), a sec-
ond generation (2G) network, a third generation (3G)
network, a fourth generation (4G) network, a fifth generation
(5G) network, and/or another network. Additionally, or alter-
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natively, network 160 may include a wide area network
(WAN), a metropolitan network (MAN), an ad hoc network,
an intranet, the Internet, a fiber optic-based network (e.g., a
F10S network), and/or a combination of these or other types
of networks. Network 160 may include nodes 110 via which
traffic 1s transported to and/or from the EPS (e.g., via PGW
140) and/or another network.

FIG. 2 1s a diagram of LTE network 105 within environ-
ment 100. As shown 1n FIG. 2, LTE network 105 may include
base stations 115, as well as a group of resource processors
210-1, , 210-N (where N=z1) (hereinafter referred to
collectively as “resource processors 210” and individually as
“resource processor 210°°), and a moderation server 220. The
number of devices, illustrated in FIG. 2, 1s provided for
explanatory purposes only. In practice, there may be addi-
tional devices, fewer devices, different devices, or differently
arranged devices than 1llustrated 1n FIG. 2.

Resource processor 210 may include one or more server
devices, or other types of computation or communication
devices, that gather, process, search, store, and/or provide
information in a manner described herein. Resource proces-
sor 210 may, 1n one example implementation, be connected to
base station 115. Resource processor 210 and/or base station
115 may, 1n another example implementation, be integrated
into a single device. For example, base station 115 may per-
form one or more, or all, of the functions described below as
being performed by resource processor 210.

Resource processor 210 may cause base station 115 to
obtain service information, associated data service traffic,
received from content provider 155 and/or user device 110.
The service information may, for example, identify a data
service associated with the data service traffic, a particular
content provider 155 from which the data service tratfic was
received, a quantity of user devices 110 that are recerving the
data service traffic, a bandwidth associated with the data
service trailic, etc. The service information may, also, or
alternatively, 1dent1fy a time at which the data service traffic 1s
recetved, a version associated with the data service traffic,
whether the data service traific 1s a public service message,
etc. Also, or alternatively, the service information may 1den-
tlfy whether a condition 1s associated with the data service
traffic, whether the data service traffic has not been recerved,
and/or whether the data service tratific 1s a duplicate of data
service traific that was previously recerved. Resource proces-
sor 210 may save the service information 1n a memory asso-
ciated with resource processor 210 and/or may transmit the
service information to moderation server 220.

Resource processor 210 may 1dentily whether data service
traffic, received from user device 110, 1s local traffic (e.g.,
destined for other user devices 110 that are served by base
station 115) and/or global traffic (e.g., that 1s destined for
network 160). For example, resource processor 210 may

determine that the data service trati

ic 15 local traffic, based on
an indication obtained from the data service traific and/or
from a user profile associated with a user of user device 110.
Based on the determination that the data service traffic 1s local
traific, resource processor 210 may instruct base station 115
to transmit the data service traific to user devices 110 being
serviced by base station 115 and that have subscribed to the
data service. In another example, resource processor 210 may
determine that the data service tratfic 1s global traific. Based
on a determination that the data service tratfic 1s global tratfic,
resource processor 210 may instruct base station 115 to trans-
mit the data service traific to network 160 via SGW 120
and/or moderation server 220. Resource processor 210 may
temporarily store, in a memory associated with resource pro-

cessor 210, a copy of the data service traflic that allows user
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device 110 to access the data service traffic when a data
service, with which the data service traffic 1s associated, 1s not
available.

Moderation server 220 may include one or more server
devices, or other types of computation or communication
devices, that gather, process, search, store, and/or provide
information 1n a manner described herein. Moderation server
220 may 1integrated into base station 115 and/or resource
processor 210. Moderation server 220 may, 1n one example
implementation, perform traflic moderation and/or aggrega-
tion operations on data service trailic received from base
stations 1135 and/or content provider 155. Additionally, or
alternatively, moderation server 220 may act as a gateway
device that allows other user devices 110 to subscribe to
and/or receive data service traffic, via network 160 (e.g., the
Internet), that 1s being processed and/or stored by moderation
server 220. Additionally, or alternatively, moderation server
220 may perform one or more, or all, of the functions
described above as being performed by resource processor
210.

Moderation server 220 may receive, from content provider
155, data service traffic and may, 1n a manner similar to that
described above, obtain service information from the data
service traffic. In another example, moderation server 220
may obtain service information from one or more, or all, of
base stations 1135.

Moderation server 220 may receive data service traflic,
from content provider 155, and may determine whether the
data service tratfic 1s to be processed based on service infor-
mation that corresponds to a data service with which the data
service traffic 1s associated. Moderation server 220 may, 1n
one example, determine whether a score, assigned to the data
service, 15 greater than threshold and/or whether the data
service 1s ranked above another threshold. The assigned score
and/or ranking may indicate a level of service quality associ-
ated with the data service. The level of service quality may
correspond to a quantity of times that the data service has
been unavailable or has failed to provided updated data ser-
vice traffic, a quantity of conditions, associated with the data
service, that have been detected, a quantity of times duplicate
data service traffic has been received, etc.

Moderation server 220 may transmit the data service trai-
fic, to base stations 115, based on a determination that the
score 1s greater than the threshold and/or that the data service
1s ranked above the other threshold. Moderation server 220
may, 1n another example, 1gnore, discard, or otherwise not
transmit the data service traific, based on a determination that
the score 1s not greater than the threshold and/or that the data
service 1s not ranked above the other threshold.

Moderation server 220 may determine that the data service
traffic 1s duplicate data service traific when the data service
traffic matches other data service traffic that 1s stored in the
memory. Moderation server 220 may 1gnore, discard, or oth-
erwise not transmit the data service traffic, to base station 115,
based on a determination that the data service tratfic 1s dupli-
cate data service traific. By 1gnoring, discarding, and/or oth-
erwise not transmitting the duplicate data service ftratiic,
moderation server 220 may reduce bandwidth resource utili-
zation and/or improve an experience of a user of user device
110.

Moderation server 220 may identify that a condition, such
as jitter, dropped packets, mis-ordered packets, delayed pack-
ets, malicious soltware (e.g., virus, spyware, etc.), an elec-
tronic attack (e.g., a demial of service attack (e.g., packet
flooding, etc.), bandwidth that1s greater than a threshold, etc.)
1s associated with the data service traflic. Moderation server
220 may 1gnore, discard, or otherwise not transmit the data
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service traflic, to base station 115, based on a determination
that the condition 1s associated with the data service traffic.
Accordingly, moderation server 220 may protect user devices
110, base station 115, and/or other devices, associated with
the EPC and/or IMS core, from being damaged, losing data,
and/or experiencing a service disruption.

Moderation server 220 may recerve data service traific
associated with a public service message (e.g., an emergency
alert, a weather bulletin, an Amber alert, etc.) associated with
a geographical area. Moderation server 220 may transmit the
data service trailic to user devices 110 being serviced by a
base station 115 located within the geographical area and/or
within a particular distance of the geographical area. Accord-
ingly, moderation server 220 may transmit a public service
message, as data service trailic, to user devices 110 associated
with the geographic area.

FIG. 3 1s a diagram of example components of a device
300. Device 300 may correspond to user device 110, SGW
120, MME 130, PGW 140, HSS/AAA server 145, CSCF
server 150, resource processor 210, and/or moderation server
220. Alternatively, or additionally, each of user device 110,
SGW 120, MME 130, PGW 140, HSS/AAA server 145,
CSCF server 150, resource processor 210, and/or moderation
server 220 may mclude one or more devices 300 and/or one or
more of each of the components of device 300.

Device 300 may include a bus 310, a processor 320, a
memory 330, an input component 340, an output component
350, and a communication interface 360. Although FIG. 3
shows example components of device 300, in other imple-
mentations, device 300 may contain fewer components, addi-
tional components, different components, or differently
arranged components than depicted in FIG. 3. For example,
device 300 may 1include one or more switch fabrics instead of,
or in addition to, bus 310. Additionally, or alternatively, one or
more components of device 300 may perform one or more
tasks described as being performed by one or more other
components of device 300.

Bus 310 may include a path, or a set of paths, that permits
communication among the components of device 300. Pro-
cessor 320 may include a processor, a miCroprocessor, or
processing logic that may iterpret and execute instructions.
Memory 330 may include any type of dynamic storage device
that may store information and instructions, for execution by
processor 320, and/or any type of non-volatile storage device
that may store information for use by processor 320.

Input component 340 may include a mechanism that per-
mits a user to mput information to device 300, such as a
keyboard, a keypad, a button, a switch, etc. Output compo-
nent 350 may include a mechanism that outputs information
to the user, such as a display, a speaker, one or more light
emitting diodes (LEDs), etc. Communication interface 360
may include any transcerver-like mechanism that enables
device 300 to communicate with other devices and/or systems
via wireless communications (e.g., radio frequency, inirared,
and/or visual optics, etc.), wired communications (€.g., con-
ductive wire, twisted pair cable, coaxial cable, transmission
line, fiber optic cable, and/or waveguide, etc.), or a combina-
tion of wireless and wired communications. For example,
communication iterface 360 may include mechamsms for
communicating with another device or system via a network,
such as network 185. In one alternative implementation, com-
munication iterface 360 may be a logical component that
includes input and output ports, mput and output systems,
and/or other input and output components that facilitate the
transmission of data to other devices.

As will be described 1n detail below, device 300 may per-
form certain operations relating to moderating and/or provi-
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sioning data service tratfic. Device 300 may perform these
operations 1n response to processor 320 executing software
instructions contained 1n a computer-readable medium, such
as memory 330. A computer-readable medium may be
defined as a non-transitory memory device. A memory device
may include space within a single physical memory device or
spread across multiple physical memory devices. The soft-
ware 1structions may be read into memory 330 from another
computer-readable medium or from another device. The sofit-
ware 1nstructions contained in memory 330 may cause pro-
cessor 320 to perform processes described herein. Alterna-
tively, hardwired circuitry may be used 1n place of or n
combination with software instructions to implement pro-
cesses described herein. Thus, implementations described
herein are not limited to any specific combination of hardware
circuitry and software.

FIG. 4 1s a diagram of an example data structure 400 for
storing service mformation associated with data service trai-
fic. As 1llustrated 1n FIG. 4, data structure 400 may store a
collection of fields, such as a service identifier (ID) field 405,
a provider 1D field 410, a subscribers ficld 415, a bandwidth
ficld 420, a last update field 425, an outage field 430, a
duplicate field 4335, a condition field 440, a ratings field 445,
a score field 450, and a rank field 455. Data structure 400
includes fields 4035-4535 for explanatory purposes. In practice,
data structure 400 may include additional fields, fewer fields,
different fields, and/or differently arranged fields than are
described with respect to data structure 400.

Service 1D field 405 may store information that uniquely
identifies a particular data service (e.g., such as a data service
identifier, a data service name, etc.) associated with data
service traific recerved by moderation server 220 and/or base
station 115. Provider ID field 410 may store information that
identifies a particular content provider 155 (e.g., such as a
device 1dentifier, a network address, etc.) that provides the
particular data service and/or with which the data service
traffic 1s associated. Subscribers field 415 may store informa-
tion associated with each user device 110 that has subscribed
to the particular data service. The information associated with
user device 110 may include a device identifier (e.g., a mobile
directory number (MDN), a landline directory number
(LDN), an international mobile subscriber identifier (IMSI),
etc.), a network address (e.g., an IP address, a media access
control (MAC) address, etc.), and/or information associated
with a user, of user device 110 (e.g., a username, password,
personal 1dentification number (PIN), etc.). Subscribers field
415 may also, or alternatively, identify a quantity of user
devices 110 that have subscribed to the particular data ser-
vice.

Bandwidth field 420 may store information that identifies a
quantity of bandwidth associated the particular data service.
For example, moderation server 220 and/or base station 115
may receive data service traific and may store information
associated with a quantity of bandwidth associated with the
data service traflic. In another example, moderation server
220 may store information that identifies a quantity of band-
width that 1s expected to be associated with the data service
traffic based on quantities of bandwidth associated with pre-
vious data service traffic. Last update field 425 may identify
a previous time at which data service tratfic, associated with
the particular data service, was received, by moderation
server 220 and/or base station 115, relative to a scheduled
time and/or time 1nterval. Additionally, or alternatively, mod-
eration server 220 may store a quantity of times that the data
service traific 1s received late (e.g., when the data service
traffic 1s recerved after the scheduled time etc.). Outage 430
may store information that identifies whether the particular
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data service 1s unavailable. For example, moderation server
220 may not receive the particular data service tratfic ata time
when the data service tratfic 1s scheduled to be received and
may store an indication that the particular data service 1s
unavailable and/or has experienced an outage. Additionally,
or alternatively, outage ficld 430 may 1dentily a quantity of
outages, associated with the particular data service, within a
period of time.

Duplicate field 435 may store mformation that identifies
whether data service tratlic 1s duplicate traffic. For example,
moderation server 220 may store an indication that the data
service traffic 1s duplicate tratfic when the data service tratfic
matches data service trailic that was previously recetved by
and/or 1s stored 1n a memory associated with moderation
server 220 and/or resource processor 210. Additionally, or
alternatively, duplicate field 435 may identify a quantity of
times that duplicate data service traffic has been received
within the period of time. Condition ficld 440 may store
information that identifies whether a condition 1s associated
with the data service traffic. For example, moderation server
220 and/or base station 115 may store an indication that a
condition 1s associated with the data service traffic based on a
determination that a quantity of dropped, mis-ordered, and/or
delayed packets 1s greater than a threshold, when malicious
software and/or an electronic attack 1s detected, etc. Addition-
ally, or alternatively, condition field may identity a quantity of
times that a condition, associated with the data service traffic,
has previously been detected within the period of time.

Ratings field 445 may store information associated with
ratings obtained from users of other user devices 110. The
ratings may identify a popularity and/or a sentiment (e.g. like,
dislike, neither like nor dislike, etc.) among the users of user
devices 110 that have recerved and/or subscribed to a data
service. For example, moderation server 220 may obtain
information associated with the ratings (e.g., associated with
the particular data service), from the other user devices 110
and may store the information associated with the ratings. In
another example, moderation server 220 may obtain the infor-
mation, associated with the ratings, from content provider
155 and/or from a web server (e.g., via the Internet) that
enables access to the information associated with the ratings.

Score field 450 may store a value that has been assigned to
the particular data service that represents a level of service
quality associated with the particular data service. For
example, moderation server 220 may, in a manner described
in greater detail below with respect to FIG. 5, generate the
value based on a quantity of user devices 110 that have sub-
scribed to the particular data service (e.g., as identified by
subscribers ficld 415), a quantity of times that the data service
traffic 1s recerved late (e.g., as identified by last update field
425), a quantity of outages associated with the particular data
service (e.g., as 1dentified by outage field 430), a quantity of
duplicate data service traific associated with the particular
data service (e.g., as identified by duplicate field 435), a
quantity of conditions associated with the particular data
service (e.g., as identified by condition field 440), ratings
associated with the particular data service (e.g., as identified
by ratings field 445), eftc.

Rank field 455 may 1dentily a rank, that corresponds to the
particular data service, based on the value that has been
assigned to the particular data service as 1dentified 1n score
ficld 450. The rank may, for example, be based on the
assigned value relative to other values that have been
assigned, by moderation server 220, to other data services.

FI1G. 5 1s a flowchart of an example process 300 for provi-
sioning downstream data service traific to one or more user
devices 110, according to an implementation described
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herein. In one example implementation, process 300 may be
performed by moderation server 220. In another example
implementation, some or all of process 500 may be performed
by a device or collection of devices separate from, or in
combination with moderation server 220.

As shown 1n FIG. §, process 500 may include receiving
data service traific (block 505) and retrieving service infor-
mation associated with the data service traffic (block 510).
For example, moderation server 220 may receive data service
traffic, from content provider 153 and via SGW 120 and/or
PGW 140, and may 1dentify, with which data service the data
service traflic 1s associated. Moderation server 220 may
retrieve, from a memory associated with moderation server
220, service information associated with the data service
traffic and/or the 1dentified data service.

As also shown 1n FIG. 5, 1f the data service traffic 1s not
associated with an approved data service (block 515—NO),
then process 500 may include discarding the data service
traffic (block 520). For example, moderation server 220 may
determine whether the received data service traflic mncludes
an 1ndication that the identified data service 1s an approved
data service. The indication that the data service 1s an
approved data service may allow moderation server 220 to
process the data service tratfic and/or transmit the data service
traffic to user devices 110 and/or base stations 120. Modera-
tion server 220 may, for example, determine that the data
service traffic 1s not associated with an approved data service
based on a determination that the service information does
not include the indication that the identified data service 1s an
approved data service. In another example, moderation server
220 may obtain, from the service imnformation, a value that
was assigned to the identified data service in a manner similar
to that described above with respect to FIG. 4. Moderation
server 220 may determine whether the value 1s greater than a
first threshold. Based on a determination that the value 1s not
greater than the first threshold, moderation server 220 may
determine that the data service i1s not an approved data ser-
vice. In yet another example, moderation server 220 may
determine whether the 1dentified data service 1s ranked, 1n a
manner similar to that described above with respect to FIG. 4,
above a quantity of other data services that corresponds to a
second threshold. Based on a determination that the identified
data service 1s not ranked above the quantity of other data
services, moderation server 220 may determine that the data
service 1s not an approved data service. In a further example,
moderation server 220 may determine whether content pro-
vider 155, from which the data service traffic was received, 1s
identified on a list of approved content providers. Based on a
determination that content provider 1535 1s not identified on
the list of approved content providers, moderation server 220
may determine that the data service 1s not an approved data
service.

Moderation server 220 may discard the data service tratfic,
may 1gnore the data service traific, and/or may otherwise not
transmit the data service traflic to base station 115 and/or user
device 110 based on the determination that the data service 1s
not an approved data service.

As further shown 1n FIG. 5, 1f the data service traffic 1s
associated with an approved data service (block 5315—YES),
then process 500 may include processing the data service
traffic (block 525). For example, moderation server 220 may
determine that the data service traific 1s associated with an
approved data service based on a determination that the ser-
vice information includes the indication that the identified
data service 1s an approved data service. In another example,
moderation server 220 may determine that the value, assigned
to the identified data service, 1s greater than the first threshold.
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Based on the determination that the value 1s greater than the
first threshold, moderation server 220 may determine that the
data service 1s an approved data service. In yet another
example, moderation server 220 may determine that the 1den-
tified data service 1s ranked above the quantity of other data
services that corresponds to the second threshold. Based on
the determination that the identified data service i1s ranked
above the quantity of other data services, moderation server
220 may determine that the data service 1s an approved data
service. In a further example, moderation server 220 may
determine that content provider 1355 1s identified on the list of
approved content providers. Based on the determination that
content provider 153 is identified on the list of approved
content providers, moderation server 220 may determine that
the data service 1s an approved data service.

Based on the determination that the data service traffic 1s
associated with an approved data service, moderation server
220 may process the data service traific. For example, mod-
eration server 220 may identify a quantity of bandwidth and/
or a data rate associated with the received data service tratfic.
Moderation server 220 may i1dentily a time at which the
received data service traffic was recerved. Additionally, or
alternatively, Moderation server 220 may analyze packets,
associated with the data service traffic, to determine whether
a condition 1s associated with the data service tratfic and/or
whether the data service traffic 1s duplicate tratfic.

As yet turther shown 1 FIG. 5, 1f the data service traffic 1s
duplicate tratfic (block 530—YES), then process 500 may
include updating service information associated with the data
service traflic (block 535). For example, moderation server
220 may determine whether the data service traffic 1s dupli-
cate traffic. Moderation server 220 may, for example, com-
pare the recerved data service traific to other data service
traffic, associated with the identified data service, that 1s
stored 1in the memory. Moderation server 220 may determine
that the received data service tratfic 1s duplicate traffic based
on a determination that the received data service trailic
matches other data service traffic, associated with the data
service, stored in a memory associated with moderation
server 220.

Moderation server 220 may update the service information
based on the determination that the data service traffic 1s
duplicate traffic. For example, moderation server 220 may
store an indication that the data service traflic 1s duplicate
traffic 1n the memory. Moderation server 220 may, also, or
alternatively, increment a quantity of times that duplicate
traific has been associated with the data service and may store
the incremented quantity of times 1n the memory. Moderation
server 220 may, also, or alternatively, store all or a portion of
other service information in the memory, such as the quantity
of bandwidth associated with the data service tratfic, a time at
which the data service tratfic was received, etc. Moderation
server 220 may, 1n a manner similar to that described above
with respect to block 520, discard, 1ignore, and/or otherwise
not transmit the data service traffic, to base station 115 and/or
user device 110, based on the determination that the data
service traific 1s duplicate tratfic.

As still further shown 1n FIG. 5, 1f the data service tratfic 1s
not duplicate traffic (block 530—NO), and 11 a condition 1s
associated with the data service traflic (block 540—YES),
then process 500 may include updating service information
associated with the data service traflic (block 535). For
example, moderation server 220 may determine that the data
service traflic 1s not duplicate traffic based on a determination
that the received data service traific does not match other data
service traflic, associated with the data service, stored 1n a
memory associated with moderation server 220.
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Moderation server 220 may determine whether a condition
1s associated with the data service traffic. Moderation server
220 may, for example, process the data service traffic to
determine whether a quantity of dropped, mis-ordered, and/or
delayed packets 1s greater than a third threshold. Based on a
determination that the quantity of dropped, mis-ordered, and/
or delayed packets 1s greater than the third threshold, mod-
eration server 220 may determine that a condition 1s associ-
ated with the data service traific. Moderation server 220 may
determine that a condition 1s associated with the data service
traffic when malicious software (e.g., virus, spyware, etc.) 1s
detected, an electronic attack (e.g., a denial of service attack,
packet tlooding, etc.) 1s detected, and/or a severity of jitter
that 1s greater than a fourth threshold, 1s detected.

Moderation server 220 may, also, or alternatively, deter-
mine whether a quantity of bandwidth, associated with the
data service traific, 1s greater than a fifth threshold. Based on
a determination that the quantity of bandwidth 1s greater than
the fifth threshold, moderation server 220 may determine that
a condition 1s associated with the data service traflic. In a
turther example, moderation server 220 may determine that a
condition 1s associated with the data service traffic when
content, associated with the data service traffic, does not
conform to a particular format. The particular format may
specily one or more types of authorized image formats, one or
more types of authorized text formats, a maximum quantity of
data (e.g., bits, bytes, etc.) permitted within a message, a
maximum quantity of uniform resource locators (URLs) that
are permitted within a block of data (e.g., such as a webpage,
a message, etc.), etc.

Moderation server 220 may update the service information
based on the determination that the data service traffic 1s
associated with a condition. For example, moderation server
220 may store, 1n the memory, an 1ndication that the data
service traific 1s associated with a condition. The indication
may describe a type of condition that was 1dentified by mod-
eration server 220. Moderation server 220 may also, or alter-
natively, mncrement a quantity of times that a condition has
been 1dentified with respect to data service traffic associated
with the data service and may store the incremented quantity
of times 1n the memory. Moderation server 220 may also, or
alternatively, store all or a portion of other service informa-
tion 1n the memory, such as the quantity of bandwidth asso-
ciated with the data service tralfic, a time at which the data
service traific was recerved, etc. Moderation server 220 may,
in a manner similar to that described above with respect to
block 520, discard, 1gnore, and/or otherwise not transmit the
data service traffic, to base station 115 and/oruser device 110,
based on the determination that the data service traific 1s
associated with a condition.

As also shown 1n FIG. 5, if a condition 1s not associated
with the data service traffic (block 540—NO), then process
500 may include transmitting the data service tratfic to one or
more base stations (block 5435). For example, moderation
server 220 may determine whether a condition 1s associated
with the data service traific. Moderation server 220 may, for
example, determine that the quantity of dropped, mis-or-
dered, and/or delayed packets 1s not greater than the third
threshold. Based on the determination that the quantity of
dropped, mis-ordered, and/or delayed packets 1s not greater
than the third threshold, moderation server 220 may deter-
mine that a condition 1s not associated with the data service
traffic. Moderation server 220 may determine that a condition
1s not associated with the data service traffic when malicious
soltware, an electronic attack, and/or jitter, that 1s associated
with a level of severity that 1s greater than the fourth thresh-
old, 1s not detected.
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Moderation server 220 may, also, or alternatively, deter-
mine that a quantity of bandwidth, associated with the data
service traffic, 1s not greater than the fifth threshold. Based on
the determination that the quantity of bandwidth 1s not greater
than the fifth threshold, moderation server 220 may determine
that a condition 1s not associated with the data service traffic.
Additionally, or alternatively, moderation server 220 may
determine that a condition 1s not associated with the data
service traffic when content, associated with the data service
traffic, conforms to the particular format. Based on the deter-
mination that a condition 1s not associated with the data
service traific, moderation server 220 may transmit the data
service traffic to base station 115. Base station 115 may
receive the data service traffic and may transmit the data
service traific to one or more user devices 110 that are served
by base station 115. Resource processor 210 may temporarily
store the data service traffic 1n a memory associated with
resource processor 210.

FIG. 6 1s a tlowchart of an example process 600 for 1den-
tifying data services to be provisioned, via LTE network 105,
according to an implementation described herein. In one
example implementation, process 600 may be performed by
moderation server 220. In another example implementation,
some or all of process 600 may be performed by a device or
collection of devices separate from, or 1n combination with
moderation server 220.

As shown 1n FIG. 6, process 600 may include receiving an
instruction to prioritize data services and retrieving service
information 1n response to the instruction (block 605). For
example, moderation server 220 may recerve an istruction to
prioritize data services to determine which data services are
to be provisioned within LTE 105. The mnstruction may be
received based on a time interval (e.g., every one minute,
thirty minutes, one hour, twelve hours, etc.), at a time of day
(e.g., at midmight each day, etc.), after an occurrence of some
event (e.g., when service data traific 1s received, a condition 1s
detected, etc.), etc. Moderation server 220 may retrieve, from
a memory associated with moderation server 220, service
information (e.g., such as service mformation stored 1n data
structure 400 of FIG. 4) associated with one or more services
that have been received and/or processed by moderation
server 220 and/or resource processor 210.

As also shown 1n FIG. 6, process 600 may include 1denti-
fying a number of subscribers associated with each data ser-
vice and ranking the data services based on the number of
subscribers (block 610). For example, moderation server 220
may 1dentily a quantity of user devices 110 that have sub-
scribed to each data service based on the service information.
Moderation server 220 may rank the data services based on
the respective quantity of user devices 110 that have sub-
scribed to each of the data services. Moderation server 220
may assign a different subscriber value (e.g., V) to each data
service based on how the data services are ranked. For
example, a first subscriber value, that 1s greater than any other
subscriber values assigned to other data services, may be
assigned to a first data service associated with a greatest
quantity of user devices 110 that have subscribed to the data
service. In another example, a second subscriber value, that 1s
less than any other subscriber values assigned to other data
services, may be assigned to a second data service associated
with a least quantity of user devices 110 that have subscribed
to the second data service.

As further shown in FIG. 6, process 600 may include
identifying a number of outages associated with each data
service and ranking the data services based on the number of
outages (block 615). Moderation server 220 may rank the
data services based on a respective quantity of outages (e.g.,
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obtained from the service information) associated with each
of the data services. Moderation server 220 may assign a
different outage value (e.g., V ;) to each data service based on
how the data services are ranked. For example, a first outage
value, that 1s greater than all other outage values assigned to
other data services, may be assigned to a first data service
associated with a least quantity of outages relative to other
data services. In another example, a second outage value, that
1s less than all other outage values assigned to other data
services, may be assigned to a second data service associated
with a greatest quantity of outages relative to the other data
SErvices.

As vyet further shown 1n FIG. 6, process 600 may include
identifving ratings associated with each data service and
ranking the data services based on the ratings (block 620).
Moderation server 220 may rank the data services based on
respective ratings (e.g., obtained from the service informa-
tion), associated with each of the data services. Moderation
server 220 may assign a different rating value (e.g., V) to
cach data service based on how the data services are ranked.
For example, a first rating value, that 1s greater than all other
rating values assigned to other data services, may be assigned
to a first data service associated with a rating that 1s higher
than ratings associated with other data services. In another
example, a second rating value, that 1s less than all other rating
values assigned to other data services, may be assigned to a
second data service associated with a rating that 1s lower than
ratings associated with other data services.

As still further shown 1n FIG. 6, process 600 may include
identifying a number and/or severity of conditions associated
with each data service and ranking the data services based on
the number and/or severity of conditions (block 625). Mod-
eration server 220 may rank the data services based on a
respective quantity of conditions and/or a respective measure
of severity of conditions (e.g., obtained from the service
information) associated with each of the data services. Mod-
cration server 220 may assign a different condition value
(e.g., V) to each data service based on how the data services
are ranked. For example, a first condition value, that 1s greater
than all other condition values assigned to other data services,
may be assigned to a first data service associated with a least
quantity of conditions and/or a lowest measure of severity of
conditions relative to other data services. In another example,
a second condition value, that 1s less than all other condition
values assigned to other data services, may be assigned to a
second data service associated with a greatest quantity of
conditions and/or a highest measure of severity relative to the
other data services.

As also shown 1n FIG. 6, process 600 may include 1dent-
tying a respective total score for each data service based on
the ranked data services (block 630). For example, modera-
tion server 220 may 1dentily a respective total value (e.g., V )
for each data service based on the respective subscriber values
(e.g., V), outage values (e.g., V), ratings values (e.g., V),
and/or condition values (e.g., V). In one example, a total
value, for a data service, may correspond to a sum of the
subscriber value, outage value, ratings value and/or condition
value associated with the data service (e.g., where V.=V +
VotVe+V).

In another example, the total value may correspond to a
weilghted sum of the subscriber value, outage value, ratings
value and/or condition value associated with the data service.
The weighted sum may be based on weighting factors (e.g.
W) associated with the subscriber value (e.g., W, where W .
1s a subscriber weighting factor), outage value (e.g., W,
where W , 1s the outage weighting factor), ratings value (e.g.,
W, where W, 1s the ratings weighting factor), and/or condi-
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tion value (e.g., W _~, where W . 1s the outage condition factor).
The weighting factors may be predetermined by moderation
server 220 and/or an operator of moderation server 220 that
allows a relative portion of each of the values (e.g., V., V.
V., and V ~) to be adjusted using the weighting factors (e.g.,
where W +W +W.+W -<1). In this example, the total value,
associated with a data service, may be based on a sum of the
subscriber value modified by the subscriber weighting factor
(e.g., Ws*V ), the outage value modified by the outage
welghting factor (e.g., W ,*V ), the ratings value modified
by the ratings weighting factor (e.g., W,*V,), and/or the
condition value modified by the condition weighting factor
(e.g., WV, (eg., V=Ws*V AW ¥V +W ¥V +
W _*V ). In yet other examples, moderation server 220 may
identify the total value, for the data service, based on an
average of the assigned values (e.g., V,.=(V+V ,+V +V )/
4), a weighted average of the assigned values (e.g., V.=
(Ws*V +W ¥V ,+ W, *V_ +W *V .)/4) and/or some other
mathematical function. Moderation server 220 may 1dentily a
total value for each of the data services 1n a manner similar to
that described above.

As further shown in FIG. 6, process 600 may include
selecting one or more data services based on the respective
total rank scores associated with the data services (block
6335). For example, moderation server 220 may select one or
more data services associated with total values that are greater
than a threshold. Moderation server 220 may authorize data
service tralfic, associated with the selected data services, to be
provisioned, by base station 115, to user device 110. In
another example, moderation server 220 may rank the data
services based on the total values associated with the data
services. Moderation server 220 may select one or more data
services based on the rankings (e.g., top 10, top 30, top 100,
etc.). Moderation server 220 may authorize data service trat-
fic, associated with the selected data services, to be provi-
sioned, by base station 1135, to user device 110.

FI1G. 7 1s a flowchart of an example process 700 for provi-
sioning upstream data service traflic to one or more user
devices 110, according to an implementation described
herein. In one example implementation, process 700 may be
performed by resource processor 210. In another example
implementation, some or all of process 700 may be performed
by a device or collection of devices separate from, or in
combination with, resource processor 210.

As shown 1n FIG. 7, process 700 may include receiving
data service traffic, from a user device, associated with a data
service (block 705) and retrieving service mformation asso-
ciated with the data service and/or user profile information
associated with the user device 110 (block 710). For example,
resource processor 210 may receive data service traific, from
user device 110 and via base station 115, and may 1dentity,
with which data service the data service tratfic 1s associated.

Resource processor 210 may retrieve, from a memory
associated with resource processor 210, service information
(e.g., service information associated with data structure 400
of FIG. 4) associated with the data service. Resource proces-
sor 210 may also retrieve, from HSS/AAA server 145, user
profile information associated with user device 110. The user
profile information may identify to which data services user
device 110, or a user associated with user device 110, has
subscribed.

Asalso shown 1n FIG. 7, 1if the user device 1s not authorized
to use the data service (block 715—NO), the process 700 may
include discarding the data service tratfic (block 720). For
example, resource processor 210 may use the user profile
information to determine whether user device 110 1s autho-
rized to use the data service to transmit the data service traffic.
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Resource processor 210 may determine that the user profile
information does not include an indication that user device
110 has subscribed to the data service and/or i1s otherwise
authorized to use the data service. Based on a determination
that the user profile information does not include the indica-
tion that user device 110 has subscribed to the data service
and/or 1s otherwise authorized to use the data service,
resource processor 210 may 1gnore the data service traflic,
discard the data service traffic, or otherwise not transmait the
data service traific to a destination device.

Resource processor 210 may, in a manner similar to that
described above with respect to block 515 of FIG. 5, use the
service mformation to determine whether the data service 1s
authorized to be provisioned to other user devices 110.
Resource processor 210 may, for example, determine that the
service mformation does not include an indication that the
data service 1s an approved data service. In another example,
resource processor 210 may obtain, from the service infor-
mation, a value (e.g., a total score), associated with a level of
service quality, that was assigned to the data service 1n a
manner similar to that described above with respect to block
630 of FIG. 6. Based on a determination that the value 1s not
greater than a threshold, resource processor 210 may deter-
mine that the data service i1s not an approved data service.
Based on a determination that the data service 1s not an
approved data service, resource processor 210 may ignore the
data service traffic, discard the data service trailic, or other-
wise not transmit the data service trailic to a destination
device.

As further shown 1in FIG. 7, 1f the user device 1s authorized
to use the data service (block 715—YES) and 1f a condition 1s
associated with the traffic (block 725—YES), then process
700 may include discarding the data service traific (block
720). For example, resource processor 210 may determine
that the user profile information includes the indication that
user device 110 has subscribed to the data service and/or 1s
otherwise authorized to use the data service. Resource pro-
cessor 210 may also, or alternatively, determine that the ser-
vice information includes an indication that the data service 1s
an approved data service. In another example, 1f resource
processor 210 determines that the value (e.g., the total score),
obtained from the service information, 1s greater than the
threshold, resource processor 210 may determine that the data
service 1s an approved data service. Based on a determination
that the user profile information authorizes user device 110 to
use the data service and/or that the data service 1s an approved
data service, resource processor 210 may process the data
service trailic to determine whether a condition 1s associated
with the data service trailic and/or to 1dentity to which desti-
nation device to transmit the data service trailic.

For example, resource processor 210 may process the data
service traffic, in a manner similar to that described above
with respect to block 525 of FIG. 5, to determine that a
quantity of dropped, mis-ordered, and/or delayed packets are
greater than the third threshold. In another example, resource
processor 210 may determine that a condition 1s associated
with the data service traffic when malicious software 1s
detected, an electronic attack 1s detected, and/or a severity of
jtter, that 1s greater than a fourth threshold, 1s detected. In yet
another example, resource processor 210 may determine that
a condition 1s associated with the data service traffic based on
a determination that a quantity of bandwidth, associated with
the data service traific, 1s greater than a fifth threshold. In a
turther example, resource processor 210 may determine that
a condition 1s associated with the data service traific when
content, associated with the data service traffic, does not
conform to the particular format (e.g., a format associated
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with one or more types of authorized image formats, one or
more authorized text formats, a maximum quantity of data
permitted within a message, a maximum quantity of URLs
that are permitted within a message, etc.), etc.

Resource processor 210 may update the service informa-
tion based on the determination that the data service traffic 1s
associated with a condition. For example, resource processor
may, 1n a manner similar to that described above with respect
to block 535 of FIG. 5, store, in a memory associated with
resource processor 210, an indication that the data service
traffic 1s associated with a condition. The indication may
identily a level of severity associated with the condition.
Resource processor 210 may, 1n another example, increment
a quantity of times that a condition has been identified with
respect to the data service and may store the incremented
quantity of times 1n the memory. Resource processor 210
may, in yet another example, store all or a portion of other
service information, associated with the data service, in the
memory, such as the quantity of bandwidth associated with
the data service tratfic, a time at which the data service traffic
was received, etc.

Resource processor 210 may transmit the updated service
information to moderation server 220. Moderation server 220
may receive the updated service information and may store
the updated service information 1n a memory associated with
moderation server 220. Moderation server 220 and/or
resource processor 210 may also transmit the updated service
information to other resource processors 210. Resource pro-
cessor 210 may discard, 1gnore, and/or otherwise not transmut
the data service traffic, based on the determination that the
data service traffic 1s associated with a condition.

As yet further shown 1n FIG. 7, 1f a condition 1s not asso-
ciated with the data service traific (block 725—NQO), then
process 700 may include determining whether the data ser-
vice traffic 1s local traffic or global traflic (block 730). For
example, resource processor 210 may determine that the
quantity of dropped, mis-ordered, and/or delayed packets are
not greater than the third threshold. Additionally, or alterna-
tively, resource processor 210 may determine that a condition
1s not associated with the data service tratfic when malicious
software 1s not detected, an electronic attack 1s not detected,
and/or a severity of jitter that 1s greater than the fourth thresh-
old, 1s not detected. Additionally, or alternatively, resource
processor 210 may determine that a condition 1s not associ-
ated with the data service traffic based on a determination that
the quantity of bandwidth 1s not greater than the fifth thresh-
old. Additionally, or alternatively, resource processor 210
may determine that a condition 1s not associated with the data
service traffic when the content, associated with the data
service trallic, conforms to the particular format.

Resource processor 210 may determine whether the data
service traffic 1s local traffic and/or global traffic. For
example, resource processor 210 may determine whether the
data service traific includes a first indication that the data
service traific 1s to be processed as local traffic (e.g., to be
transmitted to user device 110 via base station 115 and not via
network 160). In one example, the data service traffic, to be
processed as the local traffic, may be associated with a public
service message (e.g., an emergency alert, a weather bulletin,
an Amber alert, etc.) associated with a geographical area. In
another example, resource processor 210 may determine
whether the data service traffic includes a second indication
that the traffic 1s to be processed as global traffic (e.g., to be
transmitted to network 160). In one example, the data service
traffic, that 1s to be processed as global traific, may be asso-
ciated with a message posted to a blog, a social networking
website, etc. that 1s hosted by a web server via the Internet
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(e.g., network 160). In yet another example, resource proces-
sor 210 may determine whether the data service traffic
includes the first indication and the second indication that the
traffic 1s to be processed as both local traffic and global trailic.

As also shown 1n FIG. 7, process 700 may include trans-
mitting data service trailic based on whether the data service
traffic 1s local tratfic or global traffic (block 7335) and tempo-
rarily storing the data service traffic (block 740). For example,
resource processor 210 may determine that the data service
traffic includes the first indication and may transmit the data
service trallic to all or a portion of user devices 110 being
served by base station 115. In one example, resource proces-
sor 210 may communicate with HSS/AAA server 145 to
identify which of the user devices 110 have subscribed to the
data service. Resource processor 210 may transmit the data
service traific to a portion of user devices 110 that are 1den-
tified as having subscribed to the data service. In another
example, resource processor 210 may determine that the local
data service traflic 1s associated with a public service message
and may transmit the local data service traffic to all of user
devices 110 being serviced by base station 110. In yet another
example, the data service traffic, associated with the public
service message, may i1dentily a geographical area (e.g., an
area corresponding to a county, Zip code, city, etc.) to which
the public service message corresponds. Resource processor
210 may transmit the data service tratfic to other base stations
115 within the geographical area and/or that include cells that
cover a portion of the geographical area. Other base stations
115 may transmit the data service trailic to other user devices
110 being served by the other base stations 115 and/or that are
identified as being located within the geographical area.

In another example, resource processor 210 may determine
that the data service tratiic includes the second indication and
may transmit the data service traific to moderation server 220
that allows the data service traific to be transmitted to network
160 (c.g., via SGW 120 and/or PGW 140). In yet another
example, resource processor 210 may determine that the data
service traific includes the first and second indications.
Resource processor 210 may, 1n a manner similar to that
described above, transmit the data service tratfic to all or the
portion of user devices 110 (e.g. that are served by base
station 115) and/or to other base stations 115 (e.g., based on
a geographical area) based on the determination that the data
service traific includes the first indication. Resource proces-
sor 210 may also, 1n a manner similar to that described above,
transmit the data service traific to moderation server 220
based on the determination that the data service traffic
includes the second indication.

Resource processor 210 may temporarily store a copy of
the data service traific 1n a memory associated with resource
processor 210. Resource processor 210 may also transmit a
copy of the data service tratfic to moderation server 220 that
allows moderation server 220 to temporarily store the data
service traific 1n another memory associated with moderation
server 220. Resource processor 210 and/or moderation server
220 may transmit the data service traific to another base
station 113 that allows the other base station 115 to tempo-
rarily store the data service traific in a further memory asso-
ciated with the other base station 115 and/or another resource
processor 210 associated with the other base station 115.
Temporarily storing the data service trailic 1n resource pro-
cessor 210, the other resource processor 210, and/or modera-
tion server 220 may allow the data service traffic to be
obtained, by one or more base stations 1135 and/or one or more
user devices 110 1n the event that an outage 1s associated with
the data service with which the data service traflic 1s associ-
ated.
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A system and/or method, described herein, may enable
service information to be generated based on data service
traffic that 1s received from a content provider and/or user
device. The system and/or method may use the service infor-
mation to assign scores to the data services and/or to rank the
data services based on the assigned scores. The system and/or
method may allow a data service, associated with a score that
1s greater than a threshold and/or that 1s ranked above another
data service, to be authorized to be provisioned to one or more
user devices.

The system and/or method may allow data service traffic to
be moderated and/or provisioned to one or more user devices
using service information. The system and/or method may,
for example, allow data service trailic, received from a user
device and/or content provider, to be transmitted to another
user device based on a determination that service informa-
tion, associated with the data service, permits the data service
traffic to be transmitted to the user device. The system and/or
method may allow data service traific, associated with a pub-
lic service message (e.g., such as a weather bulletin, a school
closing announcement, an Amber alert, etc.), to be transmiut-
ted, to one or more user devices within a geographical area
and/or associated with a particular base station within the
geographical area. The system and/or method may cause the
public service message to be transmitted, to the one or more
user devices, based on a determination that the public service
message corresponds to the geographical area.

The system and/or method may allow data service traffic to
be temporarily stored to allow a user device to access the data
service traffic based on a determination that the data service1s
not available. The system and/or method may allow data
service traffic, that 1s recerved from a user device and via a
base station, to be transmitted to other user devices, that are
served by the base station, without transmitting the traffic to
a network.

The {foregoing description provides illustration and
description, but 1s not intended to be exhaustive or to limit the
implementations to the precise form disclosed. Modifications
and variations are possible 1n light of the above teachings or
may be acquired from practice of the embodiments.

While series of blocks have been described with regard to
FIGS. 5-7, the order of the blocks may be modified 1n other
implementations. Further, non-dependent blocks may be per-
formed 1n parallel.

It will be apparent that systems and methods, as described
above, may be implemented 1n many different forms of soft-
ware, firmware, and hardware 1n the implementations illus-
trated 1n the figures. The actual software code or specialized
control hardware used to implement these systems and meth-
ods 1s not limiting of the embodiments. Thus, the operation
and behavior of the systems and methods were described
without reference to the specific software code—it being
understood that software and control hardware can be
designed to implement the systems and methods based on the
description herein.

Further, certain portions, described above, may be imple-
mented as a component that performs one or more functions.
A component, as used herein, may include hardware, such as
a processor, an application-specific integrated circuit (ASIC),
or a field-programmable gate array (FPGA), or acombination
of hardware and software (e.g., a processor executing soit-
ware).

It should be emphasized that the terms “comprises” “‘com-
prising” when used 1n this specification are taken to specily
the presence of stated features, integers, steps or components
but does not preclude the presence or addition of one or more
other features, integers, steps, components or groups thereof.
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Even though particular combinations of features are
recited 1n the claims and/or disclosed 1n the specification,
these combinations are not intended to limait the disclosure of
the embodiments. In fact, many of these features may be
combined 1n ways not specifically recited 1n the claims and/or
disclosed in the specification. Although each dependent claim
listed below may directly depend on only one other claim, the
disclosure of the embodiments includes each dependent
claim 1n combination with every other claim 1n the claim set.

No element, act, or instruction used 1n the present applica-
tion should be construed as critical or essential to the embodi-
ments unless explicitly described as such. Also, as used
herein, the article “a” 1s intended to include one or more
items. Where only one item 1s intended, the term “one” or
similar language 1s used. Further, the phrase “based on™ 1s
intended to mean “based, at least in part, on” unless explicitly
stated otherwise.

What 1s claimed 1s:

1. A method comprising;:

receving, by a server device and from a content provider,

traffic associated with a data service and that 1s destined
for a plurality of user devices;
retrieving, from a memory associated with the server
device, service information, associated with the data
service, where the service information includes a value,
associated with the data service, thatrepresents a level of
service quality associated with the data service;

determiming, by the server device, that the data service 1s an
approved data service in response to determining that the
value associated with the data service 1s equal to or
above a threshold:
discarding, by the server device, the traffic in response to
determining that the value 1s less than the threshold;

processing, by the server device, the traific to i1dentily
whether a condition 1s associated with the traffic based
on the determination that the data service 1s an approved
data service;

transmitting the tratfic to one or more of the plurality of

user devices based on a determination that the traffic 1s
not associated with the condition; and

discarding, by the server device, the traific based on a

determination that the tratfic 1s associated with the con-
dition.

2. The method of claim 1, where the service information
includes the value associated with the data service and at least
one of:

an expected quantity of bandwidth relating to tratfic asso-

ciated with the data service, where the expected quantity
of bandwidth 1s based on traffic, associated with the data
service, that was recerved during a period of time that
precedes the receipt of the traffic,

an indication of a prior time when other traffic, associated

with the data service, was received,

an 1ndication of a quantity of times that the data service has

been unavailable during the period of time,

an indication of a quantity of times duplicate trailic, asso-

ciated with the data service, has been received during the
period of time, or

an mdication of a quantity of times that the condition has

been detected, with respect to tratfic associated with the
data service, during the period of time.

3. The method of claim 1, further comprising:

temporarily storing the traific based on the determination

that the value 1s equal to or above the threshold, where
temporarily storing the traffic allows a user device, of the
plurality of user devices, to access the traffic when the
data service 1s unavailable.

[,




identily whether the condition 1s associated with the tra
turther includes:
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4. The method of claim 1, where processing the traffic

further includes:

determining whether a quantity of bandwidth, associated
with the traflic, 1s greater than a bandwidth threshold;
and

determining that the condition 1s associated with the traific
when the quantity of bandwidth, associated with the
traffic, 1s greater than the bandwidth threshold.

5. The method of claim 4, further comprising;

identifying, from the service information, a quantity of
times that the condition has been associated with the
data service;

incrementing the quantity of times that the condition has
been associated with the data service based on the deter-
mination that the condition 1s associated with the traffic;
and

storing, 1n the memory, the incremented quantity of times
that the condition has been associated with the data
Service.

6. The method of claim 1, further comprising:

comparing the traffic with other traific that 1s stored in
another memory associated with the server device;

identifying the traific as duplicate traffic when the traific
matches the other traific that i1s stored in the other
memory; and

discarding the traific based on the identification of the
traffic as duplicate traffic.

7. The method of claim 6, further comprising;

identifying, based on the service mnformation, a quantity of
times that duplicate traflic has been associated with the
data service;

incrementing the quantity of times that duplicate traffic has
been associated with the data service based on the 1den-
tification that the traffic 1s duplicate traffic; and

storing, 1n the memory, the incremented quantity of times
that duplicate traific has been associated with the data
service.

8. The method of claim 1, where transmitting the tratfic to

1

e

the one or more of the plurality of user devices further
includes:

transmitting the traffic to one or more base stations that
serve the one or more of the plurality of user devices,
where transmitting the tratfic to the one or more base
stations:
allows the one or more base stations to transmit the
traffic to the one or more user devices,
allows each of the one or more base stations to tempo-
rarily store the traflic 1n a respective memory associ-
ated with each of the one or more base stations, and
allows one of the one or more user devices to access the
traific when the data service or the server device are
unavailable.
9. The method of claim 1, where processing the traffic to
IC

T

identifying that the condition 1s associated with the traffic
based on a determination that:
malicious software 1s associated with the traffic,
a quantity of dropped or mis-ordered packets, associated
with the traflic, 1s greater than a first threshold, or
a level of sevenity of jitter, associated with the tratfic, 1s
greater than a second threshold.
10. The method of claim 1, wherein the condition includes

e

one or more of jitter, a particular quantity of dropped packets,
a particular quantity of mis-ordered packets, a particular
quantity of delayed packets, an indication of malicious sofit-
ware, or an 1ndication of an electronic attack.
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11. A server device comprising:

a memory to store service information that corresponds to
a plurality of data services with which traffic, destined
for a plurality of user devices, 1s associated, where the
service mnformation identifies levels of service quality
associated with the plurality of data services; and
one or more processors to:

receive an instruction to 1identity which of the plural-
ity of data services are authorized to be provisioned
to the plurality of user devices,
one or more of:
assign a respective first value, to each respective
data service of the plurality of data services,
based on a respective quantity of times that the
service information indicates that a condition,
associated with the respective data service, has
been detected during a time period,
assign a respective second value, to each respective
data service, based on a respective quantity of
times that the service information indicates that
the respective data service has been unavailable
during the time period,
assign a respective third value, to each respective
data service, based on a respective quantity of
user devices, of the plurality of user devices, that
have subscribed to the respective data service
during the time period, or
assign a respective fourth value, to each respective
data service, based on a respective rating that 1s
associated with the respective data service dur-
ing the time period, and
authorize traffic, associated with one or more data
services of the plurality of data services, to be pro-
visioned to the plurality of user devices based on
the respective first value, the respective second
value, the respective third value, or the respective
fourth value.
12. The server device of claim 11, where the one or more

processors are further to:

generate a respective total value for each respective data
service based on the respective first value, the respective
second value, therespective third value, or the respective
fourth value, and

authorize the traific, associated with one or more data
services, to be provisioned to the plurality of user
devices based on a determination that the respective total
value 1s greater than a threshold.

13. The server device of claim 12, where, when generating

the respective total value for each of the plurality of data
services, the one or more processors are further to:

identily a first weighting factor, associated with the respec-
tive first value, and a second weighting factor, associated
with the respective second value, and

generate a total value, associated with the data service,
based on a combination of the respective first value and
the first weighting factor, and the respective second
value the second weighting value.

14. The server device of claim 12, where the one or more

processors are further to:

recerve trallic associated with a data service ol the plurality
of data services,

1dentily, based on the service information, whether the data
service 1s an authorized data service,

transmit the traflic, associated with the data service, to a
user device, of the one or more user devices, based on a
determination that the data service 1s an authorized data
service, and
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discard the traffic, associated with the data service, based
on a determination that the data service 1s not an autho-
rized data service.

15. The server device of claim 11, where the service infor-
mation, associated with one of the plurality of data services,
identifies at least one of:

a quantity of times that the condition, associated with the
one of the plurality of data services, has been detected
within the time period,

a quantity of times that duplicate traffic, associated with the
one of the plurality of data services, has been detected
within the time period,

a quantity of user devices, of the plurality of user devices,
that have subscribed to the one of the plurality of data

services within the time period,
a rating, associated with the one of the plurality of data
services, obtained within the time period, or
a quantity of times that the one of the plurality of data
services has not been available to be accessed within the
time period.
16. A network device, connected to a base station of a
plurality of base stations within a radio access network
(RAN), the network device comprising;:
a memory to store service mformation associated with a
plurality of data services, where the service information
includes a respective value that corresponds to a respec-
tive level of service quality associated with each of the
plurality of data services; and
one Or more processors 1o:
recetve, from a user device and via the base station,
traific, associated with a data service of the plurality
of data services, that 1s destined for one or more user
devices that are served by the base station or a desti-
nation device that i1s not served by the base station,

determine that the data service 1s an approved data ser-
vice 1n response to determining that the respective
value associated with the data service 1s equal to or
above a threshold,

discard the traffic, associated with the data service, when
the respective value, associated with the data service,
1s less than the threshold,

identily whether the traffic, associated with the data
service, 1s local traific or global traflic based on an
indication obtained from the trailic and 1n response to
determining that the data service in an approved data
service,

transmit the traffic, via the base station, to at least one of

the one or more user devices based on a determination
that the traffic 1s local traffic, and

transmit the traffic, via the base station, to the destination
device outside the RAN based on a determination that
the traific 1s global traffic.

17. The network device of claim 16, where at least one of
the one or more processors 1s further to:

recerve, from another user device of the one or more user
devices, traffic associated with another data service of
the plurality of data services,

retrieve, from a server device, a user profile, associated
with another user device, of the one or more user
devices, where the user profile indicates whether a user,
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of the other user device, has subscribed to another data
service of the plurality of user devices, and
discard traflic, associated with the other data service, when
the user profile indicates that the user 1s not subscribed to
the other data service.
18. The network device of claim 16, where at least one of
the one or more processors 1s further to:
identify one or more unmiform resource locators (URLs),
included within the traffic, and
discard the tratfic based on a determination that a quantity
of URLs, of the one or more URLs, 1s greater than
another threshold.
19. The network device of claim 16, where at least one of
the one or more processors 1s further to:
obtain, from the service information, information that
identifies a quantity of conditions, associated with the
data service, that have been identified within a period of
time,
increment the quantity of conditions based on the determi-
nation that the quantity of URLs 1s greater than the
threshold, and
update the service information by replacing the quantity of
conditions with the incremented quantity of conditions.
20. The network device of claim 16, where at least one of
the one of the one or more processors 1s further to:
receive, from the user device and via the base station, a
request for traffic, associated with another data service
of the plurality of data services,
determine that the traific, associated with the other data
service, 1s not being received from a content provider,
retrieve, from the memory, a copy of the traflic associated
with the other data service, and
transmit the traffic, associated with the other data service,
to the user device 1n response to the request.
21. The network device of claim 16, where at least one of
the one or more processors 1s further to:
send, to a server device, a request for a list of the one or
more user devices that have subscribed to the data ser-
vice based on the determination that the traffic 1s local
traffic, and
identify the at least one of the one or more user devices that
has subscribed to the data service from the list of the one
or more user devices that have subscribed to the data
service.
22. The network device of claim 16, where at least one of
the one or more processors 1s further to:
temporarily store the tratfic, associated with the data ser-
vice, 1n the memory,
determine, after transmitting the traffic, associated with the
data service, that the data service 1s no longer available,
retrieve, from the memory, a copy of the tratlic, associated
with the data service, based on the determination that the
data service 1s no longer available, and
transmit the copy of the tratfic to one or more of the plu-
rality of base stations,
where transmitting the copy of the traific, to the one or
more of the plurality of base stations, allows the one or
more of the plurality of base stations to provision the
copy of the traific when the data service 1s no longer
available.
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