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SYSTEM USING A UNIQUE MARKER WITH
EACH SOFTWARE CODE-BLOCK

BACKGROUND

1. Field of the Invention

The invention relates to the field of computer systems, and,
more particularly, to improving system software of a com-
puter system.

2. Description of Background

Generally, software applications today are composed of
multiple components, each with different attributes, pack-
aged together as a single application and often executed 1n a
single thread 1n the runtime environment. As a result, a single
application program contains several code-blocks, each with
different characteristics, e.g. Performance, Reliability, Avail-
ability, and Serviceability (RAS), security, and/or the like.

Some code-blocks may be central processing unit (CPU)
intensive, some may be input/output (I/0) intensive, and
some may contain critical code that should be called only
from within the same application. In most cases, the CPU,
computer processor, processor, and/or the like, 1s not aware of
the characteristics of the code-blocks 1t 1s executing; 1t merely
executes the instructions from the instruction stream.

SUMMARY

According to one embodiment, a system to improve main-
tainability, performance, and security of software applica-
tions may include a processor, a plurality of code-blocks, and
a marker carried by each of the plurality of code-blocks. The
system may also include a compiler and/or an interpreter
which translates the source code written 1n any of the pro-
gramming languages such as C, C++, Java, Perl, PHP, Python,
etc. nto mstructions that can be executed by the processor.
During this translation process, the compiler and/or inter-
preter may determine the marker that needs to be associated
with each of the code-blocks. The system may also include a
loader which loads the compiled programs into the memory
of the operating system (*“OS”’). During this loading process,
the loader may detect markers assigned to each of the code-
blocks used by the compiler/interpreter and convert them into
markers that are specific to the current OS 1nstance and the
hardware on which the OS 1s running, thereby improving
security, maintainability, and/or performance of the plurality
of code-blocks executed by the processor, without changing
any of the plurality of code-blocks. The loader may also
coalesce code-blocks with the same marker so that they are
put 1nto a contiguous memory region.

The compiler and/or interpreter may determine the number
of markers to use and the values of the markers 1n several
ways, for example:

based on some hints within the source code,

based on static analysis of the source code,

based on the dynamic analysis of executed code-blocks, or

based on the organization of the source code 1nto separate

files/functions.
The compiler and/or 1interpreter may determine the granular-
ity of a code-block with which to associate a marker to be an
individual source/object file, or a class within a source/object
files, and/or a function within a source/object file. The loader
may associate each marker with one or more page-irames of
the object code. Each marker may be associated based upon
desired performance of each of the plurality of code-blocks.

The plurality of code-blocks may include an instruction set
to be executed on the processor. Each of the plurality of
code-blocks may include at least one of a plurality of charac-
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teristics that define how that code-block should be executed
and what should be done before, during, and after the execu-

tion of the code-block.

The processor may use each of the markers to differentiate
cach of the plurality of code-blocks and/or track control trans-
fers between any pair of the plurality of code-blocks. The
processor may notity the OS, which 1in turn may notify any
interested party when a thread enters or leaves one of the
plurality of code-blocks with a specific marker, and/or when
there 1s a marker change 1n an instruction stream.

The method may also include making the association of
each marker with a code-block, based either on the desired
performance, or the desired energy utilization, or some com-
bination of the two.

Another aspect of the mvention 1s a computer program
product that may improve the security, maintainability, and/or
performance of soitware applications. The computer program
product may include a computer readable storage medium
having computer readable program code embodied therewith,
the computer readable program code comprising computer
readable program code that may be configured to provide a
marker to each of a plurality of code-blocks. The computer
readable program code may also be configured to determine
cach of the markers, via a compiler or interpreter, to improve
security, maintainability, and/or performance of the plurality
of code-blocks executed by a processor without changing any
of the plurality of code-blocks.

The computer program product may also include computer
readable program code configured to associate each of the
markers with an object file of the program code, each function
within a respective object file, or each class within a respec-
tive object file. The computer program product may further
include computer readable program code configured to assign
at least one of a plurality of characteristics to each of the
plurality of code-blocks that defines what the processor does
before, during, and after the execution of each of the plurality
of code-blocks.

The computer program product may include computer
readable program code configured to use each of the markers
via the compiler, mterpreter, and/or loader to differentiate
between each of the plurality of code-blocks and/or track
control transters between any of the plurality of code-blocks.
The computer program product may further include computer
readable program code configured to notily, via the OS, any
interested party when a thread enters or leaves one of the
plurality of code-blocks with a respective marker, and/or
when there 1s a respective marker change 1n an 1nstruction
stream.

Another aspect of the mnvention 1s another embodiment of
a system that may improve the security, maintainability, and/
or performance of application software. The system may
include a processor, and a plurality of code-blocks that may
include an instruction set to be executed on the processor. The
system may also include a marker carried by each of the
plurality of code-blocks. The system may further include a
compiler and/or interpreter configured to execute on the pro-
cessor, where the compiler and/or interpreter may 1dentily
cach of the markers, thereby improving the security, main-
tainability, and/or performance of the plurality of code-blocks
executed by the processor without changing any of the plu-

rality of code-blocks.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a schematic block diagram of a system to improve
soltware Maintainability, Performance and Security 1n accor-
dance with the mnvention.
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FIG. 2 1s a schematic diagram showing how application
software 1s generated.

FI1G. 3 depicts a specific hardware register that 1s part of the
invention.

FI1G. 4 shows the layout of the hardware register depicted in
FIG. 3.

FIG. 5 1s a flowchart 1llustrating application soitware gen-
eration process.

FIG. 6 1s a tlowchart 1llustrating method aspects to identify
the code-block marker changes and notily monitoring
threads.

DETAILED DESCRIPTION

The invention will now be described more fully heremaftter
with reference to the accompanying drawings, in which pre-
terred embodiments of the invention are shown. Like num-
bers refer to like elements throughout, like numbers with
letter sullixes are used to identily similar parts 1n a single
embodiment, letter suflix lower case n 1s a variable that indi-
cates an unlimited number of similar elements, and letter
sullix lower case 1 1s a variable that indicates any single
clement among a variable number of similar elements.

With reference now to FIG. 1, a system 10 to improve
software maintainability, performance and security is 1ni-
tially described. The system 10 1s a programmable apparatus
that stores and manipulates data according to an instruction
set as will be appreciated by those skilled 1n the art.

According to one embodiment of the invention, the system
10 includes one or more processors 31a, 315, . . . 31n, a
plurality of Application Software programs 11a . .. 11, with
cach Application Software programs containing a plurality of
code-blocks 21a-21#, and a marker 16a-16# carried by each
of the plurality of code-blocks. In one embodiment, the pro-
cessor 31 1s a circuit that executes computer system 1nstruc-
tions carried by the plurality of code-blocks 21a-21%. In
another embodiment, the marker(s) 16a-16» are markers,
tags, and/or the like.

In one embodiment, the system 10 also includes an oper-
ating system 40 configured to execute on the processors 31a-
317, with the operating system containing programs to 1den-
tify each of the markers 16a-167 to thereby improve security,
maintainability, and/or performance of the plurality of Appli-
cation Soitware 11a-11» executed by the processor without
changing any of the plurality of code-blocks.

In one embodiment, each of the plurality of the processors
31a-31% has a special purpose register called Code-block
Marker Register (CMR) 51a-51%. Each ofthe CMRs 51a-51#
in the processors 31a-31» respectively contain information
about which code-block marker transitions 1n the 1nstruction
stream should cause the processor to notily the operating
system. In another embodiment, the operating system 40
notifies any interested party when a thread enters or leaves
one of the plurality of code-blocks 21a-21» with a respective
marker 16a-167 and/or there 1s a respective marker change in
an 1nstruction stream.

In one embodiment, each of the application soltware pro-
grams 11a-11» may be generated by a compiler and/or an
interpreter hereinafter referred to as compiler/interpreter 41
(see FIG. 2). In the process of generating the application
soltware 11a-11n, the compiler/interpreter 41 will 1dentily
the set of code-blocks 21a-21# that will be contained 1n the
application soitware, and the marker 16a-16% needed by each
of those code-blocks. The compiler/interpreter 41 then tags
cach of the code-blocks 21a-21n with its corresponding
marker 16a-167. In one embodiment, each of the markers
16a-16n are associated with the code-blocks 21a-21#» based
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4

upon the desired performance of that code-block and/or the
desired security level of that code-block.

In one embodiment, each of the markers 16a-16# 1s asso-
ciated with a respective object file, or each function within a
respective object file, or the set of functions belonging to a
class. In another embodiment, at the hardware level, each of
the markers 16a-16n are associated with a memory page-
frame (or a set of memory page-frames) into which the object
code-blocks 21a-21# are placed. The processor 31i identifies
the markers 16a-16» based on the memory addresses from
which 1t retrieves the nstructions. The operating system ker-
nel 40, which loads the application software programs 11a-
117 into memory, 1s responsible for ensuring that code-blocks
21a-21n with different markers 16a-16# are loaded 1nto dii-
ferent memory page-irames.

In one embodiment, the plurality of code-blocks 21a-21#
include an mstruction set to be executed on the processor 31:.
In another embodiment, each of the plurality of code-blocks
21a-217 include at least one of a plurality of characteristics
that define how the processor 31i uses each of the plurality of
code-blocks.

Another aspect of the invention 1s a method to 1dentity the
code-blocks 21a-21» while generating the application soft-
ware program 11a-11x. A schematic diagram of the compo-
nents 1nvolved in this method 1s depicted in FIG. 2. Now
referring to FIG. 2, a method of generating the application
software programs 11ae-11z 1s depicted. The Application
Software program 11a-11#7 1s generated from the application
source files 10a-102 by the compiler/interpreter 41, for
example. In this process a novel aspect of the invention 1s a
method to 1dentily the code-blocks 21a-21n either at the
function level or at class level, or at the object file level, and
determine the set of markers 16a-167 needed by the applica-
tion soltware 11a-11n based on the characteristics of the
code-blocks. This method 1s described in more details in FIG.
5. The output of this method 1s the application soitware pro-
gram 11a-11# that consists of plurality of code-blocks 21a-
217 each with a specific marker 16a-167.

Another aspect of this invention 1s a register called a code-
block marker register 51a-51# 1n each processor 31a-31#n or
core. A schematic diagram of this aspect of the invention 1s
depicted 1n FIG. 3. Each processor 31a-31x that executes
instructions 1 a code-block 21a-217 has a register called a
Code-block Marker Register (CMR) 51a-51» that specifies
when that processor should notily the operating system 40.
The CMR 51a-51# helps the processor 31a-317 1n 1dentifying
whether to notily the operating system 40 or not whenever
there 1s a change in the code-block marker 16a-161.

Referring now to FIG. 4, this figure describes the layout of
the Code-block Marker Register 51a-51#» depicted in FIG. 3,
for example. In this figure, the system 10 1s depicted with a
64-bit register layout, but those skilled 1n the art can under-
stand that a similar layout can be implemented even if the
register size 1s not 64 bits. In this embodiment, the CMR
51a-51n of a processor 31a-31» 1s a sequence of 32 2-bit
values each 2-bit value representing the control bits for one
marker 16a-16». Each marker’s 16a-16# control bits specily
whether that processor 31a-31# should notily the operating
system 40 when entering to or exiting from the corresponding
code-block 21a-21#. If control bit 0 of marker N 1s set to 1, 1t
implies that the processor 31a-31# should notify the OS 40
whenever the current instruction’s code-block 21a-21r
marker 16a-167 1s N and the next instruction’s code-block
marker 1s not N. If the control bit 1 of the marker N 1s setto 1,
it implies that the processor 31a-31# should notity the OS 40
whenever the current instruction’s code-block 21a-21r
marker 1s not N and the next instruction’s code-block marker
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1s N. For both the control bits, a value of 0 implies that the
processor 31a-31# should not notity the OS 40 1n respective
cases. The detailed descriptions of the method associated
with this schematic diagram are shown 1n a flow chart in FIG.
6.

In another method embodiment, which 1s now described
with reference to the flowchart in FIG. 35, the application
source files which may be written 1n any programming lan-
guage such as C, C++, Java, Perl, etc. are converted into an
executable program by the compiler/interpreter 41. The
application source files 1n block 101 are provided as input to
the compiler/interpreter 41. In step 102, the compiler/inter-
preter 41 1dentifies the distinct code-blocks 21a-21% 1n the
application source files and determines the code-block mark-
ers 16a-16# to associate with those code-blocks. The method
may additionally include identifying distinct code-blocks
21a-21n at the granularity of an source {file, each function
within a respective source file, and/or each class in the respec-
tive source file. Then 1n step 103, the compiler 41 generates
the executable application program by compiling the indi-
vidual source files tagging the code-block markers 16a-16#
with the code-blocks during that process. The output of this
method, Executable Application program with code-block
markers 16a-16#, 1s shown 1n block 104.

In another method embodiment, which 1s now described
with reference to the flowchart in FIG. 6, any thread can
register 1ts interest 1n getting notification from the OS when-
ever an application enters or leaves a code-block. The method
starts 1n block 201. In step 202, any thread t1 that wants to be
notified when an application enters or leaves a code-block
will request such from the OS. The thread t1 first identifies the
thread(s) 12 belonging to the application 1t wants to monitor
and the markers 1t wants to monitor 1n that application. It then
1ssues a OS system call to register 1ts interest to be notified
whenever the thread {2 enters or leaves the code-blocks with
the specified markers. In step 203, the OS, upon recerving t1°s
request, will set the thread t2°s CMR value accordingly. Note
that this method can be easily expanded to support multiple
threads requesting the OS to be notified 1nstead of a single
thread t1. In step 204, when the OS dispatcher dispatches 12
onto a processor, 1t sets that processor’s CMR register to t2’s
trigger CMR value. In step 203, the processor will monitor
t2’s 1struction code-block markers from then on. Based on
the stored trigger CMR value, the processor will notity the OS
when the marker of the next instruction to be executed by 12
matches the target marker stored 1n its CMR. The OS will in
turn notily all the threads that have requested to receive noti-
fication.

Another aspect of the mvention 1s a computer program
product to improve system software. In one embodiment, the
computer program product includes a computer readable
storage medium having computer readable program code
embodied therewith, the computer readable program code
comprising computer readable program code configured to
provide a marker 16a-16n to each of a plurality of code-
blocks 21a-21%. In another embodiment, the computer read-
able program code 1s configured to 1dentifying each of the
markers 16a-16n, via a processor 31i, to thereby improve
security, maintainability, and/or performance of the plurality
of code-blocks 21a-21n executed by a processor 31; without
changing any of the plurality of code-blocks.

In one embodiment, the computer program product
includes computer readable program code configured to asso-
ciate each of the markers 16a-162 with a respective object
file, each function within a respective object file, and/or each
class within a respective objective file. In another embodi-
ment, the computer program product includes computer read-
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able program code configured to assign at least one of a
plurality of characteristics to each of the plurality of code-
blocks 21a-21n that define what the processor 31i does

before, during, and after executing each of the plurality of
code-blocks.

In one embodiment, the computer program product
includes computer readable program code configured to use
cach of the markers 16a-16» via the processor 31i to differ-
entiate between each of the plurality of code-blocks 21a-21#
and/or track control transiers between any of the plurality of
code-blocks. In another embodiment, the computer program
product includes computer readable program code configured
to notily, via the operating system 40, any interested party
when a thread enters or leaves one of the plurality of code-
blocks 21a-21» with a respective marker and/or there 1s a
respective marker change 1n an instruction stream.

In view of the foregoing, the system 10 addresses improv-
ing system soltware, for example. In contrast, the processor in
any current system does not know anything about the cur-
rently runming application beyond the instruction being
executed. For example, beyond the instruction syntax, the
processor does not know which function or application those
instructions belong to and the semantics associated with those
functions or applications.

For instance, when the operating system (“OS”) sends a
signal to stop or terminate an application running 1n a con-
tamnerized environment such as Enterprise Java Beans
(“EJB”), the application container 1s expected to handle the
signal. However, the application container does not have
enough 1nformation about the current code-block being
executed in the application, to take appropriate cleanup action
betfore terminating the application.

For example, when a Java application thread receives a
SIGSTOP signal, the WebSphere container does not know
which function/class that thread 1s currently executing. As a
result the JVM does not know what cleanup activities to take
betfore terminating the Java application thread.

In addition, the fact that a software application cannot
know which code-block its thread 1s currently executing also
creates problems for the software maintenance. Often times,
the software needs to be patched dynamically while the old
version of the software 1s still running. Currently under these
circumstances, the old version of the software 1s left 1n the
memory while the branches are updated to the new version.
For instance, all the new 1nvocations of the functions in the
updated software will go to the new soltware, while some of
the old invocations may still be inside the functions in the old
version of the software. The reason for keeping the old ver-
s1on of the software 1s that the updating/installation program
has no i1dea 11 there 1s some thread that 1s still 1n one of the
functions provided by the old software. If the installation
program removes the old function from the memory and then
there might be a thread that wakes up after the removal of the
old function and 1t does not have any instruction to execute.

Further, software security i1s currently implemented by
using user 1ds and/or roles. In both these mechamisms, the
application thread acquires the given role or user 1d at a
certain point 1n time erther explicitly or implicitly and runs
under that role or user id for the life of that thread. This
mechanism does not allow differentiating between 2 separate
executions of the same function: (1) the function being called
from a known interface within the same application or library,
and (11) the function being called from an unknown 1nterface.
This lack of differentiation poses security vulnerabilities 1n
the software because a third party library may invoke the
un-exported internal functions.
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In one embodiment, the system 10 provides a mechanism,
to associate a marker 16a-16#» with each code execution block
21a-21#n, and to use this marker for enhancing security, main-
tainability and performance 1n a computer system. In another
embodiment, the compiler and/or interpreter associates a
marker 16a-16» with each code-block 21a-21n at some
granularity of the code-blocks depending on the tradeoif
between the costs of memory/performance overhead and ben-
efits of additional security/maintainability. For example, sys-
tem 10 maintains a unique marker 16a-16% for each object
file, or each function within an object file, or each class within
an object file.

In one embodiment, the processor 31i identifies the code-
block marker 16a-16% of an instruction that the processor 1s
executing at any given point 1in time. In another embodiment,
the processor 31i notifies, via the operating system 40, any
interested party when a thread enters or leaves a code-block
21a-21n with the specified code-block marker 16a-167, or
when there 1s a change of code-block marker 1n the instruction
stream.

As described before, present concurrent software updating
has to leave the old code 1n memory because the mnstallation
program cannot determine 1f a thread 1s currently inside a
code-block being patched. In contrast, in one embodiment,
system 10 knows which code-block a thread 1s executing at
any given point time. For instance, 11 the code-block 21a-21#
that 1s being patched 1s not run by any thread in the software
application, then the update manager can safely remove the
old code. Even 1t a thread 1s currently executing the code-
block 21a-217n being patched, the update manager can ask the
OS to notify 1t when the thread leaves that code-block so that
it can remove the old code at that time, for example.

In one embodiment, the system 10 restricts the execution of
the software and enables 1ts auditability. In another embodi-
ment, by separating the software application into multiple
code-blocks 21a-21» and using system 10 to get notified
whenever control transtfers from one code-block to another,
the system 10 can enhance the software security by restricting,
the execution of code. In another embodiment, system 10 can
also enhance the auditability by logging an event whenever a
certain code-block 21a-21# 1s executed.

In one embodiment, the system 10 enables heterogeneous
processor behavior based on the workload as identified by the
page marker 16a-16%. In another embodiment, by separating
the software application into multiple code-blocks 21a-21#%
based on the processor 31 configuration 1t requires, and
setting a different marker for each code-block, system 10 can
schedule different code-blocks onto different processor/cores
even though all those code-blocks are executed under a single
soltware thread.

In one example embodiment, system 10 stores a marker
16a-167n associated with each page-frame of the application
program text. In another embodiment, the compiler/inter-
preter 41 1dentifies the different blocks of the code 21a-21#%
and the number of unique markers 16a-16#» required for the
application program.

In one embodiment, the characteristics of each section of
the code 21a-21% can be either specified by the programmer
or automatically determined by the compiler/interpreter 41.
Examples of characteristics of the code-blocks 21a-21n are
performance, security, and serviceability. In another embodi-
ment, at the preceding stage, the “tagging” of the code 21a-
217 1s done at the level of individual object files or even at the
level individual functions or classes.

In one embodiment, the mechanism of what kind of differ-
ent characteristics to look for 1n the code-blocks 21a-21#
depends on the architecture specifications of the processor
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31i. For example, some processors 31a-312 may have the
capability to dynamically change the processor core mode
from hardware-multi-thread mode to hardware-single-thread
mode. When the core 1s running in hardware-single-thread
mode, the user thread executing on that core will have exclu-
stve access to all the resources (e.g. cache memory) 1n that
core; however, only one user thread can execute on that core
at any given point in time. When the core 1s running in hard-
ware-multi-thread mode, the OS 40 can execute more than
one user thread simultaneously on a single core, but all the
user threads will share the resources on the core. From the
overall system 10 utilization point of view, it 1s advantageous
to run the cores in hardware-multi-thread mode. However, 1t
a specific application 11a-11» code can make use of the
additional resources available i hardware-single-thread
mode, 1t 1s better to run that part of the application code on the
core 1n single-thread mode. An application 11a-11z may
consist of some code-blocks 21a-21% that can make use of the
additional resources in hardware-single-thread mode, and
some other code-blocks that cannot make use of the addi-
tional resources. The compiler 41, when 1t 1s generating an
executable program to run on a processor 31a-31» with the
above said capability, can 1dentity the code-blocks 21a-21#
with these two different performance characteristics and tag,
them with different marker 16a-16» values. The operating
system 40 will then dispatch the application 11a-11#» thread
to an appropriate core at different points of the application,
depending on the marker 16a-167 value of the code-blocks
21a-21n.

In one embodiment, the compiler/interpreter 41 will relo-
cate the code-blocks 21a-217n such that code-blocks with
similar markers 16a-16n or co-located. In another embodi-
ment, the loader 1n the operating system 40 ensures that no
two code-blocks with different markers will be put in the
same page-irame.

In one embodiment, when the OS pages-in each page ol the
application text into memory, the system 10 sets the marker
16a-16n for the page-frame where the application text 1s
loaded 1nto. In another embodiment, this marker 16a-16# 1s
associated with the page-iframe as long as the specific appli-
cation text stays in that page-frame.

In one embodiment, when an 1nstruction fetch operation
occurs, the processor 31; will find out the page marker 16a-
167 associated with the code-block 21a-21# containing that
instruction. In another embodiment, 1f the address of the
instruction fetched belongs to a diflerent page-frame and the
marker 16a-167 of that page-frame 1s different from that of
the currently executing instruction’s page marker, then the
processor 31; will generate an mterrupt. In another embodi-
ment, this interrupt 1s handled by the OS, but can percolate all
the way to the application 11 necessary.

In one embodiment, the interrupt handler can take difierent
actions based on the old and new markers and the character-
istics inferred from those markers 16a-16%. In another
embodiment, if the change 1n the marker 16a-16» requires
putting the processor 317 into a new mode, e.g. single-thread
mode, then the OS will set the processor-mode accordingly.

In one embodiment, 1f the change 1n the marker 16a-16%
requires stopping the code 21a-21# from being run, then an
invalid operation signal 1s sent to the application and the
current thread 1s pre-empted. In another embodiment, if the
application has asked to be informed whenever there 1s a
change 1n the marker 16a-16n, then the application 1is
informed either by a callback function or by sending a signal.

In another embodiment, 11 necessary, the change in the
marker 16a-16» on one processor 31i can also result 1n a
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Multi-Processor Communication (“MPC”") broadcast being
sent, which results 1n all processors acknowledging their cur-
rent instruction marker.

In one embodiment, the code-block 21a-21# 1s associated
with a marker 16a4-162 which has semantics associated with
it. For example, all the code-blocks 21a-21» with marker A
can be considered as code that modifies the core data struc-
tures 1n an application program, and hence, an audit log needs
to be recorded whenever i1t 1s entered. In another embodiment,
a code-block 21a-21% 1s a set of instructions that will be
executed on the processor.

In view of the foregoing, having the ability to explicitly
identify the semantics of the code-block can be very usetul for
putting the processor into different modes or to take different
actions based on the semantics of a particular code-block. In
other words, the system 10 addresses the problems and draw-
backs caused by the lack of awareness of the semantics of the
code being executed by a processor by associating each code-
block a umique marker that helps to 1dentily the semantics of
that code-block, for example.

As will be appreciated by one skilled 1n the art, aspects of
the invention may be embodied as a system, method or com-
puter program product. Accordingly, aspects of the invention
may take the form of an entirely hardware embodiment, an
entirely software embodiment (including firmware, resident
soltware, micro-code, etc.) or an embodiment combining
software and hardware aspects that may all generally be
referred to herein as a “circuit,” “module” or “system.” Fur-
thermore, aspects of the invention may take the form of a
computer program product embodied 1n one or more com-
puter readable medium(s) having computer readable program
code embodied therein.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may
be a computer readable signal medium or a computer read-
able storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, or device, or any suitable combination of
the foregoing. More specific examples (a non-exhaustive list)
of the computer readable storage medium would include the
following: an electrical connection having one or more wires,
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory ), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic
storage device, or any suitable combination of the foregoing.
In the context of this document, a computer readable storage
medium may be any tangible medium that can contain, or
store a program for use by or 1n connection with an instruction
execution system, apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that 1s not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or 1n connection with an 1nstruction execution system,
apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, including,
but not limited to wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing.

5

10

15

20

25

30

35

40

45

50

55

60

65

10

Computer program code for carrying out operations for
aspects of the present invention may be written 1n any com-
bination of one or more programming languages, including
an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

Aspects of the mvention are described below with refer-
ence to flowchart 1llustrations and/or block diagrams of meth-
ods, apparatus (systems) and computer program products
according to embodiments of the invention. It will be under-
stood that each block of the flowchart illustrations and/or
block diagrams, and combinations of blocks 1n the flowchart
illustrations and/or block diagrams, can be implemented by
computer program instructions. These computer program
instructions may be provided to a processor of a general
purpose computer, special purpose computer, or other pro-
grammable data processing apparatus to produce a machine,
such that the instructions, which execute via the processor of
the computer or other programmable data processing appa-
ratus, create means for implementing the functions/acts
specified 1n the flowchart and/or block diagram block or
blocks.

These computer program mstructions may also be stored 1n
a computer readable medium that can direct a computer, other
programmable data processing apparatus, or other devices to
function 1n a particular manner, such that the instructions
stored 1n the computer readable medium produce an article of
manufacture including instructions which implement the
function/act specified 1n the tlowchart and/or block diagram
block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the mstructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified 1n the flowchart
and/or block diagram block or blocks.

The flowchart and block diagrams 1n the Figures 1llustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block 1n the flowchart or block
diagrams may represent a module, segment, or portion of
code, which comprises one or more executable instructions
for implementing the specified logical function(s). It should
also be noted that, 1n some alternative implementations, the
functions noted 1n the block may occur out of the order noted
in the figures. For example, two blocks shown 1n succession
may, i1n fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality mvolved. It will also be
noted that each block of the block diagrams and/or tlowchart
illustration, and combinations of blocks in the block diagrams
and/or flowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified
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functions or acts, or combinations of special purpose hard-
ware and computer mnstructions.

The terminology used herein 1s for the purpose of describ-
ing particular embodiments only and 1s not intended to be
limiting of the invention. As used herein, the singular forms
“a”, “an” and “the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will be
turther understood that the terms “comprises” and/or “com-
prising,” when used 1n this specification, specity the presence
of stated features, integers, steps, operations, elements, and/
or components, but do not preclude the presence or addition
of one or more other features, integers, steps, operations,
clements, components, and/or groups thereof.

While the preferred embodiment to the invention has been
described, 1t will be understood that those skilled 1n the art,
both now and 1n the future, may make various improvements
and enhancements which fall within the scope of the claims
which follow. These claims should be construed to maintain
the proper protection for the invention first described.

What 1s claimed 1s:

1. A system comprising:

amarker from a plurality of markers carried by arespective
one of a plurality of code-blocks;

a processor configured to detect a change 1n the marker in
an 1nstruction stream, and configured to 1dentily
whether to notify an operating system when there 1s a
change 1n the marker; and

a compiler/interpreter to determine the marker for each
code-block and tag the code-block with the marker;

wherein the plurality of code-blocks comprise an instruc-
tion set to be executed on the processor;

wherein each of the plurality of code-blocks comprises at
least one of a plurality of characteristics that define how
the processor uses each of the plurality of code-blocks;

wherein the processor uses each of the markers to differ-
entiate between each of the plurality of code-blocks and
tracks control transiers between any of the plurality of
code-blocks.

2. The system of claim 1 wherein a register 1s used by the
processor to 1dentily whether to notily the operating system
or not when there 1s a change of markers 1n the 1nstruction
stream.

3. The system of claim 1 wherein the compiler/interpreter
determines the markers to be assigned to a single program.

4. The system of claim 3 where the compiler/interpreter
determines the marker to be given to each code-block based
on the characteristics of that code-block.

5. The system of claim 4 wheremn the characteristics
include at least one of performance, security, and serviceabil-
ity.

6. The system of claim 1 wherein the compiler/interpreter
reassigns markers to the code-blocks based on the number of
markers supported by the system’s hardware.

7. The system of claim 1 wherein each of the markers 1s
associated with at least one of a respective object file, or each
function within the respective object file, and with a respec-
tive page-frame of code.

8. The system of claim 1 wherein the operating system
notifies any interested party when at least one of a thread
enters or leaves one of the plurality of code-blocks with a
respective marker, and there 1s a respective marker change in
the 1nstruction stream.

9. A method comprising:

providing a marker to each of a plurality of code-blocks;
and

identifying each of the markers, via a processor, to thereby
improve at least one of security, maintainability, and
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performance of the plurality of code-blocks executed by
that processor without changing any of the plurality of
code-blocks:

wherein the plurality of code-blocks comprise an instruc-
tion set to be executed on the processor;

wherein each of the plurality of code-blocks comprises at
least one of a plurality of characteristics that define how
the processor uses each of the plurality of code-blocks;

wherein the processor uses each of the markers to differ-
entiate between each of the plurality of code-blocks and
tracks control transiers between any of the plurality of
code-blocks.

10. The method of claim 9 further comprising associating
cach of the markers with at least one of a respective object {ile,
and/or each function within the respective object file, and/or
a respective page-frame of code via at least one of a compiler
and an interpreter.

11. The method of claim 9 further comprises determining
cach of the markers” value via a loader.

12. The method of claim 9 further comprising assigning at
least one of a plurality of characteristics to each of the plu-
rality of code-blocks to define what the processor does before,
during, and after executing each of the plurality of code-
blocks.

13. The method of claim 9 further comprising using each of
the markers to differentiate between each of the plurality of
code-blocks and track control transfers between any of the
plurality of code-blocks.

14. The method of claim 9 further comprising notifying,
via an operating system, any interested party when at least
one of a thread enters or leaves one of the plurality of code-
blocks with a respective marker, and there 1s a respective
marker change in an 1nstruction stream.

15. A computer program product to improve system soft-
ware or application software, the computer program product
comprising;

a non-transitory computer readable storage medium hav-
ing computer readable program code embodied there-
with, the computer readable program code comprising:

computer readable program code configured to provide a
marker from a plurality of markers to each one of a
plurality of code-blocks; and

computer readable program code configured to identifying
cach of the markers, via a processor, to thereby improve
at least one of security, maintainability, and performance
of the plurality of code-blocks executed by a processor
without changing any of the plurality of code-blocks;

wherein the plurality of code-blocks comprise an mstruc-
tion set to be executed on the processor;

wherein each of the plurality of code-blocks comprises at
least one of a plurality of characteristics that define how
the processor uses each of the plurality of code-blocks;

wherein the processor uses each of the markers to differ-
entiate between each of the plurality of code-blocks and
tracks control transfers between any of the plurality of
code-blocks.

16. The computer program product of claim 15 further
comprising computer readable program code configured to
associate each of the markers with at least one of a respective
object file, or each function within the respective object file,
and/or a respective page-irame of code.

17. The computer program product of claim 15 further
comprising computer readable program code configured to
assign at least one of a plurality of characteristics to each of
the plurality of code-blocks to define what the processor does
betore, during and after the execution of each of the plurality

of code-blocks.
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18. The computer program product of claim 15 further
comprising computer readable program code configured to
use ecach of the markers via the processor to differentiate
between each of the plurality of code-blocks and track control
transiers between any of the plurality of code-blocks.

19. The computer program product of claim 15 further
comprising computer readable program code configured to
notily, via an operating system, any interested party when a
specified thread enters or leaves one of the plurality of code-
blocks with a respective marker, and there i1s a respective
marker change in an instruction stream.

20. A system comprising:

a Processor;

a plurality of code-blocks, and the plurality of code-blocks
including an instruction set to be executed on the pro-
CESSOr;

a marker from a plurality of markers carried by each of the
plurality of code-blocks; and

wherein the processor 1s configured to 1dentify each of the

markers thereby improving at least one of security, 20

maintainability, and performance of the plurality of
code-blocks executed by that processor without chang-
ing any of the plurality of code-blocks;

wherein the plurality of code-blocks comprise an instruc-
tion set to be executed on the processor;
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wherein each of the plurality of code-blocks comprises at
least one of a plurality of characteristics that define how
the processor uses each of the plurality of code-blocks;
wherein the processor uses each of the markers to differ-
entiate between each of the plurality of code-blocks and
tracks control transiers between any of the plurality of

code-blocks.

21. The system of claim 20 wherein the processor uses each
of the markers to differentiate between each of the plurality of
code-blocks and track control transfers between any of the
plurality of code-blocks.

22. The system of claim 21 wherein the processor, upon
identifying a change in the code-block marker of instructions
it 1s executing, can notily all other processors running in a
same operating system instance, so that all the processors
running that operating system can take a predetermined
action as a response to a change in the code-block marker 1n
One Processor.

23. The system of claim 20 wherein an operating system
notifies any interested party when at least one thread enters or
leaves one of the plurality of code-blocks with a respective
marker, and there 1s a respective marker change 1n an 1nstruc-
tion stream.
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